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CONCEPTUAL LANDMARKS OF THE RESEARCH

Relevance and importance of the approached issue. Corruption is a direct threat to the
values of the society, economic growth, causes a wide range of financial and social problems for
the state, affecting its external image. Preventing and combating corruption is an important goal
for the Republic of Moldova, according to the National Anticorruption Strategy for 2011-2016,
National Integrity and Anticorruption Strategy for 2017-20202, putting on the shoulders of state
authorities and various active social groups, the promotion of processes and mechanisms for
preventing and combating this phenomenon. The Association Agreement between the Republic of
Moldova and the European Union, ratified by the Parliament of the Republic of Moldova by Law
no. 112/20143, also provides for the need for important internal reforms and to ensure the
effectiveness in the fight against corruption.

For these reasons, institutions specializing in preventing and combating corruption are
developing effective anti-corruption instruments to carry out their functional tasks, and the priority
of the NAC as an anti-corruption institution in the Republic of Moldova is to strengthen analytical
capacity and develop this instrument to prevent and combat corruption offenses.

In the recent years, worldwide, there has been a tendency of integrating analytical activity
into the military sphere, into the law enforcement system, into the field of public order, into the
activities of criminal prosecution and criminal investigation bodies. This is due to the development
of the application component for this field, offering the beneficiaries in the military and law
enforcement sector and in other public and private sectors, an effective knowledge instrument,
capable to recognize threats, as well as the opportunities to achieve interests.

The tendency towards the integration of analytical activities in the field of crime
investigation is also manifested in the activities of the law enforcement agencies of the Republic
of Moldova, thus the NAC, as a specialized anti-corruption institution, with the support of
development partners and some experiences gained by the employees during study visits abroad,
in practice, has been applying for several years in the activity of preventing and combating
corruption offenses the techniques and methods of intelligence analysis. At the same time, the

researches in the field of analytical practice in law enforcement suggests that, although there are

! parliament Decision no. 154 of 21 July 2011 on the approval of the National Anti-Corruption Strategy for the years
2011-2016. In: Official Monitor of the Republic of Moldova, 2011, no 166-169, Article 483, available on:
www.legis.md, accessed on 25 February 2021

2 Parliament Decision no. 56 of 30 March 2017, on the approval of the National Integrity and Anti-Corruption Strategy
for the years 2017-2020. In: Official Monitor of the Republic of Moldova, 2011, no 216-228, Article 354, available
on: www.legis.md, accessed on 25 February 2021

3 Law no. 112 of 02 July 2014, for the ratification of the Association Agreement between the Republic of Moldova
and the European Union. In: Official Monitor of the Republic of Moldova, 18 July 2014, no 185-199, Article 442,
available on: www.legis.md, accessed on 25 February 2021
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some mechanisms necessary for the efficient functioning of intelligence analysis, they are not fully
operational and sufficiently interconnected, requiring new theoretical-application regulations and
measures effective in the development of intelligence-based policing.

Analytical or intelligence activity in order to prevent and combat offenses, based on
information analysis, is considered a management philosophy, based on the dissemination of
information and collaboration, on the identification of operational and strategic solutions for law
enforcement agencies at national, regional and international level. The importance of this activity
in the crime investigation process was confirmed in 1992 by the members of the INTERPOL
organization, being recognized as a useful instrument, successfully used by the policing for:
"ldentifying and providing information on the relationship between the crime data and other
potentially relevant data for policing and judicial practice”™*.

Analytical activity is recognized worldwide as an effective instrument for law enforcement,
being developed in this regard a concept of policing activity based on information called
Intelligence-led policing (ILP), which is a model for criminal intelligence analysis, developed in
2004 in the United Kingdom and currently implemented in several countries in the European
Union, USA, Canada, Australia, etc. This concept provides for the management of the policing
activity based on information and represents an approach of things oriented towards the proactive
component of the activity of law enforcement institutions.

A relevant document, for extending the concept of the analytical activity within the law
enforcement bodies at the community level, was the Plan for the adoption of a common
information policy (EU Information Policy), presented by the European Commission
communication no. 429, addressed to the European Council and the European Parliament on 16
April 2004, which proposed as a key element for the implementation of intelligence analysis at the
level of law enforcement institutions in the Member States and the development of a European
model for the analysis of criminal information (European Criminal Intelligence Model)®. Being
considered a model for policing activity in which actions are based on information, the intelligence
analysis is recommended since 2017 and by the OSCE experts to be implemented in the work of
law enforcement agencies®.

The analytical or intelligence activity in the investigation of offenses, being a relatively

new concept, has already managed to attract a number of practitioners and scientists from the USA,

4 The INTERPOL website, the definition of intelligence analysis in the vision of INTERPOL members since 1992,
available  at:  https://wayback.archiveit.org/all/20071005230215/http://www.interpol.int/Public/cia/default.asp,
accessed on 26 February 2020

5 European Commission communication no. 429 available on: https://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2004:0429:FIN:EN:PDF, accessed on 26 February 2021

6 The OSCE Guidebook on Intelligence-Led Policing, 2017, available on:
https://www.osce.org/chairmanship/327476, accessed at 25 February, 2021
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Great Britain, the European Union and the Russian Federation, this topic is also relevant for the
law enforcement agencies and the academic environment in the Republic of Moldova.

Framing the topic in international interests. The development of anti-corruption
instruments at the international level is a permanent concern of international agencies, and this is
implicit in the analysis of the following international and regional legal instruments: UN
Convention against Corruption, adopted in New York on October 31, 20037, ratified by Law no.
158 of 06 July20072 of the Republic of Moldova; The Criminal Law Convention on Corruption of
the Council of Europe, adopted in Strasbourg on 27 January 1999°, ratified by Law No. 428 of the
Republic of Moldova of 30 October 2003, and other internationally adopted documents
providing for anti-corruption mechanisms and instruments.

Framing the topic in an inter- and transdisciplinary context. The results of the
investigation, the conclusions formulated in the paper can contribute to the development of other
legal sciences, such as: criminal law and executive criminal law, criminal procedural law,
criminology, as well as non-legal ones: military and intelligence sciences, administrative sciences,
sociology.

The results of the research can also provide important concepts and guidelines in the field
of organization and management of public administration institutions, by developing standard
operational procedures for information analysis and improving information systems.

Description of the situation in the field of research. Currently, in the specialized
literature of the Republic of Moldova there is an insignificant number of scientific papers related
to the researched topic, and there is no paper in which the topic of analytical activity in the process
of preventing and combating the corruption offenses to be subjected to a complex treatment.

At the same time, we consider important the investigations of the following local authors
Gheorghita M., Golubenco Gh., Cusnir V., Gutuleac V., Avram M., Gurin V., Donciu A., Popa
V., Munteanu I., Izdebschi N., Cuhal 1., Bostan G., Pavlov S., Gatcan Iu., which refer to our
research topic.

In foreign specialized works, the topic of analytical activity is much more developed,
especially in the works of the next authors: Barbuta C.-G., Marin F.-L., Maior G. C., Nitu I.,

Coldea F., Cofan S.-M. (Romania), Kuznetsov I., Kurnosov Y., Bugel N., Yakovets E. (Russian

" The United Nations Convention against Corruption of 9 December, 2003 available on:
http://legislatie.just.ro/Public/DetaliiDocumentAfis/55623, accessed on 26 February, 2021

8 Law n0.158 of 06 July, 2007. In: Official Monitor of the Republic of Moldova, 20 July, 2007, no 103-106, Article
451, available on: www.legis.md, accessed on 10 March, 2021

® The Criminal Law Convention on Corruption of the Council of Europe of 27 January, 1999, available on:
http://www.cdep.ro/pls/legis/legis_pck.htp_act text?idt=31708, accessed at 26 February, 2021

10 Law of the Republic of Moldova no. 428 of 30 October, 2003. In: Official Monitor of the Republic of Moldova, 21
November, 2003, no 229, Article 918, available on: www.legis.md, accessed on 10 March, 2021



http://legislatie.just.ro/Public/DetaliiDocumentAfis/55623
http://www.legis.md/
http://www.cdep.ro/pls/legis/legis_pck.htp_act_text?idt=31708
http://www.legis.md/

Federation), Gottlieb S., Arenberg Sh., Boba R., Vellani K., Nahoun J. (USA), Ratcliffe J.,
Newburn T., Williamson T., Wright A. (United Kingdom).

At the same time, in the specialized doctrine, as well as in the practical activity of analyzing
the information regarding the corruption offenses and acts of a corrupt nature, various issues that
need to be investigated are not elucidated, including the conceptual clarification of the notions,
methods and techniques of criminal intelligence analysis, the identification of the most successful
types and forms of information analysis, software applications and analytical products, effective
in preventing and combating corruption, considered in this scientific approach.

The important scientific research issue consists in the theoretical, normative and applied
substantiation of analytical activities aimed at the investigation and prevention of corruption
offenses, their conceptualization and characterization, the definition and standardization of the
notions and terms related to this field, as well as the identification and promotion of the most
successful and efficient methods. analytical techniques and products to prevent and combat
corruption offenses.

The aim of the paper consists in outlining the analytical activity, the theoretical and
applicative substantiation and its conceptualization regarding the investigation of corruption
offenses, to identify the most relevant techniques, types and forms of information analysis in the
investigation and prevention of corruption offenses, to identify the perspectives for developing the
criminal intelligence analysis by offering recommendations for optimizing and improving the
regulatory framework in the researched subject.

The objectives of the research. In this research there have been established the following
objectives:

a) identification of scientific approaches in the country and abroad on the subject of
research;

b) research on the general aspects, notions and legal nature of analytical activity in the
process of preventing and combating corruption offenses;

c) determination of the features of elements of the forensic characteristics and the forensic
model of corruption offenses in terms of their significance in the criminal intelligence analysis;

d) research on approaches to international, regional, national and institutional instruments
for preventing and combating corruption offenses and the significance of analytical activities as
an anti-corruption instrument;

e) analysis of the normative framework, information analysis practices in the investigation
of corruption offenses in the Republic of Moldova, highlighting the existing difficulties in this
process and defining the role of analytical activity as an anti-corruption tool,

f) identification of methods, types and forms of information analysis in the investigation of



corruption offenses and those related to corruption;

g) identification of sources of information and software applications effective for the
analysis of corruption;

h) research of approaches to the analytical process and products of the criminal intelligence
analysis information, in order to identify the best solutions in the investigation of corruption;

1) research and identification of the development objectives of the analytical activities in
preventing and combating corruption offenses in the Republic of Moldova;

j) formulation of conclusions and recommendations aimed at optimizing and improving the
regulatory framework in the researched subject.

The research is based on the study of the doctrine, legislation and practice of law
enforcement in this field.

The research hypothesis is based on the assumption that:

- the analytical activities in the investigation and prevention of corruption and corruption-
related offenses do not have a theoretical, normative and applicative substantiation, which
generates difficulties regarding the knowledge and realization of these activities at the level of law
enforcement agencies;

- methodologies for carrying out information analysis in the investigation and prevention
of corruption offenses are constantly evolving, and due to technological progress new forms,
methods, analytical products and applications dedicated to the analysis of information are
emerging, what needs to be investigated from the perspective of preventing and combating
offenses;

- regulations in the field of analysis of information on offenses do not provide for a single
standard of terms and notions, which constitutes an impediment in the development of a national
model for the analysis of information in the activity of law enforcement agencies.

Synthesis of the research methodology and justification of the chosen research
methods. In the development of this thesis the following research methods were used: historical,
analytical, comparative, logical, inductive and deductive. An increased attention in the research
was paid to the comparative method, which was used to study the practice of other states in the
field of scientific investigation. By using the analytical method the practical activity of the NAC
for the period 2014-2019 in the field of information analysis in the investigation of corruption and
corruption-related offenses were researched.

The novelty and scientific originality of the work. This research is a first attempt at
scientific investigation of the theoretical and practical concept of analytical activity in preventing
and combating corruption offenses. The scientific research consists in the analysis of the notions,

definitions and methodologies, reflected in the local and foreign specialized works, as well as the



submission of some necessary recommendations for the development of this field.

As a result of the research carried out on the subject of analytical activities in the
investigation of corruption offenses, some regulatory deficiencies were also identified, and
proposals were made to bring the regulatory framework in the field in line with international
standards for intelligence analysis.

The scientific novelty of the research is determined by the following aspects: 1) revealing
the essence of the analytical activity in the investigation of corruption offenses through the prism
of doctrinal approaches and international, regional and national regulations in the field; 2) analysis
of the general notions and practices of crime analysis at the level of law enforcement institutions
in the country and abroad, establishing the legal nature of the analytical activity of law enforcement
agencies; 3) a detailed presentation of the particularities of the elements of the forensic feature and
the forensic model of the crime of corruption in the context of conducting analyzes of information
on criminal activities; 4) establishing international, regional and national experience in the creation
of tools for preventing and combating corruption offenses; 5) clarification of the role of the
analytical activity as an anti-corruption tool, in terms of analyzing the results of the analytical
activity of the NAC and highlighting the existing difficulties in this process; 6) determination on
the established methods and types of intelligence analysis, highlighting the forms of information
analysis in the process of preventing and combating corruption; 7) identification of sources of
information of forensic significance and efficient software applications in the analysis and
investigation of corruption offenses; 8) determination of the basic algorithms in the analysis of
information, identification of analytical products and their applicative valuein the activity of
preventing and combating corruption; 9) identification of the objectives for the development of
the analytical activities in the process of investigation and prevention of corruption offenses; 10)
substantiation of conclusions and submission of recommendations aimed at optimizing and
improving the regulatory framework in the researched subject.

Theoretical importance and applicative value of the paper. This thesis is a scientific
support for the elaboration and improvement of the concept of the activity of information analysis
within the law enforcement agencies. At the same time, this paper highlights the importance of
researching modern methods and techniques for analyzing the information in the process of
investigation and prevention of corruption offenses and those related to corruption.

The applicative value of this research consists in studying the regulatory aspects of the
analytical activity in preventing and combating the corruption offenses, which may be useful in
developing the specialized courses in the field of criminal intelligence analysis information. The
applicative value of the thesis is also confirmed by the multitude of approaches and solutions

presented by the author, which can be taken in order to create a development strategy and the



theoretical basis of a model of criminal intelligence information of law enforcement agencies.

The applicative importance of the paper is also manifested in the submission of proposals
regarding the doctrinal framing of the aspects under research. All these findings and examples
from the practice of information analysis in the process of preventing and combating corruption
offenses in the Republic of Moldova and concepts of police activities, based on information from
the practice of other countries, which were mentioned in the thesis, can be applied in crime-control
activity.

Scientific results submitted for support. The scientific results, submitted for support in
the hypothesis of the paper, consist of:

1) exposition of the existing approaches in the specialized scientific publications in the
Republic of Moldova and abroad and of the regulations in this field, which constitute an
appreciable theoretical support in substantiating a unique concept of the analytical activity in the
process of investigation and prevention of corruption offenses;

2) identification of notions and definitions, clarification of the legal nature and theoretical
and practical regulations regarding the analysis of information in the investigation of corruption
offenses;

3) determination of the features of elements of the forensic characteristics and the forensic
model of a corruption crime in the context of the analysis of information on criminal activities;

4) description of the international and of the Republic of Moldova experience in creating
the tools for the prevention and suppression of corruption offenses;

5) establishing the role of analytical activity in preventing and combating corruption
offenses and arguing its effectiveness as an anti-corruption tool;

6) identification of methods, types and forms of analysis of corrupt activities.
Argumentation for the possibility of implementing new types and effective forms of criminal
intelligence analysis at the level of the NAC and other law enforcement agencies, of some of new
efficient types and forms of criminal intelligence analysis information;

7) characterization of forensic information sources in the process of investigating the
corruption offenses, in terms of their relevance and informative potential in the analytical activities
and identification of applications dedicated to the analysis of information and supporting graphics,
that could be effectively used in the analysis of information about corruption;

8) establishing of the basic algorithms for information analysis, clarifying the aspects
regarding the applicative value of analytical products in the process of prevention and investigation
of corruption offenses;

9) determination of the prospects for the development of analytical activities in order to

prevent and combat corruption offenses;

10



10) formation of proposals and recommendations aimed at improving the regulatory
framework in the field under research.

Implementation of scientific results. The obtained scientific results shall be applied in the
process of preventing and combating corruption offenses and those related to corruption, being
valuable for the employees of specialized anti-corruption institutions and other law enforcement
agencies. Also, the research results shall be useful in the process of teaching the students of law
faculties and for professional development of law enforcement employees.

The proposals developed after the undertaken research constitute a methodological support
for improving the normative framework of analytical activity of the law enforcement agencies and
can be a scientific benchmark in the process of approving the unique concept of information
analysis within law enforcement agencies, based on a national and/or interdepartmental strategy at
the level of institutions specialized in crime fighting.

Approval of results. The thesis was elaborated and discussed within the Doctoral School
in Law, Political and Administrative Sciences of the Consortium of Educational Institutions
USPEE “C. Stere ”- ASEM and its results have been approved by the Guidance committee.

The results of the research have been reflected in a number of scientific publications, being
discussed and submitted for approval in scientific forums. The author participated in the definition
of the concept, regulations and methodology of analytical activities within the NAC and the
elaboration of the draft law, which entrusted the NAC with the task of conducting an operational
and strategic analysis of corruption, corruption-related acts and acts of corrupt behavior!?.

Thesis publications: 10

Volume and structure of the paper: The elaborated PhD thesis includes: introduction, 3
chapters, general conclusions and recommendations, bibliography of 198 titles, 9 figures, one
attachment, the statement on taking responsibility, Author's CV.

Keywords: analytical activity, intelligence analysis, information analysis, intelligence

analysis, crime, offense, corruption, prevention, combat, investigation, tool, information.

CONTENT OF THE THESIS
In the introduction, the relevance and importance of the researched topic are invoked and
argued, the aim of the research is put forward and its objectives are outlined. The research
hypothesis, the synthesis of the research methodology, the situation in the field of research, the

innovative dimension of the results obtained, the main scientific results submitted for support, the

11 L aw on amending and supplementing legislative acts nr.180 of 22 October, 2015, art. Il, pct.1. In: Official Monitor
of the Republic of Moldova, of 30 October, 2015, no 297-300/546, available on: www.legis.md, accessed on 13 March,
2021
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important scientific research problem, the theoretical importance and the applicative value of the
paper, the approval of the results, structure and summary of the paper compartments are presented.

In Chapter 1 "Analysis of the situation in the field of analytical activity for the
prevention and combating criminal offense of corruption™ - the scientific materials published
in the Republic of Moldova, as well as scientific materials in this field in other states have been
analyzed.

The works of the local authors have been analyzed, including: Gheorghita M., Golubenco
Gh., Cusnir V., Rusu V., Gutuleac V., Avram M., Gurin V., Donciu A., Popa V., Munteanu I.,
Izdebschi N., Cuhal 1., Bostan G., Pavlov S., Gatcan Iu. Although the scientific papers published
in the Republic of Moldova did not approach the analytical activity in order to combat and prevent
corruption offenses, the local authors have investigated the issues related to the tactics and
methodology of investigating corruption offenses, legal, criminal and criminological aspects of
the corruption phenomenon, which partly refer to the topic of our research.

Professor Mihail Gheorghiti in his textbooks “Criminalistics” (1995)'? and “Treatise on
Forensic Methodology” (2015)*, describes the aspects related to the role and importance of
forensics, criminal prosecution situations, forensic versions, organization of criminal prosecution,
its planning and interaction in the process of criminal investigation, the tactics of carrying out
criminal prosecution actions and forensic methods, etc Also, the author M. Gheorghita in the
monograph “Opeanuszosannas npecmynnocms. npobiemvr meopuu u RPAKmuxu pacciedosanusl
Organized Crime: Problems of Investigation Theory and Practice ”(7998)*, mentions the aspects
of the analysis of information in the investigation of the activities of criminal groups, the analysis
and systematization of information on criminals and criminal acts characteristic for the activity on
the analysis of information regarding the corruption acts.

The local author Gheorghe Golubenco, in his textbook "Forensic science: object, system,
history and monographic research"(2008)°, researching the information of forensic significance,
mentions its importance in investigating criminal activities, considering that the generalization of
information about crime in complex studies of a representative number of such cases forms the
forensic feature or informational model of certain types and categories of crimes.

The local authors Valeriu Cusnir and Victor Moraru in the work “The operative

investigations activity ”(2009)%, claim that the operative activity of investigations, as content, has

12 GHEORGHITA, M. Criminalistics, Ed. Museum, Chisiniu, 1995

13 GHEORGHITA, M. Treatise on Forensic Methodology, CEP USM, Chisinau, 2015

14 GHEORGHITA, M. Organized Crime: Problems of Theory and Practice of Investigation. Monograph. Chisinau,
Moldovan State University - Institute of Real Sciences, 1998

15 GOLUBENCO, Gh. Forensic science: object, system, history and monographic research, Free International
University of Moldova, Chisindu, P. ,,Tipografia Centrala”, 2008

16 CUSNIR, V., MORARU, V. The operative investigations activity. Chisinau, National Institute of Justice. 2009, p.
197
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a complex and multiaspectual character and includes several constituent components within it.
Thus, according to the authors of the investigation, various aspects of the special investigation
activity refer to: the practical aspect of the operative investigation activity, manifested by the
application of its forces, means and methods; the informational and analytical aspect of the
operative investigation activity, expressed through the collection, processing, analysis,
systematization, storage, record keeping, provision and use of information; the managerial aspect
of the operative investigation activity, achieved by directing its forces and means; operational
coverage of sectors, objectives and lines of activity; the scientific and didactic aspect of the
operative investigation activity, etc.

In the same vein, the authors Valeriu Cusnir and Vitalie Rusu support the need for and
importance of providing information on criminal justice, including the phase of criminal
prosecution. In the paper " Reflections regarding the use of investigative-operative information at
the criminal investigation level ”(2020)*7 the authors under consideration state that in order to
prevent and detect crimes, information is needed on certain events, persons, objects and
circumstances that tell us about their connection with the act under investigation, as well as
information on the traces of the crime. This data can be accumulated through both procedural and
non-procedural means. But the law stipulates the achievement of these objectives by using the
information that meets the following criteria: the presence of the procedural source of information,
the procedural form of obtaining and improving, the presence of the facts related to the investigated
act. Thus, the law distinguishes between the priority of information obtained through procedural
means and the (subsidiary) nature of information obtained through non-procedural means,
including through the application of investigative and operational methods and means. Thus,
according to the authors, the data that form the content of the investigative and operational
information must be characterized by the following objective - to become in the future a means of
proof or to contribute to obtaining evidence. This is what characterizes the basic destination of
investigative and operational information.

In another publication “The corruption phenomenon: between perception and social
reaction ”(2015)*8, the author Valeriu Cusnir, mentions the growing area and diversification of the
forms of manifestation of corruption phenomenon, which determines its evaluation in different
opinions, sometimes operating with rhetorical notions, with inaccurate or exaggerated statements.
In this connection, it seems to us that the scientific and systematic approach to the forms of

manifestation of corruption is relevant, delimiting its manifestation in the legal sense, liable to

T CUSNIR, V., RUSU, V. Reflections regarding the use of investigative-operative information at the criminal
investigation level. In: National security studies. Scientific and practical journal Nr. 2 (2) 2020, p.184

18 CUSNIR, V., The corruption phenomenon: between perception and social reaction.In: Revista Akademos4/2015,
p. 98
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punishment, to the public perception of the respective phenomenon.

The same author Valeriu Cusnir in his paper ,, Corruption: legal regulations, preventive
and control measures. Part I”(1999)*° and the authors Avram M., Gurin V. and Donciu A. in the
work “Detection, investigation and qualification of corruption offenses” (2005)?°, investigate
corruption as an antisocial phenomenon, present the definitions of corruption, investigate the
elements and the forms of corruption offenses by which the corruption acts are associated.
Although the issues approached by the mentioned authors are not directly related to the methods
and techniques of the analytical activity, their recommendations on the legal regulation of the
activities for preventing and combating corruption, detecting, investigating and classifying the
corruption offenses are relevant and can be successfully used in the activities of anti-corruption
subdivisions.

Another relevant publication is the textbook "Policing Law" (2015)%! by the author Victor
Gutuleac. This paper examines general notions, the place and role of the policing law in the
national legal system, the content and system of subjects, the forms and methods policing
activities. At the same time, this paper also includes the issues regarding the organization and
conduct of the NAC activities, as a specialized subject of policing activities in the field of
combating corruption, other bodies responsible for preventing and combating corruption. The
activity of gathering and analyzing the information of a criminal intelligence analysis is a policing
technique which provides the information support to institutions with policing responsibilities,
including the institutions responsible for preventing and combating corruption, whose status and
role have been analyzed in this paper.

Relevant sources for the description of tools and mechanisms for preventing and combating
corruption are the study “Tools for preventing corruption in the justice sector”’(2012)??, elaborated
by the local anti-corruption experts Galina Bostan and Stela Pavlov and the PhD thesis
,, Corruption as a social phenomenon and anti-corruption mechanisms” (2015 )23, elaborated by
the author Iurie Gatcan. In these papers, the authors present a successful analysis of tools for
preventing and combating the corruption, mentioning the importance of the analytical activity as

19 CUSNIR, V. Corruption: legal regulations, preventive and control measures. Part | Chisindu: The Stefan cel Mare
Police Academy, 1999, p.18

20 AVRAM, M., GURIN, V., DONCIU, A. Detection, investigation and qualification of corruption offenses. ARC,
Chisinau, 2005, 358 p.

2l GUTULEAC, V., Policing Law. The Institute of Criminal Sciences and Applied Criminology, Chisindu, I.S.
Tipografia Centrala, 2015

22 BOSTAN, G., PAVLOV, S., The study “ Tools for preventing corruption in the justice sector”, available on:
http://justice.gov.md/public/files/file/reforma_sectorul_justitiei/pilonstudiul/Studiu_instrumente de prevenire_a_co
ruptiei- CAPC-2012.pdf, accessed on April 30, 2019

23 GATCAN, Tu. Corruption as a social phenomenon and anti-corruption mechanisms (The case of the Republic of
Moldova), PhD thesis, Chisinau, 2015, available on:
http://www.cnaa.md/files/theses/2016/24368/iurie_gatcan_thesis.pdf, accessed on April 30, 2019
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a tool for prevention, used by the institutions specializing in preventing and combating the
corruption.

In the foreign doctrine, the topic researched in this paper is treated much more extensively,
especially in the works of such authors as: Barbuta C.-G., Marin F.-L., Maior G. C., Nitu I., Cofan
S.-M. (Romania), Kuznetsov I., Kurnosov Y., Bugel N., Yakovets E. Khalykov A., Zhuravlenko
N. (Russian Federation), Gottlieb S., Arenberg Sh., Boba R., Vellani K., Nahoun J.,Heuer R.,
Pherson R., Grana G.,Windell J. (USA), Ratcliffe J., Newburn T., Williamson T., Wright A.
(United Kingdom).

The field of intelligence analysis in the activity of law enforcement bodies is mentioned
more and more frequently in the recent Romanian publications, largely influenced by the Western
literature. Thus, we consider an important work in this sense “From information to intelligence”
2013)* by the Romanian authors Birbuta C.-G. and Marin F.-L., which represents their concern,
to provide all persons interested in the subject of the criminal intelligence analysis information
with a basic theoretical and practical level in mastering the main specialized landmarks. Other
important works of the Romanian authors Barbuta C.-G. and Marin F.-L. are "Intelligence: a new
revolution"(2014)%and "The national information model: a different kind of management"
(2014)8, which highlights a number of important aspects of analytical work in preventing and
combating crime.

A number of Romanian authors, through the coordination of the information analysis
expert Cofan S.-M. in the paper “Information Analysis” (2014)%, present important aspects of
information and intelligence analysis, combined with the practical experience of authors in this
field. The Romanian authors, in the mentioned scientific material, refer to a short historical
perspective on the development of analytical activities in Romania and, accordingly, set some
challenges related to the future of this field.

Another significant scientific work in the field of analytical activity is “ARS Analytics.
Challenges and tendencies in intelligence analysis(2013) %8, which is a collection of essays on
intelligence analysis, coordinated by Romanian authors, intelligence analysis experts Maior G.C.
and Nitu L.

In the paper "Intelligence Analyst Guide ”(2011)?°, several Romanian authors, coordinated

2 BARBUTA, C.-G., MARIN, F.-L. From information to intelligence, Publishing House Sitech, Craiova, 2013

Z BARBUTA, C.-G., MARIN, F.-L. Intelligence: a new revolution, Publishing House Sitech, Craiova, 2014

% BARBUTA, C.-G., MARIN, F.-L. The national information model: a different kind of management, Publishing
House Sitech, Craiova, 2014

2l Information Analysis, Manual, Ministry of Internal Affairs Publishing House, Bucuresti, 2014

ZMAIOR, G.C.,NITU, I. ARS Analytics. Challenges and tendencies in intelligence analysis, Publishing House RAO,
Bucuresti, 2013

2 NITU, I. Intelligence Analyst Guide, Publishing House The National Academy of Information ,,Mihai Viteazul”,
Bucuresti, 2011, 127 p.
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by the author Nitu I. examined aspects of intelligence analysis and succeeded in systematization
of scientific points of view and approaches regarding the resources and "technology"” of the
intelligence process from an analytical perspective.

Another scientific paper that aroused our interest is “The intelligence analysis: an
approach from theories of change perspective” (2012) * by the Romanian author Nitu 1., who
presented in his paper several considerations, which were the subject of his doctoral thesis,
defended in 2012.

In the Russian specialized works, were also approached the aspects of the analytical activity
in the context of crimes prevention and control, doctrinally associated with the bases of the special
investigation activities, forensic methods and criminology. Special attention has been paid to the
work ,, Unghopmayus: coop, 3awuma, ananus. YueOHux no uHGOPpMaAyuOHHO-AHATUMUYECKOLL
pabomel Information: collection, protection, analysis. Information and Analytical
Workbook ”(2001)%, in which the Russian professor Kuznetsov ., presents the general bases of
the analytical activity and of the informative-analytical activity.

The subject studied by us is also reflected in the work of the Russian author Kurnosov Y.
,, Aneebpa ananumuku. Cexpemor macmepcmea 6 anarumuyeckou pabomelAlgebra of analytics.
Secrets of Expertise in Analytical Work ”(2015)%?, which is a continuation of a series of author's
publications on the subject of analytical activity, and namely: “4z6yxa Ananumuxul The ABC of
Analytics” (2013), ,,Anarumuxa kax unmennexkmyanvhoe opysxcuel Analytics as an Intelligent
Weapon” (2012) si ,, Ananumuxa: memo0ono2us, mexHoi02us U opeanu3ayus UHGoOpmMayuoHHo-
ananumuueckou pabomwt/ Analytics: methodology, technology and organization of information
and analytical work ” (2004).

A more recently published work by the author Kurnosov Y., which also interested us, is
“Ananumuxa u pazeeoka. Pazmviuinenus npogeccuonana Analytics and intelligence. Reflections
of a professional ”(2019). In this paper, the author examines a wide range of issues related to the
methodology, organization and technology of modern analytical activities in the field of security
services in the Russian Federation.

Other works that in our opinion are of interest for the research field are: ,, Ocnosuw

ynpaenenuss 6 opeanax eHympennux Oenl Fundamentals of Management in Internal Affairs

SONITU, I. The intelligence analysis: an approach from theories of change perspective, Publishing House RAO, 2012
31 KUZNETSOV, I. Textbook on information and analytical work, Llc Yauza Publishing House, Moscow, 2001, 320

31 KURNOSOV, I. Information: collection, protection, analysis. Textbook on information and analytical work, Llc
Yauza Publishing House, Moscow, 2001, 320 p.

32 KURNOSOV, I. Algebra of analytics. Secrets of Mastery in Analytical Work, Rusaki, Moscow, 2015,
470 p.

33 KURNOSOQV, 1. Analytics and intelligence service. Reflections of a Professional, Rytm, Moscow, 2019, 392 p.
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Bodies "(2009)%* , author Bugel N. and ,, [Tpo6remsr ananumuyeckoii pabome: 6 onepamusHo-
PO3bICKHOU OesimenvHocmu opeanoé enympennux oenl Problems of analytical work in the
operational and investigative activities of the internal affairs bodies”’(2005)%, the author is
Yakovets E., in which he characterizes in detail the subjects, objectives and main directions of the
analytical activity within the internal affairs bodies of the Russian Federation. Another work that
is of interest to us is the textbook , FOpuouueckoe, mexnuueckoe u ungopmayuonno-
ananumuyeckoe obecnevenue onepamusHo-posvicknou Odesmenvnocmul Legal, technical,
informational and analytical support of operational and investigative activities” (2010)% of
Russian authors Khalykov A., Yakovets E. si Zhuravlenko N.

American and English authors more often approach in their studies the methodological
aspects of crime analysis, and Western scientific publications in the field of intelligence activities
in crime investigation are full of ideas and theoretical explanations, but even more so they have
application values. Therefore, the American authors Gottlieb S. and Arenberg Sh. in their work
., Crime Analysis: From Concept to Reality”’®’, highlight a number of important theoretical and
practical aspects of the concept of crimes analysis, which are to be implemented by intelligence
analysts in the activities of preventing and combating crime.

Another well-known American author whose scientific papers have as their object of study
the analysis of crimes is Boba R. S. who, in the papers ,, Crime Analysis and Crime Mapping (4"
Edition)”’(2005)%® and “Introductory Guide to Crime Analysis and Mapping”(2001)%, provides
students and practitioners with a solid foundation for understanding the conceptual nature and
practice of criminal activity analysis, to help law enforcement agencies prevent and combat public
order offenses and violations.

American security experts Vellani K. and Nahoun J., in the paper lucrarea ,, Applied Crime
Analysis ”(2001)%, researches in detail the techniques and theories of crime analysis, using various
case studies that they present during their work.

Another paper included in the study is the volume of “Structured analytic techniques for

3 BUGEL, N. Fundamentals of management in the internal affairs bodies: textbook, Moscow, 2009, 239 p., available
on: https://ur.b-ok.com/book/3115412/adceba, accessed on 13 March, 2021

3 YAKOVETS, E. Problems of analytical work in the operational-search activities of the internal affairs bodies:
monograph, Publishing House 1. I. Shumilova, Moscow, 2005, 219 c.

%6 KHALIKOV, A. et al. Legal, technical and information-analytical support of operational-search activities: study
guide, M., Yurlitinform, 2010, available on: https://in.b-ok.as/book/2959780/223637, accessed on 13 March, 2021

3" GOTTLIEB, S., ARENBERG, Sh. Crime Analysis: From Concept to Reality, Office of Criminal Justice Planning
Edition, 1991, available on: https://www.ojp.gov/pdffilesl/Digitization/137374NCJRS.pdf, accessed on 13 March,
2021

3% BOBA, R., Crime Analysis and Crime Mapping, 4™ Edition, 2005, Sage Publications. pp. 5, 6.

39 BOBA, R. Introductory Guide to Crime Analysis and Mapping, US, Department of Justice, 2001, 74 p., available
on: https://cops.usdoj.gov/RIC/Publications/cops-w0273-pub.pdf, accessed on 20 October 2020

40VELLANI, K., NAHOUN, J. Applied Crime Analysis. Boston: Butterworth-Heinemann, 2001, 144 p.
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intelligence analysis” (2010)**, written by American authors with extensive experience in
information analysis Heuer R. and Pherson R., who have managed to formulate, adapt and
standardize a set of 50 of the most robust analytical techniques used in information analysis.

While the authors Heuer R. and Pherson R. referred more to the applicative value of
analytical techniques, the American authors Grana G. and Windell J., in their most recently
published paper “Crime and intelligence analysis: an integrated real-time approach” (2017)%,
managed to capitalize on everything that criminal intelligence analysts of the criminal intelligence
analysis information, including anti-corruption, need to know in order to be a success.

Another paper dedicated to the analysis of information in the investigation of crimes
is “Handbook of Criminal Investigation”(2007)*, of the English authors Newburn T., Williamson
T. and Wright A. The paper offers a theoretical and practical approach to the crime investigation
process, examining several aspects, both in the historical context of training policing practices and
the development of new methodologies in crime prevention and control activities.

A significant contribution in the development of the police concept of conducting police
work based on the analysis of information, researched in our paper, are the works “Intelligence-
Led Policing”(2008)* si “Intelligence-Led Policing, 2nd Edition”’(2016)* of the British author
Ratcliffe J. We consider these works to be significant by the fact that they provide the scientific
and practical basis for the Information Police Guide driven by information from (Guidebook
Intelligence-Led Policing)*®, elaborated in 2017 by the Organization for Security and Co-operation
in Europe (OSCE), as a model for analyzing information in the work of law enforcement agencies,
that can be successfully applied in the activities of preventing and combating corruption.

In Chapter 2 ""Analytical activity in preventing and combating corruption offenses-
the general aspects, the legal nature and the assertion of analytical activities in the process of
preventing and combating corruption crimes are researched.

It is noted that at the international level, the analytical activity of law enforcement agencies
is referred to as: crime analysis, intelligence analysis, criminal intelligence analysis.

Thus, the concept of information analysis in law enforcement agencies originated in the
1960s in the United States, as a result of the development of the organized crime, which had
become a threat to society, given that the activities of anti-crime institutions were inefficient. In

1979, the CALEA (Commission on Accreditation for Law Enforcement Agencies), was created in

41 HEUER, R. Structured analytic techniques for intelligence analysis, CQ Press, Washington, 2010, 343 p.

42 GRANA, G., WINDELL, J. Crime and intelligence analysis: an integrated real-time approach, Boca Raton, FL,
CRC Press, 2017, 377 p.

% NEWBURN, T., WILLIAMSON, T., WRIGHT A. Handbook of Criminal Investigation, Willan, 2007, 701 p.

4 RATCLIFFE, J. Intelligence-Led Policing, Willan Publishing, UK, 2008, 288 p.

4 RATCLIFFE, J. Intelligence-Led Policing, 2nd Edition, Routledge, New York, 2016, 234 p.

4 Guide book Intelligence-Led Policing, Organization for Security and Cooperation in Europe, 2017, available on:
https://www.osce.org/files/f/documents/d/3/327476.pdf, accessed on 22 October, 2020
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the United States with the mission of accreditation of the police units with the information analysis
capabilities, and in 1981 the IALEIA (International Association of Law Enforcement Intelligence
Analysts) was founded, which is currently the largest professional organization in the world,
representing information analysts in the law enforcement structures.

Since 1985, the United States Department of Justice has initiated a widespread media
coverage of the concept of crime analysis within the Integrated Criminal Apprehension Program,
implemented in order to strengthen the capacity of law enforcement agencies to identify and detain
offenders.

In the United Kingdom, the concept of analytical activities for the purpose of crime
prevention and investigation became known in the years 1970-1980, as a result of progress in the
development of criminal record systems and information analysis practices. The reports of the
Association of Chiefs of Police played an important role in the development of the criminal
intelligence analysis - the Baumber Report (1975), the Pearce Report (1978) and the Ratcliffe
Report (1986), in which the ideas of developing intelligence analysis were supported as a modern
concept, necessary to be implemented within the policing structures.

The importance of analytical work in the crime investigation process was confirmed in
June 1992 by a group of delegates from twelve European countries, members of INTERPOL, and
recognized by law enforcement authorities as a useful tool of support for more than twenty-five
years, successfully used within the international community.

It is also mentioned in this chapter that the states with more advanced experience in
organizing the structures for the criminal information analysis, such as the United Kingdom, have
developed the National Intelligence Models since the 2000s to provide a unique standard for
conducting analytical activities of law enforcement agencies.

A relatively new concept of analytical activities is evoked in order to prevent and combat
crime, which is the Intelligence-led policing (ILP), considered to be a management philosophy
based on the dissemination of information and collaboration, on finding strategic solutions to the
problem of crime at local and regional level. The Intelligence-led policing is a model of
information analysis in the activities of law enforcement agencies, recommended by the OSCE,
which is based on risk assessment and management, has been developed since 2004 in the United
Kingdom, and is currently implemented in several European Union countries, as well as in the
USA, Canada and Australia. This concept provides for “intelligence-led policing™ and is an
approach to the works oriented to a proactive component of the law enforcement institutions
activities.

An important aspect in the development of the concept of information analysis within the

law enforcement agencies at the Community level is a plan for the adoption of a common
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information policy (EU Information Policy), presented by European Commission Communication
No 429*" to the European Council and the European Parliament on 16 June, 2004, which involved
the implementation of the Intelligence-led policing (ILP) concept at the level of law enforcement
institutions of the Member States.

In 2011, the International Association of Crime Analysts (IACA)* set up a number of
committees to define analytical methodologies, technologies and basic concepts relevant to the
profession of a criminal analyst. According to the conclusions of the participants of the association
members' meeting in 2014, the analysis of the crimes was defined as "... an activity and process
that uses quantitative and qualitative techniques to analyze valuable data for law enforcement
agencies and their communities.” *° At the same time, during the same meeting, the experts of the
International Association of Crime Analysts (IACA) have defined the crime intelligence analysis
as: "... analysis of data on persons involved in the commission of serious crimes, serial killers,
criminal organizations and networks".

Having analyzed several definitions of the analysis of crimes exposed in the specialized
literature, it was found that they are based on a number of common elements, namely: crime
analysis supports the mission of the Crime Investigation Agency, uses systemic methods and
information, and provides the processed and analyzed information to a large number of
applicants. According to the author, forensic analysis is a qualitative and quantitative analysis of
information about a crime and a criminal for law enforcement purposes, which in combination
with socio-demographic and spatial factors is intended for the investigation of criminal acts, the
detention of criminals, the prevention and combating crimes, the evaluation of organizational
procedures for maintaining public order.

As a result of the research, it was concluded that although some concepts differ from each
other by the type of information and analysis techniques used, crime analysis, intelligence
analysis, criminal intelligence analysis, from the methodological point of view, they are similar
and characteristic for the analytical activities for the purpose of preventing and combating crimes.
At the same time, the analytical activity in the process of investigation and prevention of crimes
refers to a general concept of a policing technique and a discipline practiced in the community of
institutions specialized in preventing and combating crimes, and the methods used or usable in this

activity, specific for several disciplines, could be found embedded in a specialized course module

47 European Commission communication nr. 429 of 16 June 2004, available on: https://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2004:0429:FIN:EN:PDF, accessed on 26 February, 2021

4 Official site of the International Association of Crime Analysts, available on: https://iaca.net/about-the-iaca,
accessed on 17 June, 2020

49 BOBA, R., Crime Analysis and Crime Mapping, 4" Edition, 2005, Sage Publications. p.150

%0 Ibidem
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- the criminal intelligence analysis®..

In the author's opinion, the purpose of the analytical activity is to study the means, to
research, investigate and examine the information about the crimes and the criminals, being
therefore oriented to the systemic analysis of the aspects of combating and preventing crimes and
violations of public order, as well as other issues related to administrative organization of the
activities of the policing authorities.

Given the notions and objectives of the analytical activity of investigating, combating and
preventing the criminal act, it was found that it has a direct link with the object of study of
forensics, special investigative activity, criminal proceedings and criminology.

In the same area of research, the need for the wide use of the elements of the forensic
characteristic of the crime was motivated, namely: the method of committing the crime, the
personality of the offender, the circumstances or the environment of the commission of the crime,
direct object against which the offense is committed, the traces of the crime and the personality of
the victim as primary data in analyzing information on corruption offenses.

In the author's opinion, the criminalistic model of corruption offenses is essential in the
process of analytical activity of specialized anti-corruption authorities allowing to determine
working hypotheses, recommendations for organizing special actions of investigation and criminal
prosecutions, methodology for analyzing corruption facts, and the elements of the forensic feature
complete the forensic model of corruption offenses with data and information about the specific
crime®2,

It is also analyzed in this chapter the significance of analytical tools for preventing and
combating corruption offenses, in the context of general anti-corruption tools. To this end, the
notion of a tool for preventing and combating corruption crimes approached in the publications of
various authors was researched and the concept itself was formulated in the research. According
to the author, the anti-corruption tool can be associated with a measure, means or procedure, used
by international bodies, institutions, national and local authorities, citizens, in order to prevent
and combat corruption offenses and those related to corruption and acts of a corrupt character.

From the author's point of view, the analytical activity carried out by NAC through the
strategic and operational analysis of corruption, is an anti-corruption tool for prevention, as well
as for the investigation of corruption crimes. This tool analyzes the factors that generate threats
and vulnerabilities, the level and tendencies of corruption in the socio-economic fields and in the

activity of public authorities, institutions and organizations of public and private law, as well as

SITALMACI, F. General notions and brief history regarding the analytical activity in the investigation and prevention
of crimes. In: National Law Journal, nr.10-12 (240-242), year 21 (2020), p.63

52 TALMACI, F. The characteristic and forensic model of corruption offenses. In: Scientific-practical journal “ Law
and Life”, March 2019, p.20
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information of a criminal intelligence analysis on the investigated specific corruption cases.

At the same time, several globally recognized anti-corruption tools and classifications of
anti-corruption tools developed by international experts were studied and analyzed, in order to
assess the essence of the analytical activity as such a tool. It is emphasized that the tools for
preventing and combating the crime of corruption are diverse and are in the process of continuous
development, and it is important to take over the international experience and identify the anti-
corruption tools that can be applied in the case of the Republic of Moldova, in order to prevent
and combat corruption in the most effective way 3.

It was also mentioned that development of the analytical capabilities of the NAC was an
objective of the consolidating Strategy for the National Anticorruption Center, approved by the
Decision of the Parliament of the Republic of Moldova no. 633 of 24 August, 2012%. Along with
institutional reform, within the NAC, the change of the concept of analytical activities was
initiated, in order to improve the capacities for analysis and evaluation of the level, tendencies and
risk factors of the corruption phenomenon and to conduct qualitative case studies to identify and
establish the guilty officials and acts of corrupt behavior.

By Law no. 180 of 22 October, 2015 for amending and supplementing some legislative
acts®, the NAC has been assigned the task of conducting an operational and strategic analysis of
acts of corruption, acts related to corruption and acts of corrupt behavior, information on analytical
studies of the phenomenon of corruption. As a result of the mentioned legal amendments, the
analytical activity within the NAC became one of the basic attributions, provided for in art. 4,
letter f) of Law 1104 of 06 June, 2002 regarding the NAC and was defined as conducting
operational and strategic analyzes of corruption acts, acts related to corruption and acts of
corrupt behavior, information on analytical studies of the phenomenon of corruption.

At the same time, analyzing the analytical activities of the NAC for the period 2014 - 2019,
which were reflected in 1560 operational analyzes and 111 strategic analyzes, being the subject of
the thesis research, it was explained in this chapter the importance of analytical activity as a tool
for investigating the facts of corruption, through its effectiveness in case investigations and,
respectively, as a tool for preventing corruption, through the positive impact of strategic analyzes
for directing the law enforcement efforts.

The author mentions that the analytical tool has an important role in preventing and

5 TALMACI, F. Tools for preventing and combating corruption offenses. International and the Republic of Moldova
experience. In: National Law Journal, nr.7-9 (237-239), 2020, p.69

%4 Decision of the Parliament of the RM nr.633 of 24 August, 2012 on the approval of the consolidating Strategy for
the National Anticorruption Center. In: Official Monitor of the Republic of Moldova, of 31 August, 2012, no 181-184
/688, available on: www.legis.md, accessed on 10 March 2021

%5 Law on amending and supplementing legislative acts nr.180 of 22 October 2015, art. Il, pct.1. In: Official Monitor
of the Republic of Moldova, of 30 October, 2015, no 297-300/546, available on:www.legis.md, accessed on 14 March,
2021
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combating corruption offenses, and the development of the information analysis activity within
the NAC has had positive effects for the accomplishment of institutional tasks. At the same time,
the results of the analytical subdivision of the NAC for the period 2014-2019 were relevant and
necessary to strengthen the capabilities of this subdivision by improving the operational
procedures, developing databases, information systems and forensic records, technical
applications and training of qualified specialists®®.

In Chapter 3 "Analytical methods, software applications, analytical process and
products of analytical activity in the investigation of corruption offenses™- the particularities
of the methods and types of analysis of criminal information, aspects of information sources and
the most innovative software applications dedicated to intelligence analysis, methodological
aspects of information analysis in the process of investigation and prevention of corruption
offenses have been investigated and theoretical and practical recommendations were elaborated
for the development of this field.

The author notes that the performance of the analytical units involved in the process of
preventing and combating corruption offenses depends directly on the level of their organization,
the way information is managed, the analytical methods and techniques used in the process of
activity.

It is investigated in this chapter the most important types of analysis of crime information:
operational analysis, tactical analysis, strategic analysis, administrative analysis, risk analysis,
policing operations analysis, as well as carried out a comparative analysis of the types of
information analysis performed in the NAC activity and recommended the introduction and
development of the tactical and administrative analysis component within the institution.

Operational analysis is a component of the information analysis activity, aimed at
substantiating and making short-term decisions, with immediate impact through the exploitation
of data and information. It aims at detecting, identifying and combating criminal activity. The main
purpose of this type of information analysis is to support the investigation team with the
hypotheses, deductions and recommendations for the action on individuals or networks with
concerns and activities of a criminal intelligence analysis, being aimed at achieving short-term
goals and immediate impact. The operational analysis mainly uses qualitative data, with a low
level of aggregation, thus being focused on individual cases.

Among the most common forms of operational analysis in the activity of preventing and

combating corruption offenses and those related to corruption, were identified: case analysis,

% TALMACI, F. Analytical activity as the attribution of the National Anticorruption Center: concept and statement
as an anti-corruption tool. In: International Scientific Journal on the Rule of Law, nr.4, anul 4, 2019, p.67
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comparative case analysis, analysis of groups of authors, analysis of activities, analysis of links,
analysis of goods flow, the events development analysis, analysis of telephone call records,
analysis of financial transactions, analysis of data on savings and investment instruments, analysis
of the economic activities carried out by the legal entities, analysis of hidden income, etc.

It is mentioned that in 2019 having analyzed 660 legal entities regarding their economic
activities and their relations with the public persons, 7 cases of risk in fraud of about 151 million
lei from public institutions and state enterprises were established. Also, having analyzed 425
operational analyzes performed by the NAC during 2019, it was found that the analysis of hidden
income was used in 55% of cases® and respectively, having analyzed 357 of operational analyzes
performed in 2018, it was found that this technique has been used in 45% of such cases®®.

Therefore, the analysis of hidden income in which the properties of public persons are
targeted in relation to their revenues, is used practically in every second operational analysis
carried out by the NAC in the last two years of activity®®.

It is mentioned in this chapter that in the activities of preventing and combating corruption
through the strategic analysis, the evolution, tendency and characteristics, circumstances, risk
factors and the mode of operation of acts of corruption, acts related to corruption and acts of corrupt
behavior on socio-economic domains or territorial areas and in a set time (medium and long term)
are analyzed. The aim of the strategic analysis is to identify the specific elements of certain types
of crimes or criminal phenomena, to identify new tendencies, to identify new elements of the mode
of operation, to identify the system vulnerabilities, to assess the threats of criminal activities, to
identify and assess risks, to develop the profile of perpetrators and victims of crime, to highlight
the opportunities for preventing and reducing crimes, to outline recommendations for strategies
for preventing and combating crime, to outline recommendations for legislative initiatives.

At the same time, the strategic analysis provides an overview of crime and identifies the
nature, degree of risk and tendencies of criminal phenomena in order to develop and implement
strategies to prevent and combat them and may take the following main forms: criminal model
analysis, general profile analysis, situation reports, risk analysis, crime pattern analysis,
demographic and social trends analysis, market profiling, the results analysis, etc.

Therefore, the author mentions that in the process of preventing and combating the

corruption offenses, there can be used methods, specific to other disciplines of study, which are

5" The activity report of the National Anticorruption Center for the year 2019, page 22, available on: www.cha.md,
accessed on 18 March, 2020

%8 The activity report of the National Anticorruption Center for the year 2018, page 45, available on:www.cna.md,
accessed on 18 March 2020

% TALMACI, F. Operational analysis in the investigation of corruption offenses. In: ,,Current scientific research in
the modern world”, International Scientific Conference of 26-27 February 2021, Pereiaslav city (Ukraine),
Conference Collection Journal, edition 2 (70), part 9, p.92, February 2021, available on: www.iscence.in.ua,accesat
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adapted to the need, the style of activity of the information analyst and the type of analysis, as it is
important to integrate these methods in a working model as functional as possible and in line with
the requirements of the anti-corruption institution®. In this research area, the institutional model
of information analysis consists of four types of analysis, depending on the level of aggregation of
data and information with which it operates: operational, tactical, strategic and administrative,
that have been established to be the most effective for performing the functional tasks of the NAC,
also in the case of other institutions specialized in preventing and combating crime.

The author has also established that the sources of information of forensic significance,
used in the process of preventing and combating corruption offenses have developed significantly
in the recent years and are important elements in the discovery, investigation of criminal acts, in
identification of offenders, establishment of circumstances in which the crime occurred. Also, the
subjects with criminal investigation and analysis tasks are to select their sources of information
according to relevance, and the use of open sources sometimes provides additional credibility to
the final product of the work, benefits in cost efficiency and may allow a greater amount of
information to be collected within a limited budget®’.

Following the research carried out, there were identified the applications dedicated to the
analysis of information and supporting graphics which can be used effectively in the analysis of
corruption. The author concluded that the information technology and software applications for
information analysis are important elements in the work of the information analyst specializing in
preventing and combating corruption. At the same time, software applications offer the possibility
to collect analytical information from different sources and are essential in analyzing and
conducting complex investigations of acts of corruption and those related to corruption, they allow
important volumes of data, which can then be used as evidence in criminal proceedings, to be
stored®?,

During the research process, the basic algorithms for the criminal intelligence analysis have
been established, which are: receiving the information, evaluating and storing it, analyzing and

making conclusions, formulating hypotheses and providing recommendations. In this chapter there

80 TALMACI, F. Information analysis methods used in preventing and combating corruption offenses.
In: Trends and perspectives of the development of science and education under the conditions of globalization.
International scientific-practical conference of 31 July 2020, Pereiaslav city (Ukraine), Collection of scientific
publications, edition 61, July 2020, p.55, available on: https://confscientific.webnode.com.ua/ files/200000355-
b2391b2394/%2061-9.pdf

81 TALMACI, F. Sources of forensic information in the process of preventing and combating corruption offenses. In:
National Law Journal, nr.1-3 (231-233), 2020, p.134

62 TALMACI, F. Software applications used in the analysis and investigation of corruption offenses. In: Trends and
perspectives of the development of science and education under the conditions of globalization. International
scientific-practical conference of 31 August 2020, Pereiaslav city (Ukraine), Conference Collection Journal, August
2020, edition 62, p.73, available  on: https://confscientific.webnode.com.ua/ files/200000359-
5d8a85d8ab/%2062%20(1)-2.pdf,
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have been examined the key elements of an analytical product, the forms in which they could be
developed according to the operational needs of the institution or of the applicant for the analysis
of information and the applicative value of these products in criminal proceedings.

In the context of the above, it was concluded that the ultimate objective of the analytical
activity at the level of the anti-corruption institution is the realization of qualitative analytical
products, within an efficient analytical process, and in order to achieve this objective, the unique
standards of the analytical process and products are needed, which provide the same terms and
methodologies of analytical activity within the authorities specialized in preventing and combating
crimes and law enforcement agencies.

The performed analysis also indicates the opportunity for development and improvement
of standard operating procedures for information analysis (Standard operating procedure) within
the NAC, the General Prosecutor's Office and the specialized prosecutor's offices, the
administrative subdivisions of the MIA, the Ministry of Finance and the Ministry of Justice, as
well as the other competent institutions with criminal investigation powers.

In this chapter it was substantiated the opportunity of developing within the law faculties,
the discipline of the criminal intelligence analysis. Initially, these courses could be introduced at
the Faculty of Law, Public Order and Civil Security at the “Stefan cel Mare” Police Academy of
the Ministry of Internal Affairs, and later they could be implemented in other faculties that prepare
the specialists for law enforcement agencies.

The performed study shows that for an efficient activity in the researched field it is
necessary to elaborate a unique concept of intelligence activity within the law enforcement
agencies and to adopt a national and/or interdepartmental strategy for developing information
analysis at the level of institutions specialized in combating crimes and maintaining public
security. At the same time, it is necessary to approve a guide or instructions, which should provide
a unique standard of notions, methodologies of activity and analytical products within the bodies
specialized in preventing and combating crimes and law enforcement agencies.

The performed research inevitably led us to the following conclusion: the analytical activity
or the intelligence activity carried out on the segment of the activity of law enforcement agencies,
institutions specialized in ensuring national security and combating crimes - is a profession, the
assertion of which requires the creation of a professional base and high standards of human
resources training and education, which could be involved in other public and private fields.

GENERAL CONCLUSIONS AND RECOMMENDATIONS
As a result of the investigations carried out on the subject of this paper, there have been

obtained the following results:
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1. The studying of the scientific materials published in local and foreign publications,
which served to define the essence of the analytical activity in the process of investigation and
prevention of corruption offenses;

2. Complex theoretical and practical analysis of the elements of information analysis in
investigating corruption offenses by identifying notions, clarifying the legal nature and regulations
necessary in developing a national model for analyzing information in the activities of law
enforcement agencies;

3. Analysis of the particularities of the elements of the forensic characteristic and the
forensic model of corruption crimes in the context of the analysis of information related to criminal
activities;

4. Researching the international and the Republic of Moldova experience for creating tools
for preventing and combating corruption crimes;

5. Establishing the role of analytical activities in preventing and combating corruption
offenses and substantiation of its effectiveness as an anti-corruption tool,

6. ldentification of methods, types and forms of analysis of corrupt activities.
Substantiation of the opportunity to implement at the level of the NAC and other law enforcement
agencies, new efficient types and forms of criminal intelligence analysis information;

7. Analysis of information sources of forensic significance in the process of investigating
corruption offenses, in terms of their relevance and informative potential in the analytical activity
of anti-corruption agencies and identification of applications dedicated to information analysis and
supporting graphs, which can be used effectively in analyzing corruption information;

8. Establishing the basic algorithms for the analysis of information, clarification of the
aspects regarding the applicative value of analytical products in the process of preventing and
investigating corruption offenses;

9. Analysis of the prospects for the development of the analytical activity in order to
prevent and combat corruption offenses;

10. Formulating the proposals and recommendations aimed at improving the regulatory
framework in the field under investigation.

As a result of the study, there have been reached the following general conclusions:

1. The national doctrine contains a small number of scientific papers that refer to the topic
of this research and does not contain a thorough scientific investigation of the theoretical and
practical concept of analytical activity in preventing and combating corruption offenses;

2. The analytical activity in the process of investigation and prevention of corruption
offenses refers to a general concept of policing technique and a discipline practiced in the

community of institutions specialized in preventing and combating offenses. The doctrinal
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treatment of the criminal intelligence analysis information in the activity of law enforcement
agencies requires theoretical and practical implications and necessary identical theoretical
interpretations for the effective application of the analysis of information in order to prevent and
investigate offenses;

3. The forensic nature of corruption offenses usually reflects the qualitative data of the
analysis of criminal information required to conduct operational case analysis of corruption, and
the forensic model of corruption crimes reflects quantitative and generic data, characteristic for
the corruption crimes, necessary for carrying out strategic analyzes, as distinct types of analysis of
corruption information;

4. The tools for preventing and combating corruption offenses are diverse and are in the
process of continuous development, being important for taking over the international experience
and identifying the anti-corruption tools that can be applied in the case of Moldova, to prevent and
combat corruption in the most effective way;

5. The operational and strategic analyzes carried out by the NAC have a positive impact on
the process of preventing and combating corruption and corruption-related crimes, which confirms
the efficiency of the analytical activity as an anti-corruption tool;

6. The diversification of the forms of strategic and operational analysis contributes to the
more complex and efficient investigation of corruption offenses, to the identification of new
criminal tendencies, new elements of the mode of operation and the assessment of threats of
corrupt activities. The information analysis model, based on the analysis: operational, tactical,
strategic and administrative, is appropriate to be implemented in the activity of the NAC and other
bodies specialized in preventing and combating offenses as an institutional model for criminal
intelligence analysis information;

7. Sources of information and software applications, dedicated to the analysis of
information and supporting graphics used in the process of preventing and combating corruption
offenses, have developed significantly in the recent years and contributed to the effectiveness of
investigations and detection of corruption offenses. The informative potential of forensic and
criminological records has been little researched from the point of view of their concept of
integration with the law enforcement databases, requiring new scientific and practical approaches
in order to develop algorithms and software applications capable of interrelating simultaneously
with information systems;

8. The development of analyzes and analytical studies in order to prevent and combat
corruption offenses can be done effectively, based on unique standards of information analysis at
the level of law enforcement agencies, and requires a distinct approach to the probative value of

analytical products in criminal proceedings. Operational, tactical, strategic and administrative

28



analyzes are a valuable informational, tactical and methodical support in the process of preventing
and investigating corruption offenses, and the conclusions formulated on the basis of these
analyzes have the character of a recommendation;

9. The approval of a strategy for the development of the criminal intelligence analysis
information at national level, will contribute to the promotion of methodologies, techniques and
good practices for genuine intelligence, applied in the activity of law enforcement agencies. The
development of a unique concept of the criminal intelligence analysis information of the law
enforcement bodies in the Republic of Moldova will provide in the future effective application
solutions for preventing and combating crimes at the local, national and regional levels.

The solved current scientific problem consists in outlining and substantiating the
theoretical, normative and applied analytical activity aimed at investigating and preventing
corruption offenses, conceptualizing and characterizing them, defining and standardizing the
notions and terms related to the field, as well as identifying and promoting the most successful and
efficient methods, techniques and analytical products for detection, investigation and prevention
of acts of corruption.

As a result of the research there were made the following recommendations:

1) development of the unigque concept of the analysis for the criminal intelligence analysis
information within the law enforcement agencies of the Republic of Moldova, based on a common
strategy at the level of institutions specialized in preventing and combating crimes;

2) elaboration of the information analysis guide of the agencies specialized in preventing
and combating corruption offenses;

3) initiation of the specialized courses in the field of criminal intelligence analysis
information, divided into the basic module intended for novice workers; the module intended for
operational analysts; the module intended for strategic analysis; the module intended for tactical
analysts; the module intended for risk analysis; the module intended for the open source systems
(OSINT);

4) elaboration of the university curriculum on the field of study of the criminal intelligence
analysis information;

5) development of the components of tactical and administrative analysis in the process of
preventing and investigating corruption offenses at the level of legal institutions;

6) development, within the law enforcement agencies, of an automated internal system for
the management and analysis of analytical data and information, resulting from both the
operational and strategic analysis and possibly from the tactical and administrative analysis;

7) development and operationalization of the IT systems enabling the management of a

rapid flow of data and information at the institutional level and of the software applications, able
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to simultaneously interact with the information systems of institutional partners, including those
that meet the requirements for connection to the Government Interoperability Platform of the
Republic of Moldova;

8) filling in the Classification of Occupations of the Republic of Moldova, approved by
Order no. 22 of 3 March 2014% of the Minister of Labor, Social Protection and Family with the
assignment of the position of information analyst, considering that the development of the field of
information analysis as a profession would also bring benefits to other public and private
institutions, including in the sphere of public money management, economic and social activities
of the Republic of Moldova.

The perspective research plan on the topic of the paper:

1. Conceptual deepening of the methodologies for the implementation of the national
model for criminal intelligence analysis by researching the regulations at community level and the
theoretical and practical approaches of the states with advanced experience in intelligence analysis;

2. Researching the scientific and practical concept for the development of the informative
potential of forensic and criminological records, by developing algorithms and software
applications, able to simultaneously interact with information systems and applications for
information analysis of law enforcement agencies;

3. Analysis of the theoretical and applied aspects of analytical products, based on judicial
practice and elaboration of complex recommendations in order to clarify their probative value in

criminal proceedings.

8 Order of the Minister of Labor, Social Protection and Family, nr.22 of 3 March, 2014, on the approval of the
Classification of Occupations in the Republic of Moldova. In: Official Monitor of the Republic of Moldova, of 23 May,
2014, no 120-126, Article 670, available on www.legis.md, accessed on 13 March, 2021
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AHHOTaNus
Tanmay ®paHYHCKO «AHATUTHYECKAS AEATEJbHOCTh KAK HHCTPYMEHT NPeA0TBPALLeHUs
1 00pbOBI ¢ KOPPYNUMOHHBIMH NpPeCcTYIIeHUAMMW». J{uccepranus Ha coMcKaHHe YUYEeHOMH
CTeNeHHU JOKTOpa npasa. JJoKTopckas IIK0JI1a IPAaBa, NOJIUTHYECKUX H
agmuaucTpaTuBHbIX HayK USPEE «C. Stere» - ASEM, Kummnay, 2022 roa

CtpykTypa paboThl: BBEJCHUE, TpPU IJIaBbl, OOIIME BHIBOABI W PEKOMEHIAIUHU,
ouOmmorpadus 198 waszpanuit, 9 ¢uryp, 174 cTpaHuil OCHOBHOTO TEKCTa, | NpUIIOKEHHE,
3asBlieHHEe OO0 OTBETCTBEHHOCTH, pe3lOMe aBTOpa. Pe3ynbTaThl HCCIEAOBaHUS  ObUIH
npeacraBieHsl B 10 HaydHBIX paboTax.

KuaroueBble cjioBa: aHaIUTUYECKAS IEITENBHOCTD, ONIEPATUBHBIN AaHAIN3, KPUMUHAIBHBIN
aHaJIN3, PECTYIUICHHE, KOPPYIILUs, paccieoBanue, 00pb0a, mpeaynpeKacHue

OobaacTh UccIeI0BaAHNSA: KPUMUHAIMCTUKA, CTICIIMAJIbHASI PO3BICKHAS 1€ TEIbHOCTD

Heabio uccienoBaHus sBIsETCS pa3paboTKa TEOPETUKO-TIPUKIATHOTO OOOCHOBAHUS U
KOHIIEITYAIM3allul ~ aHAIUTUYECKOW JCSITENIBHOCTH B  PACCICIOBAHMHM  KOPPYHIIMOHHBIX
[IPECTYIJICHUM.

3amaun  uWccJeI0BAHMA: BBIABICHHUE JOKTPUHAIBHBIX IOJXOJOB, HCCIEAOBAHUE
MIPaBOBOTO XapaKTepa aHAIUTHYECKOU IE€ATeIbHOCTH B MPOLECCE TPOTUBOAECUCTBUS KOPPYIILIUY;
OMpEeNIeTICHUE DJIEMEHTOB KPUMHUHAIMCTHYECKOM XapaKTePUCTUKUM U KPUMHHAIMCTUYECKOU
MOJICJIA KOPPYILUHUOHHBIX MPECTYINIECHUH W UX 3HAYMMOCTH B KPUMHUHAJIBHOM AaHAJIU3E;
Olpe/ie/ieHue METOJAOB, BUJOB U (OpM aHaNIM3a KOPPYILMH; OIpPEIEICHUE MPOrpaMMHOIO
oOecrnieueHrs U UICTOYHUKOB MH(OPMAIINH B aHAJIM3€ KOPPYIIMH; U3YUYeHHE HAYYHBIX MOIX0JI0B
K TIpollecCy M pe3ysibTartaM KPUMHUHAJIBHOTO aHaiu3a; (OPMYIUPOBAHUE BBIBOJOB U
PEKOMEHJAITH .

HayyHasi HOBU3HA M OPUTMHAJIBHOCTH HCCIICIOBAHUS OINpPEACIACTCS TEM, YTO JaHHAs
paboTa sABJIseTCs epBOI MOMbBITKOM B MCCIETOBAaHIH KOHIICTIIIMY aHATUTUYECKOHN eATeIbHOCTH
B pacClIeIOBaHMHM KOPPYMIIMOHHBIX TpecTyrieHud. Haydnas HOBU3HA uHcCCleqOoBaHUS
3aKJIIOYAETC B: PACKPBITUM CYIIHOCTH AHAJUTUYECKOM JAESTENbHOCTH B PaCCieIOBAHUHU
KOPPYIIIMOHHBIX MPECTYIUICHU; ONTPEIeIEHUN 0COOEHHOCTEH 2JIEMEHTOB KPUMUHAIIMCTUYECKON
XapaKTePUCTUKU M MOJIETU KOPPYHNUHMOHHOTO MPECTYIUIEHWS B KOHTEKCTE KPUMHUHAIBHOTO
aHaJ n3a; U3y4eHUH WHCTPYMEHTOB M POJU aHAJTUTUYECKON NEATETLHOCTH B MPOTHUBOACHCTBUU
KOPPYIIINK; aHAaTNU3e METOJIOB M BUIOB KPUMHMHAIBHOTO aHATN3a, UCTOYHUKOB WHGOpMAIUU U
MPOTrPaMMHOTO OOECTICUCHHS B PacCiIeAOBAaHUU KOPPYIIIUOHHBIX MPECTYIUICHUH; ONpeeeHun
OCHOBHBIX aJITOPUTMOB, PE3YJIHTATOB KPUMUHAJIBHOTO AHAJIN3a U LIeJIeH pa3BUTHUS AaHATMTUYECKON
NESATeTLHOCTH B PAcCleIOBAaHUU KOPPYIIIUOHHBIX MPECTYTUICHUM.

IHosnyyeHHBbIE pe3yJIbTATHI OTPAXKEHBI B OCHOBHBIX HAYYHBIX TE€3HCAX BBIJBUTAEMBIX IS
JUTSL 3aIUTHl U B PellIEHHOM Ba:KHOM HAy4YHOM BOIIPOCe, 3aKJIIOYAIONICHCS B OMPEACIICHUN U
000CHOBaHMU TEOPETUKO-HOPMATUBHOM W MPHUKIAAHON JESITENTbHOCTH  aHATUTHYECKOU
JEATETLHOCTH B PACCICAOBAHUHN KOPPYMIIMOHHBIX TPECTYIUICHUH, KOHIENTyalu3alud |
XapaKTEPUCTUKU ONPEEICHUN U CTaHAApTU3aLMU MOHIATHI U TEPMHUHOB, a TAK)XXE B BBISIBICHUU
AHAJTUTUYECKUX METOJIOB ISl PACCIICAOBAHUS U TIPEIYIPEKICHUS KOPPYIIIUH.

Teopernueckoe 3HaueHue. Pabota mpezacraBiseT coOoi HaydYHO-METOMOTOTHYECKHIA
UCTOYHUK, HEOOXOJMMBIN HallMOHALHOM JOKTPUHE M SBJISETCS HAay4yHOM MOAJIEPKKONH B
JManbHeWIell pa3paboOTKM ¥ COBEPUICHCTBOBAHMS KOHIEMIMHM aHanmu3a UH(OpMauu
KPUMHHAJIBHOTO XapakTepa B ACSITEIIbHOCTH MTPAaBOOXPAHUTEIHHBIX OPTaHOB.

IIpuknaagnoe 3Ha4YeHUe PabOTHI 3aKITIOYAETCS B TEOPETUUECKO-HOPMATUBHOM MOAXO0/€E K
acreKkTaM aHAJIMTHYECKOW JIeATeTbHOCTH B 00JIaCTH TMPEAYNPEeXKJACHUS KOPPYIMIIHMOHHBIX
npecTyrieHui U 60pbOBI ¢ HUMH.

BHenpenue HayyHBIX pe3yJibTaTOB. BBIBOABI W pellieHUs, TIPEICTaBICHHBIE aBTOPOM,
MOTYT OBITH TIOJIE3HBI MPU Pa3pabOTKE CIENUaTU3UPOBAHHBIX KYPCOB, CTPATETHMU PAa3BUTHUS U
KOHIENTYalIbHBIX OCHOB HAalMOHAJIBHOM MoOJenu aHaiu3a HHPOpMAIMK KPUMHHAIBHOTO
XapaxkTepa NpaBOOXPAHUTEIbHBIX OPTaHOB.
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