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Abstract: The article examines the impact of digitalisation processes on the economic security of enterprises and 

the effectiveness of company development management. It considers the main advantages of introducing digital 

technologies into the activities of enterprises, as well as the risks that arise in the process of digital business 

transformation. The role of information security in ensuring the stable functioning of companies in today's 

globalised environment is determined. It is substantiated that the effective use of digital technologies contributes 

to increasing the competitiveness of enterprises, optimising business processes and forming a modern system of 

company development management. The paper analyses the main areas of influence of digitalisation on the 

activities of enterprises, in particular on improving management efficiency, labour productivity, cost optimisation 

and market expansion. Particular attention is paid to the analysis of risks arising in the process of digital 

transformation, including cyber attacks, leakage of confidential information, technical failures of information 

systems, and the dependence of enterprises on digital infrastructure. It is proven that in the context of the active 

development of digital technologies, an important element of strategic enterprise management is the formation of 

an effective system of economic and information security. The article also examines the impact of digital 

technologies on strategic planning processes, the organisation of management processes and management 

decision-making. It is emphasised that the use of modern information and analytical systems contributes to 

improving management efficiency, improving the coordination of structural units and the formation of new 

business models. From the perspective of microeconomic analysis, it is determined that digitalisation contributes 

to reducing transaction costs, increasing the efficiency of resource use, and strengthening the competitive 

positions of enterprises. The need to improve risk management mechanisms and introduce modern tools to ensure 

the economic security of enterprises in the digital economy is substantiated. 
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1. Introduction 

In the current conditions of global economic development, digitalisation is becoming one of 
the key factors in the transformation of the business environment. The active introduction of 
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digital technologies is changing traditional approaches to the organisation of production, 

enterprise management and interaction with the external environment. Enterprises are 

increasingly using digital platforms, information systems, process automation and other 

innovative tools to improve the efficiency of their activities. 

At the same time, digitalisation creates not only new opportunities for companies to grow, 
but also new challenges and risks related to ensuring economic and information security. 

Breaches of information security, cyberattacks, leaks of commercial information, or 

dependence on digital infrastructure can negatively affect the stability of enterprises. 

In this regard, it is particularly important to study the impact of digitalisation on the 

economic security of enterprises and the effectiveness of company development 
management, which allows for the formation of effective mechanisms for adapting 

businesses to the current conditions of the digital economy. 

2. Literature Review 

The problems of economic security of enterprises and the impact of digitalisation on business 

development have been studied by many domestic and foreign scientists. In particular, the 
works of Baranovsky (2014) reveal the theoretical foundations of economic and financial 

security and substantiate its role in ensuring the stable functioning of enterprises and the 
national economy. The theoretical foundations of economic security of enterprises are also 

considered in the works of Ukrainian researchers Blank (2004) and Kozachenko et al. 

(2003), who studied the mechanisms for ensuring the financial and economic stability of 
enterprises. The issues of forming an enterprise economic security system and threat 

management are also analysed in the scientific works of Vasyltsiv et al. (2012), which 
examine tools for improving the economic stability of economic entities. Contemporary 

aspects of the development of enterprise economic security systems in the context of 

digitalisation and economic transformation are studied by Andriiv (2023), Zubko (2022), 
Zhadko and Samoilenko (2020), and Rudnichenko et al. (2024), who consider new threats 

to the functioning of enterprises, in particular information risks, cyber threats and the 

dependence of business on digital infrastructure. 

Foreign scientists have made a significant contribution to the study of the impact of 

digitalisation on business development. In particular, Brynjolfsson and McAfee (2014), in 
their work "The Second Machine Age," explore the impact of digital technologies on 

productivity, cost structure and competitiveness of companies. The issues of digital business 
transformation and its impact on enterprise management are addressed in the studies by 

Westerman et al. (2014), who analyse the role of digital technologies in improving the 

efficiency of management processes. 

The problems of digital transformation of organisations are also explored in the works of 

Vial (2019), which examines the mechanisms of digitalisation's impact on business models. 
The issue of integrating digital technologies into corporate strategy is analysed in a scientific 

article by Bharadwaj et al. (2013), dedicated to the formation of a digital business strategy. 

At the same time, scientific research pays considerable attention to issues of cybersecurity 
and the protection of enterprises' information resources. In particular, Anderson (2008), in 

his work Security Engineering, examines mechanisms for ensuring information security and 

managing cyber risks in the digital environment. 



Sustainability and Economic Resilience in the 

Context of Global Systemic Transformations 

International Scientific Conference,  

5th Edition, March 19-20, 2026, Chișinău,  Moldova  

 

Academy of Economic Studies of Moldova, ISBN 978-9975-182-23-2 (PDF). | 153 

 

The issues of forming the structure of an enterprise's economic security, its functional 

components and risk management are also covered in the works of Zybareva and Burachok 

(2025), which examine the factors of economic security of enterprises and identify strategic 

directions for its strengthening in the context of modern economic transformations. 

Despite a significant amount of scientific research in this area, the issues of comprehensive 
analysis of the impact of digitalisation on the economic security of enterprises and the 

effectiveness of company development management remain insufficiently studied and 

require further scientific research. 

3. Methodology 

The study of the impact of digitalisation on economic security and the effectiveness of 
company development management was carried out using methods of theoretical 

generalisation, analysis and synthesis of scientific sources. In the course of the research, 
scientific works by domestic and foreign scientists devoted to the problems of economic 

security of enterprises, digital transformation of business, information security and 

management of company development were studied. 

The research process consisted of several stages: 

‑ analysis of scientific publications on the issues of economic security of enterprises, 

digitalisation of business and management of company development; 

‑ systematisation of theoretical approaches to defining the essence of economic and 

information security of enterprises in the digital economy; 

‑ summarising the results of research on the impact of digital technologies on the 

effectiveness of enterprise management, the level of competitiveness and economic stability 

of companies; 

‑ comparative analysis of scientific approaches to assessing the risks of digitalisation 

and identifying areas for improving the economic security of enterprises. 

The application of these research methods made it possible to comprehensively examine 

the impact of digitalisation on the economic security of enterprises and determine its role 
in improving the effectiveness of company development management in the modern  

digital economy. 

4. Results and Discussion 

Digitalisation is one of the key areas of development in the modern economy. It involves the 

use of digital technologies in various areas of enterprise activity, including production, 
management, marketing, logistics and finance (Westerman et al., 2014). The introduction of 

digital technologies contributes to the optimisation of business processes, increased labour 

productivity and reduced costs (Bharadwaj et al., 2013). 

As can be seen from Table 1, the introduction of digital technologies creates significant 

opportunities for business development. In particular, digitalisation contributes to improving 

management efficiency, optimising costs and improving customer interaction. 
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One of the important aspects of digitalisation is its impact on the economic security of a 

business. The economic security of a company is seen as the protection of its resources, 

interests, and development potential from internal and external threats. In today's world, a 

lot of these threats are linked to the digital environment. 

Table 1. Key benefits of digitalisation for enterprise development 

Area of impact Characteristic 

Improved management 

efficiency 

The use of information systems allows for rapid data analysis and management 

decision-making 

Cost optimisation Process automation reduces production and management costs 

Increased labour 

productivity 
The use of digital technologies speeds up production and management operations 

Expansion of sales 

markets 
Internet platforms and e-commerce enable companies to enter new markets 

Improved customer 

interaction 
The use of CRM systems and online communications improves service quality 

Source: developed by the authors 

The use of digital technologies allows enterprises to improve the efficiency of business 

process management. Thanks to the automation of information processing, company 

management can quickly obtain the data necessary for making management decisions. This 
contributes to a more rational use of resources, cost optimisation and increased 

competitiveness of the enterprise (Brynjolfsson & McAfee, 2014). 

At the same time, digitalisation creates certain risks for the economic security of a company. 

Among the main threats are cyber attacks, leakage of confidential information, disruption of 

information systems, and the dependence of the enterprise on digital infrastructure. Such 
risks can lead to financial losses, loss of business reputation and a decrease in the efficiency 

of the enterprise (Vial, 2019). 

Table 2. Main risks of digitalisation for the economic security of an enterprise 

Type of risk Characteristics 

Cyber threats Unauthorised access to information systems, hacker attacks 

Information leakage Disclosure of commercial or confidential information 

Technical failures Disruption of servers, software or information systems 

Dependence on IT infrastructure Business process downtime in the event of technical problems 

Insufficient staff training Employee errors when using digital technologies 

Source: developed by the authors 

The data in Table 2 show that, along with its positive effects, digitalisation poses new threats 

to the economic security of enterprises. Therefore, an important task for management is to 

develop an effective information security and risk management system. 

A conceptual model of the impact of digitalisation on economic security and the 

effectiveness of enterprise development management is presented in Figure 1. 

In this regard, an important task for company management is to develop an effective 

information security system. This includes a set of organisational, technical and legal 
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measures aimed at protecting the enterprise's information resources from unauthorised 

access, damage or loss (Tulchynska et al., 2021). 

Effective management of a company's development in the context of digitalisation involves 
the use of modern information technologies for planning, controlling and analysing the 

enterprise's activities. Digital tools enable company management to respond quickly to 
changes in the market environment, assess risks and make strategic decisions regarding the 

development of the enterprise. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Conceptual model of the impact of digitalisation on economic security and 

the effectiveness of enterprise development management 

Source: developed by the authors 

In addition, digitalisation contributes to the improvement of the company's strategic planning 

system. The use of modern information and analytical systems allows the company's 
management to conduct a comprehensive analysis of the internal and external environment, 

assess the efficiency of resource use and identify potential threats in a timely manner. This 

ensures more informed management decisions and the formation of long-term strategies for 

the company's development (Rudnichenko et al., 2024). 
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Another important aspect is the impact of digital technologies on the organisation of 

management processes. Thanks to the introduction of electronic document management, 

automated management systems and digital platforms, the speed of information exchange 
between structural units of the enterprise is increasing. This contributes to more effective 

coordination of activities, reduction of management costs and increased responsiveness to 

changes in market conditions. 

At the same time, digitalisation stimulates the innovative development of enterprises and the 

formation of new business models. The use of digital technologies opens up opportunities 
for the introduction of innovative products and services, the expansion of sales channels and 

the improvement of customer interaction. As a result, enterprises gain additional competitive 
advantages, which has a positive impact on their economic stability and prospects for further 

development (Zubko, 2022). 

From the point of view of microeconomic analysis, digitalisation affects the structure of 
an enterprise's costs, labour productivity, resource efficiency and competitiveness. 

Enterprises that actively implement digital technologies have the opportunity to reduce 
transaction costs, improve product quality, and expand sales markets. At the same time, 

the effective use of digital technologies requires an appropriate level of staff training, 

investment in the development of information infrastructure, and the formation of a 

modern risk management system. 

Thus, digitalisation is an important factor in improving the effectiveness of company 
development management. It creates new opportunities for innovative development of 

enterprises, but at the same time requires an adequate level of economic and 

information security. 

5. Conclusions 

Therefore, digitalisation is an important factor in the development of modern enterprises and has 

a significant impact on the effectiveness of company management. The use of digital 
technologies contributes to the optimisation of business processes, increased labour productivity, 

reduced costs and strengthened competitive positions of enterprises in the market. 

At the same time, digitalisation processes create new challenges for the economic security 
of enterprises, particularly in the area of information resource protection and digital risk 

management. In this regard, an important task for modern companies is to develop an 
effective information and economic security system that will minimise potential threats and 

ensure the stable development of the enterprise. 

Further research in this area could focus on developing practical mechanisms for improving 

the economic security of enterprises in the process of digital business transformation. 
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