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MPOBJIEMbI, PUCKW U TEPCTEKTNBbI BUTKOWH

KAK MIPOBOI KPUMTOBA/OTHI

BannHa MpnHa BuTanbesHa, CnaBsHCKWIA YHUBEPCUTET,
AvpekTop LieHTpa MHHOPMaLMOHHBIX TeXHOOr A

W UCT aHLMOHHOTO 06YYeHMs,

LOKTOP 3KOHOMUKM, KOH(epeHLmap yHuBepcuTap
balina_i_v@mail.ru

The research of the phenomenon of crypto currency bitcoin was carried out. At the level of

technology and economic feasibility, the main problems and risks are formulated. The prospects of
development as a world reserve currency are determined.

ButkomnH (Bitcoin, BTC) B HacTosilee Bpemsi CTan SBNEHWEM, KOTOPOe He
3amMeyaTb YXKe Heb3s.

FBNAsICb  KPUNTOBAIIOTON OH 06n1a4aeT PSAOM  OCOBEHHOCTER, KOTOpble
Of{HOBPEMEHHO MOXHO OMUCLIBATL U Kak MPOGIEMHBIE C TOUKM 3PEHNS TEXHOOTMYECKON
M 3KOHOMMYECKON cocTaBnstowmx. CucTeMaT3aLms MOXET BbIMAAETb CNEAyHOLMM

obpasom:

[eLeH T pann30BaHHOCTb — BUTKOMH He KOHTPOMPYET HY OAHO YUYpexaeHue
B Mupe. Bamtota 3adBneHa cosjatenem Mnog MncesZoHMMOM CaroLuu
Hakamorto (Satoshi Nakamoto) 19 MrHOBEHHOTO 06MeHa B 3/1IEKTPOHHOM
BMZE NPY MAHUMa/bHBIX M34epXKKax 6e3 060 LieHTpanbHOM BNacTw.
OTHoCUTENbHAA OrPaHWyeHHOCTb MPOM3BOACTBA — COMMaCHO KOy max
MOXHO €c034aTb 21 MIH GUTKOMHOB, HO KaK L(poBas BaitoTa OH MOXET
ObITb pa3eneH Ha catowwm (= 0,00000001 BTC).

He3aBncMmMocTb BaOThI - GUTKOWH Kak YiCTas MaTeMaTyiKa, He NpuBA3aH B
OT/IMYME OT APYruX BaKOT HU K 30/10TY, HU K SPYTVIM 3KBUBAJIEHTaM.
OTKPbITOCTb KOAA - UCXOAHbIA KOA CKpUNTa OMny6inKoBaH B OTKPLITOM
BUAE W MpaKTU4Yeckn NGO nonb3osatesb B NO6OM MeCTe MMPOBOIO
3KOHOMMWYECKOrO MPOCTPAHCTBA MOXET MPOCMOTPETL MPUHLMMBI  €ro
paboTbl, 3aNyCTUTb CKPUNT MO NPOM3BOACTBY (Maining) 6MTkoMHOB Ha MK
Y BbICTYNUTb B (DYHKLMM MUHN-LIeHTpobaHKa.

MpocToTa B WCMOMb30BAHMM, aHOHUMHOCTb W Mpo3payHocTb B Bitcoin —
OUTKOMH KOLIENEK MONMHOCTbI0 @HOHWUMEH W OLHOBPEMEHHO MOHOCTHIO
Mpo3payeH, VMeeTcs BO3MOXHOCTb C034aBaTb OECKOHEYHOE KOMYeCTBO
OUTKOMH afpecoB 6e3 MPUBA3KM K UMEHW, afpecy Wav 060 Apyroi
nHdopmauy. [ NOAHOM aHOHUMHOCTW O6bIYHO MCMOMb3YKT OfWH
BUTKOMH afpec 418 eAUHCTBEHHON TpaH3akLmu. Komuceus 3a TpaH3akLmm
HUYTOXHO Mana.
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VicTopuueckn Bpemsi NOsBNEHWUS GUTKOMH onpefenseTca Kak 31 okTa6pa 2008
roga, Korga Cartowm HakamoTo ony6aukoBan CTaThto «Bitcoin: A Peer-to-Peer
Electronic Cash System»[1],[2] B cnucke paccbinkun o kpuntorpaguu (The Cryptography
Mailing list) metzdowd.com [3], B kOTOpoi onucan BWTKOMH Kak MOMHOCTbIO
[eLleHTPaI30BaHHY0 CUCTEMY 3/1EKTPOHHOM HAaJMYHOCTW, He TPeOyoLLyo [0Bepus
TpeTbUM cTopoHam. B Havane 2009 rofa OH wnu rpynna auL, CKPbIBAIOLLMXCA 3a 3TUM
MIMEHeM BbINyCTUNW NePBYHO BEPCUIO BUTKOMH-KOLLENbKA U 3anyCTUM CETb BUTKONH.

Mpn 3TOM, He CMOTPSA Ha TO, YTO PeanbHOCTb paspaboTyMKa He MOATBEPXAEHA
Kakum — nMbo (MU3NYECKUM NULOM, OH, MO [aHHbIM XXypHana Forbes, B 44 pefakuuu
LO/MKeH 6biN 3aHATb 50 MeCTO B CNUCKe 6OraTeilLnX NOfei Mpa C OLEHKO COCTOAHMS B
$19,4 mnpg. (npu Kypce 6uTKomHa $19771) HenocpeACTBEHHO MOCMe CO-OCHOBATENs
Microsoft Mona AnneH n Bhosbl Ctuea [yxo6ca — JlopeH Mayann [pKo6e, a Takxke
LIBEACKOro NpejnpuHuMarTens 1 cosnagensua komnaHum H&M CredaH MepccoH. Ans
cnpaskn B oKTA6pe 2017 roga Cartowm HakamoTo 3aHUMan 247 MeCTO B CIWCKe
boraTeiiLLnX NOfei Npu OLeHKe cocTosHMA B $5,9 Mnpa.

Cdhopmynupyem OCHOBHbIE PUCKM, HAONKOAEMbIE C KPUNTOBAIKOTON GUTKOMH.

1. OTCyTCTBME LEHTPaIM30BAHHOIO KOHTPONA Haf OUTKOMH Kak NiaTeXHbIM
CPeACTBOM CO CTOPOHbI TOCYA@PCTB M (PUHAHCOBBLIX CUCTEM CTOPOHHWKM
KPUNTOBAIOT CYUTAIOT MNKOCOM OUTKOMH M MUHYCOM COBPEMEHHDIX MATEXHbIX
CUCTEM, BbICTYNas 3alLMTOMN OT OCTPbIX HEraTUBHBIX TEHAEHLA.

O[HaKo, 0MacHOCTb NOMHON aHOHUMHOCTM 1 GECKOHTPO/LHOCTY NEPEBOLOB fIEHET,

MyCcTb W BUPTYa/lbHbIX, CBA3aHA C TeM, YTO TaKUMW CBOICTBAMM "KPUMTOLEHer" Nerko
MOTYT BOCMO/b30BATLCA B KPUMUHANMBHbIX LIENAX Takue NMPeCTYMHUKA KakK (IMHaHCOBbIE
Max1HaTOpbl, HapPKOAENbLpbl. YTO MOATBEPXKAAETCA HEOAHOKPATHbIMU Npefynpexpie-
HVUAIMW OTHOCUTBLCS K KPUMTOBA/NKOTaM C Ype3BbluaiiHO OCTOPOXXHOCTHIO.

2. Hammume y OUTKOMHA [OCTATOYHO BbLICOKOM CTEMEHW BOMATWIbHOCTM, T.e.
BbICOKOM amninTygbl KonebaHwii rpapuka CTOMMOCTM B 3KBMBAEHTE K
KNacCU4ecK1M Ba/iloTam.

Bbicokasi BONATWUILHOCTb OGUTKOMHA Kak K/to4eBOW napameTp 6e30macHOCTy
pe3epBHON BaNtOTbI, MOKa3aHHaA Ha puc.1., CBUAETENbCTBYET O HEYCTOWYMBOCTY NN [axe
OTCYTCTBUW (DyHAaMEHTaNbHOI 6a3bl CTOMMOCTY KPUMTOBANIOTBI.

Y TaKux TOProBbIX MHCTPYMEHTOB Kak peaibHas ((huaTHas) BanoTa Unm akuuu,
eCTb peanbHas MatepuanbHas 6asa. Y akuuii 3TO 3KBMBAIEHT PbIHOYHOW CTOMMOCTM
[eNCTBYytOLLEro GU3Heca, y KNnacCu4eckux BalloT — KYpC, KOTOPbIA B HEMAON CTerneHu
3aBMCUT OT NMOMTUKM FOCYAapCTBa U NOMUTUKU LIEHTPOOAHKOB, PerynpyoLyX AeHeXHoe
obpalLeHne 1 KOHTPONMPYIOLWMX PUCKW 11 NONb30BATeNeN [AeHeXHbIMU CpefcTBamMu. Y
BUTKOMHa - e KakK CTPEMMUTENbHBIA POCT ero CTOMMOCTM, TaK W CTPEMUTENbHOE NafeHue
3aBMCUT OT BanaHca Cnpoca 1 NPeANoXeHNs, a TAKKe OT KNAaCCUYECKUX NCUXONOTUYECKNX
MOZenein noseaeHus nogei [4].
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ButkouH 3onoTto Cepebpo Espo AnoHckan
HeHa

I Nocnepwme 5 net Bl nocnegrwe 4roga I Mocnegmme 3 roga

I Nocneguue 2 roaa MocnegHua rog
Puc. 1. CTaHAapTHOE OTK/IOHEHWe AHEBHOM JOXOAHOCTM B FOA0BOM UCYMCIEHNN
WeTounuk: Bloomberg, Bofa Merrill Lynch Global Reseach

CneayeT NOAYEPKHYTb, YTO PbIHOK aKLMIA TOXe AOCTaTOYHO BOMATWUNbHbIA. HO
KNto4eBOe OTAMYME aKUMiA OT OWTKOMHA — 3TO TO, YTO Yy aKuWii ecTb peabHble,
MaTepuanbHble aKTVBbl, CO CBOE/ peanbHOM CTOMMOCTbIO, HUMXKE KOTOPOW CTOMMOCTb
aKumii Bpag nn ynageT. MpeackasaTb Ha MepPCneKkTVBYy Kakum OyaeT Kypc GUTKOMHA
MPOCTO HepeasbHO. MPUMEPOM MOXET SBMATLCA CPaBHEHME U3MEHEHMSA Kypca BUTKOMHA
B TeYeHMe BbIGOPOUHbIX HabMOAEHWA Mo cocTosHMIo Ha 28.02.2018 1. 1 01.03.2018 .,
MOKa3aHHbIX Ha PUC.2. N OMUCAHHBIX HUXE.

pe i

Bitcain
3apaboraiite Wa Bitcoin npAmMo cefvac

10 620,990 2,90%

Tekywan UeHa WameHeHne 3a cyTkH

5m 30m th 3 1 Imn e . b0F

10720

10700

A A A -

10415 10:30 10:45 11:00 18 1:30 1145 12:00 1218 12:30 1245

Puc. 2. Kypc 6UTKOMH no cocTosHMio Ha 01.03.2018 r.
WeTounuk: https://www.fxclub.org/markets/crypto/bitcoin/
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Mo nToram BeIGOPOUHbIX HabntoaeHuin 28.02.2018 r. Ha nepuog BpemeHmn 12°7 kypc
coctaun $10 709,990, n3ameHeHue 3a cyTku 5,40%, Ha 12% kypc cocTasun $10 702,400,
n3MeHeHMe 3a cyTkn 5,33%, Ha 23% - kypc cocTasun $10 669,990, N3MeHEHNE 3a CYTKM
5,01%. 01.03.2018 r. Ha nepwop Bpemenn 12° kypc coctasun $10 620,990, n3meHeHwe 3a
cyTkn 2,90%. Takum 06pa3oM, MMeeTCs HEeKOHTPOAMPYEMOCTb W HenpeacKasyeMocTb
Kypca B Te4eH1e pacCCMOTPEHHOrO Nepuroja.

B Lenom n3meHeHns Kypca GUTKOVH 3a NePUOL, CBOETO CYLLeCTBOBaHMSA NPUBELEHDI
Huxke: 2008 — (3anyck BantoTbl) 2009 — (1000 BTC = 0.003 $) 2010 — (1 BTC =
$0.50) 2011 — (1 BTC=$10) 2012 — (1 BTC =$10) 2013 — (1 BTC= $600) 2014 —
(1 BTC=$310) 2015 — (1 BTC= $360) 2016 — (1 BTC= $940) 2017 — (1 BTC=
$777?) [5].

3. OfHVM ¥3 PUCKOB MCMONMb30BaHUA BUTKOMH SBNSETCA TO, YTO Ha TEKyLWii
MOMEHT MOXXHO KOHCTaTMpOBaTb, HTO NMOPsAAKa 4 MIH. GBUTKOMHOB YXKe YTepsiHbI
HaBcerja — 1ccnefoBaHve

4. Wcnonb3oBaHve on-line BatOTbl M BUTKOWH, B TOM YWC/IE, OCYLLECTBNAETCA Ha
(hoHe CMOPHOCTM NpPaBOBbIX BOMPOCOB CYLIECTBOBAHWA [aHHbIX BaIOT B
MUPOBOM MPOCTPAHCTBE, MPUBOAALMX B LEAOM K HeperyniMpyemoctu
rno6anbHOR 3KOHOMUKMN.

Lintposble AeHbr, NOMYyAsPHOCTb M CMPOC Ha KOTOPble PacTéT ¢ MOMeHTa
co3gaHns 6utkouH B 2009 r., MOTYT CTaTb MHCTPYMEHTaMU /19 aHOHWMHbIX Internet —
MPECTYNHWKOB V1 YTPO30i HEPEryampyemMocTy rnobanbHOn SKOHOMUKM.

Bcero B Mupe B HacTosLLee BpeMs HacuuTbIBaeTcs nopsagka 10 kpuntosantoT. Ha
puc. 3 MOKasaH CMNCOK HOMUHAbHOW CTOMMOCTM U U3MEHEHMS 3a CYTKW KypCcOB
OCHOBHbIX MMPOBBIX KPUMTOBAIOT.

WHCTpyMEHT Terywan uena 3a cyTrM
4 Ethereum 862,920 1.00%
Bitcoin Cash 1272,610 457%
d Ripple 0,94660 8,06%
F8 Litecoin 208,41000 3.27%
3 o 1.96160 5 74%
E) oasH 601,080 1,99%
@ Monero 296,752 471%

Puc. 3. Kypcbl KpMnTOBa/tOT Mo cOCTOAHUIO Ha 01.03.2018 .
WcToununk:_https://www.fxclub.org/markets/crypto/bitcoin/

TpaH3aKuuK, BO3HUKAKOLLME MPK WCMONb30BaHWM M 06MeHe on-line BantoThl,
CMOCOBCTBYHOT BO3MOXHOCTW  YNPOLUEHUS YKNOHEHWS OT ynjiaTbl HanoroB A/
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(m3nyeckux mu, T.K. cnoco6 0OMeHa CNOXHO W B HEKOTOPbIX Cyyasx HEBO3MOXHO
oTCNeanTb. Takxe MPUHLMM aHOHUMHOCTY CUCTEMbI 6O/BLUMHCTBA MOTYT CAYXWTb Gonee
MPOCTbIM CPEACTBOM NS OTMbIBAHUSA [eHer. B OT/Muve OT OTMbIBaHUS [eHer yepes
CNOXHYIO CeTb (PMHAHCOBBLIX UIPOKOB ¥ OMPLIOPHBIX GAHKOBCKMX CYETOB, OTMbIBaHWME
[leHer yepe3 LM(POBYID BaOTYy MOXET OblTb AOCTUFHYTO MOCPEACTBOM aHOHWMHbIX
TpaH3akuuii [6].

5. PassepHyTas B ceTu Internet guckyccus O LenecoobpasHoCT Bblbopa Ans
npoekta OUTKOMH #A3bIKOB MPOrpaMMUpOBaHWA MO3BOUNA BbISIBUTL Y
TexHonorum Lightning Network (pelueHns ans MacluTabupoBaHWUS CeTw
OMTKOWMHA) PAL OYEBMAHBIX HELOCTATKOB, OAHWUM W3 KOTOPbIX SAB/SETCA
NCNOMb30BaHWe fA3blka MporpaMmupoBaHns C  M3-32  4aCTbIX  OWKGOK
CerMeHTaLmm.

O6 oueBmaHbIX Npobnemax Lightning Network 3asBun paspaboTumk Bitcoin Core
Mutep Topd, OTMETWB, 4TO OLMOKW CerMeHTaluW, BO3HUKAIOLWWME NPU MOMbITKE
06paLLeHNs K HeJOCTYMHbIM ANS 3armcK y4acTkam namsaTi Win npu norbITKe U3MEHeHNs
MamAaTY 3anpeLLeHHbIM crnocoboM, NPUBOAAT K NPOBaly MHOTUX nnatexeit [7]. L3 yero
crefyeT OfHO3HayHas pekoMeHAaums He nonaratecs Ha Android-kowenek Eclair,
MOCKO/bKY YXXe MMEOTCS Cy4aum NnoTepu CPeAcTB, UCMOoNb3ys AaHHbIi cepuc. OT6pocus
A3bIK Nporpammuposanns C v Python, paspaboTuuk oT4an npesnoyteHre Rust, nocunTas
ero cambIM nogxoasLLmMm ans TexHonorum Lightning.

B Lenom B HbIHELIHeM (hopmaTe OTMeyaeTcs ya3BUMOCTb K DoS-aTakam Kak Ha
P2P-ypoBHe, TaK 1 Ha ypoBHe 6110K4eitHa [8].

Vccnegyem OCHOBHble MepCreKTMBLI WUCMOMb30BaHWS OGUTKOMH Kak MUPOBOM
Ba/IOTHI.

B KauyecTBe OCHOBHbIX MEPCMEKTUB UCMOb30BaHUS OUTKOMH B Ka4yecTBe HOBOW
PacyYéTHOM efuHULbI SBMSIETCA TO, YTO fAaHHas KPUNTOBaIOTA BOCMPUHMMAETCH Kak
anbTepHaTMBa HaLMOHaNbHBIM Ba/IOTaM, B KOTOPOIA OTCYTCTBYET NOPOK MOHOMO/bHOCTK
3MUCCUN, HAXOASLLEINCA B pyKax MOHETapHbIX BnacTei [9].

dtomy 6yayT €nocobCTBOBaTb aHOHUMHOCTL TpasakLmii, 6bICTpOTa NepeBofa
CPELCTB 1 CNOXHOCTb KPaXU W NMOAAENKV B OT/IMUME OT peasibHbIX AeHer. Takum 06pasom,
MPOJO/MKNTCA POCT CTOMMOCTW BUTKOMHA, & TPaH3aKLun B GUTKOMHAX BCE 6ONbLUe OyayT
3aMeLLaTh TPaH3aKLMM B HALMOHa/IbHbIX Ba/itoTax. YTo BMOCNELCTBUAN MOXET MPUBECTU K
TOMY, YTO BUTKOMH CTaHET Of|HOI 13 Pe3ePBHbIX MUPOBBIX Ba/IHOT.

He cnegyer 3abbiBaTb O BO3MOXHOM MNPOTUBOAEACTBAN LIEHTPaIM30BaHHbIX
BacTein BefyLLMX MAPOBbIX IKOHOMUK, Taknx Kak Kutaii n ap. B npoueccax npuMeHeHus
OUTKOMH NpWAETCA NPeOfOoNeBaTb HKECTOuaiillee COMPOTUBAEHME LEHTPOOAHKOB K
MpaBUTENbCTB, KOTOPLIM 3TO YrPOXaeT YTPATO pblyaros BAUSHUSA Ha 3KOHOMUMKY [10].

OfHako, cama TexHOnorus 6MOKYeMH Kak OrpOMHOM 6a3bl AaHHbIX O6LLero
MoNb30BaHUs, (YHKUMOHMPYIOLLE 6e3 LeHTPaaM30BaHHOIO PYKOBOACTBA, OnpefensieT
MOTEHUMaNbHY0 BO3MOXHOCTb CO34aHus Oyaylleid 06LemMMpoBoi BatoThbl. I MMEHHO
3[€Cb PealbHbIM CTAHOBMTCA NPEUMYLLECTBO KPUMTOrPapUYECKNX METOLO0B U HAZEXHOCTb
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Cnoco60B aMUCCU BaNKOTbI 6€3 HANMYMA €4UHOTO 3MUCCYOHHOTO LieHTpa. Mpw 3TOM cama
3MUCCUS TaKoVi BaNtoTbl JO/MKHA ObITb HEOTPaHWYEHHOM 1 NPUBA3AHHOM He K MOLLHOCTM
COBPEMEHHbIX BbIYNCIUTENbHLIX CPEACTB M CUCTEM. Hampumep, 3MuccUs MOXeT
MPOW3BOAUTLCS B pacnpefenéHHo 6ase MAPOBbLIX IKOHOMUK, U €8 HOBbIi O6BEM MOXET
ObITb NPYBSA3aH K NPUPOCTY KaXAOW 3KOHOMMKW. A caMy 3MUCCUIO [JO/MKHbI OyayT
MOATBEPAUTb APYTrMe YHaCTHUKM 3TON pacrpeaenéHHomn 6asbl.

B HacToflllee BpeMs amepuKaHCKUMW KOMMaHWAMU 3asBNEHO O MpopaboTke
3anycka CrneuuanbHblX CMYTHUKOB, Yepe3 KOTopble OyayT MPOXOAUTb BGUTKOMH-
TpaH3aKLWu Nno BCeMy MUY, Jaxe 6e3 JOCTYNa K UHTEPHETY.

B 2017 rogy Hayan pa3suBaTbCA HOBbIA CErMEHT KPUMTOBAOTHOMO PblHKA —
neHguHr. OH  npefcTaBnsieT COOOM 4aCTHOE KPeAMTOBaHWE C  MCMOMb30BaHUEM
KpunToBa/toT. OAHON 13 rNaBHbIX MPEAMOCHIIOK K Pa3BATUIO JaHHOI0 Hanpas/ieHns CTano
OTCYTCTBME BO3MOXHOCTW y o00nagateneid OONbWMX KPUNTOBAMOTHLIX KanuTanos
1CNO/Mb30BaTL WX ANA IMYHOTO NOTPEDEHUA UHBIM NyTeM, KpOMe Npogaxu. Tak, nocne
LOCTUXeHUS GUTKOMHOM LieHbl $17 Thic. 06l KanuTaam3aumns JaHHOW KpUnToBanoTbl
focturna $300 mnpg. Mpu aTom okono 40% OUTKOWHOB NPUHAZNEXAT NPUMEPHO OfHOM
ThiCAYe BNafenbLEeB, MHOTME M3 KOTOPbIX He XOTAT MpojasaTb UX HemegneHHo [11].
HeckonbKo cTapTanoB NPeAIoXUIN pelleHne [aHHON Npo6ieMbl: OHW 06ecneymBaroT
BCEM KENatoLLyIM BO3MOXHOCTb NPESOCTaBNEHNA 1 B3ATUSA 3aliMOB, HOMUHUPOBAHHBIX B
Pa3NNYHbIX KPUNTOBAIOTAX. B uncno Hanmbosee N3BECTHBIX NIEHAMHIOBbLIX NIATHOPM Mo
COCTOSHMIO Ha KoHel, 2017 roga Bownm Salt Lending, Nebeus, CoinLoan, EthLend,
Unchained Capital, Othera, Everex. OgHWU M3 HWUX MPWUBNEKAOT KPUNTOBAOTHbIE
cpeacTea NyTeM NPOAAXM TOKEHOB, NOC/E Yero BblAAOT 3aiiMbl OT CBOErO NMua, Apyrue
MPOCTO BbLICTYNAOT B KayecTBe MOCPEHWMKOB, MOMOras Kpeautopam W 3aeMLyyikam
3aK/IOYNTB CAENKU ApYr ¢ apyrom [12].

BbiBogb!:

C TOUKM 3peHMs NepPCneKTUBHOCTIN OTKPbITbIM OCTAETCSA NPUHLMNAbHBIA BONPOC
0 TOM, CTOMT /M BOOOLLE BKNafblBaTb A€HbrM B OUTKOWMH. PacCMOTPEHHblE M KPaTKO
OMNMCaHHble OCOGEHHOCTM U PUCKM OUTKOWH He TO3BOMAKT [AaTb OAHO3HAYHO
MONOXMUTENbHbIA OTBET.

He cnefyeT paccmartpuBaTb GUTKOMH Kak OGBEKT MHBECTWLMIA, a Kak MpeameT
KPaTKOBPEMEHHO (BO3MOXHO W CMEKYNATUBHOMN) UrPbl BUTKOMH NPaKTUYECKMN NaeaseH.

OrpaHN4YeHHOCTb 3aKOHOAATENbHOM TPAKTOBKM OUTKOMH W Ap. BUA0B LMKPOBOIA
Ba/IIOTbI HE MO3BONSAIOT WCMO/bL30BATL UX Kak pacueTHoe cpeactso (PM, PO v ap.) u
MPOAO/MKAETCA UCNOb30BaHNe BUTKOMH Kak CpeAcTsa xpaHeHus. OfHaKo, (IMHAHCOBBIV
PBIHOK Y>Xe Nt06e3HO NPUrOTOBWA A1 3TOTO UHCTPYMEHTLI, HETPeOyHoLLME BXOXKAEHNS B
CNOXHble CETEeBble B3aMMOOTHOLLEHNS BNafeNbLEeB OUTKOMHOB. Y)Ke Ceiiyac CyLecTByOT
VNN NPOXOAAT CTaAMI0 YTBEPXKAEHUSA HECKObKO BUPXKEBbIX (JOHAO0B BNOXEHWIA B BUTKOUH
Tvna ETF B fonnapax, eBpo, (hpaHKax W LUBEACKMX KpOHax. ECTb v psif HeOUPXKEBLIX
WHCTPYMEHTOB, TaK WM MHa4Ye MPUBA3aHHbIX K ABWKEHWIO LeHbl 6UTKoMHa. W 3TtoT
CMWCOK, KOHEYHO, ByaeT pacTu.
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Taknm 06pa3oM, MOXHO KOHCTATUPOBaTh, YTO (hEHOMEH GUTKOMHA KaK Y4aCTHMKaA
MMPOBOTO BAIlOTHOTO PbIHKA MPEACTABNSET 3HAYMTENbHBIA WHTEPEC U SBASETCS
MPeaMETOM abHEMLLEr0 N3y4eHNs 11 NPOTHO3MPOBAHWS.
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CTEFAHOIPA®WA UEPHO - BENBIX N30BPAXEHN MPY
NOMOLWW NMPEOBPA3OBAHUA ADAMAPA

bynaT K. B.

CTypeHTKa rpynnbl SI-141

Academia de Studii Economice a Moldovei
HayuHblid pyKoBoguTenb 3rypsiHy A.

Keeping the secrecy of information is of great interest today. Steganography is the art and
science of information hiding technique in an appropriate cover carrier like image, text, audio and
video media. The major goals of effective steganography are High Embedding Capacity,
Imperceptibility and Robustness. In this paper, will be considered a new method for steganography
of images with domain transformation, where the Hadamard transform is performed on each 4x4
pixel block of which the image consists, and the secret data is built into the transformation
coefficients.

Keywords: steganography, PMM (Pixel Mapping Method), Hadamard Transform.

BeegeHue

CreraHorpapus - 3T0 UCKYCCTBO CKPbIBATb JaHHbIE B JaHHbIX, YTOObI HUKTO, KPOME
rnonyyatens, He MOr O6HapyXWTb W MOMAYYUTb CKPbITYO UH(popmauuo. Croso
CTeraHorpagms MPOUCXOANUT OT FPEYECKNX CNOB «Steganos», YTO 03HAYaeT «CKPbIThINA» 1
«Graphei», 4T0 03Ha4aeT «nuncaTb>». IMEHHO UCKYCCTBO W HayKa CKPbIBAIOT fjaHHbIE B
COOTBETCTBYIOLLEM HOCUTENE MH(OPMALMK, TakoM Kak 1306paxeHue, TeKCT, ayano u
BUzeo. Cpeau pa3nnyHbIX TUMOB CTeraHorpauu - cTeraHorpaus M306paxeHwii - camas
nonynapHas 13-3a ee BbICOKOW CTeNeHn U36bITOYHOCTU. B BMAEO CTeraHorpaguu TOT xe
METOA MOXET OblTb MCMOMb30BaH [NA BHeApeHus coobleHns [1, 2]. Ayauo
CTeraHorpagms BCTaB/sieT COOBLLEHME B 3BYKOBOVA (Dl Kak LYM Ha YacTOTe, KOTopas He
BXOAMT B AManasoH cryxa venoseka [3]. Havnbonee CnoXHbIM BUAOM CTeraHorpagum
ABNAETCA TEKCTOBAaA CTeraHorpaus WM NWHTBUCTUYECKAs CTeraHorpagusa u3-3a
OTCYTCTBUS M36bITOYHOW MH(OPMALMM B TEKCTE MO CPABHEHWIO C U30OPKEHUAMU UK
ayauo. Kak onpegenun YanmaH, cteraHorpaus TekcTa - 370 MeTOZ MCMO/b30BaHUS
MCbMEHHOr0 eCTECTBEHHOIO A3blKa /11 COKPbLITUSA CEKPETHOro coobuieHns [4]. MoyTu
BCE LM(pPOBbIE (hopmaTbl (alnoB MOryT MCMONb30BATLCA /1S CTeraHorpaguu, Ho
n306paxeHns 1 ayamogainbl  GoNblue MOAXOAAT W3-3a WX  BbICOKOW CTeneHu
136bITOYHOCTH.

Coo0LLeHVe BCTPOEHO B LIM(POBOE M306paXKEHNE Yepes anropuTM BHELPEHUS, C
MOMOLLHO CEKPETHOTO KNtoya. Mosy4eHHOe CTero n3obpaxeHue nepefaéres no KaHay B
NPUEMHUK, rhe OHO 06pabaTbiBaeTCs anropuTMOM  W3BNEYEHWUS COOOLLEHMA C
MCMOMb30BaHMEM TOTO Xe Kiouya. Bo Bpems mepefayn CTEro-u3obpaxeHnss OHO MOXET
KOHTPONMPOBATLCA  HEaBTOPM30BaHHLIMK  MO/Mb30BATENAMM, KOTOpble OyAyT BWAETH
TO/bKO Mepesady n306paxeHns 6e3 06HapY»KeHUs CyLLECTBOBAHWA CKPLITOrO COOBLLEHMS.
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lNocTaHoBKa 3aja4n

B aToln paboTe paccMaTpuBaeTCs CreuuanbHblii CTeraHorpapuyecknii MeTos Ans
COKPbITUSA MH(OPMAaLMM B LU(PPOBLIX 1306PXKEHUAX. DTOT CTeraHoOrpapuyecknii MeTog,
OCHOBAH Ha 1Cnosb30BaHWM NpeobpasosaHns Aflamapa 1 paboTaeT Ha U306paKeHNsX C
Cepor LWKano. 3ITOT MeTof Obln  TLWATENbHO MNPOTECTUMPOBAH HA  PasNYHbIX
M300PaKEHMAX C PasIMYHLIMW TEKCTYpamu W [OCTaTOYHO Haf@XeH, yTobbl 13bexarb
pasMyHbIX aTak, Hanpumep, Lo6aBneHne WyMa UK cxartue. Pe3ynbTarbl 3KCNepuMeHTa
MOKa3blBalOT, 4YTO paccmaTpuBaemMas CUCTemMa YCMEWHO COXPaHseT  KayecTBo
1306paXKEHNIA 1 OCTAETCA HE3aMeYEHHOM M3BECTHBLIMI METOaMU CTEr0aHan3a.

Mpeo6paszoBaHre Afamapa (TaKke W3BECTHOe Kak npeobpasoBaHue YonL-
Agnamapa, npeobpasosaHue Afamapa-Pafemaxepa-Yonwla, npeobpasosaHue Yonwa uim
npeobpasoBaHve  Yonwa-Pypbe) ABnAeTCA  NpuMepoM  0606LEHHOrO  Knacca
npeo6bpa3osaHnii ®ypbe. OHO BbIMNONHAET OPTOTOHAbHYHO, CUMMETPUYHYIO, JINHEVHYIO
onepaunio Haf AeWCTBUTENbHBIMU YncnaMm (MAUM KOMMIEKCHBIMUA YnCaMK, XOTS camm
MaTpuLbl Afjamapa YnCTo BELLECTBEHHDI).

Mpeobpa3oBaHne  Agamapa  001afaeT  3HAYNTENbHBIM  BbIYUCIUTE/bHBIM
MPeMMyLLECTBOM Haf ApYrMMW MeTofamu. VX YHUTapHble MaTpuubl U npeobpa3oBaHns
COCTOSAT U3 U BbIYUCNSAIOTCA TOMLKO C MOMOLLBIO NPUBABNEHNIA U BbIYMTAHWIA, HO NPY 3TOM
He 3afleiiCTBYIOT YMHOXeHWs. CnefoBatenbHO, A1 MPOLECCOPOB, /1 KOTOPbIX
YMHOXeHME ABNSEeTCA TPYA0EMKOIA OnepaLmeid, LOCTUraeTcs YCTORUMBas IKOHOMMUS.

ANropuTM BHEPEeHNA nNpeobpasoBaHme Ajamapa:

1. BblbupaeTcs n306paxeHue 415 pOAU KOHTeWHepa 1 CeKPeTHoe coobLLeHme
[L191 BHEAPEHUS B KOHTEViHep;

2. PaccunTbiBaetca iMHa coobuieHns. CooOlleHne KOHBepTUpYeTCcH B
BrHapHyo opmy (Kaxzblil CUMBON paBeH 8 6uT);

3. BblbupaeTca 610K 13 CTEro-u306paxeHns pasmMepom 4x4 n npuMeHsieTcs
TpaHchopmauys Afamapa Ha BbIopaHHOM 6/10Ke;

4. WNcnonbsya Pixel Mapping Method, BcTaBnsetcs 2 6uta co06LiEHUs B
KaXZbI NWKCeNb BbIGPaHHOIO 610K, 38 MCK/YEHNEM NEPBOVi KONOHKMY;

5. TpumeHsieTca obpatHasa TpaHcopmaums Afamapa Ha BblopaHHOM 610Ke 1
OH MNepesanucbiBaeTcs B 06paTHO N306paXeHNe-KOHTeliHep;

6. MMosTopAtoTCA Warv 3, 4 1 5 4o Tex nop, noka obLlee coobLieHne He byaeT
BHeJPeHO NONHOCTbH. (BMOKY JOMKHbI ObITb B3ATbl CMEXHbLIM 00pa3oM 13
MCXOZHBIX KOOPAMHAT N306paXeHus.);

7. HakoHeu, nonyyaeTcs CTero M306paxeHwe B NPOCTPaHCTBEHHOI 061acTw.

ANTOpuUTM N3BNEYEHNSA:

1. Bbl61paeTCs CTEro 1306paXkeHue 1 4/1Ha BIIOXKEHHOTO B HErO COOBLLEHUS.

2. BblbupaeTcs 650K pasmepoM 4 X 4 1 Ha HeM NPUMeHAETCS NpeobpasosaHue
Aglamapa.

3. Vcnonb3ys MeTo4 COMOCTaBNEHWs MWKCeNeid, W3BnekaeTcs [Ba 6uTa
COOOLLEHNS 13 KaXAO0ro nukcens 6510ka (KpoMe Nepsoro cTonoua).
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4. CoxpaHseTcs YacTb COOBLLEHMS, U3BNEYEHHOTO M3 6/10Ka.
5. MosTopstoTcs warn 2, 3 v 4 [o Tex Nop, Noka obLLee coobLieHne He byaeT
un3BneyeHo. (Bnoku LOMKHbI ObITb B3STbI CMEXHBIM 06Pa30OM U3 UCXOAHbIX
KOOpAMHAT 1306paXKeHus.)
6. HakoHeL, nonyyaeTcs MTOroBoe coobLLeHe B CUMBONLHOM (hopmaTe nocne
ero npeobpasoBaHms U3 ABOUYHOMN (HOPMbI.
Pe3ynbTaTbl 3KCNEPUMEHTa
Pe3ynbTaTbl 3KCMepUMeHTa paccMaTpyvBaeMoro MeToda OCHOBBIBA/IUCH Ha [BYX
Kputepusx. [epBbliA KPUTEPUIA - 3TO CMOCOGHOCTb CKPbIBATh [JaHHble, & BTOPOM -
HE3aMeTHOCTb CTEro M306PaXKeHNs, TakxKe HasblBaemMas KauyecTBOM CTEro M306paxeHus.
KauecTBo cTero n3obpaxeHus, cO3faHHOe npegiaraeMbiM MeTOAOM, 6bI10 MccnesoBaHo
Ha OCHOBE Pa3MYHbIX MOKa3aTeNeil CXOACTBA M300PaXKEHWA W pe3ynbTaTbl 3TUX
CCNELOBaHNIA NOKa3bIBAKOT 3(PEKTUBHOCTb M TOYHOCTb PAcCMaTPMBAEMOrO METOAa C
TOYKM 3peHMsi Ge30NacHOCTW CKPbITbIX AaHHbIX M PasfiMyHbIX MOKasaTenei CXOACTBa
n306paxeHnid. O6LEM CKPbIBaEMbIX [aHHbIX [JaHHOTO MeToda HamHOro 6osblue, Mo
CPaBHEHWMIO C HEKOTOPbIMA  APYrMMM  CYLIECTBYHOLWMMM MeTodamum B 061acTy
npeobpasoBaHns. Kpome TOro, aTOT METOf ABNSETCH HafEXHbIM METOAOM, KOTOPbIN
Mo3BO/SET M36eXaTh 6ONbLIMHCTBO aTak, MCMO/b3YHOLWMX 406aBNEHNE LLYMOB UM CXaTue
n306paxeHns. CKpbITOE COOOLiEHME TakXKe OCTaETCH He3amMeueHHbIM NpK MOMbITKe
06HapYXWTb €ro NPy NMOMOLLM U3BECTHbIX METOJO0B CTEr0-aHan3a.
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PROBLEMS OF INFORMATION SUPPLY OF FINANCIAL
SECURITY OF THE STATE ESTIMATION

Cherevko Oleksander, Nataliia Zachosova,
Cherkasy National University named after Bogdan Khmelnytsky

The problems of information supply of the state financial security assessment are
determined. Recommendations for upgrading the evaluation process and obtaining an assessment
with a higher level of reliability have been made.

The quality of information that makes up the database for conducting the research,
as well as the skills and abilities of the expert who will conduct the analysis, is extremely
important for obtaining a reliable estimate of any calculation indicator.

According to the Methodological Recommendations for Calculating the Level of
Economic Security of Ukraine (hereinafter - the Methodology) [1], which are a
document recognized at the state level and contain methodological and informational
and analytical support for the process of assessing the level of financial security of the
country, financial security at the macro level should be assessed in a complex manner,
taking into account the indicators of six components of its system: banking security,
security of the non-bank financial market, debt, budgetary, currency, monetary security.
In total, 32 indicators have been proposed for the assessment of such diverse elements of
the financial system, which seems to us insufficient in the current, volatile economic
conditions. However, such an amount could also provide an appropriate assessment of
the level of financial security, provided that the information base for analytical
manipulations is of sufficiently high quality, and in many cases it is not.

Some problems in assessing the level of the financial component of Ukraine's
economic security were raised in [2]. It is regrettable to note the fact that in the three
years since the previous study, nothing has changed. The composition of the indicators
for evaluation has not been revised; at the state level, the evaluation was not carried out,
the training of personnel with sufficient knowledge and skills to carry out such an
assessment was not started. The first problem that any analyst encounters in an attempt
to analyze and assess the level of financial security is data sources. Data for calculating a
number of indicators suggested in the Methodology is not easy to obtain, especially given
that they need to be and assessed in the dynamics. Despite the fact that the Methodology
contains an indication of the source of data, where it is possible to obtain the necessary
information, the proposed links to Internet resources are obsolete and not working, the
printed publication is often impossible to obtain. Thus, the first problem in assessing the
level of financial security of the country is the sources for obtaining data. In our opinion,
since most of the necessary data are statistical indicators, the site of the State Statistics
Service needs to allocate space for the placement of the necessary information. At the
same time, it is not a secret that the statistics reveal a significant delay in time regarding
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the moment they characterize. Thus, another problem is the timeliness of obtaining the
necessary information. And of course, it raises doubts and concerns about the quality of
statistical data, which, in the opinion of many experts, is nothing more than the "average
temperature at the hospital".

At the same time, one more problem is that data of different organizations and
institutions is needed for calculations. For example, in order to assess the level of banking
security, data from the National Bank of Ukraine is needed, to assess the level of security
of the non-bank financial sector - information held by the National Securities and Stock
Market Commission and the National Commission that regulates financial services
markets is needed. To obtain data on the size of the deficit of the state budget of Ukraine,
it is necessary to look for and study legislative acts. Thus, the search, selection and
preparation of data for the evaluation procedure is a very time consuming process, during
which the analyst may not find all the information he needs. Taking this into account, it is
advisable to recommend the creation of unified information resources that will contain a
set of data necessary to assess the level of financial security of the state. Considering the
important role of the three state regulators of financial markets in collecting the necessary
data, it should be suggested that they themselves initiated the creation of such an
information resource.

However, even with an indication of where to find the necessary data, in many
cases it is still difficult to find them. Sites of many organizations and companies are not
comfortable enough to use, have extremely complex internal infrastructure and low level
of transparency. Therefore one should note another problem of the process of assessing
the level of financial security - the complexity of access to the necessary data.

In our opinion, we also need to revise the weighting factors that determine the
value of a particular indicator, both for the final level on the component of financial
security that it contains, and for its overall level. Thus, the neglect of currency security and
the allocation of its specific weight at the level of 0,1686 in the aggregate financial security
index (a lower proportion has only the component of the non-bank financial market
security - 0,1068) [1] proved to be unjustified when in 2014, precisely because of the
sharp change of the hryvnia rate in relation to world currencies, the financial security of
the country turned out to be at a record low level, and the economy of Ukraine has fallen
into another financial crisis. Proceeding from this, it is necessary to review and once again
weigh the importance of each component of financial security at the state level to ensure
the process of realizing the financial interests of the country, business and citizens.

Speaking about the most methodological approach to assessing the level of
financial security, it is worth noting that in the process of evaluation, experts do not take
into account such an important indicator as the personal financial security of the
country's residents. The study of foreign information resources related to economic and
financial security allows us to conclude that in most developed countries, the
understanding of the concept of "financial security" is reduced to a single person - a
resident, a citizen, and at the macro level in such a definition is not considered. In the
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process of scientific work we came across the results of studies on the financial security of
citizens of the United States and of a number of European countries, according to which
it was possible to determine whether there are free financial assets of the population, what
level of financial literacy of citizens, whether they believe in the domestic banking system
and are ready to trust financial institutions their savings. Such information would also be
useful in the process of assessing the financial security of Ukraine, especially for analyzing
the level of banking security and security of the non-bank financial market.

Thus, we arrive at the conclusion that in order to obtain a reliable assessment of
the level of financial security of Ukraine at the current stage, it is necessary to review the
methodology of evaluation itself, as well as to simplify the indicators for evaluation due to
the lack of information for their calculation; to oblige government regulators of financial
markets to publish the information necessary for analysis in a timely manner, without
hindering access to the complex architecture of the sites and supplying the necessary data
for at least a retrospective three years in order to determine the trends.
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BOMPOCHI ICMONb30BAHNA 3NEKTPOHHOWN LI®POBOW
NoANnCK B PECMNYBJIMKE BENTAPYCb

OmrTpuin JopoLues
[TY um.®.CkopuHsl, . omens, PB

The digital signature is the integral element of e-economy which proves integrity, the
invariance of information after signing. In world practice the legislation on the digital signature
develops for the benefit of e-business.

Pa3BuTVe U LWMPOKOE MPUMEHEHWE WH(OPMALMOHHBIX U KOMMYHUKaLMOHHBIX
TEXHOMOTNiA ABNAOTCA 1N106abHO TEHAEHLMEV COBPEMEHHOTO MUPOBOTO PasBnTus. OHK
VMEIOT peLuatoliee 3HayeHue ANS MOBbIWEHNUS KOHKYPEHTOCMOCOOHOCTM 3KOHOMUKY,
pacLUMpeHnst BO3MOXXHOCTEN ee MHTerpaLum B MUPOBYIO CrCTeMY. Pofib, KOTOpas paHbLLe
OTBOAUNACL TPaAULMOHHBIM OYyMaXKHbIM [OKYMeHTaM, B3ffa Ha Cebs 37eKTPOHHas
nHopmauwms. pobnemy yCTaHOBNEHWS MOLIMHHOCTU 3NEKTPOHHOW MHAopMaLmm
PeLLaeT 3MeKTPOHHAs LiM(pOoBas NOAMHCh.

MOHATUE «3NEKTPOHHaA LM(POoBas MOAMUCL>» BrepBble 6bIN0  MPeIOXeHO
MapTuHom XennmaHom n Yutgungom dudpm B 1976 rogy. B To Bpems uccnegosatenut
BCEr0 NNLWb NPEAMNONOXMMN, YTO CXEMbI U aTOPUTMbI 31EKTPOHHOI LIM(POBOIA NOANMCH
MOTYT CcyLlecTBoBaTb. YXe B 1977 rogy cneunannctol Agn LLlamup, PoHanbg Pusect v
NeoHapa AanemaH pa3paboTanu nepsblii KPUNTOrPaUUECKUin anropuT™ MO Ha3BaHWeEM
RSA, KOTOpbIA MOXHO ObINO MCMOMb30BaTb A1 CO3AAHUA 3NEKTPOHHOM LM(MPOBOI
nognucy. B ocHoBe RSA nexuT 3agaya (aktopusauuu npovssefeHus [ByX MpOCTbIX
BONbLIKX YKMCeN.

B [eBAHOCTbIX rofax 3MeKTPOHHas LUW(poBas MOAMUC CTana aKkTWBHO
CNOMb30BaTLCS B MHPOPMALIMOHHbIX TEXHONOTUSIX, NPEX/e BCero B 6aHKOBCKOW cepe.

Ha Tekyllmii MOMEHT 37eKTPOHHas LMppoBas MOANMCb MOAyYMna [OCTATOYHO
UMPOKOe PacmpocTpaHeHWe UK MNpowna [AAMHHBIA NyTb  OT  HENOCPEACTBEHHO
MaTeMaTU4ecKoii naen [0 peann3oBaHHON TEXHONOTUW. DTa TEXHONOMA BKKOYAET B cebs
COBOKYMHOCTb METOZOB, NpoLeayp, NPOrpaMMHbIX M TEXHUYECKWUX CPEeACTB, KOTOpble
OTHOCATCA K COBPEMEHHOMY MPaKTUYECKOMY MPUMEHEHWIO 3NEKTPOHHON L(POBOiA
noAnucwm.

MOCTOSAHHO COBEPLUEHCTBYETCSH 3aKOHOAATeNbCTBO B Clhepe PeryampoBaHus
3NeKTPOHHOM LUudpoBoit nognucy. Tak 12 nioHa 1996 roga Komuccuein OpraHusaumm
O6beanHeHHbIXx Hauuii no npasy wmexayHapogHoii Toproan (UNCITRAL) 6bin
MPUHAT TUNOBOM 3akoH 06 3NeKTPOHHOW Toprosne. Llenblo 3akoHa 6Gbina
CTaHJapTM3aLns 3aKoHoAaTeNbCTBA MUPOBBIX FOCYAapPCTB 1 OH Obln NpK3BaH 06/1erYnTh
MPUMEHEHVEe CPEeACTB CBA3W U XpPaHeHWs WH(popmauun. 3akoH 06 31eKTPOHHOIA
Lm1thpoBoin nognucn B M'epmanuu gencteyet ¢ 1997 roga, 8 CLUA n Asctpum — ¢ 2000
roga, B 3ctoHunu — ¢ 2001 roga.
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B Poccuiickoii defepaumm B 061aCTU 3NeKTPOHHON LIM(POBOI NOAMNCK aKTyaseH
3aKoH Nol-®3 «O6 31eKTPOHHOI LMPOBOIA nognucKs, NpUHATHIA oT 10 sHeaps 2002
roga. B atom 3akoHe a7eKTPOHHas LM(hpoBas MOANUCH OMPeSeNseTcs Kak MHpopmauus B
3NEKTPOHHO-LM(POBOI (hopMe, 1CMOMb3YHOLLAACA 415 UAEHTU(DMKALMM (U3NYECKOTO UK
topugunyeckoro nmua. C 06 anpens 2011 roga feicTeyeT ®efepanbHblii 3aKOH «O6
3NEKTPOHHOI nognucu» Ne 63-®3, rae onpeaenstoTcs ABa Buaa 3NeKTPOHHON NOAMMCK:
npocTas 371eKTPOHHAA NOAMNMCH W YCUNEHHAA 3NEKTPOHHAA MOAMUCS.

MpaBoBble OCHOBbI WCMO/Mb30BaHWA  3NEKTPOHHON LM(POBO/ nognucy B
Pecny6nnke benapycb 3anoXeHbl B MyHKTe 2 CcTaTbi 161 [paaaHCKOro Kogfekca
Pecny6vkn Benapycb 0 NCbMeHHOM (opMe caenkn. B faHHOM NyHKTe AeKnapupoBaHo,
YTO WCMONb30BaHWE MNPU COBEPLIEHUN CAENOK (PAKCUMUILHOTO BOCMPOW3BEEHMS
MOANUCK C NOMOLLbLIO CPEACTB MEXaHUYECKOro WM MHOTO KOMUPOBaHWA, 3NEKTPOHHO-
LMhpoBOM NOANMCK MO0 MHOTO aHanora CO6CTBEHHOPYYHOW MOANUCK LOMYCKaeTCs B
Cyyasx 1 nopsgke, NpedycMOTPeHHbIX 3aKOHOAATEIbCTBOM W/N COTNALLEHEM CTOPOH.

B nekabpe 2010 roga Betynun B cuny 3akoH «O6 3/1EKTPOHHOM [JOKYMEHTE ©
3NEKTPOHHOW Ly(pOBOIA MOAMNCK>, B KOTOPOM OMNPeLeNeHbl YCI0BUS, NPX UCMONHEHNN
KOTOPbIX 31EKTPOHHbIA JOKYMEHT C 371EKTPOHHON LIM(POBOIA MNOAMUCHI0 NPUPaBHMUBAETCS
K LOKyMEHTY Ha 6YMa)XHOM HOCUTENE 1 UMEET OLMHAKOBYHO C HUM FOPUANYECKYHO CUTTY.

B Pecnybnuke Benapycb B COOTBETCTBMM C [E/ACTBYIOLMM 3aKOHOAATENbCTBOM
OCYLLECTBNAETCA TOCYAAPCTBEHHOE PeryanpoBaHue B chepe TEXHONOMMIA 3NEKTPOHHON
LM(POBOIA NOANNCK W BKIKOYAET B Ce6S:

= (D OpMMpPOBaHWEe ¥ NPOBEAEHWE EeWHOIA TOCYLapCTBEHHOW MNOMUTUKA B
06NMacTM MPUMEHEHWS  3NEeKTPOHHOW  LM(POBOM  NoAnucH, KOTopas
BK/OYAET B Ce0S peLleHMe KOHLENTyanbHbIX BOMNPOCOB B [JaHHOW cepe,
onpegeneHve NPUHLMNOB NPUMEHEHUS TEXHONOMWIA 3NEKTPOHHON Lu(po-
BOW MOANMUCH, (POPMYNMPOBKY OCHOBHbIX LieNieil NPUMEHEHUS 3NIEKTPOHHON
UMpoBOIA Noanuck;

*  YTBEPXKAEHME U pean3auys rocy4apCTBEHHbIX MPOrpamMM Mo PasBUTUIO
TEXHOMOM WA 31EKTPOHHOI Ly(pOBOIA NOANMCY B paMKax KOTOPbIX CTaBATCA
3a/ja4M N0 MPUMEHEHWIO KPUNTOrpapuyueckux CPeacTs And obecreyeHus
MOAMMHHOCTM 3M1EKTPOHHbLIX [JOKYMEHTOB, 06pabaTtbiBaeMblX B aBTOMa-
TU3MPOBaHHbIX  MH(POPMALMOHHBIX  CUCTEMaX  [OKYMEHTaLOHHOro
obecreyeHuns ynpasneHus;

=  paspaboTka W pa3BuTME CUCTEMbl TPeOGOBaHUIN K 3neMeHTaM TeXHONOriA
3NEKTPOHHOA LIM(POBOIA MOANMNCH;

*  peryiMpoBaHMe OTHOWEHWA B cdepe  (YHKUMOHMPOBaHMA  [ocy-
[APCTBEHHOM CUCTEMbI YNpaBneHns OTKPbITbIMKA K/KO4aMmK, paboTaroLeit
MOZ 3rnaoi HaumoHanbHOro LeHTpa 3NeKTPOHHbIX YCAYT;

= perynmMpoBaHue [AeATeNbHOCTU CyObeKTOB XO34MCTBOBaHWA B 06/1acTy
TEXHONOT WA ANEKTPOHHON L(POBOIA MOANUCH;



22 _ Conferinta Internationald, editia a XIV-a, 20-21 martie 2018

*  KOHTPONb 3a [eATeNbHOCTbIO CyObEKTOB XO3AINCTBOBAHWA MO MCMO/b-
30BaHMIO 3NIEKTPOHHOM L(POBOI NOANMCY.

B cooTBeTCTBUM C 3aKOHOM «O TEXHUYECKOM HOPMUPOBAHUM 1 CTaHAaPTU3aLNN>
OCYLLECTBNSAETCA CO34aHNe M PasBUTHE CUCTEMbI TPEOOBAHUI K 3N1eMeHTaM TEXHO/OT Uit
9NEKTPOHHOW  UMpoBOiA  nognucn.  OCHOBHbIMKM ~ 06BbEKTaMM  TEXHUYECKOrO
HOPMUPOBAHUA W CTaH4apTU3auMnW B Ccepe TEXHONOTMIA 3NMEKTPOHHOM LM(pPOBOM
MOAMNMCY SBNAOTCA:

= 1apaMmeTpbl arOPUTMOB U MPOLEAYP CO3AaHUSA U NPOBEPKW 3NIEKTPOHHO
LycpoBoIn noanucy;

= (hopmaTbl WCMO/b3YeMbIX [aHHbIX, TaKUX KaK CepTU(MKaTbl OTKPbIThIX
K/KOYEN, 3HAYeHNS 3NEKTPOHHbIX LU(POBbIX MOAMMUCEN, CNINCKY OTO3BaHHbIX
CepTU(MKATOB, NPOLEAYPbI XPAHEHUS 1 3aLLMTbI IMYHBIX KNKOYen 1 ap.;

* CpeACcTBAa YNpaBNeHUs Kioyamy  3NeKTPOHHOW  L(POBOMA  MOAMUCH,
MporpaMmMHble 1 NPOrPaMMHO-TEXHWUYECKVE CPeACTBa aBTOMaTM3aLuu
[eATENbHOCTU PErMCTPALMOHHBIX U YAOCTOBEPAIOLMX LIEHTPOB, CPeacTBa
CO3/)aHNS KOMWiA 3NeKTPOHHBIX JOKYMEHTOB Ha BYMaXXHOM HOCUTENE U T 4.

B HacTosee Bpems B Pecry6/nke Benapycb akTBHO MPUMEHSIETCS 3/1EKTPOHHaS
uM(poBas NOANUCL MPU  MOAMNUCAHUM  3MIEKTPOHHbIX [OKYMEHTOB UK  06paLLeHui,
nogasaeMblx B MUHWCTEPCTBO MO Hanoram W cbopam, TaMOXEHHbIE OpraHbl, (IOHAbI
cou3awmTbl HaceneHws, «benrocctpax», «benctar» u fAp. KonnyectBo BblfaHHbIX
KNKOYei 3NeKTPOHHOW LMGPOBOM NOANMCK NOCTOSHHO YBEMYMBAETCA U COCTaBNSET B
CTpaHe 0K0/o 260 TbIC. 3K3eMMN/APOB.

HoBbIM  Hanpas/ieHWeM  WCMOb30BaHWA  3NEKTPOHHOW  LIM(POBOMA  nognmcy
ABNAETCA ee NPUMEHeHWe And 4OCTyna K efyHOMY NopTany 3NeKTPOHHbIX YCNYr W, Kak
CNefCcTBMe, NPOCTOM U 3NMEKTUBHBLIA CNOCO6 NOMYYEHUS TOCYAPCTBEHHbLIX YCIyr W
a[IMVHUCTPATMBHbIX NPOLIEAYP B 3NEKTPOHHOM BUJE.
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CUCTEMbI BUOMETPUYECKOW MAEHTUDUKALLNIA:
COCTOAHNE N PEKOMEHOALMW MO BbIBOPY

CTanucnas Mony6os
COMENbCKWIA roCyAapCTBEHHbIN YHUBEPCUTET UMeHN ©.CKOpUHbI

The article discusses the current state of the market of biometric authentication systems,
provides recommendations for their choice.

PasBuTe  WMH(OPMALMOHHO-KOMMYHWUKALMOHHBIX  TEXHONMOTUIA, NOKabHBIX 1
rnobanbHbIX CETEN, CMYTHUKOBbIX KaHAN0B CBA3M, 3(IEKTUBHBIX TEXHUYECKOI Pa3BeLKM
KOH(UAEHLMANbHOCTM  CYLLECTBEHHO 060CTpUn0 npobnemy 3awuThl  MH(OpMALWK,
KOTOpas SBNSETCA OAHOM 13 BXKHEMLLMX NPO6EM COBPEMEHHOCTH.

K OCHOBHbIM MpOrpaMMHbIM CPEeACTBAM  3aliUTbl MH(POPMALMU  OTHOCHTCS:
nporpaMmbl  MAEHTU(MKALMM U ayTeHTU(MKaumMKW nonb3oBatenein KC; nporpammbl
pasrpaHnyeHns [oCTyna nonb3osatene K pecypcam KC; nporpammbl 3awWytbl OT
HECaHKLMOHMPOBAHHOT 0 OCTYNa, KOMMPOBaHWS, U3MEHEHNS 1 MCMNONb30BaHMA 1 p. Mog
NEEHTU(UKaLMER NONb30BaTENs, NPUMEHUTENBHO K 0becrneyeHno GesonacHocT KC,
MOHUMAETCH  OfHO3HAYHOE pacro3HaHWe YHUKIbHOrO UMeHn cybbekta KC.
AyTeHTU(MKALMA O3HAYaeT MOATBEPXAEHME TOrO, UYTO MpPeAbsBAEHHOE UMA
COOTBETCTBYET MMEHHO [aHHOMY CyObeKTy.

Cnocobbl 3aWnThl MHQOPMALWK 1 APYTMX PECYPCOB MOCTOSIHHO MEHSHOTCS, Kak
MEHSETCA Hallle 06LLEeCTBO 1 TEXHONOTMK. OueHb BaXKHO MOHATb 3TO, YTO6LI BbIpaboTaTh
NpaBUNbHbIA MOAXOA K obecrneyeHnto Ge3onacHOCTW. MO3TOMY pacCMOTPUM BOMPOCHI
NOEHTU(QUKALMM IMYHOCTM C NOMOLLbHO GUOMETPUYECKMX TEXHONOT U — NEPCNEKTUBHOTO
11 Pa3BMBAIOLLIErOCA HaNpPaBaeHNs COBPEMEHHbIX CUCTEM KOHTPONA OCTyNa.

Ha fjaHHbI MOMEHT 60/1ee MONOBUHbI PbIHKA 3aHNMAOT CUCTEMbI PACMO3HABAHMS
Mo oOTneyatkam nanbueB. MHOXeCTBO 6GeNopPYCCKMX U 3apybeXxHbIX  KOMMaHWiA
3aHMMAKOTCA NPOW3BOACTBOM CUCTEM YMpaBNeHUs AOCTYMOM, OCHOBAaHHbIX Ha MeToze
[aKTUNIOCKOMNYECKOA MAeHTUMKaumn. o npuyMHe TOro, YTO 3TO HampaBneHue
ABNAETCSH O4HUM U3 CaMblX JaBHULLHMX, OHO MOMYYnIO HanbobLLee pacnpocTpaHeHe n
SBNAETCS Ha CErOfHALIHUIA fieHb caMbiM pa3paboTaHHbIM. CkaHepbl OTMeYaTKOB Na/bLes
NPOLUAN ieVACTBUTENBHO ANMMHHBINA NYTb K yNyyLleHno. COBPeMeHHbIE CUCTEMbI OCHALLEHbI
pa3NYHbIMK faTumMkamu (TeMNepaTypbl, CUMbl HaXaTUs W T.N.), KOTOPble MOBbILLAIOT
CTeneHb 3alWMTbl OT NOAAeNnok. C KaxabiM [HEM CUCTEeMbl CTaHOBATCH Bce 6onee
YAOGHBIMU 1 KOMMaKTHbIMK. 10 CyTw, pa3paboTumku JOCTUIAN YKe HEKOero npegena B
[lAHHO 067nacTW, M pasBMBaTb METOA fablie CNoxHo. Kpome TOro, 60/bLWIKMHCTBO
KOMMaHU NPOW3BOAAT FOTOBblE CUCTEMbI, KOTOPbIE OCHALLEHbI BCEM HEOOXOAUMbIM,
BK/MtOYas NporpaMmMHoe obecrieyeHue. WHTerpatopam B 3TOW 0671acTM NPOCTO HeT
Heo6X04MMOCTH COBMPATb CUCTEMY CAMOCTOATENBHO, TaK KakK 3TO HEBLIFOHO U 3aiiMeT
6O/bLLE BPEMEHW W CUJ1, YeM KYNWTb YXKe TOTOBYIO 1 NPW 3TOM HeJOPOryto CUCTeMY, TeM
6onee BbIGOP BYAET Ae/ACTBUTENBHO LLIMPOK.
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Cpefn 3apy6eXHbIX KOMMaHWIA, 3aHYMAIOLMXCA CMCTEMaMM Pacrio3HaBaHWs Mo
OTneyaTkaMm Na/bLes, MOXHO OTMeTUTL SecuGenu, mx USB-ckaHepbl ans PC, ckaHeps,
KOTOpbIE MOXHO YCTaHaBNMBaTL Ha NPEANPUATUSA WK BCTpauBsaTh B 3aMki, SDK 1 MO fia
CBA3M CUCTEMbI C KOMMbIOTEPOM, Bayometricinc. (CkaHepbl OTMeYaTKoOB NasbLes, CUCTEMb
KOHTpOns goctyna, SDK ans pa3paboTky anropuTMOB Pacro3HOBaHUS OTMEYaTKOB NabLies,
BCTpavBaeMble MOZy/M pacrio3HasaHus OTrevatkos nanbues), DigitalPersona, Inc. (USB-
ckaHepbl, SDK). B CHIC B faHHOn 06nactv paboTaloT Takue KomnaHwu: BioLink
(BaKkTUnoCKOMMUYecKmMe CkaHepbl, GUOMETPUYECKME YCTPOIACTBA YnpasneHus goctynom, M0),
CoHpja (LaKTUNOCKONMYeCKIe CKaHepbl, GBMOMETPUYECKIE YCTPOCTBA YNPaBNeHNS AOCTYMOM,
SDK), CmapT/10K (aKTWI0CKOMNMYECKIE CKaHEPbI U MOZYNIW) U [ipYTUE.

Y[enbHbliA BEC TEXHONOTUIA MAEHTU(UKALMM MO Pagy>XKHOM 060/104Ke rnasa Ha
MUPOBOM OGMOMETPUYECKOM PbIHKE COCTaBNSET MO pasHbIM nogcyetam oT 6 o 9
npoueHTos [1]. CnegyeT OTMETUTb, 4TO C CAMOr0 Hayasna pasBuTIS JaHHOTO METOZa, ero
YKpenneHue Ha pbiHKe 3aMef/isifia BbICOKass CTOMMOCTb 060PYA0BaHUS 11 KOMMOHEHTOB,
HeobXxoAuMbIX, 4T06bl CObpaTh cucTeMy uieHTU(MKauuu. OfHAKO MO Mepe pasBUTHA
LM(POBbIX TEXHONOTWIA, CEBECTOMMOCTb OTAENbHON CUCTEMbI CTasa CHIKATLCA. JInfepom
no paspaboTke MO B fiaHHOI 061acTu sBNseTcs KoMmnaHua Iridian Technologies.

BXoz, Ha pbIHOK BO/bLLIOMY KOMIMUYECTBY NPOV3BOAUTENEN Bbl1 OFPaHNYEH TEXHUYECKON
CNOXXHOCTbIO CKAHEPOB U, KaK CeACTBIE, UX BbICOKOW CTOMMOCTBHO, & TaK YKe BbICOKOM LieHOM
MO un3-3a MOHOMO/LHOTO MONOXKeHWA Iridian Ha PbIHKe. 3TN aKTOPbI NMO3BO/ANM Pa3BUTLHCA B
06/1aCTN Pacrno3HaBaHUs pady>xHON 060104YKM TOMBKO KPYMHbIM KOMMaHUAM, CKOpee BCero
YXe 3aH/MatOLLMMCA MPOW3BOACTBOM HEKOTOPbIX KOMMOHEHTOB MPUIOAHBIX 4NF CUCTEMbI
naeHTdMKaLmn (ONTUKa BbICOKOrO paspeLLeHysi, MUHMATIOPHbIE Kamepbl ¢ MH(PaKpPacHO
MOACBETKOM 1 T.n.). MprMepamu Takux KomnaHuin MoryT 6biTb LG Electronics, Panasonic,
OKI. Onu 3akntounan gorosop ¢ Iridian Technologies, 1 B pe3ynbTaTe COBMECTHO paboThl
NOSBUNMCH CNefytoLLme cUCTEMbI UaeHTUGMKaumu: IrisAccess 2200, BM-ET500, OKI IrisPass.
B AanbHelilieM BO3HUKNM YCOBEPLLEHCTBOBaHHbIE MOJENM CUCTEM, Brarofaps TEXHUYECKUM
BO3MOXHOCTSAM [JaHHbIX KOMMaHWIA CaMOCTOATENbHO Pa3BMBaTLCA B 3TOW 0bnactn. CnepyeT
OTMETWTB, YTO BbILLIEMEPEUMCTIEHHbIE KOMMaHWW paspaboTan Takke cobeTeeHHoe MO, Ho B
uTore B rOTOBOI CMCTEME OTZAtOT MpeAnoyTeHMEe nporpamMMHOMY obecrieveHnto Iridian
Technologies.

Ha pbiHke CHI™ npeo6nagaeT npogykums 3apy6exHblx KOMNaHWiA. AnutensHoe
Bpems qupma ManunoH yBepsna BCEX, YTO Y HWX €CTb PAacro3HaBaHWe Mo PagyXxHoi
o6onoyke. Ho fgaxe npeactasutenm POCATOMa — WX HEMOCPECTBEHHOrO MOKynaTess,
[ KOTOPOrO OHW [enann CUCTeMy, YTBEPXKAAlOT, 4YTO 3TO He COOTBETCTBYET
[Le/ACTBNTENBHOCTH.

B nocnefHwWii rog Ha MMPOBOIA PbIHOK BbILL/O Napa HOBbIX MPOWU3BOAMTENE B CBA3M
C UCTEYEHWEM NMePBUYHOTO NaTeHTa Ha Pacro3HaBaHye YenoBeKa No padyXxXHon 060n04Ke
rnaza: AOptix n SRI International.

PacnosHasaHVie N0 reoOMETPUN LA NMPUYUCASIOT K «Tpem 60MbLLMM 6UOMETPUKaM>>
BMECTE C Pacro3HaBaH1eM o OTreyaTkaM NasbLies 1 pady>xHOM 06010uke. Hazo ckasarb, 4To
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[@HHbIi METO4 [OBO/MbHO PaCcnpOCTPaHeH, M eMy MOKa OTAAT MNpeArnoyTeHre nepes
pacno3HaBaHMeM MO Pafy>XKe [nasa. Y[eNbHbIA BEC TEXHOMNOTWA pacno3HaBaHUs Mo
reoMeTpuy nLa B 06LLeM 06bemMe MUPOBOTO GUOMETPUYECKOTO PbIHKA MOXHO OLIeHMBATb B
npegenax 13-18 npoueHToB. B Poccum K JaHHO TEXHONOMM Takxke NPOosBNseTcs 60/bLwUni
VHTEpPEC, YeM, Hanpumep, K MAEHTUDMKALMM MO Pady>KHO 060/104Ke. Kak yXKe ynoMUHanoch
paHee, CyLIeCTBYeT MHOXeCTBO anroputMoB 3D pacrnosHasaHus. B 60MbLUMHCTBE CBOEM
KOMMaH11 MPeSnoYnTatoT passyBaTh rOTOBbIE CCTEMbI, BKIHOUAIOLLME CKaHepb!, Cepeepa v
MO. OpaHako ecTb 1 Te, KTO npeg/iaraeT noTpebutento Tonbko SDK. Ha cerofHAWHNiA AeHb
MOXHO OTMETUTb CNEAYHOLLME KOMMaHWM, 3aHUMAtOLLMECS Pa3BUTVEM [aHHOW TeXHONOru:
Geometrix, Inc. (3D ckaHepb! mug, MO), GenexTechnologies (3D ckaHepbl mug, MO) B
CLLA, CognitecSystemsGmbH (SDK, crevpansHble Bolumcautenu, 2D kameps) B 'epMaHmy,
Bioscrypt (3D ckaHepbl inua, MO) — goyepHee NpesnpusTie aMepukaHcKoi komnaxmm L-1
IdentitySolutions. B Poccuu B jaHHOM HanpasneHun pabotatoT KomnaHun ArtecGroup (3D
cKaHepbl mua 1 MO) — KoMNaHWs, rofoBHOW OUC KOTOPOIA HaxoguTes B KandopHuu, a
pa3paboTKM 1 NPOM3BOACTBO BedyTcs B MockBe. Takke HECKOMbKO POCCUIACKMX KOMMaHWIA
BNaeroT TexHonormeii 2D pacnosHasaHms nnua— Vocord, ITV u ap.

B 06nacTn pacnosHasaHus 2D n1La OCHOBHbLIM NPesMETOM PaspaboTKu SBNseTCS
nporpammHoe o6ecrneyeHue, Tak Kak 00bl4Hble KaMepbl OT/ANYHO CNPaBASIOTCS C 3aXBATOM
1300paxeHns 1La. PelleHe 384241 pacno3HaBaHKs Mo 1300paXeHMIo 1L B KaKoi-T0
CTEMeHn 3al0 B TYMUK — Y)XKE Ha MPOTSAXKEHUN HECKONbKWX JIET MPaKTUYeCKU He
MPOUCXOAUT YNyYLIEHNS CTaTUCTUYECKWX MOKasaTeneid anroputmoB. B 3Toii o6nacTu
MPOMCXOAMT NNaHOMepHas «paboTa Hafg OLwnOKamm>,

3D pacrno3HaBaHwe NnLa ceitvac sBnseTcs Kyaa 6onee nprenekatenbHON 06acTb0
AN pa3paboTynKoB. B HEM TPYAMTCS MHOXECTBO KOMMEKTVUBOB W PETYNSAPHO CrbILLHO O
HOBbIX OTKPbITUAX. MHOXECTBO paboT HaxOAATCA B KOHEYHOM CTagumn pa3paboTku. Ho
MOKa YTO Ha PbIHKE NNLLb CTapble NPeI0XKEHNS, 32 NOCNEAHE FOAbl BbIGOP HE 3MEHUNCS.

Pacno3HaBaHue Mo PUCYHKY BEH PYKU SBNSIETCS JOBONIbHO HOBOWA TEXHONOTMEN, U B
CBSA3M C 3TVM €€ YAeNnbHblIli BEC Ha MAPOBOM PbIHKE HEBEMK W COCTaBNsAeT Okono 3%.
OfHaKo K ;aHHOMY MeTOZy NPosBAsSeTCs BCe 60NbLUINIA MHTEpPeC. [JeNno B TOM, YTO, ABNAACH
[0BO/bHO TOYHbIM, 3TOT METOZ He TpebyeT CTONMb JOPOroro 060pyAOBaHMSA, Kak,
HanpuMMep, MeTOAbl Pacrno3HaBaHUs MO TeOMETPUM N1LA WU PaflyXXHOM 060/104Ke.
Cellyac MHOTVie KOMNaHWW BeayT pa3paboTky B JaHHOM chepe. Tak, HanpumMep, No 3akasy
aHrniickoii komnaHum TDSi 6bin0 paspadoTaHo MO ans 6MOMETPUYECKOT0 CYUTBIBATENS
BeH nagoHM PalmVein, npeacTasneHHOro komnaHwel Fujitsu. Takke B cdepe
MAEHTU(MKALMM NO PUCYHKY BeH paboTaloT credytowme komnaHun VeidPte. Ltd.,
HitachiVeinID. B Poccun pa3suTiie AaHHOI BETBY GUOMETPUYECKUX TEXHONOIMIA MOKa
aKTMBHO He OCYLLeCTBNSETCS.

Ha [JaHHbIi MOMEHT BbILENAOT [ABE KPYMHbIX KOMMAHWA, 3aHUMAatOLLMXCS
pa3pabOoTKOI NPOrpaMMHOro obecriedeHns Ang ayTeHTUDUKALMU No ronocy. OfHa 13 HUX
Oblna opraHusoBaHa B 2004 rogy B VicnaHum 1 nonyymna HassaHne AGNITIO. Nx npogykT
VoicelD B 60/1blUeil CTEMEHN MCMNONb3YETCA MPaBUTENbCTBEHHBIMU OpraHuU3aumamMmn s
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NPeAOoTBPALLEHNSA 3N0AESHNIA, BbISBNEHUS NPECTYMHUKOB 1 NPeSOCTaBNEHNIA LOKA3aTebCTB
B cyge, ecim Takoe notpedyetcd. AGNITIO umeeT OOLUMPHYIO KIMEHTCKYO 6a3y,
BK/THOUIOLLLYHO MONMLMIO, Pa3BELKY U ApYyrie rocyfapCTBeHHbIe OpraHu3auumn B 6onee yem
35 cTpaHax. VoicelD TaKxe MCMoMb3yeTcs B KOHTAKTHbLIX LEHTpax, Npu COBEpLUEHUM
(MHAHCOBbIX OMepauuid, TeNeKOMMYHUKaLUMAX W CeKTope 6e30MacHOCTM MpeanpusThs.
KomnaHus npegnaraet fga BUfa YCnyr ronocoBoro pacrosHaBaHUs: TeKCTOHEe3aBUCMbIiA
[N PELLeHNIA peasbHOro BPEMEHW 1 TEKCTO3aBUCUMbIA, OCHOBAHHbIV Ha MPOW3HOLLEHWN
uncen ana kopnopatveHbiX paboTHMKOB. AGNITIO He pasmecTuna HUKaKuMX AaHHbIX O
xapakTtepuctukax FAR 1 FRR gng cBoero npogykra.

[Apyroii KomnaHuel, KoTopas Jobunack HeMabIX Pe3ynbTaToB B AaHHOW 06nacTu
apnseTca «LleHTp peyeBbix TexHonorwii» (LIPT) — pOCCUIACKWUIA NPOW3BOAMTENb
3NEKTPOHHOW TEXHWKM M NPOrpamMMHOro obecreyeHns B 0651acTu 3anucy, 06paboTkm 1
aHanm3a 3BYKOBOW WH(opmauuu. OCHOBHble HanpaBneHus pgestenbHoctn LIPT —
pasBuUTME MYNbTUMOAATbHLIX OUOMETPUYECKUX CUCTEM W CO3[aHWe KOMIM/IEKCHbIX
PeLLeHNA ANs KOHTaKT-LeHTPOB Pa3NyHOr0 YPOBHSA. KoMNaHus 3aHUMaeTCs BHeJpPeHNEM
TEXHOMOMWIA CUHTE3a W pacnosHaBaHus peun B cepe KKX, aBTOMOOWNLHO
MPOMBILLNEHHOCTY U MEULMHCKUX YUpeXaeHusX. Takke KOMMNaHWA OCYLLeCcTBSeT
KOHCaTUHIOBYI0 M 00pa3oBaTeNbHyt0 fedTenbHocTb. Mpogykt LIPT nog HassaHuem
VoiceKey sBnseTcsd 6MOMETPUYECKO NNAT(OPMONA ANs NOATBEPXKAEHUA NNYHOCTU MO
ronocy B Tene()oHHOM kaHane, WEB-kabuHeTe 1y MO6GUIbHOM MpuoxeHn. [JaHHoe
MO aKkTVBHO WCNONb3yeTcs C  [LPYrUMU  TEXHONOTWAMU  KOMMAHWW:  CUCTeMaMu
MHOTOKaHa/lbHOI 3arnucy, pevyeBOl aHaMTUKMW, LWYMOOUUCTKM U Apyrumun. KomnaHws
TaKKe He NpeAocTaBKNa HUKaKoi MHgopmaLm 1 3HaueHnsx FAR n FRR ansa VoiceKey.

Bbl6op Kakoii-nnbo 13 cuctem BUOMETPUYECKOIA ayTEHTU(DMNKALMM AOMKEH ObITb
XOpowo 064ymaH, MNpoaHaAM3MpoBaHbl BCe MpPeMMyLlecTBa W HeJoCTaTKW, C
MOCneaytoLMM BbIZENEHNEM U3 HUX KPUTUYECKMX, TO €CTb TeX, KOTOpble 06yCnaBnmnBatoT
WM, HaobopOT, MNPensATCTBYHOT YCTaHOBKE [aHHOW cucTembl. A8 TeX, KTO WLeT
ONTUMaNbHOE PeLLeHe LeHbl U KauyecTBa, MOXHO MPEeIoXMTb CUCTEMbI Pacrno3HaBaHMA
OTMEYaTKOB NabLIeB: OHa f0BOMLHO PacnpOCTPaHeHa U He CAULLKOM Jopora. [ns Tex xe,
KTO WLYT KayeCTBEHHble CUCTEMbl C MUHUMATbHbIM KOMMYECTBOM OLUMOOK, MOXHO
MOCOBETOBATb CUCTEMbI ayTEHTU(MKALMM NO Pafy>XHON 0060/0UKe rNa3a, TaK Kak OHa
ABMSAETCA Hanbonee 3alMLLEHHON U UMEET BbICOKME XapaKTepUCTUYECKMe MOKasaTenw.
[ONA 3HTY3MacTOB M 3KCMEPUMEHTATOPOB OT/IMYHO MOAOWAYT <«HOBWUHKW>» B Ccepe
O1OMETpPUN: pacno3HaBaHWe ro BEHO3HOMY PUCYHKY PYKMU.

INutepatypa
1. TexHonorum 3awmtbl [SneKTPOHHbIA pecypc]. — 2017. — Pexum pgocTyna:
http://www.tzmagazine.ru/ — ata goctyna: 07.02.2018.
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NVHAMWYECKUE METO/1bl BUOMETPUYECKOW
AYTEHTUNPNKALIN

Cepreit "0BeiiKO
COMENbCKWIA roCyAapCTBEHHbINA YHUBEPCMTET UMeHN ©.CKOpUHbI

On the basis of the analysis of the current state of dynamic methods of biometric
authentication, the possibilities of their use for the development of the digital economy in the
Republic of Belarus are considered.

MaBHas TEHZEHLWA PasBUTWS COBPEMEHHOTO O6LUECTBA TECHO CBAi3aHA C POCTOM
MH(OPMAaLMOHHOW  cocTaBnsiolent  (MH(OPMaLMOHHbIE  Pecypchbl,  MH(OPMAaLMOHHbIE
TEXHOMOTMM W T.N.) W, KaK CnecTsue, MH(HOPMaLMOHHON 6e3omacHocTu. Bonpochl
WH(OPMaLMOHHOW  6e30MacHOCT  Ha  COBPEMEHHOM 3Tane  paccMaTpuBatoTCi  Kak
npuopuTeTHble. CyLLECTBYIOIME HA CErOAHALUHUA [eHb METOfbl M CPEeACTBa 3aluThbl
MH(OPMaLMM B aBTOMATWU3MPOBaHHBIX CUCTEMaX AOCTaTOYMHO PasHOOOpa3HbI, YTO, OTpaxaeT
MHOroo6pasue croco60B 1 CPeaCcTB BO3MOXHbIX HECAHKLIIOHMPOBAHHbIX JEACTBUIA.

Mpo6nema ayTeHTUDMKALMN NONb30BATENS KOMMIOTEPHOW CUCTEMBI CO BPEMEHM
NOSABNEHUS MY/IbTUMNONb30BATENBCKMX CUCTEM CTasa BeCbMa akTyanbHOR. Ocoboe MecTo B
3TOW Teme 3aHMMAKT OUMOMETpUYECKME METOfbl, KOTOpPble OCHOBBLIBAKOTCA Ha
YHUKa/IbHOCTV GUOMETPUYECKOI MH(OPMALLM, HOCUTENIEM KOTOPOIA ABNAETCH Ye/OBEK.

BMOMeTPUYECKUIA KOHTPOb OCTYMA - 3TO 8BTOMATWU3MPOBAaHHbIA METOZ, C NMOMOLLbH
KOTOPOro MyTeM MPOBEPKA  YHUK&/bHbIX  (PU3MONMOTMYECKX  OCOGEHHOCTEH MW
MOBEJEHYECKNX XapaKTEPWUCTWK YeNoBeKA OCYLLECTBNSETCA ayTeHTUQUKALMN NMYHOCTU.
®U3MONOTMYECKe  OCOBEHHOCTM, HanpyMep Takue, Kak KaruinspHbId y30p Naibua,
reoMeTpus NafoHN WM PUCYHOK PafyXHOW 0BONOYKW /asa, SBAAKTCA MOCTOSHHBIMY
(hr3nYECKUMM XapaKTePUCTUKaMI YenoBeka. MoBefeHUECKMe Xe XapaKTepUCTUKN, Takue, Kak
MOZAMMCb, TONOC WM KNaBUaTYPHbIA MOYEPK, HAXOAATCA MOZ BAMSHUEM, KaK YrpaBnseMbix
[eViCTBUIA TaK 1 NCUXONOrMYECKMX (haKTOPOB, 1 Ha3bIBAIOTCS AMHAMMUYECKMU. PaccmoTpim
nogpo6Hee AMHaMUYECKMe METOAbI GUOMETPUYECKOI @y TEHTU(MKALWN.

AyTEHTU(MKALMA NO ronocy. BUOMETPUUECKUA METOf, ayTeHTUDMKALWMK MO ronocy
XapaKTepu3yeTcs NpoCTOTON B NpUMeHeHN. laHHOMY MeTozy He TpebyeTcs JOporocToALLas
annaparypa, AOCTaTOYHO MUKPO(OHa W 3BYKOBOW MnaTbl. B HacTosllee Bpems [aHHas
TeXHONMorUA GbICTPO Pa3BMBAETCA, TaK Kak 3TOT MeTOf ayTeHTU(PUKALMA LUIMPOKO WCTOMb-
3yeTCs B COBPEMEHHbIX OV3HEC-LIEHTPaX. BblgensioT Tpy TUNa roocoBOiA ayTeHTU(MKALMK:

=  TeKCTOHe3aBMCUMas: KOTrfa MOATBEPXAEHUE NIMYHOCTM MPOUCXOAUT MO

CMOHTAHHOI peyn Nonb30BaTens, T.e. HaM He BaXHO, YTO TOBOPUT YeNOBEK.
310 camblii [OArWiA MeTo4 MNOATBEPXAEHUS — YWUCTOM peun [OMKHO
HaKOMUTLCA MUHUMYM 6-8 cek. [laHHbI crnocob BepurKauun MOXHO
NPUMEHAT  CKPLITHO OT camoro nonb3osatens. O6blMHO 3TOT Crnocob
NpYMeHseTcs BO BpeMms 06LLeHns aboHeHTa C OrnepaTopoM KOHTaKTHOro
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LEeHTpa, Korga nocnegHeMy HYXHO OLHO3HAYHO YAOCTOBEPUTLCH, YTO
abOHEHT UMEHHO TOT, 3a KOT0 Cebs BblgaeT;

= TEeKCTO3aBKCMMas MO CTATUYeCKOV NaponbHOM (pase: Koraa NoATBepXaeHe

NMYHOCTU MPOMCXOAUT MO NaponbHOW (hpase, KOTOPYH) Ha MOMEHT
permcTpauun npuayman aboHeHT. lMaponbHas (hpasa Bcergja OAMHaKoBas.
[nMTenbHOCTb NaponbHOW (pasbl 4OMKHA ObITb He MeHee 3 cek. O6blYHO
npegnaraeTca rosoputs ceon PUO;

= TeKCTO3aBKCKMas NO AMHAMWUYECKOW MapOnbHOW (hpase: KOrfa NoATBEpKaeHMe

NINYHOCTW NPOMCXOAMT MO Napo/bHON (hpase, KOTOPYHO NpeanaraeT cama cucTema
B MOMEHT ayTeHTU(MKALMK, T.e. Kbl pa3 napo/bHas (hpasa pasHasi. O6bIMHO
npefiaraeTcs AnHammnyeckast naposbHast (pasa M3 nocneoBaTebHOCTH Lmgp.
Monb30BaTeNb NOBTOPSIET 3a CUCTEMOIA YMCna O TeX Mop, NoKa OHa He NpUMeT
O[HO3HAYHOrO PELLEHNSI «CBOIA/UyXKOM>». VIHTEPECHO TO, TO MPOW3HECEHNME
pasHbIX LUMGP 4aeT pasHbii 06beM MHGOPMaUMK: Camasi «mnofnesHas» Lugpa
«BOCEMb>» — OHa 6O/bLUEe BCEr0 COAEPXMUT MOME3HON PeYeBOoin MHGopMaLmK,
camas 6ecrosiesHas «[jga».

OCHOBHbIM 1 ONpeaenstoLMM HeJoCTaTKOM MeToZa ayTeHTUDMKaLMK MO ronocy -
HU3Kas TOYHOCTb MeToda. Hanpumep, 4yenoseka C NPOCTYAOM CUCTEMAQ MOXET He
0rno3Hatb. BaxHyto npobremy coctasnsieT MHOroo6pasve nposiBNeHU ronoca OfHOro
Ye/I0BEKa: r0/10C CNOCOBEH N3MEHATLCA B 3aB1CMMOCTM OT COCTOAHMA 3[0POBbS, BO3PAcTa,
HacTpoeHus 1 T.0. 3TO MHOroobpasve MpesCTaBifeT CepbésHble TPYAHOCTM npu
BblAENIEHUN OT/NMYMTENbHBLIX CBOWCTB ronoca u4enoseka. Kpome TOro, yuyéT LymoBOi
KOMMOHEHTbI ABNSETCA el OAHON BaXKHOW W He peLleHHON Npo6aeMoit B NPaKTUYeCKOM
1CNOMb30BaHUN ayTEHTU(MKALMK MO ronocy. Tak Kak BePOSTHOCTb OLWWOGOK BTOPOro
pOZanpu MCMOMb30BaHUM [aHHOTO MeTofa Bennka (Nopsigka OLHOrO MPOLEHTa),
ayTeHTU(UKALMA MO ronocy NPUMEHSIETCA A4S ynpaseHUs AOCTYNOM B MOMELLEHUAX
CpefHero ypoBHA 6e30MacHOCTM, TakuMe Kak KOMMbIOTEPHble Kracchl, nabopatopuu
MPOU3BOACTBEHHbIX KOMMAHWIA W T.[,

AyTeHTU(IMKaLMA MO PYKOMWCHOMY Mouvepky. MeTogq  6MOMETpUYECKOi
ayTeHTU(MKALMM MO  PYKOMUCHOMY MOYEPKY OCHOBbLIBAETCA Ha  CreuuguyecKom
[ABVKEHUW YENOBEYECKOM PYKW BO BPEMS MOANMCAHWA LOKYMEHTOB. [Af COXpaHeHus
MOANUCYA  WUCMOMb3YKOT — CreuuanbHble PYYKU WAW  BOCMIPUUMYMBbLIE K [@BNEHUIO
noBepxHocTy. LLIabnoH co3gaeTcs B 3aBUCMMOCTM OT HE06X0AMMOTO YPOBHSA 3aLLUTbI.

OO6bIYHO BbIAENAOT ABa cnocoba 06paboTKM AaHHbIX O NOAMNMUCK:

= aHa1n3 caMoi pOCnMCH, TO eCTb MCMONb3YETCA NPOCTO CTeNeHb COBMNaeHUS
[BYX KaPTUHOK;

" aHaM3 [AVMHAMUYECKMX XapaKTepUCTWK HanucaHus, TO eCTb ANA ayTeHTW-
(1KaLym CTPOUTCA CBEPTKA, B KOTOPYH BXOAUT WMH(OpMaLMs Mo MOAnMCH,
BPEMEHHbIMM 1 CTTUCTUHECKMMM XaPaKTEPUCTKaMU HANMCaHNS NMOAMCH.

lMepBbIii CNOCO6 CUMALHO NOABEPXEH OLWMOKaM, TaK Kak SBMSETCA HETOYHbIM, &
TaKXe CyLLeCTBYET BO3MOXHOCTb MOAMEHbI MOAMICH 3/10YMbILLIEHHUKOM. 113-3a TOTO, YTO
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MOANUCb He MOXeT ObITb BCerfa OAWMHAKOBOW, 3TOT METOA AaeT 60/bLUOKA NPOLEHT
OLWM6OK. B pesynbTaTe 3TOT CNOCO6 UCMONL3YeTCS B MECTax, F4e TOYHOCTb pesy/bTaTa He
CTOMb BaXKHA WM NPOLLECC ayTEHTUDNKALMN KOHTPOMPYETCS.

BTopoii e cnocob o4eHb NOMysipeH 1 pa3BMBaeTCca 40 cvx nop. MNepeasuxeHne
nepa MOXeT OCYLLECTBAATLCA BAOMb OAHOM MPSMOIA, OTHOCMTENBHO MNOCKOCTW UK B
TPEXMEPHOM MPOCTPAHCTBE, TOYHOCTb AyTEHTU(MKALMW BO3PACTaeT C YBENMNYEHWEM
KONMM4ecTBa ocell. B JaHHOM cnocobe BakHa BPEMEHHas XapaKTepyUCTMKa, yKa3blBatoLLas
Ha Nepuog, 3aTpaYeHHbIii Ha BBOA, OMPEAENEeHHON YacTy MOAMMUCK. BONbLUMHCTBO CUCTEM
ayTeHTU(PUKALMM MO PYKOMWUCHOMY MOYEPKYy OCTaHaBMBAKOTCA Ha  3aBUCUMMOCTY
nepemeLLeHns nepa oT BpeMeHn. OAHaKO CYLLECTBYHOT XapaKTEPUCTHKM, KOTOPbIE AeNatoT
ayTeHTU(UKaLMIO BONee TOYHOI: fjaBneHMe nepa Ha MOBEPXHOCTb M HAKMOH nepa K
MOBEPXHOCTW. [laBneHne OMNpeaenstoT C MOMOLLb  CheuManbHbIX  NMOBEPXHOCTEN,
(UKCUpYIOWMX CUy HaxaTus nepa BO Bpems pyKonucHoro Beofga. O6paboTka
XapaKTepHbIX 3HAYEHWA HaKNOHa nepa NPOU3BOAMTCA C MOMOLLBH) CNOXHBIX NOACYETOB
MaTpuLbl KO3(MMULIMEHTOB ABYMEPHOTO AUCKPETHOTO KOCUHYCHOIO NPeobpas3oBaHus.

MeTog ayTeHTU(MKALMM MO PYKOMUCHOMY MOAYEPKY HeNb3s MCMOAb30BaTh
MOBCIOJY - B 4YaCTHOCTM, 3TOT METO4 He MOAXOAWT ANS OrpaHWyeHus [JocTyna B
MOMELLEHUS UM A4S OCTYNa B KOMMbOTEPHble ceT. OAHaKO B HEKOTOPbIX 061acTsX,
HanpumMep B 6aHKOBCKOM Cthepe, a Takxke BCIOAY, rae Npomcxoaut 0opmMieHne BaXHbIX
[LOKYMEHTOB, MPOBEPKa NPaBMAbHOCTY NOANMUCY MOXET CTaTb Hanbonee aPGEKTMBHBIM, a
rNaBHOE - HeOOGPeMEHUTE/bHbIM M He3aMeTHbIM Cnoco6om. [0 cux nop (hMHaHCOBOE
COO0OLLECTBO He CMewnno NpUHUMaTL aBTOMATW3MPOBaHHbIE METOAbI MAEHTU(MKaLMN
MOANMCY 41K KPEAUTHbIX KAPTOUEK W MPOBEPKY 3afBNEHIUS, MOTOMY YTO NOAMNMCK BCe elLe
CNVLUKOM NIErko nogdenarb. 3T0 NPensTCTBYET BHEAPEHWIO MAEHTUDNKALMW IMYHOCTN NO
MOAMWCY B BbICOKOTEXHOOTMYHbIE CUCTEMbI 6€30MaCcHOCTH.

AyTEHTU(MKALMS NO KnaBuaTypHOMY noyepky. KnasuaTypHbIi NoYepk, Uam putm
neyaTaHus, OTpaXaeT CMNOCOO neyaTaHWs NO/Jb30BaTeNeM TOW WAM WHOWA (pasbl. B
KayecTBe YHUKaTbHOW VH(hOpMaLMy, NPUCYLLEN TOMY UM UHOMY NO/b30BATENH, MOXHO
OTMETUTbL Hanbosee O4eBMAHbIE MPU3HAKW: KONMYECTBO OLWIMGOK NpK Habope, NHTepBabI
MEX[Y HaXaTUsMU KnaBuL, BPeMS YAepXaHus KNaBWLl, YWACNO MEPEKPLITUA MeXLy
KnasuLlamy, CTeneHb apUTMUYHOCTM MpU Habope, CKOPOCTb Habopa. lMpu 3TOM
BPEMEHHbIE MHTEPBa/bI MEXY HaXAaTEM KNaBULL XapaKTepu3ytoT TeMn paboTbl, & Bpems
yAepXaHus KnaBuLL XapakTepusyeT CTUib paboTbl C KnaBWaTypoid - pes3kuii ygap wim
MnnaBHoe Haxatune. IMEHHO aHan3 3TVX NPU3HAKOB NEXMT B OCHOBE CYLLECTBYIOLMX Ha
CEroAHsLIHMIA AeHb MOAXOL0B U3YUEHNSA KNaBUATYPHOrO NoyvepKa.

XOTS COBPEMEHHbIe WCCNe0BaHMA MOKa3blBalOT, YTO KiaBUaTYpHbIA MOYepK
nonb3oBartens 06M1aaeT HEKOTOPOW CTabWUAbHOCTbIO, YTO MO3BOMSIET [OCTATOYHO
OAHO3HAaYHO WAEHTU(MLMPOBaTL MNOMb30BaTENs, PabOTaloWero C KnaBuaTtypon, Ha
MPaKkTUKe 4YacTO BO3HWKAOT HeKOTOpble npo6nembl. Tak, OMNpefeneHo, 4To
pab0oTOCNOCOOHOCTL CYLLECTBYHOLLMX CUCTEM 3aBUCUT OT CefyHOLLMX (haKTOPOB:

*  YCTOWYMBOCTM KNaBMaTypHOro NoyepKa nonb3oBaTene;
= YC/IOBUI1 N BPEMEHW paboTbl;



30 - Conferinta Internationald, editia a XIV-a, 20-21 martie 2018

" MCKUXMYECKOrO 1 (IN3NYECKOTO COCTOSAHWSA NO/b30BATENS.

Oco0eHHble TPYAHOCTW BbISIBNEHUS K/ABUATYPHOrO MOYepKa MOTYT BO3HUKHYTb
npv BBOZE MONb30BATENIEM Mapons, KOrga monyyeHHas WH(OPMaLMs He MpesbillaeT
[lecATKa CUMBO/OB. [M0O3TOMY C LENb MOBBICUTL 3NHEKTUBHOCTL ayTEHTUMKALMN
npeanaraeTcs MCKYCCTBEHHO [06aBWTb pUTM. [Nonb3oBatento npegnaraeTca Habuparb
naponbHyt0 (ppa3y C 3apaHee M3BECTHbIM PUTMOM (Hanpumep, MOL Kakyro-HUOYb
Menogmio). Takum 06pasoM, YMbILLJIEHHO BHOCATCA JOMOHUTENbHbIE GUOMETPUYECKME
XapaKTepucTvKv B Habop napons. Bo3MOXHO, MOLLUEHHWKY YAAcTCA MOMYYNUTb NOTUH W
naporb [19 BXOfA B CUCTEMY, PUTMUKY Habopa YKpacTb NMPeACTaBnseTCcs HEBO3MOXHBIM.
Kpome Toro, okasanocb, 4To BBEAEHWE PUTMA MOBBILLIAET U KNaBUaTYPHYH YCTONYMBOCTD
Habopa napons nonb3oBaTesem.

[N NpaKTUYeCKOro U3yyeHns JaHHOro MeToZa ayTeHTU(MKaL WM NONb30BaTeNs rno
Mapomto C WCMOMb30BaHWEM WH(pOpMaUMM O puTMe Habopa O6bl10 NPOBELEHO
VCCref0BaHye, CyTb KOTOPOro 3aK/yanoch B c60pe PesynbTaToB ayTeHTUMUKALMU Ha
OCHOBE Pa3nnuMA BBOAA MapoSbHOTO C0Ba: C 3afaHHbIM PUTMOM UnK 6e3. Yxe Ha
HaYa/lbHOM 3Tarne 13y4eHns PUTMUKK Habopa NaposnbHbIX (a3 Gbin NOAYYEHbI XOpOoLLKe
pe3ynbTaThl. OKa3anoch, YTO BBEAEHWe PUTMa B HAO0P Napons NONOXKWUTENLHO NOBMSANO
Ha yCTOI4YMBOCTb NOYEpKa nonb3osartens. [axe npy Habope KOPOTKMX Naponeit oTimuue
PUTMOrpamMM pa3sHbIX Mo/b30BaTeNeii Obi10 04eHb 3aMETHO. A C YA/IMHEHWEM Mapo/bHON
(bpasbl BAMSHWE PUTMA YBENUMBAIOCH HA MOPAAOK. TaK, KOPPenaLms faHHbIX HECKObKMX
PUTMUYHLIX HabOPOB OAHOrO Mofb3oBatenst Konebanacb B npegenax 0,90-0,99, a ans
Habopos 6e3 puTMa cocTaensna He 6onee 0,1 [1] .

CrnefyeT 3amMeTUTb, YTO MOAOOHbIE CUCTEMbl He TPEeBYHT [OMOAHUTENLHOIO
060py0BaHMA — HEOOX0AMMOE NPOrpaMMHOe 06ecrneyeHne MOXXHO NIerKo BCTpamBath B
y)Xe roToBble NPOAYKTbl. OHAKO ayTEHTUMUKALIA C UCMONb30BAHWNEM aHaM3a PUTMUKN
KNaBMaTypHOro Habopa SBNAETCA HEUCCNefOBaHHOW W HenpuemnemMa B CUCTEMAX,
TPeByHOLLMX BbICOKOT0 YPOBHS 3aLUTHI.

Vcnonb3oBaHune COBPeEMEHHbIX METO0B GUOMETPUYECKOI ayTeHTUDMKaLMS By aeT
cnocobeteoBath peanusaumm  [ekpeta MpesugeHta Pecny6nukn Benapyce No 8 "O
pasBUTUN L(POBOIA 3KOHOMUKK" U [TOCYapCTBEHHOM NMPOrpaMMbl PasBUTUS LiM(POBOM
3KOHOMMKM 1 MH(OPMALMOHHOT0 0bwiecTsa Ha 2016 — 2020 rogbl [2] .

InTepatypa
1. MeanTtep 3. B., Kopocos A. B. OcHoOBbI 6roMeTpun: BBegeHue B CTATUCTUYECKUI
aHanm3 6uonornyeckmx saeneHnid u npoueccos / MeaHtep 3. B., Kopocos A. B. —
MeTtposasogck: Metpl'y, 1992,
2. Pa3BuTHe LMDPOBOI 3KOHOMUKM W MH(OPMALIMOHHOrO 06LecTsa Ha 2016-2020 rr.
HaumnoHanbHbI NPaBoBOIA MHTEPHeT-NopTan Pecnybankn Benapycb [SneKTPOHHbIN
pecypc]. — Pexxum goctyna: http://www.pravo.by/ — data goctyna: 22.02.2018.
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AUTENTICITATEA IN RETELELE SOCIALE

Lilian Gudumac Nicolae
Studentul Departamentul: Informatica si Managementul Informatiei, ASEM

O retea de socializare este un web site ce care permite utilizatorilor s se socializeze,
sa-si facd noi prieteni si cunostinte, sa se imparté cu imagini foto, video si de a promova o
informatie Tn interiorul ei.

Retelele de socializare au luat un loc foarte important n viata cotidiana. Acum cu
ajutorul unei retele de socializare utilizatorii pot nu doar sa transmita mesaje intre ei sau
sa vada fotografiile postate de cdtre prietenii si, acum reteaua de socializare a devenit un
un instrument de lucru in marketing, o platforma de amplasare a stirilor, un blog pentru
un politician sau a unei vedete, un instrument de comunicare cu masele unde fiecare
postare are o valoare foarte mare.

Deseori utilizatorii nu atrag atentia la ce scriu in public, ce fotografii plaseaza sau
cu-i acorda incredere pe o retea sociald. Neglijenta lor Ti poate costa reputatia sau pierdere
financiara.

1. Definirea problemei de autenticitate in retelele sociale

Un simplu cont care nu are fotografie, care ih loc de nume si prenume are un sir de
caractere aleatorii ne duce la gandul cd acest profil este unul fals sau in engleza FAKE.
Foarte des noi trecem pe aldturi aceste conturi fara a atrage o mare atentie uni asemenea
cont. Atata timp cét acest cont nu ne afecteaza pe noi avem impresia ca totul este bine si
nimic rau nu poate sa se intample. Dar acest cont poate fi folosit ca un instrument de
spionaj fata de noi si de restul utilizatorilor din aceasta retea de socializare.

lata ce pot sa intreprinda utilizatorii unui cont inofensiv la prima vedere:

= Vizualizarea datelor personale de pe profilul accesat

= Utilizarea datelor colectate de pe profil in scopuri proprii fard a cere
permisiune pentru utilizarea acestor date.

= Vizualizarea preferintelor si a postarilor de catre utilizator.

= Posibilitate de a lasa mesaje publice care pot ave un caracter pozitiv dar si
negativ precum si cu caracter de dezorientate care sa ducd in eroare pe
utilizatori care poate provoca discutii furioase.

=  Crearea unui dosar personal pe baza datelor acumulate pe pagina utilizatorului.

Sunt nenumeroase scenarii cu care un utilizator a unui cont FAKE poate utiliza
informatia utilizatorilor gésita pe paginile lor. Si consecintele pot avea urmari foarte grave
pentru acest utilizator pana la pierderea contului sau si crearea unor situatii de amenintare
sanatatii, vietii si chiar de stat.

2. Esentaproblemei.

Retelele de socializare au un nivel foarte slab de verificare a noilor conturi care sunt
create pe platforma lor necitand ca in fiecare zi ele blocheaza mii de conturi false.
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Utilizatorii plaseaza pe retelele sociale foarte multd informatie cu caracter personal
care permite crearea unui portret de identificare a persoanei pe portalurile de internet iar
reteaua de socializare nu poate impudica raspandirea acestei informatii din simplul motiv
ca utilizatorul o distribuie din lipsd de responsabilitate sau din nestiintd ca aceastd
informatie poate fi publicd. Astfel intr-o retea de socializare apar foarte multe conturi a
utilizatorilor care i-si completeazd profilul cu o informatie falsé cu scopul de salva
anonimatul si navigarea pe retea fara a se teme ca numele lui real va fi divulgat, iar alti
utilizatori creeaza conturi false pe retelele de socializare unde fura identitatea unui om real
si apoi actioneaza din numele lui.

Astfel cu un cont fals pe o retea de socializare un potential dusman poate deveni
prieten cu un utilizator care nu stie cine se afla in spatele acestui cont. Deseori in spatele
unui asemenea cont sunt persoane care au menirea sa scrie minorilor si 1-si creeaza un
cont unde se prezintd ca fiind unul din ei. Astfel el intrd Tn zona de increare si scenariile
care vor urma sunt de nestiut. Raufacatorii pe o retea de socializare nu se tem ca vor fi
gasiti, e sunt in siguranta si actiunile sale pot avea un impact mare asupra unui om, sau a
unui grup de oameni, sau chiar poate duce punerea in pericol a camenilor prin organizare
unor acte teroristice.

3. Cine este atras de datele noastre personale

Nu toti utilizatorii inteleg care date sunt personale care nu, care date pot fi in acces
liber si care nu.

Un exemplu clasic este de a posta pe retelele sociale informatia cu privintd la o
calatorie, un concediu indelungat cu familia. Pentru noi aceasta fotografie inofensiva, sau
anuntarea prietinelor ca ai ajuns intr-un nou oras de care esti foarte uimit este o
informatie inofensiva si pentru majoritatea din noi asa si este dar nu pentru toti. Aceasta
informatie este foarte de folos pentru un hot spre exemplu. El primind informatia de pe
profilul utilizatorului va avea inca un motiv de a face o vizitd acestui utilizator. lar daca
acest utilizatori in postdrile sale interioare a mai lasat adresa de locuinta a sa, se prea poate
ca raufacdtorul sa fie de la foarte multi kilometri de la casa acestuia.

Deci cine este atras de informatia noastra?

Atrasi sunt Tn primul rand hotii de date personale care mai apoi le vand pe piata
neagrd, hotii de date bancare care mai apoi transferd bani pe conturile sale sau fac
cumpdraturi online.

La fel sunt atrasi fanii a persoanelor publice si a persoanelor celebre care cu orice
pret vor sa se manifeste in societate cu asa o cunostinta. Ne mai vorbind ca la angajare noi
suntem analizati prin prisma profilului nostru si ar fi bine sa posta informatie care nu ne-ar
afecta viata reald in nici un caz.

Din acest motiv, la moment cea mai eficientd modalitate de a ne proteja pe o
retea sociald este sa limitdm postarile noastre, sa tinem sub control datele cu caracter
personal si sa fim atenti cu cine vorbim si ce informatie divulgam prin intermediul
serviciilor a retelei sociale.
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Concluzie:

Odata cu aparitia retelelor de socializare viata sociala sa schimbat radical, retelele
de socializare au devenit un instrument puternic pentru a ne socializa, usurinta de utilizare
captiveaza tot mai multi oameni in fiecare zi, iar utilizatorii bucurosi de acest instrument
tare des neglijeaza normele de securitate pe aceste retele, ei divulga cu usurinta datele sale
personale si creeazd un mediu favorabil pentru infractorii in spatiul cibernetic. Toate
restrictiile si regulile create de cdtre o retea de socializare nu vor impiedica utilizatorii de a
divulga datele personale pe unii, iar pe altii de a se folosi cu usurintd de acestea date
utilizdnd instrumentele retelei sociale.

Referinte:
1. http://www.kafedramk.ru/content/plyusy-i-minusy-sotsialnyh-setej
2. https://amnesty.org.ru/pdf/SocialmediaBriefingKazakhstanFEB2017RUS . pdf
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NEKCUKOIPA®UYECKNIA AHAN3 TEPMHA KAZJPOBOW
BE3OMNACHOCTU

Llapesckas BuTanma BuTanbesHa

L.3.H., K.TH., mpogeccop
KasyH Cepreit BuTanbesny

XapbKOBCKWIA y4e6HO-HAYYHbIA MHCTUTYT
MBY3 «YHuBepcMTET 6AHKOBCKOTO fenas

OfHUM M3 NPUOPUTETOB B [JOCTWXKEHWUW CTAbUILHOCTU U MPOLBETaHUS
npeanpuaTUsa ABNSeTC 3MeKTUBHOE Ob6ecrneyeHre KafpoBoi 6Ge30macHOCTW. Takast
6e30nacHOCTbL ABNAETCA NpeobafatoLleil, NOCKONbKY CBSi3aHa C MepCcOHaNoM, KayecTBO
KOTOPOrO SIBNSETCA OCHOBOW. BaKHOCTb KapOoBOW COCTaBAAOLLEH 06yCNOBNEHA TEM, YTO
MepcoHan UrpaeT [MaBHYl0 poib B  3((EKTUBHON  [EATENbHOCTU U KOHKY-
PEHTOCNOCOBHOCTM (DUPMBI.

OTpenbHble acnekTbl KafpoBOi 6e30MacHOCTU Bbi MPESMETOM  WCCe0BaHWIA
A. ApedbeBoid, A. [xobasa, 3. XKusko, A. KnbaHoBa, A. KupuueHko, A. KosaueHko,
A. NInToByeHko, H. NormHosa, H. Metposa, KO. YannbirvHoii, W. UymapuHa, A. LLlasaesa,
H. LLisew, 1 fip. HecMOTpA Ha TO, YTO [OCTATOYHO MHOTME YUYeHble 3aHUMAIOTCS U3y4YeHNEM
MOHATUA «KafpoBast 6e30MacHOCTb>>, 10 CUX MOP He CYLLECTBYET eAVHOr0 onpeeneHus [1].

N5 TOro 4To6bl NPOBECTU IMHIBUCTUYECKUIA aHaNU3, BbIN0 COBPAHO NONyNAPHbIe
onpefeneHne «KafpoBOA 6e30MacHOCTU>» Ha PYCCKOM W YKPaWHCKOM f3blkax; C
MOMOLLbK OH-NaiiH pecypca [2] onpefeneHbl KKOYeBble CNOBa CaMOro OMnpeseneHns u
CTaTby B LIe/IOM, BbISIB/IEHbI COBMageHMs. MonyyeHHbIe JaHHbIe NpUBeaeHbI B Tab/. 1.

Tabnmual
CBO,L'J,H blé JjaHHbIE NO Pe3ynbTartamMm NoncKa
Kntouesble CnoBa; CoBnageHuns
Ne ABTOpbI OnpegenexHne % B TEKCTE K/HOYeBbIX
onpegeneHns cTaTbu CnoB
Mpouecc npegoTepaLyeHns Yrpo3a, OTHOLLEHME, 6e30MacHOCTb,
HeraTuBHbIX BO3AEICTBIA Ha TPYLO0BOM, NOTEHLMAN, |OpraHn3auus, NnepcoHan,
9KOHOMMYECKYH 6e30MacHOCTb VHTEeNNeKTyanbHbIA, | 06ecneyeHme, cucTema,
1 A. KnbaHoB  |NpesnpuaTvs 3a CYeT pUCKOB 1 NepcoHan, CBA3aHHBbIN, 0XpaHa, CpefcTBo, nepcoHan
Yrpo3, CBA3aHHbIX C NEPCOHaN0M, ero npouecc, KafipoBbIiA, MEPUT,
VHTENNeKTYanbHbIM MOTEHLMANOM 1 | NPeAoTBPaLLEHNE, pUCK; [esTenbHOCTb;
TPYA0BbIMU OTHOLLIEHUAMM B LIENIOM. 4.1% 1,3%
obecneyeHue,
ObecneyeHne 9KOHOMMYECKON | Hel06POKaUYECTBEHHBIN, 6€30MacHoCTb,
6e30MacHOCTM NPEeANPUATAA 3a CYET| OTHOLUEHWE, TPYAOBON, | COTPYAHWK, NEpCOHan,
XypHan CHWXEHWS ~ PUCKOB U Yrpos, noTeHyuan, npegnpuaTme, nepcoHan,
2 «[lenosoi CBA3aHHbIX C Hef06POKAYECTBEHHOW|  WHTENNEeKTYabHbIiA, KOMNaHus, paboTa, pabora,
KBagpar» pabotoit nepcoHana, ero|  nepcoHan, pabota, OTHOLLIEHWE, YTPpo3a, OTHOLLEHMe
VHTENNeKTYanbHbIM MOTEHLWANoM U 9KOHOMUYECKNIA, KapOBbIiA, KIVEHT;
TPYA0BLIMU OTHOLLIEHUAMM B LIENIOM. CBSA3aHHbIN; 1,1%
4,3%
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Mpouecc npejoTBpaLleHuns o nepcoHan
poy PEAOTBPALLY Tpyrio8oM, p :
NOTEHUMAbHBIX U PeasbHbIX Yrpo3 " 6e30MacHOCTb,
YesnoBeYeCKNiA, o
(PYCKOB), CBA3AHHBIX C MEpPcoHaIoM KagpoBblid,
NOTEHLMaN, OTHOLLEHNE,
(“cnonb3oBaHKeM TPYAO0BOrO npeanpuaTye,
COBEpLLEHCTBOBaHME,
3 Studme.org  [noTeHuuana, passuTvem KOMMaHWs, yrpo3a, ynpasneHue
pecypc, ynpasneHue, o
Ye/I0BEYECKOr0 KanuTana, 3KOHOMUYECKWU,
KanuTan, passuTme,
ynpasneHuem Ye/noBeYeCKIMM DOLLECE: ynpasneHue, puck,
pecypcamyt,  COBEpLLEHCTBOBAHWEM p4 39/ ' COTPYAHNK;
o 0
TPY/0BbIX OTHOLLEHWIA U T.4.). ' 1%
Komnnekc 4il Ta B3aEMOBIAHOLLEHb
nepcoHany, Npu AKOMy BifbyBacTbCs
elheKTMBHE E€KOHOMiYHe 6e3neka, nepcoHan,
; . nepcoHa, KOMM/EKC, ;
(hYHKLiOHyBaHHS nignpremcTBa, . nianpremMcTBo,
M . MOKa3HVK, AiarHoCTUKa, )
oro  3aTHICTb  NPOTUCTOATU npawiBHuK,
LSO - .| NPOrHOo3yBaHHs, BINKB, L nepcoHar,
YepeaHNYEHKO  [BHYTPILLHIM i 30BHILLUHIM BnAMBaM i - o €KOHOMIYHNIA,
23 , IHTENeKTYabHUA, o po6oTa,
H.B. 3arpo3am, NoB'A3aHNM 3 NEPCOHANOM, . L KaZpOBWIA, CTBOPEHHS, \ N
- po60Ta, NOB'A3aHMNiA, . o NOB’A3aHWI
AiarHocTMKa Ta  MPOrHO3yBaHHA HOTeHwAT: poboTa, NOB'A3aHNI,
BM/MBY MEPCOHaNy Ha MOKa3HWUKM 3(th ' CNiBPOGITHWK;
o . o 0
poboTn, 1Oro  iHTeneKTyanbHWiA 1,3%
noTeHuian i TPYAOBi  BifHOCUHK
3aranom.
3ano06iraHHs, 6e3neka, nepcoHan,
. Nonepem;KeHHs, BNAMB, KaHAuaar,
3anobiraHHs  Ta  momnepemKeHHs pepK . A
- NepcoHan, 3axucT, NiANPUEMCTBO, CNyX6a,
C.B. Bacunbyak, [HeraTWBHWX B/WBIB Bif MepcoHany, o nepcoHar,
24 . CTBOPEHHS, KazpoBwii, poboTa,
|.P. MauloHAK  |3ax1cT 1A0ro  camoro, CTBOPEHHA o . N po6oTa
L CNPUATANBWIA, YMOBa, MicLie, Bigbip,
CMPUATANBMX YMOB /1 10T0 po6OTH.
pob6oTa; MeHeKep;
6,2% 1%
Mpovec MOHITOPUHTY, MiHIMI3aLii Ta| npoLec, NoB'A3aHuiA,
npeBeHLii HeraTMBHUX BNAMBIB Ha| Hebe3neka, 3arpo3a,

25 €KOHOMiuHy 6e3neky 6aHKy 4epe3| MeHEe[MKMEHT, pU3KK, 6esneka,
e(heKTUBHUIA  PU-3UK  MEHEeMKMEHT|  e(eKTUBHUIA, GaHK, Ge3neka, KapoBuiA, | 3arposa, 6aHk
3arpo3 Ta HeGesnek, MOB'A3aHNX 3| MOHITOPWHT, 6e3neka; nepcoHa,
nepcoHasom. 4,7% EKOHOMIYHWIA, cucTema,

K. T. ToHuaposa o .| onTUManbHWiA, CTaH, 3arpo3a, 6aHK,
ONTUMaNbHUA  CTaH  3aXWLLEHOCTI . .
. . 7. | 3aXMLLEHICTb, NepcoHan, | MignpUEMCTBO, haKTop,
nepcoHany 6aHKy Bif 30BHILLHIX . nepcoHan,
o 6aHK, 3arpo3a, CTaH; Lo
3arpo3  Ta  ONTUMaNbHUA  CTaH L 0 €KOHOMIYHWIA,

26 A . ] 30BHiLLHIlA, 1,9%

€KOHOMIYHOI 3aXWLLEHOCTI BaHKy Bif Lo 3arpo3a, 6aHK,
- €KOHOMIYHW,
BHYTPIlHIX ~ 3arpo3 3 BOKYy A CTaH
HEnCOHaN BHYTPILUHiA, CTOPOHa;
p Y. 8%
6e3neka, KaapoBWid,
. Hebe3neka, TpyaoBa,
Mpouec 3anobiraHHA HeraTyBHUM noTeHLian 6aHKy, nepcoHan,
BN/MBaM Ha 6e3neky GaHKy uepe3 . - npawiBHu1K, NONITUKa,
iHTeneKTyanbHi, -
. pU-3uKK, 3arposu Ta Hebesneku, \ o opraHisayjis,
27 H.C. Pi3HuK ., . . NepcoHa, NoB'A3aHui, nepcoHan
noB'A3aHi 3 nepcoHanoM, ioro ) 3abe3neyeHHs,
. . .| nmpouec, 3an06iraHHs,
iHTENeKTy-afbHUM  MOTEHLa oM MEHEKMEHT,
. 3arposa, pusmK; ; -
TPY/AO0BUMY BifHOCUHAMW. 0 coLjianbHuIA;
47%
1,6%
L . o niANPUEMCTBO,
CraHosuLLe opraHisauji AK|  couianbHuii, cepepa, .
) . Lo . . | KapgpoBwi, Gesnexa,
coLianbHOI CMiNbHOCTI /i iHAWBIA B|NONOXEHHS, NPUPOAHWIA, | .
- . . pilueHHs, npobnema,
HilA, 32 AKOTO BNAMB Ha HWX i3 BOKY| 3anogiaTw, NOANHA, -
. ) o SO €KOHOMIYHWI, —

28 | AMiTtpohaHoB |NPUPOAHOTrO, EKOHOMIYHOTO i BHYTPILUHIN, , . €KOHOMIYHWNIA

; S MOB'A3aHNIA, NepcoHan,
CcOLianbHOr0 CepefoBLl, @ TaKOoX| eKOHOMIUYHWIA, CTOPOHa, . N
. ) T YNPaBiHCLKNN,
BHYTPILUHbOrO  CepefoBULLa  Camoi opraHisayis; S
NHOJVHW He 34aTHi 3an0AiIfTL LUKOAN. 3,8% ynp !

1,4%
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Takum 06pa3oM, Mo pesyNbTaraM MMHIBICTUYECKOTO aHai3a BbIGpaHHOI KaTeropum
«KafjpoBOl 6E30MacHOCTM>, aBTOPaMI BblNO0 OMPEeAENeHO MHOMXECTBO K/HOUEBbIX TEFOB -
nepcoHan, pa6oTa, OTHOLUEHMS, YNpaBfeHWs, Yrposa, TPyZoBas, NPEeANpUsTUE,
NPeAOTBPALLIEHMS, NOTEHLMAN, 3KOHOMUYECKIIA, CBSI3aHHbINA, PUCKI, 0BECTIEYEHIS], COCTOSHIE
- KOTOpble OTOGPaXKEHUM Ha puc. 1. PacnpefeneHne pPaHroB Mocne COPTUPOBKW MO
BO3PACTaH0 3HAUEHMS PaHra 151 BCEX OMPEZeNIeHNIA MPUBEAEHbI Ha PUC. 2.

€KOHOMIYHWNIA,
KagpoBui,
. pun3viku,
MianpueMCTBO, N
yrpaBniHHS,
BIOHOWEHHA, 1 ]
psaorp ga OTagran
noteruian, MepCoHar,
TPyZOBa,

ﬂOB'ﬂé’gaHMVl, HHHH
3ano0iraHH4,
3abesneyeHHs, mnnnﬂﬂﬂﬂﬂ

6esneka, _ .

Puc. 1. O6niako Teros cex Puic. 2. Pacnpe/ieneHie paHros
onpeaeneHuii

310 M03BONMIO CHOPMMPOBATL KOHEYHOE OMpefeneHre TepMUHa <«<KaapoBOW
6e30MacHOCTM> C NOMOLLBHO JIMHIBUCTUYECKOrO aHanm3a [3], CyTb KOTOPOro — COCTOAHUE
paboTbl 1 ynpasieHns NepcoHaioM, CBA3aHHOE C NPefoTBPALLEHNEM BO3HVKHOBEHSA
Yrpo3 1 puckoB 1 06ecreyeHneM pocTa 3KOHOMMYECKOro ¥ TPY40BOro NoTeHumana
npesnpusaTvA. Mpu 3TOM CPefHWA NPOLEHT NPUMEHEHUS KKOYEBbIX CNIOB B KOHTEKCTE
coctasun 3,1%. CpefHWA paHr KHO4eBOro cnosa B 06/ake Teros pasHa 9,2. [dnanasoH
NPOLEHTa NPUMEHEHNA KNOUEBbIX CNOB B KOHTeKCTe 0T 0,6 10 8.

Takum 06pa3om, asTopamn 6bIN0 4OKa3aHO 0OOCHOBAHHOE OMpejeneHus Tera
«KafipoBOV/ 6€30MacHOCTU», KOTOPOE, MO WX MHEHWIO, ABASETCA 00nee YMECTHbIM K
MPUATHBIM ANS JanbHENLIEro NpUMeHeHN.

Cnucok nmTeparypsl

1. Kagposa 6e3neka NignpuemcTsa: NOHATTA, CTPYKTYPa Ta OCHOBHI MexaHi3mu ii
3abe3neyeHHs [OneKTpoHHBIN pecypc] — Pexxum goctyna:
http://naukajournal.org/index.php/naukajournal/article/view/96/133

2. AHani3  TekCTy OH-nalH  [OnekTpoHHbIA  pecypc] - Pexum  goctyna:
https://istio.com/rus/text/analyz/#top

3. KouaH I. M. NNiHrBiCTUYHWMIA aHani3 TekcTy: Haeu. noci6. — 2-re sua., nepepob. i gon.
— K.: 3HaHHs#, 2008. — 423 c.
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NPVUMEHEHWE MHOTO®AKTOPHOW AYTEHTUOUKALIAN
NN MOBbIWEHNA HAAEXXHOCTU MOEHTUDUKALIAA
MO/Ib3OBATE/IEN

Kewky AA.

CTypeHT SI-141

JKoHoMuMYecKas Akaaemus Pecnybnmku Mongosa
HayuHbiiA pykoBoguTenb 3rypsiHy A.

Password authentication is no longer sufficient to protect valuable data. However, the
decisive factor is the cost of the system. In any case, the technologies go forward and every year more
and more systems and authorization models are introduced, which are obliged to protect us and
our information from third parties.

Keywords: Authorization, Multifactorial authorization, Security.

Kpaxa naponeii nonb3oBaTeNneil — 3TO OAHA W3  K/KOYEBbIX MPO6/EM
MH(OPMALMOHHOA  6e30MacHOCTW.  BOMbIUMHCTBO CETEBbIX aTak Oblin  YCMeLWwHo
pean30BaHbl  3/10YMbILIEHHUKAMU  U3-32 HEHALEXHbIX WM YKPafeHHbIX Maposen
nonb3oBarene Unu agMUHUCTPaTopoB L T-cuctem.

B T0 e BpeMsi NoNb30BaTeNN NPOLO/MKAOT CO3/aBaTb NPOCTbIe U Cnabble Naponu,
Nerko noggatolvecs nogoopy. bes BHeapeHUs NPUHYAUTENbHBIX MONUTUK PErYASPHOro
M3MEHeHWs Napons, NoMb30BaTeNN U3MEHSIIOT ero pexe Yyem pas B rof. C Apyroi CTOPOHbI,
MPY UCMO/b30BaHUM CNIOXHOTO Napo/is U YaCTON CMeHe No/b30BATENO TPYAHO 3aNOMHUTL
ero. 310 MPUBOAMT K OlMOKaM mpu aBTopu3auum B WT-cuctemax U B pesysbTare
3amef/IsieT paboTy B LienoM. Monb3osaTeNb MOXET NPoAy6anpoBaTh CIOXHBIA U TPYAHO
3aMOMUHAIOLMIACH Naposb B IMYHOM BNIOKHOTE UM [PYTOM UCTOYHUKE. Takum 06pasom
CHOBa BO3HWKAET PUCK AOCTYMNa K YY4ETHOI 3anuncy MoCTOPOHHMX nL,. Elle ogHa yrpo3a,
CBf3aHHaA C aBTOPU3aLIell — No/b30BaTe b 3a4acTyto Ay6anpyeT OANH 1 TOT Xe Naposb
ANA NOAKNOYEHUA K PasnyHbIM KOPMopaTuBHbIM MT-crcTeMam. TO TakKe CHUKaeT
YCTOM4MBOCTb NapONA NPU NOMbITKe ero Nog6opa.

Ons  nosbiweHns  6€30MacHOCTM  MpU  aBTOpPM3auMW  NO/b30BaTeNeid B
KOPMOPATMBHbIX CUCTEMAX NPUMEHSIETCS TEXHONOT NS MHOTO(aKTOPHOM ayTEeHTU UKALN.
370 MeTOZ KOHTPOAA focTyna K T-cuctemam, mpu KOTOPOM No/b30BaTeNto 14 BXOAa U
MOAKMOYEHN K pecypcy HeobXoAWMO MpefbsBuTb  6onee  OHOTO MmapameTpa
ayTeHTU(UKaumW. Takum 00pasoM  OCYLLEeCTBNAETCA [OMONHWUTENbHAs MPOBEpPKa
MOA/IMHHOCTM NO/b30BATENSA 1 MOBbILLAETCA 6E30MaCHOCTb NPY aBTOPU3ALIN.

MHoroakTopHas ayTeHTU(MKaLMA NpeacTaBnseT coboi 0Gonee 3aliMLLEHHbIN
MexaHusM aBTopu3auun, B KOTOPOM TMOMb30BATENO A4 MNOAyYeHUs fJocTyna K
MH(opMaLMM HeOOXOAMMO MpeabsaBUTL 60Mee OfHOTO <«[OKa3aTeNbCTBa MexaHW3ma
ayTeHTM(UKaLmm» [1]. K KaTeropuam Takux OKa3aTensCTs OTHOCAT:

*  3HaHWe — MH(opMaLWA, KOTOPYIO 3HAeT CybbeKT. Hanpumep, naporb, MuH-
KOZ.
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=  BnageHne — Belllb, KOTOPOIA 06nafaeT CyobeKT. Hanpumep, aneKTpoHHas
W MarHUTHas KapTa, TOKEH, eLw-namsThb, TeneqoH.

= CBOWCTBO, KOTOpbIM 06nagaeT cy6bekT. Hanpumep, 6GuomeTpus,
MPUPOAHbIE YHUKANbHbIE OTANMYMSA: NLO, OTMEYaTKV ManbleB, pagyXHas
0060M04Ka rna3, KanuanspHble y30pbl, nocnefosatensHocTs AHK.

Bbibrpas gns cuCTeMbl TOT WM MHOW (PaKTOP MAM CNOCO6 ayTeHTU(UKaLMK,
Heo6Xx0aMMO, Npexae BCero, OTTaNKMBATbCA OT TPebyeMoi CTeneHW 3alyyLieHHOCTH,
CTOMMOCTU NOCTPOEHWSA CUCTEMBI, 0BECreyeHNst MOBUNbHOCTY CYObeKTa.

K npeumyLlecTBaM MHOrO()akTOpHOW ayTeHTU(MKALMKM  MOXHO OTHECTU e
CMNOCOGHOCTbL 3aLMTUTL UH(OPMALMIO, KaK OT BHYTPEHHWX Yrpo3, TaK W OT BHELLUHMX
BTOPXeHWiA. OnpeaeneHHON cnaboCTbio MOXHO CUMTaTh HEOOXOAMMOCTb UCMONb30BaHMUSA
LOMNOMHNTENbHBIX  NPOrPaMMHO-annaparHbIX KOMMIEKCOB, YCTPOMCTB XpaHeHWs W
CUNTbIBaHUSA flaHHbIX. B KauecTe npumepa MOXET MOCNYXWUTb MPOLECC ABYX(PaKTOPHOV
ayTeHTU(UKALMM NONb30BATENS, PEAIN30BaHHbI/ B MOMAABCKMX GaHKax: BXOZ B NNYHBIN
KabuHeT nosb3oBaTeNs NOCPeACTBOM CETU WHTEPHET BO3MOXEH MOC/e BBOAA Napons Ha
CTpaHuLe, nocne 4ero, crefyeT rnepefaya OA4HOPA30BOro napons, B Buge SMS, Ha
MOGUNbHBIV TenedoH, paHee 3aperucTpuMpoBaHHbI Nob30BaTeneM. IMepBoii Npob6aemoii
MHOrO(haKTOPHOI ayTeHTU(MKaLMM SBNSETCA cnocob ee peannsaumun. B HacTosee
Bpems cambIM NOMYNAPHbLIM BTOPLIM ()aKTOPOM, UCMO/b3YeMbIM MOCTaBLLMKaMU CEpBUICa,
SBNSAETCA 04HOPA30BbIN Naponb one time password — OTP. MpuMeHss gaHHbIA TN 2FA
MoNb30BaTeb BBOAWUT Ha MEPBOM YPOBHE ayTEHTU(PUKALMM NepcOHanbHbI Naponb. Ha
cnefyroLLeM aTarne OH JOo/mKeH BeecTy Mapkep OTP, 06bI4HO OTNPaBNSEMbINA C MOMOLLbIO
SMS Ha ero mobunbHOe ycTpoicTBO. Maes cnocoba noHstHa. OTP 6yget focTyneH
TONMLKO TOMY, KTO, Kak MpeanonaraeTcs B TeOpWUW, BBEN HEAOCTYMHbIA NOCTOPOHHEMY
napons [2]. Kpome TOro, MHOrOjaktopHas ayTeHTU(MKALUA He B COCTOAHWU
MpesoTBPaTuThL ataku Knacca MitM, KOTopble 4acTo UCMO/b3YHTCA B XOf€e (PULLIHIOBbIX
KOMMaHWA C MOMOLLbIO 3N1EKTPOHHOM NOYTbl. B cnyyae ycnexa aTakum nonb3oBaTesb
nepeiifeT No MOLIEHHWYECKOV CChIKe WU MONadeT Ha CaiT, MOXOXWIA Ha OHNaiH-NopTan
baHka. Tam mnonb3oBaTeNb BBeAET MH(OPMaLMO O BXOA4e B CUCTEMY W [pyrue
KOH(UAEHLMaNbHbIE JaHHbIe, KOTOPble 6YAYT UCMOMb30BATLCA 310YMbILLJIEHHUKOM YTOOb
MONYYNTb JOCTYMN K peabHOMY CaiTy.

MeTogumka ayTeHTU(MKaLMM npu nomowy SMS OCHOBaHa Ha MCMoNb30BaHUM
O/HOPa30BOro Naposns: MPeyMyLLecTBO TaKOro Nnoaxofda, N0 CPaBHEHWIO C NOCTOSAHHLIM
maposeM B TOM, 4YTO 3TOT Napo/b HeNb3s WCMOMb30BaTb MOBTOPHO. [axe eciu
MPEeLNONOXMUTb, YTO 3M0YMbILNEHHUKY YAaN0Ch MEepexBaTuTb [aHHble B MpoLecce
VH(OPMALMOHHOIO 06MeHa, OH He CMOXET pe3yNbTaTMBHO WCMO/b30BaTh YKPaLeHHbI
naposb 4715 NOMy4YeHNs LOCTYNa K cucTeme. A BOT MPUMEP, peam3yeMblii C NPUMEHEHNEM
OMOMETPUYECKMX YCTPOMCTB M METOAOB ayTeHTU(MKALMM: WCMOb30BaHWE CKaHepa
OTneyaTKa nanbLa, KOTOPbIV MeeTCs B psfe Mogeneii HoyToyKos. [Mpu BXOfe B cuctemy
Monb3oBaTe/b JOMKEH NMPONTY NPOLEAYPY CKaHMPOBaHMA NabLga, a 3aTeM NOATBEPAUTL
CBOW MOIHOMOYUS NMapoNeM. YCMeLLHO 3aBepLUeHHas ayTeHTUMUKaLMA JacT emy Npaso Ha
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MCMONb30BaHME NOKANbHBIX [aHHbIX KOHKPeTHOro MK. TeMm He MeHee, pernamMeHToOM
paboTsl B VIC MOXET ObITb NPefycMOTPeHa OTAeNbHasA NpoLesypa ayTeHTU(GUKaLmM ais
L,OCTYNa K CeTeBbIM pecypcam KOMMaHWW, KoTopas NOMUMO BBOZ2 pYroro napons MOXeT
BK/KOUATb B Ce0S LieNbli psg Tpe6oBaHWiA K NPeLCTaBNeHNIo ayTEHTU(NKATOPOB CyObeKTa.
Ho faxe npu Takoi peann3aumm, 3aLinLeHHOCTb CUCTEMbI, HECOMHEHHO, YCUMBAETCS.

MHoroakTopHass  ayTeHTU(MKAUMA WMeeT  psAf  HedoCTaTKoB, KOTOpble
NPenaTCTBYIOT eé pacnpoCTpaHeHMHo. B 4aCTHOCTY YenoBeky, KOTOPbIA He pa3bupaeTcs B
3TON 06/1aCTI, CNOXHO CNeauTb 3a Pa3BUTUEM annapaTHbIX TOKeHOB U USB-LwiTekepos
[3]. MHorue nonb3oBareny He MOTyT CaMOCTOSATENbHO YCTaHOBUTb CEPTU(MLMPOBAHHOE
K/IMEHTCKOe MNporpaMmMHoe ob6ecreyeHne, Tak Kak He 06/1a4atoT COOTBETCTBYHOLLMMA
TEXHMYECKMMU  HaBbikamu. B 06wem, MHOrodakTopHble —peleHus  TpebytoT
LOMOJHUTENbHbIX 3aTPAT Ha YCTaHOBKY 1 OMNaTy 3KCMayaTalMOHHbIX pacxogos. MHorue
annapaTHble KOMIMIEKChbl, OCHOBAaHHblE Ha TOKEHaX, 3anaTeHTOBaHbl, U HEKOTOpble
pa3padoTyMKY B3UMALOT C MO/b30BATENEN eXerofHyto nnaty. C TOYKW 3peHUs NOrUCTUKN,
pa3MecTUTb annapaTHble TOKeHbl TPYAHO, TaK Kak OHW MOTYT ObiTb MOBPEXZAEHbI UK
noTepsHbl. BbiNyCK TOKEHOB B TaKWX KPYMHBIX 061ACTSAX, KaK 6aHKm, Unn Apyrux KpynHbIX
NPeLNPUATUSAX SOMKEH ObITb OTPEryNpPOBaH.

3akntoueHune

AyTEHTU(MKALMM NO NApPONI0 YXKe HEeLOCTaTOYHO A/1S 3alMUThl LIEHHBIX [aHHbIX.
OfHako pelalowmm (hakTOpOM OKa3blBaeTCH CTOMMOCTb CUCTEMbl. BOMbWMHCTBO U3
VIMEIOLLMXCA Ha PbIHKE PELUEHUI CMLWIKOM CNIOXHbI U JOPOr1 B pean3aLui 1 NOLAEPXKKE.
Jtobas cuctema, Tpebytowas HaMuUs annapaTHOro Kkya WA OTNPaBKU Naponen Ha
MOOWNbHBIA TenedoH, NNWb AenaeT Mpouecc ayTeHTU(MKauMm 6onee rpoMosakvim. B
NtoboM cryyae TEXHONOTUW WUAYT BMEPES U C KaX[bIM rO4OM BHepAKTCA BCe 60/bLue
CMCTEM W MOZeNel aBTopu3aumn, KOTopble 0653aHbl 3alWMTUTb HAC W Hally MHPOPMALIMIO
OT TPEeTbUX 1L, B 1Crnonb3oBaHUM ABYX(HaKTOPHOIN ayTeHTU(UKALWM eCTb HEKOTOPbIE
HIOAHCbI, HO CMOXHbLIMU OHU K&XYTCA NULb Ha NepBblil B3rnsag, Kakum [OMKHO 6ObiTb
UfeanbHOe COOTHOLUEHME 3alimTbl U YA06CTBA, KaXAbIN pewaeT s cebs cam. Ho B
NtoBOM Cnyyae BCe 3TO OYEHb BAXHO, KOTAA eNno 3aXOAUT O 6e30MacHOCTM NaTEXHbIX
[aHHBIX VNN IMYHOI MHGOPMALMK, He MPeAHAa3HAYEHHO A5 YyXKUX Fas.

Inteparypa
1. BnmHoB A. «H(hopmaLmoHHas 6e3onacHocTb. M3aatensctso «Cr6rydds»: CaHkT-
MeTepbypr, 2010 — 96 cTp.
2. Puuapg 9.Cmut «AyTeHTuduKaums: OT naponeil 40 0TKPbITbIX KIHYeii> .
M3patenscteo «Bunbame» 2002. — 432 cTp.
3. MenbHukos B.IM., KneiimeHos C.A. «AHhopMaLmoHHas 6e30macHoCTb 1 3alimTa
NH(opMaLmn>>. N30aTenbCKuii LLeHTp «Akagemusi>> , 2013 — 336 cTp.
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NH®OPMALIMNOHHAA BE3OINACHOCTb B KOHTEKCTE
HALIMOHA/TbHOW BE3OMACHOCTI
PECNYBJIMKW BENNAPYCb

Onbra KopHeeHko, HaTanba Hukesuny
YO « [ 0OMeNbCKuiA rocyAapcTBeHHbI YHUBEPCMTET
nmeHn dpaHLmcka CKOpUHbI>»>

In this article questions of information security from the point of view of the legislation of
Republic of Belarus are considered. Objects, external and internal threats of national security in
the information sphere are allocated.

Mpo6neme 6e30MacHOCTM B MH(OPMALMOHHON Cepe B HacTosliee BpeMs
YAenAeTcs MHOrO BHUMaHWA Ha BCEX YPOBHSAX, Kak roCyAapCTBEHHOM, TakK U YaCTHOM.
VHdopmaymnoHHas 6e30nacHOCTb NpuobpeTaeT 0CO6Yt0 akTyalbHOCTb B CBS3U C
MPOHWUKHOBEHNEM TEXHWYECKMX CPeAcTB cbopa, 06paboTKM W nepefaun [aHHbIX
MPaKTUYeCKU BO BCe CEPbI AeATENLHOCTH.

CornacHo KoHuenuuv HauuoHanbHoi 6e3onacHocT Pecny6nuku  Benapyce,
YTBEPXAEHHON Yka3om [MpesugeHta Pecny6imku Benapycb 9 Hos6ps 2010 r. Ne 575,
MH(opMaLOHHas 6e30MacHOCTb — 3TO COCTOSHME 3aLLMLLEHHOCTW COaNaHCPOBAHHbBIX
MHTEPECcoB /IMYHOCTY, OOLLECTBA U roCyapcTBa OT BHEWHUX WM BHYTPEHHWX Yrpo3 B
MH(hopMaUMoHHoA chhepe [1].

MHopmaLmoHHasa 6e30nacHOCTb rocyapcTsa NpejnonaraeT Takoe COCTOsHYE,
Mpy KOTOPOM 06ecrneymBaeTcs COXPaHHOCTb MH(OPMALIOHHBIX PECYPCOB rocyAapcTsa 1
3aLUMLLEHHOCTb 3aKOHHbIX NPaB IMYHOCTY 1 06LLECTBA B MHHOPMALMOHHO Chepe.

MHopmaLmoHHaa 6e30MacHOCTL ABMAETCA KOMMIEKCHBIM WM MHOTOTpaHHbLIM
MOHATUEM, UMEIOLMM [1BA OCHOBHBIX acrekTa: COfepXatenbHbld (AyxoBHas cthepa) u
TexHU4eckuin  (MaTepuanbHas  cepa). K nepBoMy OTHOCAT —COfepxaHue U
HanpaBNeHHOCTb BCEN LMPKYNMpYKoLeld MH(popMauun. TexHUYeCKUid acnekT — 3To
COBOKYMHOCTb UH(OPMALMOHHO-TENEKOMMYHUKALMOHHbIX CPEACTB, TEXHONOTUIA, CUCTEM
W Pecypcos, npefHasHayeHHbIX ANd CO3[aHUsA, XpaHeHUs, pacnpoCTpaHeHus, Nepesaymn n
06paboTKM MH(opmauum [2, ¢. 207].

K 06bekTaM MH(hOpMaLMOHHOI 6e30MacHOCTM OTHOCATCS:

*  WH(OPMALMOHHbIE pecypcbl, KOTOpble COAepXaT KOH(MAEHLMabHYO
VH(OPMALMIO (CEKPETHYIO, OrpaHNYeHHOro [OCTYMa WK XKe KOMMEPYECKYHO
TaliHy), a Takke OO6LefOCTYNHYI OTKPbITYIO WH(MOPMALMIO U Hay4Hble
3HaHw;

*  VH(OPMaUMOHHas  WH(pacTpykTypa oblectea  (ceT  CBA3M W
NH(QOPMALMOHHBIX KOMMYHWKALWIA, LLEHTPbI aHann3a 1 06paboTKy AaHHBIX,
CMCTEMbI 1 CPEACTBA 3aLLMThI UH(OPMALWK);

= cucTemMa (POPMMPOBAHWSA, PacrpoCTPaHEHUs W UCMO/b30BaHNA UH(OPMa-
LIOHHBIX PECYPCOB B CTPaHE;
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cuctema (hopMmpoBaHKA OBLLECTBEHHOTO CO3HaHMs, KOTopas 6asupyetcs
Ha CMW;

npasa rpaxgaH, HOPUANYECKUX UL, U TOCYAapCTBa Ha MOMYyuYeHue,
pacnpocTpaHeHe W UCMO/b30BaHWE WH(OPMALMK, a Takke 3aWwuTy
KOH(UAEHLMANbHO MH(OPMaLN U MHTENNEKTYabHON COGCTBEHHOCTM.

BbIAeNsitoT BHYTPEHHME 11 BHELHME MCTOYHUKM YT PO3 HALWMOHa/IbHOV Ge30MacHOCTM.
B MH(OPMALMOHHON cepe BHYTPEHHUMM UCTOYHMKAMW Yrpo3 HaLMOHanbHOI
6€30MacHOCTM SBNSOTCS:

pacnpocTpaHeHne HefOCTOBEPHON WU YMBILLEHHO WCK&XEHHON MHOp-
MaLmn, KOTopas CrnocobHa MPUYMHUTL YLlepb HauMoHabHLIM UHTEpecam
Pecny6nnkn benapyce;

3aBMCUMOCTb  Pecny6nnku  Benapycb OT  MMNOpTa  MH(OPMALMOHHbIX
TEXHOMOMWIA, CPEACTB MHAOpMaTM3auMKM W 3alMTbl  MHAOPMALMK, UX
HEKOHTPOAMPYEMOE 1CMO/b30BaHME B CUCTEMaX, OTKa3 WAW paspyLueHue
KOTOPbIX MOXET NPUYMHUTG YLLep6 HaLMOHaNbHO 6e30MacHOCTH;
HELOCTaTOYHOEe pPasBUTME TOCYApPCTBEHHOM CUCTEMbI  PeryaMpoBaHus
npoLiecca BHeAPEHNS 1 UCMONb30BaHNSA NHOPMALOHHBIX TEXHOMOT UIA;
POCT  MPECTYNHOCTM C  MCMOMb30BaHWEM  MH(OPMALMOHHO-KOMMY-
HUKALMOHHbIX TEXHONOTUIA;

HefocTaTOuHas  3NGEKTMBHOCTb  MH(OPMAUMOHHOIO  06ecneyveHns
rOCYapCTBEHHOW MONNTUKN,

HECOBEPLLEHCTBO CUCTEMbI  06ecrneyeHnst 6e30MacHOCTU  KPUTUYECKU
BaXHbIX 06BEKTOB MH(hOpMATM3aLMN.

B WH(opMauMoOHHON Cctepe BHELIHWMM WCTOYHMKAMM YrPO3  HaLMOHabHON
6e30NacHOCTU ABNAKOTCA:

OTKPbLITOCTb W YA3BUMOCTb MH(OPMALIMOHHOMO NPOCTPaHCTBa Pecny6anku
Benapycb OT BHELLHEr0 BO3AENCTBUS;

[OMVHVPOBaHWe BefyLyX 3apy6eXHbIX rocyAapcTB B MUMPOBOM WH(OPMa-
UMOHHOM  MPOCTPAHCTBE, ~ MOHOMOMN3AUMSA  K/KOYEBbIX  CErMEHTOB
VH(OPMALMOHHbIX PbIHKOB 3apYOeXHbIMY MH(OPMALMOHHbBIMY CTPYKTYpamu;
MH(OPMaLMOHHasA LeATeNbHOCTb 3apy6eXHbIX rOCY4apCTB, MeXYyHapOHbIX
M WHbIX OpraHu3auwid, OTAeNbHbIX NAL, KOTOpas HaHOCWUT  Yiiep6
HaLMOHaNbHbIM  MHTepecam Pecny6nuku  Benapycb, LeneHanpasneHHoe
(hopMmpOBaHMe MHHOPMALWIOHHBIX NMOBOZAOB [/151 €€ AUCKPEANTALMM;
HapacTaHWe WH(OPMaLMOHHOTO MPOTMBOGOPCTBA  MEXAY  BefyLyMu
MWPOBLIMW  LIEHTPaMu  CUNbl, MOAFOTOBKA W BefeHWe  3apyGexHbIMU
rocygapctsamm 60pb6bl B UHHOPMALMOHHOM NMPOCTPAHCTBE;

pasBuUTME TEXHONOTMIA MaHMMYMPOBaHNS UH(OPMALMEN;

MOMbITKN HECaHKLMOHWPOBAHHOIO AOCTYMNa W3BHE K MH(OPMALMOHHbLIM
pecypcam Pecny6nnku Benapych, KOTOpble MPUBOAAT K MPUYMHEHMIO
ylLiep6a ee HauMOHa/bHbIM MHTEpecam.
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CoBpeMeHHbIiA 3Tan pasBuTIS 06LLECTBA XapaKTepU3yeTCs BO3PACcTatoLLen posbio
NH(OpPMaLMOHHON cepbl. OHa npefcTaBnseT Co60M COBOKYMHOCTb WH(OpMaLW,
VH(OPMALMOHHOR  MH(PaCcTPYKTYpbl, CYObEKTOB, KOTOpPble OCYLLECTBAAOT  COOP,
(hopMupoBaHMe, pPacnpoCTpaHeHe U WCMONb30BaHME MH(OPMALMK, a TaKxe CUCTEMbI
perynMpoBaHuns BO3HMKAOLLMX NPK 3TOM O6LLECTBEHHbIX OTHOLLEHMIA.

VHdopMaLmoHHas cihepa BblaensieTcs Kak 0fHa U3 cihep, rhe CoCpefoToueHbl yeunms
M pecypcbl NO 06ECreyeHno HaUMOHabHOW 6e30macHOCTU. OHa aKTMBHO BAMSET Ha
COCTOSIHME MOMUTUYECKOW, IKOHOMMYECKOW, OGOPOHHOA W [pYruX COCTaBNSHOLLIMX
HaLmoHanbHoW  6e3omacHocT  Pecnybimkn  Benapych. HaumoHanbHas  6e30macHoOCTb
CTpaHbl CYLLECTBEHHO 3aBUCUT OT 06ecreyeHns MHHOpMaLIMOHHO 6e3onacHocTy. B xoze
[iaNbHEMLLEro TEXHYECKOrO NPOrpecca AaHHas 3aBUCMMOCTb By/eT NOCTOAHHO BO3pacTaTh.

VHpopmaLmMoHHas 6e30MmacHOCTb BXOAMT B OFpaHWYeHHbI nepeyeHs cdep,
HaLMOHa/bHbIe MHTEPECHI B KOTOPbIX ONPeAeNsitoT NPeAMET HaLMOHabHOK 6e30MacHOCTH:
MOAMTMYECKAs,  IKOHOMMYECKAs, BOEHHas,  9KOMOrM4eckas,  WMHPOPMALMOHHaS,
rymMaHuTapHas. YKpenneHue nHQopMaLyoHHON 6e3onacHOCT BbldeneHo B KoHuenuum
HaUMOHanbHOM 6e30macHOCT Benapycu B uncie BaXHEMWMUX AONrOCPOYHbIX 3adad.
MoaTomy fanee KpaTKO pacCMOTPUM OCHOBHbIE aCneKTbl FOCYAapCTBEHHOW NMONUTUKMN B
chepe MH(hOpMaLMOHHOI Ge30MacHOCTM.

locyfapcTBeHHast MOMMTMKA 06ecneyeHnst MH(MOPMALMOHHOK 6e30MmacHOCTy
HepaspblIBHO CBSi3aHa C O6ecreyeHreM HauyoHalbHOM 6Ge3onacHocT  Pecny6imnku
Benapychb B Lienom. Kak oTmMeyanocs BbiLue, B Pecny6nke benapych 6a30BbIM JOKYMEHTOM
B ctepe obecrieyeHMss  HauMOHaNbHOM  GesonacHOCTM — aBnseTcs  KoHuenuus
HaLMOHanbHOI 6e3onacHocTn Pecny6aunku benapyce.

Ponb MH(OPMaLMOHHOM 6e30MacHOCT 1 ee MEeCTO B CUCTEME HaLMOHaIbHOM
6e30MacHOCTM  CTpaHbl  OMpefenslTcs  Takke TeM, 4TO  roCyAapCTBeHHast
MH(OPMALMOHHAA MONUTUKA TECHO B3aMMOZEMCTBYET C rocy4apCTBEHHOW MOAUTUKOM
obecreyeHns HaLMoHanbHOM 6e30MacHOCTY CTPaHbl Yepes CuUcTeMy WHQOPMALOHHON
6e30MacHOCTM,  BbICTYNAOLLYK) B@XHbIM  CBA3YIOLWMM  3BEHOM BCEX  OCHOBHbIX
KOMIMOHEHTOB rOCy/japCTBEHHOW NOAUTUKY B efnHOe Lienoe [3, ¢. 8].

locygapcTBeHHass NOAMTMKA obecrieyeHns MH(POPMaLWOHHOW 6Ge30nacHOCTy
Pecny6nuku Benapycb onpefensieT OCHOBHble HarnpasneHus [esTeNbHOCTM OpraHoB
rOCy[apCTBEHHOW BnacTM M CyObeKTOB B 3TOW 001aCTW, MOPALOK 3aKpernieHus ux
00513aHHOCTE MO 3alMTe WHTEPECOB CTPaHbl B WH(OPMALMOHHON clepe B pamkax
HanpasneHuin ux [eATeNbHOCTU M 6a3upyeTcs Ha co6MofeHW GanaHca WHTepecos
NIMYHOCTK, 06LLEECTBA M rOCYapCTBa B MH(OPMALIMOHHOM Cihepe.

locysapcTBo B MpOLECCe  peanu3auuy CBOUX (YHKUMIA MO 06ecrneyveHunto
NH(opMaLyoHHOM 6e3onacHocT Pecny6inknm Benapycb, B 4aCTHOCTW, B WH(Op-
MaLOHHOIA chepe:

*  MPOBOAUT OOBEKTWBHbBIA W BCECTOPOHHWIA aHanM3 W NPOrHO3MpOBaHue
yrpo3  uMH(opmaumoHHoW  6esomacHocTM  Pecny6nnkm  Benapych,
pa3pabarbiBaeT MepbI M0 ee 06eCreyeHuIo;

= OpraHu3yeT paboTy 3aKOHOAATENbHbIX U WCMOMHWTENbHbIX OPraHoB
rocyfjapcTeHHol BnacTu Pecny6/vnkn benapych No peannsatum KoMmnekca
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Mep, Harpas/feHHbIX Ha NPeLOTBPALLEHNe, OTPAXEHWE U HEMTpann3aumio
Yrpo3 MH(hopMaLMOHHOI 6e3onacHocTy Pecny6ivku Benapyc;

*  OCYLUECTBNAET KOHTPO/b 3a pa3pabOTKOM, CO34aHWEM, PasBUTUEM, WC-
M0/b30BaHMEM CPE/CTB 3alLMThl MH(DOPMALMM NOCPEACTBOM UX CEPTUDUKALIN
V1 INLEH3NPOBAHMSA JeATENbHOCTY B 06/1aCTW 3aLMThI MH(OPMALLML;

*  MPUHUMAET MepbI MO 3aluUTe BHYTPEHHETO PbiHKA OT MPOHUKHOBEHUS Ha
HEro HekayeCTBEHHbIX CPEeACTB WH(OPMATM3aUMn U UHHOPMALMOHHBIX
MPOLYKTOB;

=  CMOCOGCTBYET MNPEAOCTABMEHUID (M3NYECKAM U HOPUANYECKMM NLiaM
LOCTYNa K MUPOBbLIM MH(OPMALMOHHLIM pecypcaMm, rnobanbHbIM UH(Op-
MaLOHHbIM CETAM;

= (DOPMYNUPYET 1 peann3yeT rocyaapCcTBEHHYI0 MHOPMALIMOHHYHO NOMUTUKY
benapycu;

= CMoco6CTBYET MHTEPHALMOHAN3ALIMM T0Ba/bHBIX MHOPMALIMOHHBIX CETEA Y
CUCTEM, @ TaKke BXOXAEHVIO Benapycu B MMPOBOE WH(OPMALMOHHOE
COOO6LLECTBO Ha YCMOBMSIX paBHOMPaBHOT O NapTHepcTBa [4, ¢. 293].

Takum 06pa3om, rocyapcTBeHHas MOAMTMKA B 061acTM  0becreyeHms
MH(OPMaLMOHHOW 6e30MacHOCTU UMEET BaXHOe 3HaueHue. [laHHaa NoAUTWKA [OMKHA
ObITb 3aKpernneHa Ha 3aKoOHOJaTeNbHOM YPOBHE. VIMEHHO rocyAapCTBO B MePBYIO O4epesb
[OMKHO OrpejensiTb OCHOBHble HanpasNeHWs [eATenbHOCTW Cy6bEKTOB B cdepe
NH(OPMALMOHHON Ge3onacHoCTW. OTCYTCTBME AaHHBIX HarpaseHNA MOXET NPUBECTY K
OnpeseneHNio HeYeTKO 0603HaYEeHHbIX MPaB 1 0053aHHOCTEN KaXA0ro 13 Cy6beKToB, U,
KaK CnefCTBuMe, K HapyLLeHuto 6anaHca MHTepPecoB IMYHOCTY, 06LLECTBA M FOCYAapCTBa B
MH(opMaLMOHHON cepe. B cnyyae HapyLieHWs Takoro 6anaHca OygeT He cobnogarbces
NOHATWE UH(POPMALMOHHON 6e30MacHOCTH, 3aKpeneHHoe B KOHLEeNLMy HaloHabHOV
6e3onacHocTn Pecny6nuki benapyck. A, cnefosatenbHo, 1 ByLeT OTCYTCTBOBATb MOMHOE
obecneyeHmne 6e30MacHOCTM B MHOPMAaLMOHHOI Ctepe B Hallell CTpaHe.
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OPTAHU3ALNOHHO-TICNXONOTI MYECKWME ACTEKTbI
NH®OPMALIMOHHOW BE3OMACHOCTW OPTAHUSALIIA

Onbra KopHeeHKo,
yupexKaeHune 06pasoBaHust <« OMenbCKNIA rocy4apc T BEHHbIN
YHWUBEPCUTET UMeHN PpaHLmcka CKOpUHbI>

In article organizational and psychological aspects of information security of the
organization are considered. The main attention is paid to formation of the system directions of
prevention of industrial espionage.

VHdopmauus sensetcs 6a30BOi COCTaBNAOLEN 3HAHWA. 3HAHUS HaKanMBatoTCS
Y NepesatoTcs B (POPMe UHTENNEKTYabHOrO NPoayKTa. MHade roBops, 3HaHWe B OT/MuKe
OT WHopMaLK NPeaCcTaBNseT coboi NOCTOAHHO YBENMUYMBAKOLLMIACS, B TOM YuCne U B
pesynbTate WMHPOPMALMOHHBIX MPOLECCOB, pPecypc. YenoBeky Kak HOCUTENO U
MoNb30BaTEN0 MH(OPMALMM 1 3HAHWI Ha BCEX CTafusX MH(OPMALMOHHOIO npouecca
NPUHAANeXWT BegyLuas ponb. OT TOro, Kak B MHPOPMALMOHHbIX npoLieccax 6yayT yuTeHbl
WHTEPECHI, MCUXONOTNYECKMe YCTAHOBKY, CBOWCTBA /IMYHOCTH, 3aBUCUT 3((EKTUBHOCTL
MCNONb30BaHNA MHOPMaLWK.

Ecnn yyecTb [/1aBEHCTBYIOLLYIO POfb WH(OPMALWKM B CUCTEME PECYPCHOTO
obecneyeHns 6usHeca (KTO BnageeT MHGopMaLmeid TOT BNageeT MUPOM), TO MOHATHA
HEeO6XOAMMOCTb 1 BAXXHOCTb MH(HOPMALMOHHOIA 6e30MacHOCTV ANS NIt0B0IA OpraHn3aLmi.

B KayecTBe OCHOBHbIX HarpaBneHUn OBecreyeHns WH(POPMALMOHHOA 6e30-
MacHOCTN 6U3HeCa MOXHO BbIENNTb CedytoLLme:

*  3KOHOMMYeckas 6e30nacHOCTb — 3alWuTa MH(pOpMaLuM O COCTOSHUM W
[IBVXEHUN MaTepuasbHbIX aKTUBOB;

= COOGCTBEHHO MH(opMaLoHHas 6e30MacHOCTb — 3aliMTa MHpopMaumn o
COCTOSHUM HEMaTepUaNbHbIX aKTUBOB 1 UX HOCUTENSX (NepcoHane);

= 3alWTa CPeLCTB XpaHeHWs, 06paboTKuM 1 nepesayn MH(HopMaLLnm.

Ana  obecneyeHns 6e30MacHOCTM BU3HeCa MCMOMb3YHTCA 3KOHOMMKO-MCUXONO-
UYeCKVe METOZbI, a ANS 3aliyTbl MHHOPMALMOHHBIX CETel — TEXHUKO-TEXHONOrMYecKme
METOfp!.

Mpu 3ToM, ycnosus (OPMUPOBAHWA CUCTEMbl 3KOHOMUYECKON 6e30MacHOCTY
OnpegensioT:

* yTO fenatb. HeoOXOAWMO YeTKOe OnNpefeneHne MOHATUA «CuCTema
9KOHOMMYecKoM  6ezonacHocTu».  Ob6ecrneumBatb  9KOHOMUYECKYHO
6e30MacHOCTb  3HAYUT OCYLLECTBAATb MOCTOAHHYKO [JeATeNbHOCTb MO
BbISIBNIEHMIO, NPEeSYNPEeXAeHNI0, NOKaIN3aLum 1 HemTpanmsaumm yrpos u
CBEJEHWMIO K MUHMMYMy Yyllepb6a OT peanms3aluu yrpo3 pasimyHoro
XapakTepa;
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= [ Koro fenatb. Heo6XOAWM y4yeT MHEHUA U MO3ULMiA COBCTBEHHUKA,
aKLMOHepPOB, MeHeDKMeHTa. Kak NnokasblBaeT NpakTuKa, 1x B3rnagbl aneko
He BCer/ja CoBnajator;

* KaK 310 Jenatb. Heo6X0AMMO COGMIOLEHME MPUHLMMOB U anroputMa
(pOPMMPOBaHMSA CUCTEMbI 3KOHOMUYECKO Ge30nacHOCTV Npeanpuatus. B
OCHOBY [lO/KHO ObITb MONOXEHO CYXAEHWE, 4TO /t060e [eiiCcTBue,
HapyLuaroLLee HopMaibHOe PYHKLIMOHMPOBaHKE OpraHn3aLyu, MOHUMaETCS
KaK yrpo3a ee 3KOHOMUYECKOM 6e30MacHOCTH.

K coxaneHuio, Hanbonee pacnpoCTPaHeHHON MPUYMHOW YTeYKU MH(popMaLmm
ABNAETCA HEOPEXHOCTL NEPBbIX UL, OpraHu3aLuyn. Hanpumep, B 4aCTHbIX (hvpmax bonee
75 % OTBETCTBEHHbIX COTPYAHWKOB NPY NPUeMe NMOCETUTENEN HE CYMTAKOT HEOOXOAMMbIM
ybupaTb KOH(QUAEHLMaNbHbIE JOKYMEHTbI CO CTOMA UM 3aKPbIBATh (haiin Ha KOMMbIoTepe.
310 npusognT K notepe fo 30 % onepaTuBHOM MHopMauun. 75 % pykoBoauTenei
KPYMHbIX  OpraHu3auuii - XOpowlo 3HatT 06  YBEMYEHUM BO3MOXHOCTU  YTEYKY
MH(opMaLWKM  MPU  UCMONb30BaHUM  COBPEMEHHBIX TEXHWYECKMX CcpeacTB. OfHako,
KonmpoBaHve mMatepuana B 53,6 % cnyyaes MPOUCXOAUT B PEXMME CaMOOBCNYXKMBaHWS, B
32,7 % — onepaTopoM MO YCTHOW NpocbOe cryxawero u Tonbko B 13,5 % cnyyaes
oreparop fenaeT KOMUM MO Pacnucky WaW no nucbMeHHOMY 3akasy. 1o JaHHbIM
MPOBEEHHOr0 UTANbAHCKUMK MCUXONIOraMn UCCNELOBAHNA TOMbKO 25 % Cryxalimx
(QUPMbI [EACTBUTENBHO ABNAIOTCA HafeXHbIMU NtofbMu. Ele 25 % oxmaaroT ygo6Horo
cnyyas [i1s pasrnalleHwss M3BeCTHbIX UM cekpeTos, a 50 % 6yayT [eicTBOBaTh B
3aBMCKMOCTM OT OBCTOSATENLCTB.

B CLUA KOMMbIOTEPHbIE MPECTYMNNEHNS  COBEPLUAtOTCH, Kak  Mpasuno,
LONYLIEHHbIMA K paboTe C MH(OPMALMOHHBIMKA CUCTEMAMM Clyxalmmn. Yalle, yem
MpOogeccoHabHbIe NPOrPaMMUCTbI, B HAPYLLIEHWAX BUHOBHbI KEPKM, afMUHUCTPATOPDI
¥ ynpasnsoLLme.

Mpn 3TOM 3a(MKCMPOBAHbLI Clyyan, KOrfa NpPOrpamMMUCTbl 3aKnadblBain B
NH(QOPMALMOHHYIO CUCTEMY <«/OTWUYECKYIO GOMOY» Ha Chy4aid 3HauMMbIX AN HUX
06CTOATENLCTB, NPY HACTYNIEHUN KOTOPbIX OHA CTMPAET BECb MAacCuB MH(OpPMALMN 1
CaMONMKBULAMPYETCS.

Ons  cosgaHna  atmocgepbl  MH(OPMALMOHHOW  6e3omacHOCTU  Hanbonee
3((eKTVBHBI Mepbl, KOTOPble CBA3aHbI C MOBbILIEHNEM WHPOPMALMOHHON KyNbTypbl
COTPYAHWKOB Ha NPeANPUATUAN.

CrieyeT (hOpMUPOBATL YETKYHO LIENIEBYHO YCTAHOBKY Ha MOBbILIEHNE HAfeXHOCTU W
OTBETCTBEHHOCTV MO Pa3/NyHbIM acrekTaMm 3aluTbl MHpopMauuu. Tak, BO MHOIMX
amMepUKaHCKWX (upMax [eiCTBYeT [ABYXYpPOBHEBasA CWCTEMA 3alyTbl MH(opMaumm: 1)
obecreyeHre  MHPOPMALMOHHOM  6e30MacHOCTM  cunaMy  CrieLnaibHbIX — Cyxb,  2)
KyNbTVBMPOBaHWE aTMOC(epbl OAUTENbHOCTW U OTBETCTBEHHOCTM C MOMOLLBIO  TaK
Ha3blBaeMbIX KOOPAVMHATOPOB, KOTOPbIE HA3HAYAKOTCA 113 COCTaBa CYXALLMX CPeSHEr O 3BeHa.

Heobxoaumo  pa3buTb  TEXHONOTWMYECKWUIA MPOLECC HAa  HECKONMbKO  Ca-
MOCTOSATENbHBIX 3Tanos. Cryxalune OyfyT 3HaTb /Wb YaCTb CEKPETOB, NPK TOM, YTO
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LieNbHble 3HaHWA JOCTYMHbI TONbKO PYKOBOACTBY MW Y3KOMY Kpyry nny,. LlenecoobpaseH
MOCTOAHHbIA MOHWUTOPUHI OTHOLUEHWA MEXAy NHOAbMU, BRafetoLMMn UHGOpMaLlmei,
Y4YeT UX MOPaIbHOIO U NCKUXONOTNYECKOTO COCTOAHMSA. MpuynHammn ans 6ecnokoiicTea
MOryT SBNATbCA 3MOLMOHaNbHAsA HeypPaBHOBELLEHHOCTb, MPOSIBAEHWS| HeJ0BONbCTBA,
XMTPOCTW, Pa304apOBaHIs COTPYAHWKOB, UAEN KOTOPbIX OTBEPrHYTHI.

BecbMa  3p(heKTUBHbI  OPraHM3aLMOHHO-MCUXONOTUYECKE  MePbl  3aLMTHI

MHopMaLmu:

= Apo6/ieHue v pacnpeseneHe MHHopMaLmMn MeXay COTPYAHWUKaMK;

= BefieHune yyeTa 03HaKOM/EHWS NepcoHana ¢ 0c060 BaXXHOI MHAopMaLImeit;

= pacnpocTpaHeHne VHPOPMaLMK UCKMOUYMTENLHO Yepe3 KOHTPONMpYyeMble
KaHa/lbl;

*  Ha3Ha4eHMe OTBETCTBEHHbIX 32 KOHTPO/b JOKYMEHTALMN N,

= 00s3aTelbHOE YHUYTOXEHME HEMCMONb30BAHHbLIX KOMWUIA AOKYMEHTOB W
3anucei;

= YeTKOe onpeseneHne KOMMEePUECKO TaiiHbl 4715 COTPYAHUKOB;

= COCTaB/eHWe, MOCTOAHHAA OLEHKa U OBHOBNEHWE MepeyHs MH(opMaLmK,
KOTOpas COCTaBASET KOMMEPYECKYH) TaiiHy;

= BK/IOYEHME TMyHKTA O HepasrnaeHnn KOMMEPYECKOM TalHbl W
OTBETCTBEHHOCTV 3a 3TO B TPYAOBOW [OroBOP, NpasBuia BHYTPEHHEro
pacnopszKa v JOMKHOCTHbIE UHCTPYKLNK;

= BK/OYEHME NONOXEHMIA NO BONPOCaM HepasrialeHns KOHMUAEHLNaIbHOV
MH(OPMaLK B NapTHEPCKME COrNaLLeHns, KOHTPaKTbI U JOrOBOpbI.

Heobxoaumo 006paTuTb 0CO60€ BHWMaHWE Ha Mepbl N0  0BeCrneyeHno
MH(OPMaLOHHOI 6e30MaCHOCTY NP YBONbHEHWN COTPYAHUKA. KOCBEHHO O HaMepPeHUM
COTPYAHUKA YBOMAUTLCS CBUAETENbCTBYET MOCELLEHME UM COOTBETCTBYHLUMX CaiiTOB B
VIHTepHeTe, NposiBNeHMe aKTMBHOCTW MO pacchbinke pestome. C 3TOr0 MOMeEHTa BCA
nepenuncka C MCMoNMb30BaHMEM KOMMbiOTEPa [JO/MKHA ObiTb B3SiTa MOA HErnacHbIn
KOHTpONb. LlenecoobpasHo B OTCYTCTBME [aHHOIO MONb30BaTENs CAeNaTb Pe3epBHYHO
Konmto Bcex ero (haitnos. OAHaKo, HET HEOOXOAMMOCTM Cpasy NPUHUMATbL ABHbIE MepbI
6e30MacHOCTM, yYUTbIBaS, YTO COTPYAHUK MOXKET U3MEHUTL CBOV HAMEPEHUS 1 OCTATbCS, a
TaKkke oMnycKas, YTo NMPOCMOTP BaKaHCUIA MOT OCYLLECTBNATLCA MO NPOCLOE 3HAKOMBbIX,
LLyWwmnx pabory.

Ecrv coTpygHWK 3asBUn 06 YBOAbHEHUM, HEOOGXOAWMbI CnefyroLme Mepbl:
MH(OPMMPOBaHME BCEX COTPYAHMKOB O MPEACTOALLEM YBOAbHEHUM W 3anpeT nepesayn
emy 110601 MH(OPMaLMK, UMELOLLE/ OTHOLLEHME K paboTe; CO3faHMe pe3epBHbIX KOMMiA
(haiinoB NoAb30BaTENA; OpraHuU3aLmMsa nepefadn 4en U nocTeneHHOe COKpalieHue npas
AOCTYNa K MH(hOopMaLK; NP1 HE06XOAMMOCTY OpraH13aLms CONPOBOXAEHNS YBOMbHEHMS
cneLmanmMcToM No MHHOPMAaLMOHHO 6e30MacHOCTH.

ECnn COTPYAHWK YNMYEH B LUMOHAXE, TO B CPOYHOM NOPSAAKe CnesyeT MUWUTb ero
BCEX NpaB AOCTyNa K MHOPMALMOHHbLIM TEXHONOTUAM, CKOPPEKTMPOBATL Npasa 40CTyna
K 00WMM MH(OpMaUMOHHLIM pecypcam (6a3am fAaHHbIX, NpUHTEpam, (akcam). Bce
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COTPYAHUKY 0653aTebHO AOMKHBI CMEHWTb IMYHbIE NAPOAM U O UX CBEAEHWS JOBOANTCS
MH(OPMaLMA 0 TOM, YTO [JaHHbINA CNELMUaInCT C YCTaHOBNEHHOW AaTbl He paboTaeT, Npu
Nto6bIX NOMbITKAaX KOHTaKTa C ero CTOPOHbI HEOBXOAMMO HEMES/IEHHO CO06LLATh B CYXKOY
6esonacHocTW. OnpeaeneHHOe BpeMs KOHTPONMb MH(OPMALMOHHOM cucTemMa ocy-
LLECTBNSAETCA B YCUNEHHOM PEXMME.

Ecnmn cOTpYAHWK YBONLHAETCS MO UHOW NPUYKHE, TO Ha3BaHHbIE MEPbl HE OMKHbI
ObITb YPE3MEPHO HACTOMYMBLI, YTOObI HEe OKa3blBaTb HEraTMBHOrO BO3AEMCTBMA Ha
MCUXONOTNYECKOe COCTOSHME YenoBeka. COTPYAHUKY HEO6XOAMMO BHYLIUTb, YTO TakOB
O6WMA  MOPAJOK Ha [aHHOM MPeAnpuUATMA U OH JIMYHO HU B YeM He
nofo3peBaeTcs. HelenecoobpasHo NOPTUTb OTHOLIEHWS! CO BCEMM YBOJbHAOLLMMUCA
COTPYAHUKaMK, Bedb KTO-TO MOXET BEPHYTbCA, a KTO-TO — OKa3aTb B CBOE BPEMS
MocunbHYt0 nomoLb. Kpome TOro, B KONNEKTMBE MOXET NOCTPajaTh 06LLMiA coLmanbHo-
MCUXONOTUYECKWIA  KAMMAT, €CAM COTPYAHWKW YBUAAT, UYTO MOJOOHOE YBOMbHEHME
HepaspbIBHO CBA3aHO C MOPa/bHbIM YLLEPOHOM.

Ecnm cOTpyAHUKA YBOMBHAOT, YINYMB B MPOMBILLJIEHHOM LUMUOHAXeE, OCHOBHAS
3af;a4a Ccnyxo6bl ynpasneHns nNepcoHanoM ByAeT 3aKnouaTbCs B TOM, YTO NMPOMCXOAALLEee
He AOMKHO HaHEeCTU yLiep6 coLyanbHO-NCUXONOMMYECKOMY KNMMaTy B KOMNEKTUBE, a Mo
BO3MOXHOCTW, HAaNPOTWB, KOHCONMAMPOBATH OCTa/bHbIX COTPYAHWKOB.

Mepbl N0 06eCneyYeHnto  MH(OPMAaLMOHHON  6e30MacHOCT € MO3ULMIA
«Ye/0BeYECKOro (hakTopa» MOXHO paccMaTpuBaTb B KayecTBe LiMTa OT BOPOBCTBA
MHpOpMaLUMM  Kak  CMeuu(MUeckoro  pecypca,  WMMEIOWEro  3HAYUTENbHYH
LLeHHOCTb. BOPOBCTBO M MOLLEHHWYECTBO Kak MCUMXON0ruyeckas npobnema UMEoT 1 CBOK
MEONOTMI0 — «BOPYHT BCe>». C HEKOTOPLIMU BapuaLysaMi 3TO CyXXAEHWE CyLLecTByeT
yXe CToneTns. PasnnuatoT Takve (hopMbl BOPOBCTBA, Kak: MHAMBUAYanbHOe (B OCHOBE
NEXMNT FeHETUYECKNIA KOA 1 OLLYLLEHIE aHOHMMHOCTY, CaMOONpPaBAaHne); KONNEKTBHOE
(B OCHOBE — N€0N0r s BOCCTAHOBNEHWS COLaNbHO CNpaBeanBoCTy).

S(eKTVBHO NPOTUBOAEICTBOBATL 3TOMY MOXHO TO/bKO Y4MTbIBaS Takoii (hakTop,
KaK 3KOHOMWYECKOe MOBefeHe paboTHMKA. DTO MOBEfEHMe, CBA3aHHOE C Mepebopom
9KOHOMUYECKVX anbTepHaTVB C LieSbi0 PauMOHaibHOrO BbIOOpa, TO €CTb BbIOOpa, Mpu
KOTOPOM MUHUMU3NPYHOTCS 3aTPaThbl ¥ MaKCUMU3MPYETCA BbIrOfa. B OCHOBE SKOHOMUYECKOTO
MOBEAEHMNS NIEXAT LLEHHOCTHbIE OpUeHTaLmW Mtoaei (AeHbr, CTaTyC, posib, Uaeabl).

Ha 3KOHOMMYecKOe MOBEAeHNEe OKas3blBalT BAWSHWME pPa3nyHble  (aKTOpbI:
TEXHUYECKMI1 YPOBEHb NMPOU3BOACTBA, OPraHM3aLys, HOPMUPOBaHWe, oniata 1 ycnoBus
TPYAa, YA0BNETBOPEHHOCTb TPYAOM, MOPabHO-NCUXONOTMYECKMIA KNMMAT B KONNEKTUBE,
o6pa3oBaTenbHbli M KyNbTYpHbIA  YPOBEHb MEPCOHaNa, XapakTep OOLLeCTBEHHO-
MONMTUYECKOW aKTUBHOCTW B 06LLECTBe 1 B paboyeid rpynne. PasnnyatoT 4 cTpaterum
3KOHOMMYECKOr0 MOBEAEHUS: «MUHUMYM TPYAa — MAHUMYM JOX0Aa>», «MUHUMYM Tpyaa
— MakCUMyM [OXOfa», «MakCUMyM TPyAa — rapaHTUPOBaHHbIA [0X04», «MaKCUMyM
Tpyfa — MakCUMyM JOXOfa.

VckntountenbHO MOTMBaMU  PerynnpyeTcs MOBEAEeHWe YenoBeka B pamkax
onpejeneHHoi ctpaternn. Mepexog OT OAHOM CTpaTerv K [pYroin perynvpyercs



48 — Conferinta Internationald, editia a XIV-a, 20-21 martie 2018

CUCTEMOIA CTUMYNOB. VICKNIOYEHNE COCTaBNSET CTPATETNS «MaKCUMyM TPYAa — MakCUMyM
fioxofa>, Tie MOBeAEHWe YenoBeKa ONpefensieTcss CTuMynamu. CTpaTerus «<MUHUMYM
TPyAa — MWMHUMYM [0XO[a», BO3HMKas, KaK BbIHY)XAEHHas peakuus 4enoBeka Ha
CUTyaumio, (hOPMMPYET Yy  PaBOTHMKA UYYBCTBO  <«BHYTPEHHETO  YBO/bHEHWS>,
No/JaBNeHHOCTH, CMOCOBCTBYET CTAHOBNEHUIO PA3PYLLMTENLHOTO NOBEAEHMS.
B KauyecTBe HanpaBneHWiA Mo NPO(MNAKTIKE BOPOBCTBA B OPraHU3aLii MOXHO
chopMy/MpOBaTh CAEAYIOLLME PEKOMEHAALN:
= C030aTb CUMbHYIO KOPMOPATUBHYIO KYyNbTYpy OpraHu3aumm (OTHOLLEHUS,
coupanbHble NMPUOPUTETBI, MOpa/b B OpraHu3aummn). Ecnm chopmmpoBaHa
«KPUTNYECKAs Macca» PabOTHMKOB, TO HOBMYKM MOMafaloT B CUCTEMY
CamMOBOCTMPOM3BOAALLErOCS OGLIECTBEHHOMO CO3HAHNS
= c03/aTb 3P(EKTUBHYK CUCTEMY KOHTPO/S, OTBEYAIOLLYH TpPeGoBaHMAM
PETYNAPHOCTM U CACTEMATUYHOCTM, a  TaKke  MepCOHaTbHOM
OTBETCTBEHHOCTM COTPYAHUKOB. OCHOBHOE YCNOBME —PacCMaTpUBaTh
KOHTPO/b KaK MOMOLLb NEPCOHany B 60pboe ¢ UCKYLLIEHUEM YKPACTb.
= copMynMpoBaTb W WCMOMb30BaTh O06LIME MpaBUna  CTUMYNMPOBAHUS,
obecneunBatolLme Ge30nacHOe MOBefEHWe NepcoHana: AOCTYNHOCTb («s
TOXE MOTY XOPOLUO 3apaboTaTb»); OLyTUMOCTb (Mpemust He MeHee 20 % K
oKnafly, Oknag 6orblue BO3MOXHOTO Yliep6a); MWHWMaNbHbIA paspbiB
MeXay pesynbTaTamu U onnaToi no BpemMeHn (He[oCTaToOK MaTepuanbHoro
CTUMY/MPOBaHMS BOCMONHSAETCS BOPOBCTBOM); COUYETAHME CTUMYNOB U1 Mep
HaKasaHUsl; COYeTaHMe MaTepuanbHbIX, COLMANbHBIX W MCUXONOTNYECKNX
CTUMYOB.
= paspaboTaTb CUCTEMY NPEBEHTUBHbIX [EACTBMIA CAYyXObl ynpaBneHus
MNepcoHaoM: TrMbKass OpraHM3aLMoHHas CTPYKTypa «MO4 3ajaum»
opraHmsaumn  (MWHWE  NOApPa3deneHnst  CefyeT  NIMKBUAMPOBATD,
nepepacnpefenB W YaCTUYHO YBOMMB COTPYAHWKOB); OMpPeAeneHue
NPVUOPUTETOB B Pa3BUTWN MEPCOHANA U peann3auns yHKLWiA ynpasneHus
MMW; EXerofHas aTTecTauus nepcoHana; CUCTEMATUYECKWA NepecMoTp
«[onoXeHUn 0 noppasfeneHusix» n <« JOMKHOCTHBIX WHCTPYKUWIA» C
LUENbI0 WX COBEPLIEHCTBOBAHUS B COOTBETCTBMM C W3MEHEHUSMU B
pa3fieNeHN 1 OPraHM3aLmn TPYAa, a TaKXKe B CBS3N C M3MEHEHUSIMU YPOBHS
npoteccroHaM3Ma CaMmux PaboTHUKOB, Pa3paboTKa KOMMEHCALMOHHbIX
nakeToB (pa3mepa, CTPYKTYpbl, COOTHOLUEHWS  Pa3NMyHbIX  (hOPM
BO3HArpPaxkaeHMs) C OPUEHTALIMEN Ha KOHEYHbIE Pe3yNbTaTbl, 3HAUMMbIE 1S
opraHusauun (Hampumep, cUcTeMa CKBO3HbIX MOKasaTenei); paspaGoTka
CUCTEMbI Mep MPOGMNAKTMKN NPOTUBOMPABHOIO NOBEAEHIS COTPYAHUKOB, B
TOM UYNCTE U Ha CNlyYalt BOSHUKHOBEHISI OGBEKTUBHBIX MPUUMH K CHUXKEHUIO
YPOBHS MpPeAaHHOCTU (MpMe, Hampumep, MpW  Yrpo3e  YBOMbHEHWS;
MOCTOSAHHOE UH()OPMUPOBAHME COTPYAHUKOB O COCTOSIHMM PbIHKA TOBApOB
1 YCNyr, Ha KOTOPOM [e/CTBYET OpraHM3aLlysi, hOPMUPOBaHNE PbIHOYHOTO
MbILLNEHWS, 0GECTIeUeHIe MPUYACTHOCTM K NPOGaeMam OpraHu3aLmm.
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Takke MOryT 6bITb NPUHATHI MEPbI Ha Cyyaii CHUXEHUS [eN0BO aKTUBHOCTY
opraHu3auMm n HeobXOAMMOCTM NPOBOAMTbL COKPALLEHWE YWUCNEHHOCTU MepcoHana:
3aK/0YEHNs CPOYHOTO TPYAOBOTO [Or0BOPa, 3aK/MOYeHWe [OroBopa O COXpaHeHuu
KOMMEpYECKOM TaiiHbl, KOH(PMAEHLMATLHON WH(OPMaLMK, CNY)XEOHOW TaiiHbl, O
MaTepuaibHO  OTBETCTBEHHOCTW, O3HAKOMJEHWE MOf Pacnucky C  [OMKHOCTHOM
WHCTPYKUMed (a 47 PYKOBOAWTENenW nofpasgeneHnii m ¢ [lonoxeHvem o
nogpasgenenuu), lMpasunamu TPyAoBOro pacnopsgka, lonoxeHvem 06 onnate W
CTUMY/IMPOBaHUW TpyAa, KOMNeKTUBHLIM [OroBOPOM, CrieluaibHble Mepbl B Clyyae
HEeOOXOAMMOCTH YBO/bHEHNS.

Takum 06pa3oM, B OpraHv3auun cnegyeT co3faTb CUCTEMY BHYTPUDUPMEHHO
KOMMYyHUKaUuy, KoTopas Obl He [OMyckana MONHOM aBTOHOMHOCTU OTZAENbHbIX
paboTHMKOB. Mcuxonornyeckoe obecneyeHne KOHMUAEHLUMATBHOCTU U KOMMEPYECKO
TaliHbl B NpoLiecce 0T60pa, NOATOTOBKW U ABVMXKEHWS KafpoB I((eKTBHEE U JeLLeBne,
4eM NPOCTOe 3aCeKpeynBaHie UHPOPMAaLMK.
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AHOHMMHOCTb B CETI UHTEPHET NOCPEACTBOM
TOR (THE ONION ROUTER)

KocaTas AlO.

CTygeHTKa SI-141

Academia de Studii Economice a Moldovei
HayuHblid pykoBoguTenb 3rypsiHy A.

Tor was originally designed, implemented, and deployed for the primary purpose of
protecting government communications. Nowadays, it is used for a wide variety of purposes by the
military, journalists, law enforcement officers, activists, and many others.

Keywords: tor, tor privacy, protection, anonymity.

B nocneaHee BpeMst HAMeTWNACh TEHAEHLMA MO OrPaHUYEHMIO MPUBATHOCTY B CETH
VIHTepHeT. 3TO CBA3aHO C OrPaHWUYEHWsMM, KOTOPble BO3AECTBYIOT Ha NO/b30BaTeNs
rOCy[apCTBEHHOE perynpoBaHue cetu VIHTepHeT, KOoTopas AeiCTBYeT BO MHOIUX
cTpaHax, Hanpumep Kutaii, Poccus, Benapych. B TO e Bpems, Leblil psg, KPYMHbIX OH-
NaiiH CepBMCOB COOMPAeT MH(OPMALMIO O MOMb30BaTENsX A1 WCNOMb30BaHWA B
KOMMEPYECKMX LieNnsx, TakuMX Kak: Moka3 VIHTepHeT-peKnambl, NPeAIOXeHUs OH-NaiiH
MOKYNoK 1 T.n. KpynHble cneynanusnpoBaHHble CNyXObl COOGMPatOT MHBOpMaUU 0
Hanmbonee LWKMPOKOM Kpyre MoMb30BaTeNell CeTW U XpaHAT ee A8 UCMONb30BaHUS B
COOCTBEHHbIX LieNsX. XakepcKue rpynnupoBKIM 1 KOMMbIOTEPHbIE 310YMbILLNEHHUKI TOXE
cobMpaloT  JaHHble MPO NOMb30BaTeNeid CeTW, C Lenblo NoayunTb [OCTYN K
VH(OPMALMOHHBIM 1 (IMHAHCOBbLIM aKTVBaM. TakMMW NpeaMeTaMmn SBNSKOTCA KPeAUTHbIE
KapTbl, CUCTEMbI OH-NaliH NNaTeXel, aNeKTPOHHbIE KOLIENbKU 1 T.4. B cthepe 6usHeca cbop
VH(opMaLmu 0 Cy6bekTe NPeAnpPUHUMATENBLCKON [eATeNbHOCTY BEAETCS CieypuanncTamm
MO0 KOHKYPEHTHO Pa3BeKe.

MeTO/bl COKPbITUS aKTUBHOCTW MHTEPECHBI CMELCyX0aM, KOTOpble 3aHUMAOTCS
M3y4yeHMeM METOLOB aHOHMUMM3aUWW, AN 4TOGbI JO6PaTbCA [0 3710YMbILLIEHHUKOB,
Xakepam — [ TOro, YToObl COKPbITb Credbl BPEAOHOCHbLIX [esHWIA, KOMMEPYECKUM
NPeAnpUATUAM — A1 TOTO YTOObI COXPaHUTb CBOK) KOMMEPYECKYID TailHy, a TaKxke
06bIYHbIM NONb30BATENAM — A5 IMYHOW NPUBATHOCTU M 6€30MacHOCTY.

Bo Bpems Kaxaoro Bxoga B VIHTEpHET, 4YenoBeK OCTaBMsieT, Tak HasblBaemble
«CNeAbl>», UMM MOTYT 6bITb: MApPON OT aKKayHTOB, COOOBLLEHUS, IMYHAsA MH(OPMaLMs O
CBOWX YBAEYEHWSX W NpeanouTeHnsx. Takue [aHHble MOryT HaBpeguTb, TaK Kak
MOLLEHHVKM C LieNbH0 BbIFOAbI MCMONb3YHT NPOTMB NOb30BaTeNeN ceTh. [1s TOro YTo6bl
n3bexatb TakMx Mpo6reM U AUCKOMKOPTA, CyLEeCTBYIOT Le/ble CUCTEMbI, CETHU,
NPUNOXeHUs 1 bpay3epbl, KOTOpble 06ecneymBaroT aHOHUMHOE MpebbiBaHWe B CETU.
OfHaKO aHOHVMW3ALMS 3HAYNTENBHO YCMNOXHSET PaboTy MO BbISBNEHWIO YYaCTHWUKOB
KnbepnpecTynieHnid, NOCKONMbKy TO, YTO Haxoautcs B nore (IP-agpec) He sBnsetcs
[IOCTOBEPHOIA MHAOPMaLEeN.
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AHOHUMHaa ceTb [2] - 3TO KOMMbIOTEpPHas CeTb, KOTOpas co3faHa Ans
LOCTVKEHWA NPUBATHOCTM B VIHTEpHeTe 1 paboTatoLLasn NoBepx rnodaibHOi CeTH.

Crieynduka Takoii CeTy 3aK04aeTcs B TOM, YTO pa3paboTUMKL BbIHYXAEHbI UATY
Ha KOMMPOMMCC MEXAy CTeneHbl 3aluTbl U NEFKOCTbIO UCMONb30BaHUSA CUCTEMbI, 8
«MPO3PaYHOCTbIO> [ KOHEYHOTO NO/nb30BaTens. Takke BaXKEH acnekT COXpaHeHus
aHOHVMHOCTW U KOH(UAEHLMANbHOCTI NPW YCNOBUM BO3AEWCTBIS METOL0B COLMaIbHON
VIHXeHepum Unn Kakoro-nnbo asneHns Ha onepaTopa cepsepa.

MHOroypoBHeBOe LUM(POBaHME W pacrpefenéHHbIN XapakTep aHOHUMHbIX CETeM,
YCTPaHAS efWHYI0 TOYKY OTKasa W efuHblii BEKTOP aTak, Mo3BONSAIOT CAeNnaTb nepexsar
TpauKa Unn Jaxe B3/IOM YacTyh Y3NM0B CeTU He (haTaibHbIM COBbITMEM. 32 aHOHUMHOCTb
MoNb30BaTe/b PaCcMIa4nBaeTCs yBENNYEHNEM BPEMEHN OTKINKA, CHUXEHNEM CKOPOCTH, a
Takxe 60bWMMI 06BEMaMK CETEBOTO TpatmKa.

AN OCyLLecTBNEHNS @aHOHUMHOCTW B CETU VIHTEpHET, CYLLeCTBYIOT pa3inyHble
CpeacTBa NPUBATHOCTY, KOTOPble 06ECTEUNBAIOT COKPLITUA TPA(MKA, MYHbBIX JaHHbIX W
KOH(MAEHLMaNbHOV MH(OPMaLW, Tak1e Kak Ha pucyHke 1:

= NpOKcK-cepBepbl (aHOHMMal3epbl);

*  [JeLeHTpaan30BaHHble aHOHUMHbIe CeTU (aHOHUMHaA ceTb 12P);

*  rmbpuaHble aHoHUMHbIe ceTn (TOR, VPN).

[leueHTpannsoBaHHble

AHOHMMHaA ceTb I12P
aHOHUMHbIE CeTU

Il 6puaHbie aHOHUMHbIE
cetn

Pwc.1 Byfbl aHOHUMHBIX CETENA.

AHOHMMHaA ceTb

TOR (The Onion Router) [5] — aT0 cB060AHOE ¥ OTKPbLITOE MPOrpPaMMHOE
obecreyeHre 18 peannsauuym BTOPOro MOKOMEHWS NYKOBOM MapLupyTusauun. 310
TEXHONOTMAA  @HOHUMHOTO O0OMeHa WH(opMauven Yepe3 KOMMbIOTEPHYIO  CeTb.
Co06LLeHNs HEOAHOKPATHO LUM(PYHOTCA MU MOTOM OTChIIAHOTCA Yepe3 HECKO/bKO CETEBbIX
Y3/10B, Ha3blBaEMbIX JYKOBbIMWA MapLupyTu3atopamu. Kaxablii MapLupyTm3atop yaanset
CNOVi W(POBaHUSA YTOBbI OTKPbITb TPACCUPOBOYHBIE UHCTPYKLMM M OTOCNATH COOBLLEHMS
Ha CnedytoLLniA MapLLpyTM3aTop, e Bce NOBTOPSAETCS. TakuM 06pa3oM, MPOMEXYTOUHbIE
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Y3/1bl HE 3HAKOT UCTOYHVIK, NYHKT Ha3Ha4eHWs 1 COfiepyKaHne coobLueHns. [aHHas cuctema
MPOKCK-CEpBEPOB, MO3BONAIOLIAA YCTaHABNMBATb AHOHWUMHOE CETeBOE COEAMHEHMe,
3aLUMLLEHHOE OT MPOC/YLUMBAHUS.

TOR [1] obecneuvBaeT HagéXHyK ¥ 6ecnnaTHyld aHOHUMW3ALMIO, 3alyLias
MoNb30BaTeNs OT CNEXKM, KaK 3a MOCETUTENAMU OMNpesenéHHOro caira, Tak 1 3a BCen
aKTMBHOCTbIO Camoro nosb3osatens. Korza nonb3osarens nepefaér AaHHble, NporpaMma
TOR CKpbIBaeT M HAaCTOSAWMIA NYHKT WX Ha3Ha4YeHUs M caMu JaHHble, nepe6packisas
filaHHble B 3alIM(POBAHHOM BUAE Yepe3 LIenoyKy MPOMEXYTOUHbIX Y3710B ceTn. TOR
cnyyaiiHbiM 06pa3oM BbIGMPAET HECKONbKO CepBepoB W3 BCEX [OCTYMHbIX (CMMCOK
KOTOPbIX OH NEPUOAMYECKU CKAUMBAET C LIEHTPalbHOrO CepBepa-AUPEKTOPUN) U CTPOUT
«TOHHEMb>, MPOXOAALMIA Yepe3 3TW MPOMEXYTOYHble TOYKWM. Becb Tpaduk Oypet
MPOMNycKaTLCA 4epe3 3TOT TOHHENb; Yy Hero ectb BXog — npwunoxeHne TOR Ha
TEXHUYECKOM CPEeCTBE U BbIXOZ - MOCNEAHUIA N3 CyYalNHO BbIGPaHHbIX 415 3TOr0 TOHHENS
cepeepos cetn TOR.

EXXefjHEBHO MHOXECTBO /II0fieii pa3HbIx NPOgeccuii, HTepecos Ucnonb3ytoT TOR
N7 0becrneyeHns KOH(PMAEHLMaNbHOCTW aHHbIX 1 6esonacHocTW. Ero mucnonb3osaHue
3alUMILaeT Mo/Mb30BaTeNs OT 4YacTOM (HOPMbl MHTEPHET-HabNOAEHNS, W3BECTHOE Kak
«aHanm3 Tpagpnkax». AHanm3 Tpagmka [3] MoXeT ObITb UCMOMBb30BAH ANSA BbIBOAA, KTO C
Kem 06LaeTcs no CeTM OOLero nonb30BaHUs. 3HaHWe WUCTOYHWKA W HasHaueHWs
WMHTepHeT-TpathvKa No3BOAET APYTMM OTCNEXWBATb MOBEAEHWE U UHTEPECH]. DTO MOXET
NoBMMATb Ha GaHKOBCKYKD KapTy, eciu, Harpumep, CalT 3M1eKTPOHHOW KOMMepLW
WCMOMb3yeT LIEHOBYKO [AMCKPUMMHALMIO, OCHOBAHHYK) B CTpaHe WM YUYpexAeHUsX
MPOUCXOXEHMSA. ITO MOXET [Jaxe yrpoxatb paboTe w (m3nyeckoir 6e30MacHoOCTH,
MoKa3sblBasi, KeM SBMSIETCA YeNOBeK W rhe Haxogutcs. Hanpumep, ecnv nonb3osateb 3a
rpaHuLieit ¥ MOAKMOYEH K KOMMbIOTEpPaM paboTofaTens, MOXET HenpesHamepeHHO
PacKpbITb CBOKO CTPaHY ¥ NPOMECCUOHANBHYIO MPUHAANEXHOCTb K 11060MY Habntogatento
CEeTW, l0KEe eCrv COeMHEHME 3aLI1(POBaHO.

TOR MOXeT ObiTb C YCMEXOM WCMOMb30BaH C OnarumMn LENaMu MHOTUMU
KaTeropusmu ntogeii [6]:

= OU3NYECKUMU NMLAMK, 4TOObI MPEeSOTBPATUTL OTCNEXMBAHME, KPaXy
NNYHOW MH(OpMALMK, MOLLEHHMYECTBA U 06ecreveHus 6e30MmacHoOCTH
nonb3osatenam cetn WHTepHeT. CKpbiTble cepsuckl TOR nossonsoT
nonb3oBaTenam ny6ankosatb Be6 - CaiiTbl U MONb30BATHCA PA3NNYHBIMK
ycnyramu 6e3 Heo6X0AMMOCTH PacKpbIBaTb MECTOMO/OXEHME CaiiTa.

*  OTgenbHbIMW MLamMK, 41 COLManbHO-YyBCTBUTENLHOTO OBLLEHUSA: YaTbl 1
Be6 (POPYMOB ANS XEPTB HaCUNWA U OCKOPOIEHUIA, NN YeNoBeK, KOTOPbIi
boneH.

= KypHanuctamu, 4TOObI 6Ge3onmacHO 06WaTbCi C  OCBEAOMMUTENSAMM U
LUCCUaEHTaMN.

*  HenpasWTenbCTBEHHbIMW  OpraHU3aLMaMi, 4TOObl  MO3BONMUTL  CBOUM
paboTHMKaM MOJKIYaTECA K pabourM caiiTaM B TO BpeMS Kak OHU
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HaxXOAATCA B UyXOil CTpaHe, He pacnpocTpaHsas WHpopMaumo 06
opraHu3aLmu.

= Kopnopauusamu, ang 6e30nacHoro cnocoba npoBefeHUs KOHKYPEHTHOTo
aHann3a n Ans 3anThbl BaXKHbIX MyTei NOCTaBOK OT NPOC/YLLUMBAHNS.

= [1paBoOXpaHWTENbHLIMA OpraHamu, Ans NoceLLeHus Be6-CaiToB, He BbIXOAS
13 NpaBUTENbCTBEHHbIX IP-afpecos B norax, 1 Ang 6e3onacHOCTH BO BpeMs
onepauwii.

3akntoueHune

Bce nocnegHwe rogbl Npowwy B TpeHAe BCe 60/ee YCUNMBAKOLLErOCS KOHTPOAS
rocygapctea, VHTepHeT-npoBaiiepa, LNMOHCTBA MOLIEHHUKOB 3a NloAbMn. OCO6eHHO
YCMELLIHO 3TOT NPOLECC NPOABUTaeTcs B ceTU VIHTepHeT.

B cBeTe aTux COOLITWIA COBEPLUEHHO ECTECTBEHHO >XeNaHue OAeH, PasnnyHbIX
npodeccuii obecneuntb 6e30MacHOCTb CBOMX KOH(PUAEHLMANBbHBIX faHHbIX 1 ocnabneHme
KOHTPONS 32 CBOEW /IMYHOM >KkM3HbD. OfHOM K3 Mep A8 3TOro  sABMseTCA
NPOTWBO/ECTBME CBOEN UAEHTU(UKALN B CETU, TO €CTb, 06eCNeYeHe aHOHNMHOCTM.

O6ecneyeHre WCMONb30BaHNA aHOHUMU3MPYIOLLEN CeTM VIHTepHeTa CerogHs
ABNAETCA aKTyaNbHOW 3afjaueil. Tekywue TeHAeHUWW B 06nacTW npasa, MOMUTUKM W
TEXHOMOTUN YTPOXAT aHOHWMHOCTY KakK HWKOrfa paHblue, Croco6CcTBYSl HapyLIUTb
6esonacHoe O6LUEHWe ¥ MPUBATHOCTb B CETU. ITWU TEHAEHLMM Takxe MOAPbIBAIOT
HaLMOHaNIbHY0 6€30MacHOCTb U KPUTUYECKYHO MH(PACTPYKTYPY MyTEM KOMMYHUKALMK
MeXZy OTZAeNbHbIMM MIK0AbMU, OpraHn3aumsamMm, KoprnopawmaMy 1 npaBuTenscTeammn 6onee
YA3BUMbIX 151 aHAN3A.
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TECTWUPOBAHVE YA3B/IMOCTIW WEB-MPUNOXXEHWIA
K ATAKE BUJA MEXXCAUTOBbIV CKPUMTHC

A.B. KoBaneHko, A.C. KosasieHko, A.A. CmupHos, C.A. CMupHOB
LleH T panibHOYKPaNHCKUiA HALMOHAbHBIA TEXHUYECKMIA YHUBEPCUTET

Abstract: The paper presents research results and vulnerability testing algorithms for one of
the most common types of attacks on Web-based applications - cross site scripting - DOM XSS. The
approach of mathematical modeling based on GERT-networks is argued. Studies have shown that
GERT (Graphical Evaluation and Review Technique) is a method of studying and analyzing
stochastic networks used to describe the logical relationship between parts of a project or process steps.

B HacTosiiee Bpems 6onbwoii cnpoc Ha Web-npunoxeHnsa v Web-ycnyru
o6ycnasnnBaeT 60/bLION NHTEPEC 3N0YMbILLEHHUKOB K MX BO3MOXHbBIM YA3BUMOCTSM.
Mpy 3TOM OCHOBHbIE YrPO3bl B HANPaBNEHUN CEPBEPHbLIX KOMMOHEHT TpaHCHOpPMUpYeTCs
B aTakW, Harnpas/eHHble NPOTMB 06bIYHbIX MO/b30BATENEN.

MpoBefeHHbI aHanu3 matepuanos Open Web Application Security Project
(OWASP TOP-10) nokasan, 4T0 OAHMM 13 Hanbonee onacHbIX BIAOB aTak (ys3BMMOCTEA)
SBNAETCA MEXCANTOBBIV cKpUNTUHT — XSS (Cross Site Scripting).

MeXCaiiTOBbIA CKPUNTWUHI 3TO OLIMOKA BaaUfalMM NOMb30BATENbCKUX AaHHbIX,
KOTOpas Mo3BONseT nepefarb JavaScript KO Ha UCMONHEHVe B Gpaysep Mo/b30BaTens.
ATaku Takoro pofa 4acto Takxke HasbiBatoT HTML-uHbeKUMAMK, Beflb MexaHu3m ux
BHE[PEHNS OYeHb CXOXK C SQL-MHBEKLMAMK, HO B OT/IMYME OT MOCNEAHWX, BHEAPSEMbIiA
KOZ UCMONHSAETCA B Opay3epe no/b30BaTens.

Mog XSS 06bI4HO NOAPa3yMEBAETCH MOMEHTabHBIV 1 OTIOXEHHbI MEXCANTOBBIN
CKpUNTUHT. Tpy MOMeHTabHOM XSS 310HaMepeHHbI Kog (Javascript) BO3BpallaeTcs
aTakyembIM CepBEPOM HeMeZIeHHO B KayecTBe 0TBeTa Ha HTTP 3anpoc. OTNOXEeHHbIN
XSS 03HauaeT, 4To 3N0HAMEPEHHbIV KO COXPaHSAETCA Ha aTakyeMoid cucTeMe 1 nosgHee
MOXET ObITb BHeapeH B HTML cTpaHuLy yA3BUMOIA cucTeMbl. Takas Knaccugukaums
npeganonaraeT, YTo PyHAaMEHTabHOE CBOWCTBO XSS COCTOMUT B TOM, YTO 3/10HAMEPEHHbIN
KO4 OTCblnaeTca W3 Opaysepa Ha CepBep M BO3BpallaeTcs B 3TOT XXe 6paysep
(MomeHTanbHbIA XSS) unu ntoboii apyroii 6paysep (OTNOXEHHbI XSS).

B psge WHTepHeT-cTaTell MOAPOOHO  OMWUCaHbl  OCHOBHbIE  MeXaHW3Mbl
BO3HVKHOBEHMA MOJOOHOr0 pofa Yrpo3s, a Takke NyTW BO3MOXHOIO 610KMPOBaHMS.
OfHako, 4T06bl MAEHTUULMPOBATL 3TV YrpOo3bl UM BO3MOXHbIE MOCNEACTBUA X
pacnpocTpaHeHns B npouecce 6e30nacHOro ynpasneHus |T-nNpoekTamu, a Takxe
NPeIoXUTb ONTUMATbHbIE MYTY PELLEHWS 3TOIR NPOBNEMbI, CYLLECTBYET HEOOXOAMMOCTb
MaTemMaT14ecKoii hopMann3aLmm NPoLecca UX MHLMaNN3aLyMmn 1 pacnpocTpaHeHNs.

OCOOEHHO ~ aKTya/lbHOW  3afjayell B 3TOM  HanpaBfeHWW MNpeSCTaBnseTcs
mogenmpoBaHue DOM (Document Object Model) XSS ya3sumocTyt. CBA3aHO 3TO C TEM,
yto ysasBuMocTb DOM XSS npefcTasnser coboi nofsug XSS, B cnyvyae KOTOPOiA
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pe3ynbTar ataku HaXoAMTCA He B OTBETE Cepeepa W, COOTBETCTBEHHO, He B HT ML Koge, a
B DOM ctpykTtype HTML cTpaHuubl.

Pe3ynbTaTbl aTak MoCPeACcTBOM TakuX YA3BUMOCTEN MOXHO 06HAPYXMUTb TO/bKO B
npovecce BbINONHEHUA Un aHannse DOM cTpyKTypbl. Cam MexaHu3M ataku, a UMEHHO
MHbBEKLMA Javascript Koga B yA3BUMbIiA CErMEHT, OCTaeTCs HEU3MEHHbIM.

[Ans matemaTuyeckoid (hopmanmsauum anroputMa aHanmsa DOM XSS ys3BuMocTu
BOCMONb3YEMCA  OCHOBHbIMK ~ MONOXeHuamM  ceteBoro  GERT-mogenvpoBaHus.
MposeaeHHble vccnegoBaHua nokasanu, yto GERT (Graphical Evaluation and Review
Technique) — fiBNAeTCA  METOAOM  M3Y4YeHWS W aHaau3a  CTOXaCTWUYECKUX — CeTel,
UCMONb3YeMbIX 1 OMKUCAHWS NIOrMYECKOW B3aMMOCBA3N MEXZIY YacTAMU NpOeKTa uau
aTanamu npouecca. nasHOM Uenbto GERT fABnsieTcs OUEHKA NOTMKW  CETU U
MPOLO/MKUTENBHOCTb  aKTUBHOCTM M MONYYEHUS 3aKMOYEHUS O HEeOOXOAMMOCTM
BbIMO/IHEHWS HEKOTOPbIX aKTUBHOCTEN.

Cetn GERT coctodT 13 y3noB Tuna AND, INCLUSIVE-OR n EXCLUSIVE-OR,
¥ BETOK C fiByMs 1 Gonee napameTpamun. BeTka, MeeT HanpasieHne, UMEeT y3e/ Hadaa n
y3en KoHLa. MapameTpbl BETBU COAEPXKaT:

1) BeposATHOCTb NPOXOXAeHWs BeTBU (P.) NMpW YCNOBMM, YTO Yy3en, KOTOPbIN

ABNAETCA UCTOYHVIKOM BETBY, ObIN PEaNN30BaH;

2) Bpems (t.) NPOXOXAeHUs BETBY, eC/M OHa OYAET peann3oBaHa.

Bpems t. MOXeT ObITb CNy4aliHOW BEIMYMHON. ECM BETBb HE ABNSETCH YacTbio
peann3aLum CeTW, TO ecTb BO BPeMS BbINOMHEHUS MPOLIECCa aKTUBHOCTb, CBA3aHHasA C
BETBbIO, HE MpoucxoauT, To t, = 0.

Y3en B cToxactuyeckoii cetn GERT cocTouT u3 qyHKUMKM BXofa (KOHTPUOYTUBHO
(QYHKUMK) ¥ DyHKUMM  BbIXOfa  (AUCTPUOYTUMBHON (yHKUMKM). Kaxkpgas u3  (yHKLmIA
OMWCbIBAETCS ONpPELENeHHbIM I0rMYECKUM OTHOLLIEHEM OTHOCUTE/IbHO CBA3aHHbIX BETBEM.

B uenom, nposefeHHble uccnefosaHus nokasaim, 4yto GERT-mogenvposaHue
ABNAeTCA 3PPEKTUBHLIM CMOCOOGOM OMpefeneHns 3apaHee HeM3BECTHbIX 3aKOHOB W
(QYHKUMIA  pacnpefeneHns  ClyyvaiiHbIX  BENMYMH  MNPU  WU3BECTHOM  airoputme
(yHKunoHMpoBaHua  (mpouecca). IMEHHO NO3TOMy, B  KayecTBe MWHCTPYMeHTa
MaTemMaT14eckoro MoJennpoBaHusa Hamu 6b110 BbIopaHo GERT-MogenmpoBaHme.

lMocTpoum, B COOTBETCTBUM C MPELACTaB/NeHHbIM oOnucaHnem cetesyto GERT-
MOfeNb TexHonorunm TectuposaHns DOM XSS ysa3BUMOCTH.

B npeAcTaBneHHOM CceTM y3nbl rpada MHTEPNPEeTUPYHOTCH  COCTOAHUAMM
KOMMbIOTEPHOW CUCTEMBI B Npouecce (yHKLMOHMPoBaHUS DOM CTpYKTYpbl, a BETBY
rpaga — BepOATHOCTHO-BPEMEHHBIMM XapaKTepucTrKamu nepexogoB Mexay
COCTOAHMAMM. B yacTHOCTW:

= BeTBb (1,2) xapakTepu3yeT Bpems NMoayyeHns 1 aHanm3sa Co4epXmMmMoro Tera.

= BetBb (2,3) 0TO6paXxaeT BpeMeHHbIe XapakTePUCTUKI BbINONHEHWS aTaku B
C/ly4ae Ha/IM4ms «source CTPYKTYPbl.

= BetBb (2,4) 3agaeT cnyyaliHoe Bpems OOpALLEHNst K COLEPXUMOMY
yaaneHHoro thaina (Nouck «sink»).
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= BetBb (4,2) xapaKTepu3yeT BO3BPAT Ha BbINONHEHWE aTaku.

* BetBb (3,5) onucbiBaeT MPOLOMKEHME aTak, B YaCTHOCTM MPOBEPKY
cogepxxumoro DOM.

= Janee BetBb (5,6) xapakTepusyeT Bpemsi MNPUHATMA pelleHns 06
ys3BMMOCTK, B TO e Bpems BeTBb (5,1) oTOGpaxaeT BpeMeHHble
XapakTepUCTUKU Nepexosa K HOBOMY Tery.

Mogenb MOXeT ObiTb WCMOMb30BaHa ANA  UCCMeOBaHUA  MPOLIECCOB B
KOMIMbIOTEPU3NPOBAHHBIX CHUCTEMAX, MPWU pa3paboTke HOBbLIX CPEACTB W MPOTOKO/IOB
3aLLMTbI JaHHbIX.

MpyMeHeHWe  3KCMOHEHUManbHbIX  CTOXacTudeckux mogenen GERT  gact
BO3MOXHOCTb  UCMONb30BaHNA PEe3ynbTaToB, MOMYYEHHbIX B aHAIMTWYECKOM BHfe
(dyHKUMKM, MNOTHOCTU pacrnpefeneHns) 41 MPOBEAEHNS CPABHUTENLHOTO aHanusa U
VccnefoBaHi, 6onee CNOXHbIX KOMMbIOTEPHbIX CUCTEM MaTeMaTUYECKMU METOLAMMN.

BbiBOgb!

B paboTe paspaboTaH KOMMIEKC MaTeMaTWYecKux MOZeNen TexXHONormu
TecTvpoBaHMs WEB-NpunoxeHnin. B OCHOBY MaTeMaTu4yecKoro MOZAenMpoBaHus
nonoxeH nogxod GERT-ceTesoro cuHTesa. B pesynbrare pa3paboTaHbl MaTemMaTuyeckue
MOZenu TexHonorum tectuposaHua DOM XSS yassumocTw.

MartemaTnyeckaa Mofenb TexHonormu TecTmposaHns DOM XSS yassumocTu
OT/IMYAETCH OT U3BECTHbIX, YYETOM BbINONHEHMA Unu aHam3a DOM CTPYKTYpbI, U4TO faeT
BO3MOXHOCTb MPOBECTW AHAINTUYECKYHD OLIEHKY BPEMEHHbIX 3aTpar TecTUpPOBaHMs
YKa3aHHOM YA3BMMOCTW B YCNIOBMSX peain3auum cTpaTerny paspaboTky 6e30mnacHoro
MporpamMmmMHOro o6ecrneyeHus.

B xofe uccnefoBaHus NpescTaBneHHbIX MOAeNel 6bi10 ONpeseneHo, YTo CyyaiiHas
BE/IMYMHA BPEMEHW BbINONHEHUA PaccMaTpUBaeMblX METOfOB TECTUPOBaHUA B LiENIOM
COOTBETCTBYET ramma-pacnpesenenuto. Mposepka 3TOW rUMNoTesbl Npou3BefeHa no

KpuTepuio > MupcoHa.
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APXUTEKTYPA INMPOI'PAMMHOIO MHCTPYMEHTAPUATIO
OBECMNEYEHNIO BESOMNACHOCTWN Y3N1A IBC

Kyuepos AnekcaHap VBaHosuu
YupexxaeHue obpa3zosaHuns FOMeNbCKMIA rocy4apc T BEHHbIA YHUBEPCUTET
“MeHN ®paHLmMcKa CKOpUHbI

The architecture of software Toolkit for secure LAN node by gathering and analyzing
information about components of computers and the modes of its functioning article is discussed.

Ha fjaHHbI MOMEHT COBPEMEHHbIE BbIYMCIUTENbHbIE CUCTEMbI Ha YPOBHE KGO0
NPeanpuATUA NPeLCTaBnAT COO0M CNOXHBIA KOMMIEKC W3 aBTOMATU3MPOBaHHbIX
pabouunx mect (APM), B3aMOZENCTBYIOLLMX MeXay CO6OM, C cepsepamu MPUNOXeHUA 1
CETeBbIMM YCTPOICTBaMM. B3ammopeiicTBme 0becreynBaeTcs Yepes KOPnopaTvBHYLO CETb.
BO3HUMKaeT CnoxHas c1cTeMa, B KOTOPOM MpaBuibHas HaCTPOMKa WU NPOMUNaKTUYecKme
paboTbl JOMKHbI MPOBOAUTLCA OCO3HAHHO, T. €. Mepef BbIMONHEHWEM PEernamMeHTHbIX
paboT 06CNYXMBAIOLLWIA NEPCOHaN [OMKEH NPeACTaBNATh, Kakie npobaemMbl BO3HUKIM B
o6cnyxmaeMom  060pyfoBaHWMM. Ha [aHHbIi MOMEHT OMepaLWOHHble  CUCTEMbI
KOMIMbIOTEPOB W CEPBEPOB OCHALLEHbl MOLLHbIM WarHOCTUYECKUM  MPOrpaMMHbIM
o6ecneyeHrem. 310 Windows Management Instrumentation (WMI-nHCTpyMeHTapuin) 1
CUETUMKM NPOU3BOAUTENLHOCTM, KOTOPbIE cobpaHbl B OcHAacTKy Performance Logs and
Alerts (OKypHanbl ¥ OnoBeLleHUA MPOU3BOAMUTENBHOCTM). Ha OCHOBE 3TUX [ABYX
KOMMOHEHT MOXHO CO6MpaTh MH(OPMALWII0 O KOH(UIypauuy KOMMbIOTEPOB, PeXUmax
paboTbl NamMATY, MPOLLECCOPA, XXECTKOT0 AMCKaA, CETEBOrO ajanTepa.

WMI, ecnn roBopuTb 60/ee pa3BepHyTO, — 3TO OAHa 13 6a30BbIX TEXHONOTMIA ANis
LeHTPa/M30BaHHOrO YNpaBNeHNst W CleXeHus 3a paboToOM  pasMyHbIX  YacTeid
KOMMbIOTEPHOW MHAPACTPYKTYPbI MO ynpasneHveM nnatgopmbl Windows.

C nomouibto ocHacTkn Performance Logs and Alerts (OKypHanbl U OnoBeLLeHms
MPOU3BOAUTENBHOCTM) MOXHO COBMPaTL JaHHbIE O NMPOU3BOAMUTENBHOCTU C NOKAIbHBIX
UNN yaaneHHbIX KOMMbioTepoB. CobpaHHble JaHHbIe MPOCMATPUBAIOTCA B rpapinyeckom
BUZE C NOMOLLbK CUCTEMHOTO MOHUTOPA N 3KCMOPTUPYIOTCS B 3/1EKTPOHHbIE TabauLbl
1 6a3bl JaHHbIX [N NOCNEAYHOLLEr0 aHaM3a U CO3JaHNA OTHETOB.

Ha ocHOBe 3TMX KOMMOHEHTOB CO3J4aHO NpOrpamMMHoe O6ecreveHue, KOTopoe
OyfeT nonesHo O6CNYXWBAIOLLEMY MEPCOHany [  KauyeCTBEHHOTO  BbIMOJHEHUA
NPO(UMIaKTUYECKNX W PernameHTHbIX paboT Ha y3nax cetu. Mpu 3TOM nonyyeHHas
WH(OpMaLysA B COBOKYMHOCTM C MH(OpMaLMeii 06 WHTEHCMBHOCTW W XapakTepe
MCMONb30BAHMS KNaBMaTypbl W MaHWMYNSATOPa «Mblllb>», a TakKe WCMONb3yeMblX
NPOrpaMMHbIX  MPOJYKTax TeM WAM  WHbIM  MONb30BATENeM  y3fla  JIOK&lbHO
BblumcanTensHol cetut (JIBC), no3Boaut (hopMMpoBaTh UAEHTU(DMKALMOHHBIA NOPTPeT
nonb3osatens JIBC. B CBOWO oOuepefp, CpaBHWBas WAEHTU(MUKALMOHHBIA NOPTPET
nons3osarens JIBC ¢ Tekywymu fedcTBAAMK nonb3osatens Ha y3ne JIBC, MOXHO
obecneunTb 6e30MmacHOCTb y3na JIBC 1 TeM CambIM YBENNYUTL €10 HAfEXXHOCTb.
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ApxuTeKTypa MpoeKTa MpeAcTaBneHa Ha pucyHke 1. Ha Hem ykasaH mepeyeHb
CTPYKTYPHbIX 3/IEMEHTOB, BXOAALLMX B MPOEKT U OTHOLLEHWS MEXXAY HUMMW.
lMporpammHoe o6ecneyeHue, obecrneymsaroLLee paboTy NMonb3oBaTens u
pa3paboTaHHOE B COOTBETCTBUM C TPeOGOBaHMAMY MPOEKTA, COCTOUT U3 TPEX MPUIOXKEHWIA:
1. CompConfig.exe — 06ecneynBaeT nonb30BaTENO BbINONHEHWE PO/EV C NepBOi
Mo NATYH.

2. Usertime.exe — y4acTByeT B BbINO/NHEHUW YeTBEPTOI ponn «Bpems paboTbi».
3TO NPUOXKEHNE BbINOHSAET (DYHKLMM MO 3anncy B 6a3y AaHHbIX MH(OpMaLIK
0 BPeMeHV paboTbl KOMIMbIOTEPOB U M0/b30BATENEN.

3. WCounters.mdb — o6ecneunBaeT BbINOMHEHWE CefbMOW POMN  «AHaNM3
MPOU3BOAUTENNbHOCTM.

C wuHctpymeHTapuem WMI paboTatoT fgga npunoxeHns CompConfig.exe u
Usertime.exe. YT06bl NONy4Tb MHHOPMALMIO O KOH(Mrypaumum SBM cermeHTa ceTit, OHU
obpawarTes K uHCTpyMeHTapuio WMI, KOTOpbIA MHTErpupoBaH B OMepauyoHHYH0
cuctemy Windows 1 o6ecreunBaeT BbIMONHEHWE 3aMpOCOB K KOMMbOTEPaM Yepes
NOKa/IbHY!O CETb.

/ - [
- !

I

Mpunoxenue Access hopmupyet B
NOKanbHYI0 6a3y AaHHBIX Ha SRR 1
OCHOBE WH(OPMELHH XKypHana T |
NPOH3IBOANTENLHOCTH. Apclication Server :
5 |
= |
> |
Client PL : Workstation ODBGC MS SQL Server 2005 : RDBMS i
A ODBC

WCounters.mdb T cexeculable» :
! Counters : Database «oxecutabler |
! . Performance Logs 1
J I
) " | ]
Client WMI : Workstation /| opee «executable» | |
4 WHCU : Databa: | |
7 |
CompConfig.exe W | |
/ |
Lol opBc | |
! |
’ I ! |
4 [ -7 | 1
- - N - I |
KoHTponk komnsioTepos' {/ L~ - q | |
oBecneunsaeT KoHTpONE, 3aNKCk 1 |/ L Usertime.exe | 1
NPOCMOTR  KOHBMIypaLMK ! /’ - = I |
KOMNbIOTEOB. /, e ” I y

1

I

I

|

Bce nporpammes canzanbl
¢ SQL- cepeepom yepea
whtepcpeinc ODBC.

MHGopMauMK 0 Bpemenn paGoTel Cucremnuii komnonent OC. Canaan
KOMMBIOTEPOB W NONL30BATENe . no ODBC ¢ 6aaoi Counters. B xypxane
MOTYT HAXOAMTLCA CHBTHMKM Kak
NOKANLHOFO, TAK W YAANEHHBIX KOMMBIOTEPOB.

PucyHok 1 — narpamma apxmTeKTypbl cBs3eii ODBC

Mepuoanyeckan sanuce & Basy IT JKypHan npov3BoaUTENEHOCTH.

PaboTa Mo ceTu Heckonbkux ak3emnnapoB CompConfig.exe BO3MOXHA 1 npu
paccMOTPeHUN paboTbl 3TOr0 MPUNOXKEHNA C KOMIMbIOTEPAMU Yepe3 WHCTPYMEHTapui
WMI. Ecrm gBa aksemnnapa CompConfig.exe NOMbITAOTCA CUATATb KOH(UIypauuto
OfiHOTO W TOrO XXe KOMIMbIOTePa, TO 3TOT KOMIMbIOTEP BbIMOAHWUT CHauaa OfWH 3anpoc, a
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3aTeM BTOPON. [M03TOMy Y [BYX CUMTaHHbIX KOH(Mrypaumii OygeT pasHOe Bpems
perucTpauum n noatoMmy obe KOH(pMrypaumm MoryT 6biTb 3anucaHbl B 6a3y faHHbIX
(pucyHOK 2).

Client WMI : Workstation
CompConfig.exe Node 1:
Workstation
/ wmi ]
/ WMI
/
/
/
/
/
p

[lBa KOMNOHEHTa CUCTEMBI B

onpatumsatowmx Yepes WMI

KOMNbIOTEPLI CETMEHTa TCPIP <<pet>> TCP/IP

cetn. {documentation = NokansHas ceTs.}

\
\ // Node N
\ / Workstation
\ /
\
\ Application Server ’ / ]
\ . / WMl
\ | Usertime.exe y
\ /’
/
wm e A
1 OnpawuBaemelit KOMNOHEHTaMK b"
! CUCTEMbI CerMeHT CeTH. llepes |
|
1

1| TCP/IP nepepatotcs nakets!
: paHHbx WMI. H

PucyHok 2 — lnarpammMa apxmTeKTypbl c8aA3m no WMI

Ha OocHOBaHWW PacCMOTPEHWS apXUTEKTYpbl MPOeKTa K peanu3auyy NpoekTa
MOXHO BbIABUHYTb Cnefytollee TpeboBaHWe: peanu3auns 6a3 faHHbIX W KOMMOHEHT
CompConfig.exe n WCounters.exe 4omkHa 06ecneynsaTb BO3MOXHOCTb paboThl ¢ 6230
[laHHbIX HECKONbKMX IK3EMM/IAPOB 3TUX NPOrpamM.

MporpaMMHbIA  MHCTPYMEHTapUiA  MOXET  UCMO/b30BATLCH  06CNYXMBAOLLMM
MepcoHanoM NpW MAaHMPOBaHWUW PernaMeHTHbIX PaboT Ha y3nax KOMMbIOTEPHON CETW.
Mpy 3ToM hopmmpyeTcs MHOPMaUMA Kak ANs KOHTPONS AeiCTBUIA 0BCNYXMBAKOLLErO
nepcoHaa o BbIMOMHEHWIO rpadyKa NPOMUIAKTUK 1 ONepaLiyii 3aMeHbl KOMMNEKTYHOLLMX,
TaK W [1A aHaiM3a BbIYUCNUTENbHOW HArpy3km Ha Y3fbl CETW, paboyero BpemeHM
KOMMbIOTEPOB W NO/b30BaTENeN.

[JancHelilee pasBuTWE NPOrpaMMHOIO KOMMJEKCA MOXET MO3BONUTL CO3AaTh
Ka4eCTBEHHbIN W MONE3HbIA MHCTPYMEHT [/ 06CNY)XMBAIOLLErO NepcoHana v B LieNom
MOBbICUTb 3ALMLLEHHOCTb U HALEXXHOCTb Y3/1a /IOK&bHOW BbIYACINTENBbHO CETU.
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BbIBEOP NMPOTOKOJ10B AYBJ/IMPOBAHWA N
AIrPEr'MPOBAHNA KAHAJIOB CBA3U AN1A MOBbIWWEHNA
HAOEXHOCTU N SAWLVWEHHOCTW NEPEOAYN OAHHbBIX
B FTETEPOrEHHOW CETW

KynuHyeHKo Bnagumup Hukonaesuy
YupexxaeHue 0bpa3oBaHuns ToMebCKMIA rocy4apcTBeHHbIA YHUBEPCUTET
“MeHn ®paHLmcka CKOpUHbI

The choice of protocols for duplication and aggregation of communication channels is
discussed to improve the reliability and security of data transmission in a heterogeneous network

BBsegeHvie. B nocnegHee Bpems BCe Yallle 3alMLLEHHOCTb 1 JOCTOBEPHOCTb 4OCTaBKY
VH(OPMALMN PacCMaTpMBAIOTCA Kak PaBHO3HAYHblEe acreKTbl paspaboTKy W 3KCrnyaTaLmm
6e30MacHbIX 1 BbICOKOHAAEXHbIX CUCTEM nepedadun daHHbIX. Takoin noaxor Gasvpyercs Ha
TOM, YTO aKTya/lbHble MH(OPMALWOHHbIE CUCTEMbI 3TO B OCHOBHOM KOMIMbIOTEPHBIE CUCTEMbI
Ha OCHOBE COBPEMEHHBIX FeTepOreHHbIX CeTe nepesadnt JaHHbIX.

C TOYKM 3peHWs pelleHus 3afays KoMMyTaumu B MOAOGHbIX Ethernet-cetsx
CNOMb30BaHME M3OLITOYHOCTY KaHalOB CBA3N SBNSETCA Cepbe3HOW npobnemoi. B
oT/nuKe oT IP-nakeToB, Kaapbl Ethernet He cogepyar aTpubyT «Bpems XusHm» (TTL).
MosBNeHNe «MeTNeBbIX SIMHKOB>» CO3f@eT CWUTyauuto, B KOTOpoi Kagpbl Ethernet
OECKOHEYHO PETPAHCAMPYIOTCA MO CO34aHHOMY KOfbL, HaKanIMBarloTCA B O4Yepessx u
3aMeANstoT nepesady nonesHoro Tpagmka.

M36bITOYHOCTb KaHanoB CBs3W. Ecnn B ceTW nNpeanpusTus yCTpoiicTBa
KOMMYyTaLun MpeanonaraioT  MCMoNb30BaHWE eAVMHCTBEHHOrO MapLupyTa nepejayun
[laHHbIX — TaKas CeTb HafeXHON He sBnseTcs. [oBpexaeHne N6oro 13 KaHanos CBA3M
MPUBELET K HAPYLLIEHWIO BbIYUCNNTENBHOIO NMPOLECCa, CBA3aHHOIO C CETEBbIMI CEpBUCaMMu,
Of}HOTO 1N BOMBLLEr0 Y1C/A Y3N0B CETU. AHANOTNYHASA CUTYaLWs BO3HUKHET, EC/IM BMECTO
KaHana cBsi3v OyeT NOBPeXAEeHO N060e 13 CETEBbIX YCTPOICTB. B 3aBUCMMOCTM OT TOUKM
BO3HVKHOBEHUS BO3MOXHOVi aBapUIAHON CUTyaLMW CTPYKTYpa CEeTU AeNNTCA Ha <« JOMEHbI
BO3HWKHOBEHUs 605>, ECn pa3mep Takoro foMeHa fingd KaHana csasu ctpemutes K 100%
BO3HWKAET HEOOXOAMMOCTb BHECTW W30ObITOYHOCTb B CTPYKTYpY KaHaloB CBA3M.
CnefcTBMEM NACCUBHOI U30bITOYHOCTY KaHAIOB CBA3N ABNAETCA BOSHUKHOBEHME METEfb
KOMMyTaLmm. V13-3a neTesb KOMMYTaUum MOTyT BO3HUKATb: HECTabWbHOCTb 6a3bl JaHHbIX
MAC-agpecoB B NpuBs3Ke K MOPTY YCTPOICTBA; MHOrOKpaTHas nepefaya Kajpos
OfHORJPECHOW PAcChIIKM; MHOrOKpaTHas nepefaya LUMPOKOBELLATENbHbIX KaapoB
(WwwpokoBeLyaTenbHbIi WTOPM). Bo n3bexaHWe BO3HUKHOBEHUS MeTeNb KOMMYyTaLmu
TpebyeTcs ynpasneHne HECKObKUMM MapLUpyTami CO CTOPOHbI CaMOr0 YCTPOMCTBA.

[Ans ynpasneHns n3bbITOYHOCTLIO KaHaNIOB CBA3M UCMOMb3YHTCA NPOTOKO/bI STP,
PVST+, Rapid PVST+, MSTP (Multiple STP), SPB (Shortest Path Bridging). Metog
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paboTbl 3TVX MPOTOKO/OB — 3a6/10KMPOBATh aKTUBHOCTb a/lbTEPHATMBHOIO KaHaia BO
BpeMs nepedayn JaHHbIX. B ciyyae aBapuitHOV CUTyaLym 3a010KMPOBaHHbINA KaHasl CBA3M
MOXeET OblTb 3a[e/iCTBOBAH W BOCCTaHOBNEHWE Mepedays [JaHHbIX He noTpebyet
HeMeZ4/feHHOro BMeLlaTeNbCTBa afAMUHUCTPaTopa. [UTeNbHOCTb 3afepXKK, T.e. YKC/Oo
MPOMyLeHHbIX NPU nepejaye KafpoB [JaHHbIX, B 3TUX TMPOTOKONaX pasfMyHa.
AIMWHUCTPATOPOB CETW WHTEPECYET MUHMMM3ALMA 3TOTO NOKasaTens, rno3Tomy Asa w3
YMOMSAIHYTLIX MPOTOKO/OB MOMYYUNM KOMMEPYECKN-OPUEHTUPOBAHHYO MPUCTaBKY K
Ha3BaHWI0 «Rapid», TO ecTb «OBbICTPbIN>». Ha AMTENbHOCTb 3afePXKKM TakKe OKa3blBaeT
BNWSIHWE MHTEPBaA BPEMEHW, KOTOPOe OnepauyoHHas CUCTeMa CeTeBOro YCTPOMCTBa
3aTpayvBaeT Ha OMnpeseneHne ponu nopra. To ecTb CredyeT YNoMAHYTh elle 06 OfHOM
MPOTOKONe — MPOTOKONe cornacoeaHus pexuma nopta DTP (Dynamic Trunking
Protocol, AnHamMnyeckunii NPOTOKON TPaHKMHIa). HaaeXXHOCTb CETU YBENNYMBAETCS, HO
CKOPOCTb CpabaTbiBaHWA MexaHW3Ma akTUBaLMK anbTepHATUBHOIO KaHana pasnnyaeTcs B
3aBMCKMMOCTY OT TWMa NPOTOKONA, PEXMMa ero paboTbl 1 OCOBEHHOCTEN peann3auum ero
KOHKPETHbIM NPOU3BOAWTENEM CETEBOTO 060pYAOBaHMA. [OMNONHUTENbHBIM (AKTOPOM,
KOTOpbIA CnegyeT yuuTbiBaTb, ABNSETCA BPEMS NMOArOTOBKW YCTPOMCTBA K paboTe. OHO
yBenmumBaetcad [An1a  cbopa NpefBapuUTeNbHOM  MHA(OpMauuu O  TOMOMOTUM  CETH,
pacnpeseneHns ponein Mexay nopTamu YCTPOMCTBA U HA3HAYEHWA UX PEXMMOB. ITa
3a/lepXXKa MOXeT CKasaTbCs Ha paboTOCNOCOBHOCTM psJa CETEBbIX CEPBUCOB (Hanpumep,
DHCP pacnipegeneHus).

CornacHO nopsfka [JeicTBuii  MHMUMaNM3aumm npoTokona DTP  noprtam
KOMMYyTaTopa nprcBanBatoTCA CrefytoLine COCTOAHNS:

* auto - NOPT HaXO4WUTCA B aBTOMATWYECKOM Pexume U BGyLeT nepeBeféH B
cocTosHue trunk, TOMLKO e/ NOPT Ha JPYroM KOHLe Haxo4uTCs B pexume
on unu desirable;

= desirable - NOPT HaxX0AMTCS B PEXWUME «TOTOB NEPENTH B COCTOSHME trunk>;
nepuoguyeckn nepegaet DTP-kagpbl MOPTY Ha APYrom KOHLe, 3anpalimsas
yAaneHHbI NOpT NepeiTI B COCTOSAHME trunk;

= nonegotiate - NOPT roTOB NEPeTH B pexxum trunk, HO NP1 3TOM He nepegaeT
DTP-kagpbl NOpTy Ha 4pyroM KOHLe.

MopT cornacoBbiBaeT CBOE COCTOSIHWE C MOPTOM Ha COCEeAHEM YCTPOIACTBE.

B03MOXHble KOMOMHALLMM Paboumx COCTOAHUIA NPeLCTaBNeHbI HA PUCYHKe 1.

Mpotokon MSTP (Multiple Spanning Tree Protocol) noggepxwuBaetcs
ornepauyoHHbIMM CCTEMAaMM CETEBbIX YCTPOICTB KomnaHwuii Cisco, HP, D-Link, Huawei n
apyrnx. MSTP npegnonaraet, 4TO Ha BCEX KOMMyTatopax, yyacTeywowwme B MSTP,
JOMKHBI MONYUYUTb OAUHAKOBO CKOHUrypupoBaHHble rpynnbl VLAN (MST instances).

Pe3epBrpoBaHme MHTepeinca MeXCETEBOrO nepexoda. B cnyyae c60s ceTeBoro
yCTpoCcTBa UK ero uHTepeiica (IP-agpec KOTOPOro UCMosb3yeTCA B Ka4ecTBe LUM3a Mo
YMO/IHaHUI0), BCE Y3/1bl CETU MPEANpUATUS, ANA KOTOPbIX HACTPOEHO MCMO/b30BaHWUE 3TOM0
W32 MO YMOMYaHMIO, M30/MPYIOTCA OT BHELUHWX CceTeid. Hanmume anbTepHaTuBHOIMO
MapLupyTa 06paboTarh 3aTPyAHUTENBHO M3-3a OrPaHYeHMIA CETEBOTO CTeKa OnepaLMOHHbIX
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CMCTEM W MEXaHW3MOB COrnacoBaH1sA CeTeBbIX NapameTpos npotokona DHCP. OpHum 13
CMoco60B [y YCTPaHEHUs eMHOM TOYKM OTKa3a Ha LU03e MO YMOMYaHUIO SBMsSeTcs
peann3aus BUPTyanbHOTO MapLUpyTK3aTopa. [Mpy COBMECTHOM 1CNoNb30BaHuK IP-aapeca 1
MAC-agpeca fBa W 60nee MapLUpyTU3aTOPOB IPynMbl MOryT paboTtarb, Kak OAMH
BUPTYa/bHBIA MapLLpyTU3aTop. IP-agpec BUPTYanbHOrO MapLUpyTW3aTopa HacTpauBaeTcs B
KauecTBe LL/1K03a M0 YMONYaHUI0 N5 paboumx CTaHLiA B OTAENbHOM CermeHTe IP.

Dynamic P Trunk Trunk Access
Auto

g;gﬁ:t:l:e Trunk Trunk Trunk Access
Tuk | Tunk | Ton Conneciviy
Access Access Access Cc:al:'li::lc?guty

PucyHOK 1 — Pexkum nopTa KommyTaTopa nocrne o6pabotkv DTP

MpoTokonbl, obecneyvBatoLine AaHHbIA pexxum paboTsl: HSRP (Cisco), GLBP
(Cisco) n VRRP. TlocnegHue fABa npegnonaratoT pacnpefeneHune (6anaHCUMpOBKY)
Tpagmka Yepes Bce MapLUpyTM3aTOPb! FPYNMbI.

3aknoyeHne. B pesynbTarte aHann3a COBPEMEHHbIX TEXHOMOMWIA MO MOAAePXKKe
B3aMMOJENCTBMSA TeTEePOreHHbIX CETEBbIX CTPYKTYP MOXHO O003Ha4MTb TEHAEHLMIO O
Heo6X0AMMOCTM  Pa3paboTKM  KOH(Urypauuin - pexnMoB CeTEeBbIX YCTPOWCTB  A1a
1cnonb3oBaHns NpoTokonos MSTP, VRRP.
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Abstract. In new era of technological revolution, it's become harder to organize and
process data especially financial data, this paper describe the opportunities for auditors and
accountants in the field of digital economy and help to understand the perspectives of their work in
new technological environment such as could system and blockchain technologies.

Keywords. Cloud computing data processing, Blockchain, audit, digital economy

1. Introduction

With the transition from an economy based on human force, to an economy
based on information, automation of processes and technologies become unstoppable,
the data becomes the main value by itself. As all known fact that the main tasks for any
audit or consulting company is to attract new customers and earn a good reputation for
themselves, but in our days enterprises and small business began to use more often
cloud solutions to organize and storage of their data, as a result the prosses of
automation of data processing can reduce the number of jobs in the financial sector, but
how far as it is certain?

At the same time, last year's study by the International Association of Management
Accounting Specialists (CIMA) revealed that companies are still very reluctant to resort
to cloud computing, since, according to the majority (66%), data security has the highest
priority. Only 25% of the companies out of a hundred implemented cloud technologies in
their business systems, 19% apply them for financial reporting purposes, and 34% use it
for Managerial Accounting [1].

The main prerogative of such companies is the ability to keep track of client’s
business documents at any time for better understanding of their financial situation, and
it is good that day by day more enterprises are starting to organize their bookkeeping in
cloud systems such as Xero, Pandle or 1C Cloud. In such approach all processes are
automated, which greatly simplifies the case, in particular, with regard to the calculation
of monthly wages of a staff.

The goal of this paper is to provide a possible vision on how can be realized an
audit and account business in the next 10 years, and to show a perspective of
developing of their workflow processing in the new technological areas such like could
computing data process and blockchain technologies. The paper is organized as follows,
section 2 reviews the key concepts of cloud computing data processing and blockchain
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technology. Section 3 presents a business model of accountants and auditor’s activities
in the perspective of CCDP and block technology, Finally, Section 4 concludes this
paper with the consequences of possible predictions of further development of business
in these areas.

2. Definition of cloud computing data processing and blockchain technology

The main prerogative of every intelligent technology is an aptitude to organize and
process data. Every year the data volumes are being processed and store by cloud systems
but it is practically unreal for a human to process such massive data storage manually if it
is necessary to make some analytical decisions so this dilemma result in two questions:

a) How can be organize the storage of data more effectively?
b) How this data can be processed more effectively?

As a solution can be used two technologies which, where actively evolving a few
last years is a blockchain technology and cloud computing data processing.

The organization of data storage in a decentralized way can be developed in a several
ways, as one of them is to storage data directly in Bitcoin blocks [2], this is the most
ingenious way, in any case it solves the problem of decentralized storage, because the copy
of every block of chains with data can be stored by anyone and cannot be changed.

Data can be encrypted, by using any cryptographic algorithm, so that anyone that
supports storage can store a copy of encrypted data, but only a person with a private key
would have access to it. But the chains of blocks (ex. Bitcoin) were not designed to handle
large volumes of data. Their purpose is quite simple to storage transaction logs, even with
such a small load, the bitcoin chain of blocks has reached over the last couple of years, the
size of 38 GB [2]. Uploading data into a chain of blocks, force Bitcoin miners to store our
data for free, depriving them of the incentive to maintain the network, because their costs
start to exceed revenues. This solution looks already threatening, but the evolution of
communication channels with light speed makes possible that tomorrow can be
discovered a new era of data dissemination, in which data sets in a few petabytes will
become commonplace. Storage data in the chain of blocks is not the best way to organize
a reliable decentralized storage of data in the short term but it can be used as a start point
for developing a new digital environment for data storing.

As a second one could be used a method to storage of data in a distributed hash
table (DHT). These tables distribute data copies and indexing functions that provide
data retrieval and ensure reliability. The first truly effective implementation of DHT was
the BitTorrent protocol. It is still used by more than 300 million users. Despite the
decentralized storage of data (BitTorrent, Mainline DHT), it still depends on the
performance of centralized trackers that are monitoring the network. As a second part in
developing and scalability of decentralized data storage, can be used the new data transfer
protocol know as Interplanetary File System (IPFS) [3].

Now when, there is a general idea of how data can be stored in a decentralized
form it is time to comprehend how this data can be processed in a new way without a
need to download and store it on a static machine for processing. If it can be assumed
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that all data of enterprises is being store in cloud or block chains then it is logical to
process this data ibidem.

The best solution for such task is a cloud computing data processing (CCDP)
and here should be highlighted the difference between cloud computing data processing
and SaaS (software as a service) which practically represents a software which can be
rented and can be accessed remotely to execute practical need of a client. The CCDP can
be represented as an algorithm that process Big Data in the publication of the journal of
Science 2008, “Big Data” is defined as “Represents the progress of the human cognitive
processes, usually includes data sets with sizes beyond the ability of current technology,
method and theory to capture, manage, and process the data within a tolerable elapsed
time” [4]. As well the definition of big data as also given by the Gartner: “Big Data are
high-volume, high-velocity, and/or high-variety information assets that require new forms
of processing to enable enhanced decision making, insight discovery and process
optimization” [5]. It’s too much in volume to describe a new paradigm of a new global
network based on blockchain technology but for better understanding could be presented
Blockchain-Based Decentralized Cloud Computing known as iExec [6].

3. Abusiness model of accountants and auditor’s activities in the perspective
of CCDP and block technology

Analyzing the state of the economy at current date, can be confidently confirmed
that all operations of an economic and social nature are carried out exclusively in a
virtual environment. Namely, searching for new partners for business, searching for
goods in internet, their purchase, the taxes payments, dating in social networks, work
activities. All important for the existence of humanity, economic relations are being
produced in a virtual environment, for business this mean, most likely the next, that the
former corporate structures will not work efficiently in the new digital economic
environment, or even disappear. Considering this fact, can confidently assume that in
the near future almost all current economic structures will be transferred in the virtual
environment, and in our case, these will be enterprises that will be transformed into a
new form of a digital enterprise.

The main features of a digital enterprise are as follows:

1. The enterprise exists exclusively in a virtual environment - this means that the
enterprise is no longer legally bound to any country and is an independent
structure in principle. “The term of virtual environment will be considered later”.

2. Employees participating in the work of the enterprise and in its business
processes can be located absolutely on any spot in the world.

3. Organization of work of employees and all relationships both in the enterprise
itself and with other enterprises that are included in a virtual environment are
carried out exclusively virtually with the exception of logistics.

Below is a schematic drawing that demonstrates exemplary relationships in a
virtual environment. But first, for better understanding, must be explained the concept of
virtual environment.
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Virtual Environment - is a collection of network environment, network protocols
and communication channels that establish interconnections of any unit that can access
the virtual environment and here must be mentioned a fact what this environment can
exist like under level of some sort of network like internet or blockchain based network or
it can be developed like independent network that can be accessed throw internet or
other communications channels.

As it shown in next figure, it's an example where users in our case accountants or
auditors wish to make an analytical report based on data of several enterprises in classical
case the data must be collected in particular from every enterprise but it is simple enough
to admit that here can be applied a new concept where an account or audit make a request
to a specific algorithm that’s work in a virtual environment with a number of criteria that
must be selected. The algorithm accesses the data that is based in cloud and analyze it
when the requested criteria is found the algorithm send a result to user. To show the
exclusivity of this method it is necessary to comprehend the idea that blockchain theology
can be used more that just as data store it can be used like a tool to analyze data. The idea
is to create a globe data storage based on blockchain theology which can include data of
state structures. As a result of such adaptation of blockchain technology the relationship
between economic agents will be in total different it means that decentralization and the
absence of a hierarchical management structure will provide to a new aptitude for
accountant business.

(o R,

CLOUD COMPUTING
DATA PROCESSING _
ALGORITHM

. RESULT

am

ENTERPRISE ENTERPRISE ENTERPRISE

ACCOUNTANTS
AND AUDITORS

Figure 1. Business model of CCDP and block technology

In context of new economy, namely digital economy the role of CCDP and block
technologies are vital and it appear to be what the role of the state as the main regulator in
commercial transactions will be reduced, approaching to zero, although it will never reach
it, since the exchange of goods, services and their payment occur outside the virtual
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environment. In the case of economic relations in the digital economy, any agent is able
to build strong contact with any other agent and begin to conduct economic activities
with him without any border restrictions.

4. Conclusion

As a conclusion of this paper can be answered the question “How strong will be
affected accountants and auditor?”, as its clear from presented earlier information the
time for changes has come, the fact that a new structure like digital economy is self-
organize mechanism which adapts very quickly against aggressive external environment.
This was made possible due to fast data transfer via the network channels that resulted in
a quick response to a given request by any unit in the network. It will be very hard to
manage such a fast-growing system but at least it can be directed in a right vector. Because
in near future the meaning of accountant service will be critical changed. That means
what accountant standards and methodologies must have a goal to develop mechanisms
that can adapt to the virtual environment and make it safer to use instead to develop
particular tools for every individual unit in the system like it is made in our days. It is
necessary to develop a complex cloud storage based on block chain technology to unify all
data flows in the global network what's why establishment of an international regime
regulating developing of digital economy is important for the future of the international
security environment and the security of all states that operate within.

Threats that will appear in virtual environment will affect every nation on earth
therefore it's so important to presume and prevent their dissemination. The threats and
challenges associated with the cyber domain will not dissipate on their instead they will
continue to evolve. The process will certainly be complicated and time consuming. There
will be disagreement between states regarding the specific nature of the problem, levels of
state authority and responsibility, and the implications for state sovereignty.

The problem of establishing viable means of verification of compliance will be
challenging. Multiple levels of coordination will need to be established, including
interagency coordination within states, coordination between allies and partners, and
global coordination and cooperation. Despite the difficulties associated with the
formation of a global digital regime, makes to believe that such a regime will ultimately
be achieved.

International cooperation will not be formed overnight, progress may be slow and
incremental, but eventually the pieces will come together and the international
community will unite in support of a mutually beneficial digital economy agreement.
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SJIEKTPOHHOE NO/1IOCOBAHWE: «3A» N «[MPOTUB»

MaknaLuescku A.C.

CTyfeHTKa SI-141

DKOHOMUMYecKas akagemus Pecrybnnkm Mongosa
HayuHbIid pykoBoguTens — OxpumeHko C.A.

The experience and practice of holding elections using electronic voting systems are
considered. Special attention paid to the analysis of advantages and disadvantages of voting
technologies using technologies and the Internet.

Kntouesble cnoBa: aMeKTPOHHOE rON0COBaHMe, BbIGOPbI, BHEAPEHIE, MPOGAEMbI.

Pa3paboTka CUCTEM 3MIEKTPOHHOIO TO/0COBaHUS, HayaBLIaacs B MOCNefHUe
fecATuneTna XX Beka, 6bina 06ycnosneHa CTpeMUTE/bHbIM PasBUTUEM MH(OPMALIMOHHO —
KOMMYHWKALWOHHbIX TEXHONOIMIA, pacnpoCTpaHeHeM AOCTyna rpaxaaH K VIHTepHeTy un
COMPOBOX/aNach POCTOM HaJEX[, Ha fa/lbHeliLLee YKpenaeHne [eMOKpaTum.

CyLLECTBYHOWME CMCTEMbI 3EKTPOHHOTO FO0COBaHMA MPEAMoNaratoT, Kak
HEenocpeACcTBEHHOE NpUMeHeHWe VIHTEpHET — TeXHONOrUin s yyeTa BONEU3bSABEHNA
rpaXpaH, Tak ¥ MCMNOMb30BaHWE CreLWabHbIX YCTPOMCTB. VIHTEPHET — ronocoBaHwie
paccy1TaHo Ha ANCTaHLIMOHHOE y4acTue n3buparenein B BbIGopax 1 pedepeHaymax.

MpoTVB BHEAPEHNS 3NEKTPOHHOIO FONI0COBaHUS CYLLECTBYET HECKOMbKO MPUUMH:
CYLLECTBYIOLLME CUCTEMbI Nepedayn MHpopMaumn No KaHanam BcemupHON ceTu BecbMa
[ANeKN OT TEXHWYECKOTO COBEPLUEHCTBA W CAMLWKOM YA3BUMbl C TOYKM 3PEHUS
MOTEHUMabHBIM KOMMbIOTEPHBIX CO0EB W aTak XaKepoB; Cepbe3HbIM A0BOAOM NPOTUB
BBE/leHNS VIHTEPHET — roN0CcoBaHS CAYXUT «LM(HPOBOe HEPaBEHCTBO>; HECOBNIOEH e
MPUHUMNA TaliHbl BONEMU3BABAEHWS W (AKTUYECKOE MPEBpalleHie TON0COBaHUSA B
MOMMEHHOE: MpoLedypa 3NeKTPOHHON ayTeHTUDMKaLMM n3bupaTens NOCpPeACTBOM
MCNONb30BaHNA  LUM(POBOIA NOAMMCK, OTMEYaTKOB NaibLeB, CMapT — KapThbl;
HEeCaHKLIOHMPOBAHHOE BMELLIATENCTBO B M36MPaTENbHbINA NPOLLECC TPETLYX L,

MpuHMMas NO BHMMaHWe HACTOALMWIA YPOBEHb Pa3BUTUA WH(POPMALMOHHBIX
TEXHOMOTWW, HeNb3s rapaHTMpOBaTb, 4YTO MNpPOrpaMMHOe obGecneyeHWe He 6yget
MOABEPXKEHO MaHUNYAALMAM, MO3BONAIOWMM XPaHUTb WM pacneyaTbiBaTb (OPMbI,
OTNMYHblE OT TeX, YTO OTOBPaKATCA Ha 3KpaHe. VCTOYHMK Hemonagok v c6oeB
060py0BaHNSA BbIYUCAUTL U UAEHTU(PULMPOBATL TPYAHEE, YeM NpK MCMONb30BaHWN
ByMaxHbIX Npoueayp. He nckatoyeHa BO3MOXHOCTb TOrO, YTO B Cy4ae C60s5 NONHOCTbHO
aBTOMaTM3MPOBAHHOW CUCTEMbl W OTCYTCTBUS PE3ePBHON OYMaXHOM KOMWW [aHHbIX,
nepecyeT ronocos 6yAeT KpaiiHe Npo6eMaTUYHbIM UN BOBCE HEOCYLLECTBUMBIM.

BeposiTHO, camoii KpynHO Npo6nemMoin npyu  AUCTAHLMOHHOM [0/0COBaHWN
ABNAeTCA 06ecrneyeHme TaiiHbl ronocosaHns. Tem 60/ee YTO CLEHapueB ee HapyLeHUs
MOXEeT 6bITb JOCTATOYHO MHOTO. PeLeHveM 31O NPo6aeMbl MOXET CTaTb AeiiCTBEHHas
cucTeMa WAEHTU(MKAUMM Ha OCHOBE COBPEMEHHbIX TEXHONOIWA, NO3BONAMOLIAN
rapaHTMPOBATb TailHY r0N0COBAHMS.
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M3-3a CNMOXHOCTM NPOTOKO/OB 3M1EKTPOHHOIO T0/10COBaHUS, MOTEHLMaIbHbIX
KOMMbIOTEPHBIX OLUIMOBOK M XaKepCKUX atak 13bupaTenbHble KOMUCCUM BO3BPaLaInCh K
OyMaXXHbIM GHOINETEHAM, YPHAM ¥ PYYHOMY MOACYETY rON0COB.

[N 3NeKTPOHHOTO rON0COBaHMSA, KaK 1 AN COBPEMEHHbIX CPEACTB KOMMYHUKALIMIA
MOCPEACTBOM WHTepHeTa, CYLLEeCTBYET elle OfHa 3HauuTeNbHas npobrema — 0byyeHue.
HecmoTps Ha Bce CTapaHusi pa3pabOTuUMKOB, AWUCTAHLMOHHOE BONMEU3bSABNEHME MOKa
OCTaeTCs TEXHUYECKM CNOXKHBIM.

O[HaKo ecrivi roBopuTb 060 BCEX ITUX NPO6/IEMAX, HYXXHO OTMETUTb, UTO OHY KacatoTcs
He VIMEHHO 3/IeKTPOHHOTO rO/I0COBaHWS BOOOLLE, & TEXHYECKOTO BOM/IOLLEHUS 3/IEKTPOHHOTO
ro/10CoBaHMS, KOTOPOE JO/MKHO COOTBETCTBOBATH BCEM NMPESbABNAEMbIM B 32KOHE TPeOOBaHNAM.

C [pyroii CTOPOHbI, TEXHONIOT MW 3/1EKTPOHHOrO rOI0COBaHMSA: MOTYT NPeAoCTaBnTb
BO3MOXHOCTb ~ M30MpaTensM C  OrpaHnyeHHbIMW  BO3MOXHOCTAMM  y4acTBOBaTb B
rofocoBaHMM 6e3 NOCTOPOHHEV MOMOLLUM 1 OTAATb CBOM rONO0C B pe3y/bTaTe NPOCTON M
TallHOW MpoUedypbl; NpuBNeKaeT 6onbluee uncno M36upateneil NpPoOronocosarb B
[VCTAHLMOHHOM peXvMe W TakuM 06pa3oM YBeNNUYMBAET BEPOATHOCTb MOBILLEHNA SABKU
«MOBOUNbHOT0» 3M1eKTOpaTa; MO3BONSET W36MpaTensM MpOronocoBaTb BHE MPEAENoB
130MpaTEeNbHOIO Y4acTKa, B KOTOPOM OHM 3apervcTpUpOBaHbl, U Npes/iaraeT abTepHaTuBY
13buparensm, paHee rosiocoBaBLLMM MO MOYTE; CHUXAKOT 06LLMe pacxobl MO OpraHn3auum
1 NPOBEAEHUNIO 13BMPATENLHOMO NPOLECcca C TeYeHeM BPEMEHW; NO3BONSKOT OCYLLECTBUTL
MOZCYET roN10COB U 06BABUTH PE3y/bTarbl BLIOOPOB B 60/16€ KOPOTKME CPOKM.

Kpome Toro, 6narogaps BHeLPEHUIO 3/1IEKTPOHHOIO 0/I0COBAHUA MOXHO CHU3UTb
BEPOATHOCTb UCKaXKEHWSA UK MOATACOBKMN Pe3yNbTaToB 3a CYET YMEHbLUEHUSA BIUAHUSA Ha
BECb MPOLECC TaK Ha3bIBAEMOI0O «Ye/0BEYECKOro (hakTopa». Takke nponaraHanpyeTcs
CHVKEHWE BO3AECTBUA Ha M306KpaTenst MECTHOIO aAMUHICTPATUBHOTO pecypca.

3aknoueHwue:

CTOPOHHMKM  BHELPEHWS  3NEKTPOHHOrO0  ron0coBaHus  Hebe30CHOBATEIbHO
YTBEPXKAAKOT, YTO MCMOMb30BaHME HOBEMLWMX TEXHONOTWIA CMOCOBCTBYET MOBbLILLEHNIO
3NEKTOPa/IbHON aKTUBHOCTY, BbI3biBas Y u3bupatenei, Npexae BCero 4OMNONHUTENbHbIN
MHTepec. B TO e Bpems, N0 CNpaBeinBOMY MHEHWIO, KPUTUKOB NOLOOHBIX MPOEKTOB,
CNO/Mb30BaHME 3MEKTPOHHbIX YPH OTHIOAb HE WCKNKOYAeT BO3MOXHOCTU PasHOro poda
MOATACOBOK W WCK&XEHWIA pe3ynbTaTOB rON0COBaHUS BCMEACTBME BMELLATeNbCTBa
3aMHTEPECOBaHHbLIX /ML, B NPOLECC pa3paboTKM Kak camoro 060pyfoBaHus, Tak U ero
MpOrpaMMHOro obecrieyeHns, NoAMajaloWwmnx B LeIOM psige rocyaapcTs Mog AeicTeue
3aKOHOB O 3alLWTe MHTENNEKTYaIbHOW COGCTBEHHOCTM.
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SEMNATURA ELECTRONICA
CA MIJLOC DE AUTENTIFICARE

Viorel Malcoci
doctorand, Universitatea de stat a Moldovei

Abstract. Lucrarea prezinta succint mecanismele de autentificare in baza functiilor
criptografice realizate in semnatura electronicd, consideratd ca cel mai sigur instrument de
autentificare si asigurare a confidentialitatii, integritatii si non-repudierii informatiilor. Totodata,
sunt prezentate cateva dintre utilizarile semnaturii electronice pentru asigurarea schimbului de
informatii prin retelele publice.

Introducere

Dezvoltarea vertiginoasd a tehnologiilor si sistemelor informationale, cresterea
exponentiald a volumului de date, informatii si cunostinte care circuld in societatea
informationald, importanta acestora pentru dezvoltarea umana, cresterea simultand a
numarului de atacuri asupra sistemelor si tehnologiilor informationale, accesari
nesanctionate a informatiilor, impune noi preocupari de eficientizare a securitatii.

Majoritatea serviciilor informationale contemporane, afaceri electronice (e-
afaceri), e-comert, e-plati, e-educatie etc. au la baza tehnologii informationale (TI)
moderne, retele informatice, telefonia mobild, Internet, Extranet etc. Pentru a profita de
serviciile oferite prin aceste tehnologii, utilizatorul ar trebui, mai intai, sa-si demonstreze
identitatea, ca anume este persoana drept care se pretinde. Acest proces de stabilire a
identitatii se numeste autentificare.

O alta problemd a comunicdrii moderne de date consta ih asigurarea protectiei
informatiei care circulda in sistemele informationale, precum si a pastrdrii/arhivarii
informatilor in forma lor autenticd, garantdnd respectarea urmatoarelor cerinte
fundamentale de securitate informationald: confidentialitatea (asigurarea faptului ca
informatia este accesibild doar persoanelor autorizate), integritatea (pastrarea acuratetei si
completitudinii informatiei si a metodelor de procesare), disponibilitatea (asigurarea
faptului ca utilizatorii autorizati au acces la informatie si la resursele asociate atunci cand
este necesar) si non-repudierea (imposibilitatea negarii, dezicerii de unele actiuni
sévarsite/efectuate)[1, cap. 1]. Tn acest scop pe langd mésurile tehnico-organizatorice,
cum ar fi elaborarea si implementarea politicilor, regulilor, instructiunilor, asigurarea
protectiei tehnice si logice a informatiei, este necesara implementarea mecanismelor de
autentificare, bazate pe aplicarea metodelor criptografice de protectie si asigurare
integritatii informatiei si a sistemelor informationale.

1. Particularitati a mecanismelor de autentificare

Pentru asigurarea confidentialitatii si integritatii informatiei sunt definite doud
tipuri de autentificare: autentificarea entitatii si autentificarea emitentului de date [6].
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Autentificarea entitatii este orientatd spre verificarea in momentul initierii
conexiunii a identitatii unei entitati de cdtre alta printr-un mecanism de
schimb reciproc de mesaje;

Autentificarea emitentului de date asigurd cd sursa datelor expediate
corespunde entitdtii declarate. Acest mecanism asigurd autenticitatea
datelor, insa nu asigurd protectia impotriva replicérii sau modificdrii lor.

Autentificarea, Tn general, se realizeaza in urma schimbului de mesaje criptografice
in care are loc partajarea unor informatii secrete intre entitdti. Prin urmare partajarea
informatiilor secrete se bazate pe urmatorii factori:

Ceea ce cunoaste entitatea — generic este un parametru secret, spre exemplu
0 parold, un cod de acces etc. Daca parametrul secret al entitatii corespunde
cu cel prestabilit n sistem, atunci procedura de autentificare este reusita.
Ceea ce detine entitatea — un dispozitiv material, care poate genera sau stoca
sigur un parametru secret, ulterior acest dispozitiv fiind conectat intr-un
calculator gazda, iar dupa verificarea datelor de autentificare stocate pe el se
permite accesarea sistemului informational. De regula sunt utilizate carduri
magnetice, tokene, smartphone-uri etc.

Ceea ce este propriu entitatii — o caracteristica persistentd, permanenta,
constantd si proprie naturii obiectului, fiind conditionatd de acesta. De
exemplu, autentificarea in baza unor dispozitive electronice care scaneaza
datele biometrice ale entitatii, cum ar fi amprenta digitald, retina ochiului,
irisul, vocea etc. si le compara cu cele stocate n sistem.

Metodele de autentificare bazate pe ceea ce cunoaste entitatea [1, p. 110-112],
actualmente nu asigura o protectie suficienta a sistemelor si informatiilor. Pentru a avea
un grad mai inalt de securitate a acestora este nevoie de implementarea mecanismelor mai
avansate, bazate pe ceea ce detine entitatea cu utilizarea modelelor matematice moderne.
Pentru acest scopul sunt utilizate protocoale criptografice, utilizdnd urmatoarele
mecanisme de autentificare in baza functiilor criptografice:

mecanisme in baza codurilor de autentificare a mesajelor MAC (Message
Authentication Code) — MAC«(m) — cod de autentificare a mesajului m
calculat cu cheia k, care permite o autentificare sigurd a unui mesaj si se
realizeaza in baza functiei hash, de exemplu, MD5 sau SHA1 prin utilizarea
cheii secrete;

mecanisme Tn baza semnaturii electronice ES (Electronic signature) — ESa(M)
— aplicarea semnatura electronica a entitatii A asupra mesajului M, care se
realizeaza Tn baza criptosistemelor cu cheii publice, astfel fiind asigurata
autenticitatea informatiilor si determinatd non-repudierea lor pentru
entitatea emitenta.

Tn urma analizei comparative a functiilor criptografice MACi(m) si ESa(M) se
contureazd avantajele oferite de cdtre semndtura electronicé prin faptul utilizarii doar a
unei chei publice pentru comunicarea cu mai multe entitati, totodata rezolvandu-se si
problema schimbului de chei secrete.
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Tabel 1
Analiza comparativa a sistemelor MAC si ES
MAC(m) ESa(M)

avantaje dezavantaj avantaje dezavantaj
Resurse mici pentru Resurse mari pentru
calcule aritmetice calcule aritmetice
simple complexe
Lungime redusa a Lungime mare a
rezultatului functiei rezultatului functiei

Se aplica chei secrete  [Se aplicd chei publice

Este necesar n(n-1)/2  |Este suficienta o

chei secrete pentrua  |singura cheie publica
comunica cu n entitati |{pentruacomunicacun
entitati

2. Moduri de utilizare a semnaturii electronice

Prin sine, semnatura electronica reprezintd o consecutivitate de cifre de o
lungime fixa care este calculata dupa anumite reguli cu ajutorul unor parametri cum ar fi
mesajul destinat semnarii, cheia privatd a entitatii emitente pentru crearea semnaturii
electronice si cheia publicd pentru verificarea ei. Perechea de chei la randul sdu, de
asemenea este alcdtuitd din doud consecutivitati de cifre de lungime fixa care reprezinta
elemente unice asociate fara de care nu poate fi creatd si/sau verificatd semndtura
electronica a entitatii emitente.

Semnatura electronica poate fi utilizatd in urmatoarele moduri:

= schimb protejat de mesaje;
= autentificarea mesajelor;
= combinat, schimb protejat de mesaje autentificate.

Schimbul protejat de mesaje, sau schimbul de mesaje criptate, presupune utilizarea
de cdtre entitatea emitentd (Entitate A) a cheii publice (Ke®) a entitatii receptoare
(Entitate B), care este utilizata pentru criptarea mesajului. Astfel decriptarea mesajului are
loc doar cu ajutorul cheii private (Ken®) corespunzatoare entitdtii receptoare (Entitatea B)
(figura. 1).

Kpu® Kpii®
Entitate A i’ ! pr Entitate B

Mesaj de expediat[—>»{ Criptare Decriptare —>{ Mesaj receptionat

Figura 1. Schimb de mesaje utilizdnd metoda asimetrica de criptare

Autentificarea mesajelor presupune utilizarea de catre entitatea emitenta (Entitate
A) a cheii private proprii (Ker), care este utilizatd pentru criptarea mesajului. Astfel
decriptarea mesajului are loc doar cu ajutorul cheii publice (Kei") corespunzatoare
entitatii emitente (Entitatea A) care este cunoscuta de orisicine. Tn asa mod putem afirma
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cu exactitate cd semnatarul mesajului este entitatea cdreia Ti corespunde cheia Keri* , adica
Entitatea A.(figura. 2).

Entitate A Entitate B

Mesaj de expediatt—y| Criptare Decriptare |—>»{ Mesaj receptionat
T F ks

Figura 2. Autentificarea mesajelor utilizand metoda asimetrica de criptare

Primul mod de utilizare ne permite sa asiguram confidentialitatea si integritatea
mesajului expediat deoarece decriptarea poate fi efectuatd doar de o singura entitatea care
detine cheia privata, Thsd In acest caz nu este cunoscut nimic despre entitatea emitatoare.

Al doilea mod de utilizare ne permite sa cunoastem provenienta mesajelor ca
rezultat al aplicarii cheii private a entitatii emitatoare. Respectiv aplicand cheia publicé a
entitatii emitdtoare, care este accesibild si sunt cunoscute datele detinatorului, se asigura
autenticitatea si non-repudierea mesajului expediat. Tn acest caz, cheia publici a
emitatorului poate fi aplicatd de orisicine care au obtinut mesajul, legal sau ilegal, fiind
pusa in pericol secretul corespondentei.

Pentru a obtine o protectie sporita aceste doud moduri pot fi combinate in asa fel
in cat sa se obtind un mod de schimb protejat de mesaje autentificate. Tn acest caz pentru
expedierea unui mesaj mai intai entitatea emitenta (Entitate A) aplica pentru criptare
cheia privata proprie (Ken/), iar apoi mai cripteaza inca odata rezultatul obtinut cu cheia
publica (Keu?) a entitatii receptoare (Entitate B). Astfel, entitatea receptoare (Entitatea
B) initial va decripta mesajul cu cheia privatd proprie (Ker?), apoi va decripta repetat
utilizand cheia publicd a entitatii emitente (Kew"). Tn acest mod fiind asigurata
confidentialitatea, integritatea, autenticitatea si non-repudierea mesajului (figura. 3).

. B B .
Entitate A »L Kpup Kpriy \l/ Entitate B

Mesaj de expediat—>{ Criptare Decriptare [—>» Mesaj receptionat
A
T KP”.V TI(Pub/1

Figura 3. Schimbul protejat de mesaje autentificate utilizand metoda asimetrica
de criptare

Pentru rezolvarea problemelor de securitate a sistemelor informationale si a
accesului autorizat la date in practica semnadtura electronica se utilizeaza mai des ca mijloc
de autentificare a mesajelor sau schimb protejat de mesaje autentificate. Perechea de chei
este generatd de dispozitive sau aplicatii specializate in asa fel incat cheia privatd este
pastrata in secret, iar cheia publica este supusa certificarii.

2.1. Certificareacheilor publice a semnaturii electronice

Certificarea cheilor publice reprezintd un proces organizational de corelare intre
cheia publicd generatd pentru semnatura electronica si entitatea detindtoare de cheia
publicd respectivad in baza unor informatii de identificare veridice ale entitatii detinatoare.
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Certificarea cheilor publice are loc in cadrul unui centru de certificare. Rezultat al
procedurii de certificare este certificatul cheii publice, cu ajutorul caruia poate fi garantata
integritatea si autenticitatea datelor Tn procesul comunicarii si care asigurd o legaturad
stransa intre cheia publica si entitatea detindtoare a acestei chei publice.

Un certificat al cheii publice reprezintd un document electronic care contine cheia
publicd a entitdtii si care este semnat de cdtre centrul de certificare — emitentul
certificatului. Suplimentar certificatul cheii publice contine si alte informatii care
identificd entitatea detindtoare. Odata ce a eliberat certificatul cheii publice, centrul de
certificare garanteazd autenticitatea legaturii dintre cheia publicd si entitatea
detindtoare[4, p. 16].

Pentru certificatele cheilor publice formatul este prestabilit de standardul X.509, si
include versiunea certificatului, numarul de finregistrare a certificatului, datele de
identificare a prestatorului de servicii de certificare (organului de incredere), termenul de
valabilitate a certificatului, datele de identificare a utilizatorului semnaturii electronice,
cheia publicd, algoritmul semnaturii emitentului certificatului, semnatura electronicd a
emitentului certificatului, termenul de valabilitate a cheii private, limitele de utilizare a
cheilor, punctul de distributie a listei certificatelor revocate si alte date [5].

Utilizarea autentificarii prin certificate ale cheilor publice este pe larg utilizata
pentru transmiterea protejatd a datelor Tn reteaua Internet. Cele mai raspandite
protocoale care utilizeaza certificatele cheilor publice sunt:

= protocol TLS (Transport Layer Security), si SSL (Secure Sockets Layer). TLS
permite aplicatiilor client-sever s& comunice in retea astfel incat este
imposibil sé fie receptionate pachetele si acces neautorizat;

= protocolul PPP (Point-to-Point-Protocol) — se utilizeazd pentru a stabili o
conexiune directd Tntre doud noduri ale retelei si asigurd autentificarea
conexiunii si criptarea;

= protocolul SSTP (Secure Socket Tunneling Protocol) — care se utilizeaza
pentru crearea conexiunilor VPN (Virtual Private Network);

= protocolul SRTP (Secure Real-time Transport Protocol) — destinat pentru
criptarea si stabilirea veridicitatii mesajelor, integrittii, si protectiei
acestora.

2.2. Semnéturaelectronica ca mijloc de autentificare Tn Republica Moldova

Utilizarea semnaturii electronice in Republica Moldova este reglementatd de
Legea Nr. 91 din 29.05.2014 privind semnatura electronica si documentul electronic, prin
care se stabileste regimul juridic al semnaturii electronice si al documentului electronic,
inclusiv cerintele principale fata de valabilitatea acestora si cerintele principale fata de
serviciile de certificare, iar semnatura electronica este definitd ca date in forma electronicg,
care sunt atasate la sau logic asociate cu alte date in forma electronica si care sunt utilizate
ca metoda de autentificare. [7, art. 1]. Prezenta lege stabileste urmatoarele tipuri de
semnaturi electronice:

a) semnatura electronica simpla;
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b) semndtura electronica avansata necalificata;
¢) semndtura electronicd avansata calificata.

Realizarea practica a mecanismelor semnaturii electronice in Republica Moldova
este implementata prin serviciul electronic de autentificare si control al accesului (MPass)
— un serviciu reutilizabil, gazduit pe platforma tehnologicd guvernamentala comuna, ce
oferd un mecanism integrator, securizat si flexibil de autentificare si control al accesului
utilizatorilor Tn sistemele informationale si serviciile electronice [8, cap. 1]. La moment, MPass
oferd posibilitatea autentificarii prin:

= Semndtura mobild, eliberatd de catre operatorii nationali de telefonie
mobild Orange! si Moldcell?;

= Semnatura electronicd a Tntreprinderii de Stat Centrul de telecomunicatii
speciale?;

=  Buletin de identitate electronic*;

= Semnétura electronica a Tntreprinderii de Stat Fiscservinform?.

Printre servicii oferite de institutiile statului cu autentificarea mediata de MPass se

regasesc:
= e-Raportare;
= e-Integritate;
= Registrul de Stat al Controalelor;
= e-Apostila;
= Depunerea petitiilor catre Parlament;
= Portalul serviciilor electronice Registru;
= Servicii fiscale electronice.

Tn altd ordine de idei, pentru facilitarea schimbului de date dintre autoritati precum
si pentru cresterea eficientei si calitatii de prestare a serviciilor publice a fost creatd
platforma guvernamentald de interoperabilitate MConnect. Platforma de
interoperabilitate este folosita n calitate de solutie tehnica ce asigura schimbul sigur de
date dintre sistemele informationale detinute de ministere si alte autoritati ale
administratiei publice centrale subordonate Guvernului si structurile organizationale din
sfera lor de competentd, precum si de institutiile publice autonome.

Pentru a asigura continuitatea schimbului de date sunt definite reguli de colectare,
transmitere, conservare si restabilire a datelor. Aceste reguli includ masuri si proceduri cum
ar fi: identificarea unica a inregistrarilor, utilizarea obligatorie a metadatelor, aplicarea
semnaturii electronice, mecanisme de restabilire, colectare, extragere, transportare garantata,
conservarea si distrugerea datelor cu mentinerea valorii probatorii a acestor [9, p.28].

L https://www.orange.md/?p=1&c=8&sc=87&s=872

2 http://www.moldcell.md/rom/private/servicii/semnatura-mobila-0
3 http://pki.cts.md/

4 http://asp.gov.md/ro/buletin-de-indentitate-electronic

S https://pki.fsi.md
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Prin intermediul cadrului de interoperabilitate autoritdtile administratiei publice,
inclusiv si alte entitati fac schimb de informatii oficiale, ce pot implica accesul la registrele
de stat. Dat fiind faptul ca securitatea datelor este una dintre cele mai importante bariere
pentru cadrul de interoperabilitate, acest schimb se realizeazd in mod sigur prin
identificarea si autentificarea atat a entitatii emitente de date, cat si a entitatii receptoare
utilizand certificatele cheii publice.

Concluzii

Actualmente semnatura electronica a devenit un instrument vital Tn procesul
schimbului electronic de date si autentificarii utilizatorilor. La moment aceasta
reprezintd cel mai sigur mod de autentificare a persoanei in sistemele si serviciile
electronice. Acest lucru se datoreazd modalitatii de creare a semnaturii electronice si
utilizarii mijloacelor tehnice dedicate in acest scop. Tn asa fel, pentru crearea si
verificarea semndturii electronice este necesara existenta perechii de chei — cheia privata
si cheia publica, un dispozitiv sau o aplicatie specializata, care in baza documentului,
unei functiei criptografice si cheii private creeaza si verifici semnétura electronica. Tn
aceeasi ordine de idei, este de atentionat ca orice realizare a semnaturii electronice
prevede limitarea accesului altor persoane la cheia privatd prim masurile tehnico-
organizatorice, fapt care garanteaza siguranta acesteia si sporeste nivelul de ncredere
fatd de semnadtura electronica.

Un avantaj deosebit al semnéturii electronice constd Tn aceea, cd ea contine mai
multe informatii despre semnatar decét cea olografa. Astfel, cheia privata si certificatul
cheii publice contin informatie despre persoana care a aplicat ssmnatura electronicd, cum
ar fi numele, prenumele, numadrul de identificare de stat (IDNP), numarul de telefon,
locul de muncd, functia detinuta si alte date.

Tindnd cont de dezvoltarea abundentd a tehnologiilor informationale si utilizarea
acestora pe scard largd in schimbul electronic de date, utilizarea semnéturii electronice Tn
calitatea sa de mijloc de autentificare rezolvd o mare parte din problemele ce tin de
asigurarea securitatii sistemelor informationale, serviciilor electronice guvernamentale si a
statului in intregime.

Comasarea optiunilor de semnare si de autentificare in semndtura electronicd
asigurd integritatea si autenticitatea datelor procesate/semnate, ca urmare mecanismul de
semnatura electronica devine un mijloc comod si sigur pentru realizarea unui schimb
sigur de date. Din aceste considerente mecanismul de semndtura electronica este
promovat atat la nivel european, cat si la nivel national, prin crearea si dezvoltarea
diverselor servicii de semnatura electronica, infrastructurii si cadrului normativ necesar.
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PROBLEMS OF THE NEUTRALIZATION OF THE
INFORMATION THREATS OF THE FINANCIAL SECURITY
OF THE STATE

Sergii Nazarenko, Nataliia Zachosova
Cherkasy National University named after Bogdan Khmelnytsky

Abstract. The most popular and possible threats to the financial security of the country
are given. Information threats, characteristic for financial institutions as the most active
participants in the financial system of Ukraine, are identified.

The importance of information threats for the national, economic, financial security
of the country is recognized by the Government of Ukraine at the state level. So, in 2016 the
Cybersecurity Strategy of Ukraine was adopted. In it, threats of informational nature for
state security were cases of illegal collection, storage, use, destruction, distribution, personal
data, illegal financial transactions, theft and fraud in the Internet. The document indicated
that cybercrime becomes transnational and is capable of inflicting significant damage on the
interests of the individual, society and the state. Increasingly, the information resources of
financial institutions [1] become objects of cyberattacks and cybercrime, which we regard
as a direct indication of the close connection between the level of cybercrime and the state
of Ukraine's financial security. The government chose the National Bank of Ukraine as the
subject of information threats neutralization in the financial environment, which was tasked
with forming the requirements for cyber defense of critical information infrastructure in the
banking sector [1]. However, it should not be forgotten that the country's financial security
system has a complex structure, and is not limited to the security of the banking sector.
Threats of information character are characteristic for other types of financial institutions,
other than banks [2]. Thus, it is necessary to expand the list of subjects of ensuring
cybersecurity of Ukraine with a view to organizing comprehensive protection of the
financial sector and its participants.

As an attempt of state control of information threats for various subsystems of
national security of the country became in 2017 the Doctrine of Information Security of
Ukraine [3]. However, it did not pay attention to the problems of the financial sector; the
emphasis was on the information war, which gained momentum in connection with the
situation in the East. Therefore, this document can not be considered an information
resource that can solve the problem of minimizing information threats to Ukraine's
financial security.

Let us examine in more detail which types of information threats are typical for the
country's financial security. The state of financial security at the macro level is based on
the security of financial institutions and state regulators of the financial services markets.
Therefore, the objects of information attacks for cybercriminals are financial institutions,
their own assets and assets of their clients, information resources, databases. So,
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information confidential for financial institutions (banks, insurance companies,
investment funds, etc.) is included in the sphere of increased interest of competing
financial companies. For unscrupulous competitors, corrupt officials and other intruders,
information about the composition of bank management, their status and activities,
especially if they have foreign investors, is of particular interest. Access to confidential
information and its modification can significantly affect the financial position of the
financial institution. At the same time, information leakage can be even partial. The
reason for the leakage of information, if there is no proper provision of information
security of the company, there may be various accidents caused by the inexperience of
employees [4]. Employees were, are and will be the biggest problem for organizations of
any kind of financial institutions. According to statistics, more than 60% of information
leaks occur through the fault of the internal violator. Information often flows through
electronic channels, so most financial institutions try to control all channels of
information transfer: e-mail, Skype, ICQ, social networks.

As we mentioned earlier, special attention in the issue of ensuring the information
and financial security of the state is given to the banking system. The banking system is a
part of the critical infrastructure of the state, failures in the work of which can lead to
disastrous consequences for the entire financial system. On October 4, 2017, the
Resolution of the National Bank of Ukraine "On Approval of the Regulation on the
Organization of Measures to Ensure Information Security in the Banking System of
Ukraine" was published (hereinafter - Resolution No. 95). Ukrainian banks must until
March 1, 2018 bring their own information security systems in line with the requirements,
and in some cases - to build them from scratch. Thus, soon it will be possible to conclude
how much new protection systems will be effective in comparison with the old ones.

In the context of Ukraine's integration into the European space, it is important for
financial institutions to adhere to the standards of information protection adopted in the
EU. The EU's requirements for the protection of confidential information are relevant to
all organizations and institutions, including financial ones, without exception. They are
documented in the form of the Regulation of the European Parliament and the Council of
the European Union "On the Protection of Individuals in the Processing of Personal Data
and on the Free Circulation of Such Data" No. 2016/679 of April 27, 2016. Thus,
Ukraine needs to bring information security management systems in line with the
requirements of the EU in the near future.

There are also a number of specific requirements applicable directly to Ukrainian
banks. These are the requirements of the PCI DSS (Payment Card Industry Data Security
Standard) to ensure the security of payment systems, as well as certain provisions of the
standard 27001, etc. Resolution No 95 is more focused specifically on 27001, as well as a
number of regulatory acts of the NBU aimed at ensuring the physical safety of banks.

The approach to the organization of information security is determined by three
main factors. The first is the features of business processes in the organization. The
second is the specifics of the information that is available and processed. And the third is
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the circle of persons admitted to processing information. Regarding the last point -
Resolution No. 95 provides the mandatory appointment of the person responsible for the
information security of the bank - Chief Information Security Officer, CISO. That is, the
functions of IT and information security will be delimited, as required by the standard
27001 [5].

The growth of 1T-budgets becomes directly related to the practical component:
financial organizations plan to increase security spending, facing a real threat. As an
example, we can cite the cyber attack, which occurred in early summer of 2017 in Ukraine.

It is important that bank security specialists begin to prioritize the protection of
business and reputation, and not just compliance with the requirements of the regulator.
However, it must also be taken into account that, in addition to reputational losses, as
additional risks may be rumors about a potential revocation of the license, when the
problems with the information security of the bank raise the attention of the regulator. If
the rumors are simultaneously associated with 1S incidents, then the reputational threats
grow extremely intensively, the outflow of clients, both private and corporate and public,
starts, the credit rating suffers. The situation is growing like a snowball: the reputation
suffers, the image of the company in the eyes of the public and the regulator is
deteriorating, which in turn affects confidence and may entail the revocation of the
license [6]. The withdrawal of banks from the market entails not fulfilling their
obligations to clients, which undermines the confidence of the population and business in
the financial system as a whole, and has a negative effect on the state of the country's
financial security.

As before, DDoS attacks on financial sector organizations are arranged more often
than on companies from other industries, for example, retail, media. However, now it is
important not only that the attackers possess all the fullness of knowledge, where exactly
the means of interest are stored, but also they understand by what methods this money
can be obtained. By launching a DDoS attack as a distraction, attackers can use malware
to capture a cashless payment management system and thus are able to transfer money
between any accounts until they are discovered. It follows that the protection systems
used in financial institutions are imperfect, and approaches to the development of the IT
infrastructure need to be reviewed and updated [6].

Another significant threat to the financial security of the country is the
popularization of crypto-currencies. Already now, the facts of obtaining crypto-currency
on the servers of state information systems are known. Illegal activities were carried out
by employees of information units of state structures that have access to powerful servers.
In the mining of crypto-currencies, the servers of information systems of departments,
their regional divisions, as well as the most productive office computers of employees
were involved. To this end, special programs (miners) were secretly installed on servers
and computers, which used computational resources, which reduced the processing speed
of information and slowed down their work. These programs were installed in the form of
system services and added to the list of programs that are used to exclude antivirus
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programs. Thus, the resources were used for other purposes, which could have enormous
consequences for national security.

Thus, it is necessary to create an Information Security Strategy at the state level, in
which a separate paragraph would identify informational threats for the financial security
of Ukraine, as well as strategic and tactical actions to minimize them.
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ROOTKITS ¥YTPO3A IT BESOINMACHOCTN

OTkngay K.N.
CTYaeHT SI-141 SKoHOMMYecKas akagemus Pecnybanku Mongosa

Annotation: A root kit is a collection of computer software, typically malicious, designed
to enable access to a computer or areas of its software that is not otherwise allowed (for example, to
an unauthorized user) and often masks its existence or the existence of other software. The term
rootkit is a concatenation of "root" (the traditional name of the privileged account on Unix-like
operating systems) and the word "kit" (which refers to the software components that implement
the tool). The term "rootkit" has negative connotations through its association with malware.

Keywords: DDoS attack, backdoor, masking of objects, data collection, Direct Kernel
Object Manipulation.

Ha cerofHALHME AHM KOMMbIOTEPHbIE TEXHOMOTN Pa3BMBAOTCA CTPEMUTENbHBIMM
TemMnamu, Ho elle 6bICTpee PacTyT MHOMOYUC/IEHHbIE Yrpo3bl MH(OPMALMOHHON 6e30-
MacHOCTW. B CBA3M C 3TUM HaLLia MH(OPMALMOHHAA CUCTEMA MOCTOAHHO NOABEPraeTcs Kak
BHYTPEHHWM TaK 1 BHELLHUM Yrpo3am CO CTOPOHbI HapyLUUTENEN.

O[HOM 13 caMblX PacrpOCTPaHEHHbIX YIPO3 , Kak A48 00bIYHbIX NO/b30BaTeNe 1
L1151 KOPMOPATUBHbIX KOMMaHWIA, ABNSETCA PYyTKNTI.

MpefcTaBnseTcs HeO6X0AUMbIM PacCMOTPETb TePMUH PyTKUT [1]. PyTKuTbI
CYLLECTBYIOT Y>Xe 0Kono 20 neT, NoMoras aTakylowym [eiicTBoBaTb Ha KOMMbOTEpax
CBOMX >KePTB, NOAONTY OCTaBasAChb He3aMeueHHbIMU. TepMUH HepefKo NPUMEHAETCA K
TeM BPEAOHOCHbIM MporpaMMam, KOTOpble CMeLuaibHO CO3faHbl TaK, YTOObI
[lefCTBOBATb HA 3aPaXEHHOM KOMMbIOTEPE CKPbITHO W NPK 3TOM NO3BONATL YAANEHHO
KoHTponupoBatb K. T1OCKONbKY PYTKWTbI OTHOCATCA K Haubonee HenpuaTHbIM
PasHOBMAHOCTAM BPELOHOCHbLIX MPWUNOXEHUIA, A PELIN KPAaTKO OOGBACHWUTb, KakoB
NPVHLMN SeiACTBAA PYTKWUTA W KaK NOCTYNaTh, Ccnu Bbl NOL03PEBaeTe, YTO KOMMbIOTEP
3apaxkeH Nojo6HO rafocTbHo.

Cofep>kaHvie BPefoOHOCHbIX MHCTPYMEHTOB B PyTkute [2]. PyTKAT MOXeET
cofepxarb pasnyHble BPeAOHOCHbIE MHCTPYMEHTbI, TaKUE Kak:

*  K/JaBMaTYpPHbIN LUMNWOH;

= BOP COXPaHeHHbIX Napornen;

= CKaHep [aHHbIX 0 6AHKOBCKMX KapTOUKaX;

= [WCTaHLMOHHO ynpas/semblin 60T fns ocyliecTsneHns DDoS-aTak;
*  (DYHKUMM ANS OTK/KOUEHWS aHTUBUPYCOB.

PyTKAT 06bIM4HO WMeeT Takke (yHKUMW 03Kaopa, TO ecTb OH MO3BONSET
aTaky'oLemy AUCTaHLIMOHHO MOAKNKUATLCA K 3apaKeHHOMY KOMIMbIOTEPY, yCTaHaB1BaTb
WAN ygansTb [OMONHUTENbHbIE MOZYMM W TakuM 06pa3oM [enaTb C MallWMHOl Bee, YTOo
MOACKaXeT (haHTasusA. HekoTopble MPUMEPbl aKTyalbHbIX CEerofHA PYTKWUTOB /1A
Windows aTo:

= TDSS;
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= ZeroAccess;
= Alureon;
= Necurs.
Bapwauusa PyTkutos [3]. PyTKuTbI Aensrcs Ha [iBe KaTeropum:
*  YPOBHSA NO/b30BaTENS
*  YPOBHA Afpa

lMepBble NOAYYalT Te e Mpasa, YTO OObIMHOE MPWUNOXEHWMe, 3anyLieHHOe Ha
KOMmnbloTepe. OHW BHEAPAOTCA B [pyrve 3anyLieHHbIe MPOLECChl U UCMONb3YIT WX
namaTb. AT0 60Nee PacnpOCTPaHEHHbI BapUaHT.

UTo KacaeTcs PYTKUTOB YPOBHA Afpa, TO OHM PaboTaloT Ha CaMOM NyOGUHHOM
yposHe OC, nonyyas MakCUMalbHbI YpOBEHb [OCTyna Ha KommbtoTepe. [locne
VHCTa/NALMW TaKoro PyTKMTA, BO3MOXHOCTY aTakyloLero npakTU4ecky GesrpaHnyHbl.
PYTKWTbI YPOBHS sifipa 06bIYHO 6O/IEE CNOXHDBI B CO3JaHNM, MOITOMY BCTPEUAIOTCS PeXxe.
TaKKe UX ropasfo CNOXHEN 0OHAPYXUTb U YAaUTb.

EcTb 1 eLLe 6onee aK30TUYeCKMe BapuaLmu, Takue kak 6yTkuTbl (bootkit), koTopble
MOAMMULMPYIOT 3arpy34nK KOMMbOTEPa ¥ MOMyyaloT YNpasieHve elle faxe [0 3amycka
OMepauyoHHO cucTembl. B nocnefHne rofpl NOSBUAMCH TakXe MOGW/bHbIE PYTKUTbI,
aTakytoLLme cMapTgoHbI Nog ynpasneHuem Android.

MeTtog wHpuuupoBaHua PyTkuTa [4]. TNepBUYHO PYTKWUTHI MONafalT Ha
KOMIMbIOTEP TaK e, Kak Apyrue BpefoHOCHble mpunoxeHus. OBbIYHO MCMONb3yeTcs
yA3BMMOCTb B Gpay3epe wau naarvHe, Takxke NOnynspHbIi Cnoco6 3apaxeHns — yepes
USB-(hnellkn.  ATakylowe WHOrga [JaXe OCTaBfAtOT — 3apaXeHHble  (elwku B
O6LLECTBEHHbIX MECTaX, rie UX MOXET MofobpaTb MOAXOAALIAA XKepTBa. 3aTeM PyTKUT
ucnonb3yet ysassumoct OC yTOGbI MONYYUTb MPUBWUNETMPOBAHHOE TMONOXEHVE B
CUCTEME W yCTaHaB/MBAET AOMONHUTE/bHbIE KOMMOHEHTbI, 06ecneynBatoLLme yaaneHHbI
LOCTYN K KOMIMbIOTEPY Y JPYTY0 BPELOHOCHYHO PYHKLMOHANBLHOCTD.

YpaneHue PyTtkuta [5]. OcHOBHas CNOXHOCTb 60pbObI C PyTKUTaMKU B TOM, YTO
OHW aKTMBHO NPOTMBOAENCTBYIOT CBOEMY OOHAPYXEHWIO, NpsAYa CBOW (haidnbl U Ktoum
PeecTpa OT CKaHMPYHOLLMX NPOrpamm, a TakxKe NpUMeHsAs apyrue MeToanku. CyLecTsytoT
YTUNWTBI, CMEUuaNbHO CO3AaHHbIE /11 MOUCKA W3BECTHbIX U HEW3BECTHbLIX PYTKUTOB
pasHbIMK  y3KOCMEeLManbHbIMA  METOZaMu, a TakXe C MOMOLLbO CUTHATYPHOTO K
MOBEeJEHYECKOro aHann3a. Y jafieHue pyTKUTa — TOXe CNIOXHbIA 1 MHOTO3TanHbIi npoLiecc,
KOTOPbIA PEfKO CBOAMTCA K yAaneHuro napbl (haiinos. OB6bIMHO NPUXOAUTCH NPUMEHSATL
creuyanbHyto nporpaMmy, Takyto Kak TDSSKiller, cosgaHHyto 415 60pb6bl C PYTKUTOM
TDSS. B HekoTOpbIX Chyyasx >KepTBe [Jaxe MNPWUXOAUTCA MepeycTaHaBnvBaTh
OMepauMoHHY0 CUCTEMY, €CM B pe3ynbTaTe 3apaXeHUs KOMMbIOTEPHble (haiibl
MOBPEXMEHbI CAULLKOM Ty60KO. [i19 MeHee CNOXHbIX U BPELOHOCHbIX PYTKWUTOB
yfaneHne MOXeT OblTb OCYLIECTBNEHO C MOMOLLbK O6bIYHOW (YHKLMW NeYeHns B
aHTUBMPYCHOW NporpaMme.

3ak/oveHue: B 3akmtoyeHne XoTenoch 6bl YNOMsAHYTb, YTO Mbl HE [O/KHbI HE
obpallatb BHUMaHWE Ha yrpo3bl NPUMeHsiEMble MPY NOMOLLM MUCMONb30BaHUS PYTKUTOB.
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Heobx0A1MOo 0CO3HaTb Yrpo3bl U MPUHATL MEPbI MO UX MUHUMU3aLWK. B nepsyto o4yepess
KOPMopaT1BHLIM KOMMNaHUA ClefyeT:

= Pasgpabotarb NOAUTYKY 6e30MacHOCTN NPEANPUATUS;

= cnonb3oBaTb NporpamMmHble obecneyeHns sawmtsl OC;

= [1poBOAWTb MOHUTOPUHT CUCTEMbI, KaK BHYTPEHHEN, TaK 1 BHELLHEN;

= [poBOAMTb TPEHUHI U B pamkax I T 6e3onacHoCTu.

Jnteparypa:
1. Tema: Knaccuukauus pytkutos[1], http://qoo.by/3WOx
2. Tewma: Bapuauwnwv n yganenve pytkutos [2], http://qoo.by/3WOB
3. Tewma: aHanm3 pucka pyTkuta[3], http://goo.by/3WOS
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NHP®OPMALNOHHAA BE3OIMNACHOCTb U INMPOBJIEMbI EE
OBECTIEYEHNA B PECITYBJ/IIKE BE/IAPYCb

Onbra NMyrayesa
["OMENbCKMIA rOCYAapCTBEHHbINA YHUBEPCMTET UMEHN ®.CKOpUHbI

The issues of the necessity to form an information security policy, as well as the main
problems of its ensuring of the Republic of Belarus

Linposas TpaHcopMaums 3KOHOMUKW SBNSETCA OAHWM W3 NPUOPUTETOB
COLMabHO-3KOHOMUYECKOr0 pa3suTMsa benapycn. OnpeaeneHHbIX YCnexoB B 3TOi cepe
yXe ypanocs fobutbcs. Mo psagy nokasateneil CTpaHa BbIMSAUT BIOMHE NPOrPeccUBHO,
XOT# eLLie YCTynaeT pa3suTbIM CTpaHam EBpocotosa.

Ha koHew, 2016 1. B pecny6nvke yncamnoc 11083 Tbic. abOHEHTOB BCEX BMOB
nepefayn faHHbIX C BbIXOLOM B IHTEpHET — noyTu BABoe 6onblue, Yyem B 2010 r. Takume
CBEZEHWS NPUBEAEHbI B CTATUCTUYECKOM COOPHUKe «CoLmansHOe NONoXKeHNEe N YPOBEHb
XW3HU HaceneHus Pecny6avkn benapycb» [1]. Mpy 3TOM yaenbHblii BeC JOMOXO3SIACTB,
MMeroWwmx AoCTyn K VIHTEpHETY C AOMAalIHEero KOMMbOTepa, TOXe YABOWACA 3a 3TOT
nepuoA: ¢ 31,2 o 62,5%. Bo3pacTHasi CTPYKTypa WHTepHeT-nonb3oBateneii B 2016 r.
npefcTasneHa Ha pucyHke 1.

Puc. 1. Bo3pacTHaA cTPYKTYpa MHTepHeT-NoONb30BaTenei
B Benapycu B 2016 r. (net/%)

55— 64 65-72
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25-54
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B peittuHre WKT, coctaBnsiemom MexayHapoAHbIM COKO30M  3N1EKTPOCBA3MN,
Pecny6nvka benapych 3aH1maeT 31-e MecTo 13 175, onepexas ocTa/bHble cTpaHbl CHI
[1]. Ho no oxsaty ViHTepHeTOM Benapych BbITNALUT BMOHE CPeSHe: OH Bbllle, YeM B
bonblumHeTBe cTpaH CHI™ (kpome Poccun), Kutae un Typuuu, HO HUXe, YeM B CTpaHax
Bantum n passuTbix cTpaHax EC (pucyHok 2).

Takoe nonoxeHue 060CTpseT npo6nembl B 061acT CeTeBOW 6e3omacHOCTY B
Benapycu n TpebyeT aHa/M3a HOBbIX BbI3OBOB W MPaKTWKW 6OPbLObI C MPECTYNNEHNAMU B
chepe BbICOKMX TEXHONOTWIA, a Takke PasBUTUS MEX[YHapOLHOrO COTPYAHWYECTBa,
HOPUANYECKMX U TEXHUYECKUX CPEACTB 3aLMThl OT K1bepyrpos.
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Pecny6nvka Benapycb 3aHsna 39-e mecto M3 165 B 'No6anbHOM penTUHre
KunbepbesonacHoct (Global Cybersecurity Index 2017), coctaeneHHOM Mexay-
HapOoAHbIM CO30M aneKTpocsasu u ABI Research.

Puc. 2. YoensHbIi Bec MHTepHeT-Nnonbk3osaTenen (B % 3a 2015 r.)
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InobanbHbli  MHAEKC  KnbepbesonacHocTn  (GCI)  oTpaXaeT  YpOBEHb
KnOep3alUMILEHHOCT TOCYAapCTB W YCUIWA, KOTOpble npwunaraeT cTpaHa A8 ero
ynyyweHnwus. Mpu coctasneHnn GCI yunTbiBaeTcs ypoBeHb 0653aTeNnbCTB B 5 chepax —
MpaBoBble, TEXHUYECKME Mepbl, OpraHW3auWOHHbIE, pPa3BUTME MOTeHUMana W
MeX[yHapOAHOe COTPYAHWNYECTBO.

Nngepamu peirtuHra KnéepbesonacHocTu senstoTcs Cunranyp, CLUA, Manaiisums.
Kutait 3aHsn 32-e mecto, MonbLua — 33-e. Pecnybnnka benapych ¢ nHaekcom 0,59 3aHsna
39-e MecTO B 06LLeM peiiTuHre (Tabnmua 1) n 3-e cpeam cTpaH CHI.

Cpefy NOCTCOBETCKMX CTPaH Haunyyllmx pesynbTaToB AOOUAMC ICTOHUS,
3aHsBLLas 5-e mecTo, Mpy3us — 8-e n Poccusa — 10-e (0,78). JlaTBus 3aHsna 22-e MecTo,
NnTBa — 57-¢, AsepbaiimpkaH — 48-e, YkpanHa — 59-e, MongoBa — 73-e, KasaxcTaH — 83-¢,
TampkuknctaH — 91-e, Y3bekuctaH — 93-e, ApmeHns — 111-e, TypkmeHucTaH — 132-e.
3aMmblKalT CNUCOK B [NoGanbHOM peiiTuHre KmbepbesonacHOCTN JkBaTopUaibHas
BuHes, VemeH 1 LIAP [2].
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Tabnmua 1
MecTo Pecnybnunku Benapych B FnobanbHOM peinTrHre Knbep6e3onacHoCTM
B 2017 rogy
MexayHa-
Crpana 3akoHoga- | TexHuyeckue | OpraHu3aLuoH- MoTeruman poaHoe Toro
TeNbCTBO Mepbl Hble Mepbl COTPYAHU-
YecTBO
CuHranyp 0,95 0,96 0,88 0,97 0,87 0,92
CLLIA 1,00 0,96 0,92 1,00 0,73 091
Manaiisus 0,87 0,96 0,77 1,00 0,87 0,89
SCTOHMA 0,99 0,82 0,85 0,94 0,64 0,84
"py3una 0,91 0,77 0,82 0,90 0,70 081
Poccus 0,82 0,67 0,85 091 0,70 0,78
Benapychb 0,85 0,63 0,33 0,68 0,47 0,59

Pecnybnvka benapycb TPagUUMOHHO 3aHUMAeT BbICOKME MO3ULWW MO YPOBHIO
pUCKa 3apPaXEHWs Yepe3 WHTEPHET, KOTOPOMY MOABEPraloTCs KOMMbIOTEPbI MO/b30-
BaTeneil B pasHblx cTpaHax mupa. Mo fgaHHbIM Kaspersky Security Network, 27%
6enopycckux Nonb3oBarenein CTONKHYINCL CO cpabaTbiBaHneM Be6-aHTUBMPYCa. Takum
06pa3om, CTpaHa Okasaiacb Ha 8-M MecTe B PelTUHre CTpaH C HavmbO/bLUMM PUCKOM
3apaxeHuns Yyepes MHTepHeT [3].

FBNAETCA OYEBMAHBIM, YTO B OTAENbHO B3ATOW CTpaHe HEBO3MOXHO MOCTPOUTb
6e30MacHbI MHTEPHET, MOCKO/bKY COBPEMEHHbIE YTPO3bl TPAHCHALMOHaNbHBI. [103TOMY B
Benapycu BbiCcTpanBaeTcs cucTeEMa paboThbl B 3TOM 061ACTU Ha OCHOBE MEXZYyHapOAHbIX
MPaKTUK, BHEAPAIOTCA NPaBOBble aKTbl, KOTOPblE ONPEAENSIOT, KaK Ha PbIHKE eiCTBYIOT
T€ UM UHbIE KOMMaHUMW.

Tak, B 2010 r. B benapycu nosiBunCAa UHCTUTYT YMOTHOMOYEHHDBIX MOCTAaBLLVKOB
VHTEPHET-yCnyr — NPoBaiaepoB, KOTOPbIE OKa3blBaKOT YCNYrK ANs roCOpraHoB (XOCTUHra
M nepegayn AaHHbIX). OHW JOMKHBI BbINONHATL PsAf TpeboBaHU Mo 6e30MacHOCTH,
KOTOpble KOPPEKTVPYIOTCA B 3aBMCMMOCTM OT CYLLECTBYIOLIMX Yrpo3. 3Ta cucTema
MO3BOMSET KaX[OMy M3 HUX CO34aTb 0a30BYt0 MoJenb 6e30MacHOCTV W MpesoCcTaBNATh
Yepes Hee 6e30nacHble yCnyru.

B Benapycu co3fiaHa KOMaHJa pearvpoBaHMsi Ha KOMMbIOTEPHbIE VHUMAEHTbI —
Cert.by, 4epe3 KOTOPYIO BeAeTCS B3aVMOLEICTBIE C aHANOMMYHBIMW KOMaHAaMu1 BO BCEM
mupe. IponcxoanT 06MeH MHGOoPMaLMER O TEKYLLMX Yrpo3ax, B3aMMOAENCTBUE B YacTU
npegynpexaeHns. Ha Tepputopuy EBponbl HeT npobnem npu B3aMMOJENCTBAW B
OPUAMYECKOM WM TEXHUYECKOM NiaHe. HO Korga nojdepxka HyxHa creuuyanuctam
Apyroii cTpaHbl, Tex xe CLUA, AscTpanmu, benapycu, TO BO3HMKaOT MpPOGNEMb
HOPMANYECKOTrO XapakTepa. CerofHs BaXKHbIA MeXAyHapOAHbINA JOKYMEHT B 3TOM cepe —
ByfanewiTckas KOHBEHLMSA KMOepnpecTynHOCTW, U, HECMOTPS Ha TO, YTO HEKOTOpble
CTpaHbl He XOTAT ee PaTU(ULIMPOBATb, 3TO PeabHO PabOTaOLLMIA NPaBOBOI MHCTPYMEHT.
Benopycckoe YronoBHOe 3aKOHOAATENbCTBO MPAKTUYECKUM MONHOCTBIO  MOBTOPSET
ByaneLuTckyro KOHBEHLMIO.
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C uenbto obecneveHns knbepbesonacHocT HauybaHk Pecry6inku Benapych
06bsBIN O CO3AaHNN LIEHTPA MOHUTOPUHIA V1 NPOTUBOAEIACTBUA KOMMbIOTEPHbIM aTakam B
KpeauTHo-huHaHcoBoin cthepe (FINCERT) no npumepy POCCUIACKMX 1 MPOUMX
3apy6exkHbIx Konner. OnbIT paboTbl B 6enOpycckoii GaHKOBCKOM cdepe, B T.4. MO
BONpocaM  MH(OPMaUMOHHOW  6e30MacHOCTW, MOACKAa3biBaeT, YTO MpW  CO3AaHWK
MOAOBHOM CTPYKTYPbI MPUAETCA CTONKHYTLCS C PAAOM NPo6nem.

Joboii 6GaHK KpaiHe 3aBMCKUM OT CBOMX WH(OPMALMOHHBIX CUCTEM U
VH(OPMALMOHHOW  MHAPACTPYKTypbl. EcCnM  OfHOBpeMeHHO 6y4yT aTakoBaHbl BCe
cepBepbl KaKoro-H1byap KpynHoro 6aHka, ato 6yfeT KO/nanc ¢ OrpoOMHbIMU MOTEPAMMU.
MMO3TOMY €CTeCTBEHHO >KenaHue perynsaTopa Kak-T0 CTaH4apTu3upoBaTb paboTy
VH(OPMALMOHHBIX CUCTEM W, FNaBHOE, — OTCNEXMBATH NH0Oble UHUMAEHTBI, BIUSAIOLLME Ha
ux paboty. B uenom npouedypa MoHUTOpuHra onucaHa B TKI1 288-2010 (07040)
«baHKOBCKMe TexHONorWW. YnpasfeHue puckam B Cepe  MH(OPMALMOHHbIX
TEXHOMOTWIA» U COAEPXMT MepeyeHb TUMOBBIX UCTOYHUKOB (MPUYMH) PUCKOB B Clhepe
MH(POPMALMOHHBIX TEXHONMOMMIA, MO KOTOPbIM KaXfblii 6aHK OTUMTLIBAETCA Mepeg
perynsTopom. Ha fene oten puckos 6aHka oTcbinaeT npogunbHbIM pykosoauTensm (IT
M MHDOPMaUMOHHaA 6e30MacHOCTb ualle Bcero) (opmbl Tabnul, KoTopble Te ¢
OMNpefeneHHON NepuoANYHOCTLIO  3amonHAT. OTAeNn PUCKOB  KOHCOMUAMPYET 3Ty
VH(OPMALMIO 1 OTCHIMAET PErynsTopy.

Ha atom atane o6ecneyeHns Kubep6e30nacHOCTM BO3HUKAKT CredytoLime
npo6nemsl [4]. Bo-nepsbix, 3TO CBA3aHO C CaMOiA NPOLeAyPOii MOHUTOPUHIA COBLITUIA,
OyAb TO LIMNMOHAX, XWLLEHWE aKTWBOB, YTeUYka WH(popMaLmn 1 T.N. VX OTCNeXuBaHue
TpebyeT cepbesHbIX 1 goporoctoswmx cuctem. Hanpumep, DLP (Data Leak Prevention)
cuctemsl, SIEM (security information and event management), opraHu3osaHbl SOC
(Security Operation Center) u gpyrue. Jlto6as U3 HUX CTOWUT COTHWU ThbICAY [OMNAPOB.
[Janeko He y Bcex 6enopycckmx 6aHKOB OHM ecTb. HO 6e3 HUX Henb3s 3P(eKTUBHO
cobupatb faHHble 0 npobnemax B MH(OPMALUMOHHbLIX CUCTEMAax W MPesoCTaBiATb
PerynaTopy No/HbIe Y TOUHbIE CBEAEHNA.

Bo-BTOpBbIX, KagpoBas npobnema. O6yunTb CreunanmncTa noib30BaHNK CIOXKHbIMM
SIEM- cuctemamn CTOUT OKONMO 4 TbiC. y.e. COOTBETCTBEHHO, TaKUX /tOfEH Ha PbIHKE
KpallHe Mano W CTOAT OHM foporo. Jaxe ecnn 6GaHK onnatuT y4yeby 7S CBOEro
COTPYAHWKA, 3TO He 3HAYWT, YTO OH CTaHeT NAaTWUTb eMy 3apniary B COOTBETCTBUM C ee
PbIHOYHBIM YPOBHEM.

TpeTbss 1 Hanbonee BaxHas Npobnema B TOM, YTO GaHKW He XOTAT AeNnUTbCA
nHpopmaumen 06 WHUMAEHTax ¥ npobnemax, Onacascb BHEMNAHOBBLIX MPOBEPOK
perynsTopa Ui UHbIX HEMPUATHOCTEA.

PaboTa C034aBaeMOro LieHTpa [O/KHA ObiTb HanpasieHa Mo YeTbIpeM TUMam
VHLUMLEHTOB:

= DDoS-artaku;

= HEeCaHKLMOHMPOBaHHbIV OCTYN K KOHPUAEHLMANBHOK MH(OpMaLmK;
= MOLUEHHWYecKne SMS ¥ 3BOHKM;

= BpefOHOCHOE NnporpamMmHoe obecrieyeHve (MO).
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HanpasneHuii MoXeT 6biTb Oonble, BMNOTb [0 MOWUCKa YA3BUMOCTEW B
MH(PaCTPYKType OTAeNbHbIX 6aHKOB [5].

Mpegnonaraetcd, yto cneuypaamctel FINCERT  6yayT npoBOAUTL MOHWUTOPUHT
cuTyauumn B uHTepHeTe, CMW, No M1t0BbIM OTKPbITbIM 1 3aKPbITLIM UCTOYHUKAM, ONepaTBHO
Mno/yyaTb MHPOPMALMIO OT MPOMUIBHBIX CUIOBbLIX CTPYKTYP, MOMyYaTb MH(pOpMaLyo OT
6aHKOB, KOTOpbIe MOABEPr/UCL aTakaM. Ha 0CHOBaHUM COBPaHHOW MH(OPMALMKA SOMKHbI
(hopMmpoBaTLCA pekoMeHJaLMn Mo 60pbbe C 3TUMM aTakamu U WHUMEHTaMK, a TakokKe
OrepaT1BHO PacchINaTbCs Mo BCeM, KTO BYAET MOAK/HOUEH K CUCTEME.

OfiHaKO No-NpexxHeMy COXPaHATCA BCE Te Xe NPOob/eMbI.

Bo-nepBbIX, HEMOHATHO, Kak 3()(heKTMBHO KOHCONMAMPOBATb WH(OPMALWIO,
MOCKOMbKY HET YBEPEHHOCTW, YTO B 3TOM COMIACcATCA Y4acTBOBATb CrELMaInucTbl no
paccnefoBaHW0  NPeCTYMNeHnin  MNPOTMB  MH(OPMALMOHHOW  6e30macHOCTM U
WHTENNeKTYanbHOW COBCTBEHHOCTM [M1aBHOI0 CeACTBEHHOTO ynpasneHns CK Pecny6imku
Benapycb vnm OnepaTnBHO-aHaIMTYECKOrO LieHTpa npu Mpe3naeHTte (OALL), aa 1 6aHKu
BynyT KpaiiHe HEOXOTHO NPefOCTaBNATb MHOPMALMIO 06 UHLMAEHTaX.

BO-BTOpPbIX, KaApoBblii BOMPOC. XOPOWWA CreuuanncT no KubepbesonacHOCTM
CTOMT Ha PbIHKe 2—3 TbIC. y.€., TPOQUNbHbIA PYKOBOANUTENb — OKONO 5 ThIC. y.€. [laxe ecnm
HaMgyTcA MonoAble TaNaHTIMBble Kafpbl WM 3T MecTa 3aiiMyT MpeAcTaBuTeNnu
crewcnyo6, To Ux npuaeTca obyyartb ¥ MOTUBMPOBATL. HO Heb3d UCKKYaTh TOro, YTO
Yepe3 HEKOTOPOe BPeMA 3TW KaApbl HAYHYT ye3xaTb B 3anagHOM WM BOCTOYHOM
HanpasneHun, TyAa, rAe Cpoc Ha Takyx CNeLnancToB 1 Ux 3apaboTKu BbILLE.

Takum 06pa3omM, Knbep6be3onacHOCTb — MOHATUE KOMMJeKcHoe. [ns  ee
o6ecrneyeHuns, M0 MHEHWIO 3KCMepTOoB, HeobxoAMMa creuunansHas paboTa, B TOM uucne
Yepes 3aKOHOAATENLCTBO, Yepe3 peann3ayio NoNMTUKN 6e30MacHOCTU.

JInTepaTypa

1 CoumanbHOe NOMOXEHWe W YPOBEHb >XM3HW HaceneHus Pecny6nnku Benapych.
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pecypc]. — Pexxum goctyna: http://www.belstat.gov.by/ - Aarta goctyna: 15.02.18

2 Measuring the Information Society ICT Opportunity Index and World
Telecommunication/ICT Indicators — 2017 - Calt MexzayHapoAHOro CoK3a
3N1EKTPOCBA3M [SneKTpOHHbIN pecypc] - Pexxum focTyna:
http://www.itu.int/en/publications/Pages/default.aspx - Aara goctyna: 10.02.18

3. VHhopmaloHHas 6e30nacHOCTb Gr3Heca [ANeKTPOHHbIA pecypc]. — Pexum
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4 «be3onacHoCTb B MIHTepHeTe» ®opymM no ynpasneHuto HTepHeToM (Belarus 1IGF-
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NHP®OPMALMNOHHAA BE3OINACHOCTb 1 BOPLBA
C MPECTYN/IEHNAMW B COEPE BbICOKUX TEXHOTOT I
B PECIYBJIMKE BENTAPYCb

Onbra NMyrayesa
OMeNbCKIIA rOCYLapC T BEHHbINA YHUBEPCUTET UMeHU ©.CKOPUHBI

Based on the analysis of users of the Internet and the information technology market, the
main threats and recommendations on combating them of the Republic of Belarus

BaxkHeMWMMM  (hakTOpaMu  MOBbILLIEHUS  KOHKYPEHTOCMOCOBHOCTM  6a30BbIX
OTpacneid 1 YCMewHOro pasBUTHS HOBbIX CEKTOPOB 3KOHOMWKW Pecnybnunku Benapych
ABNAKOTCA KOMMAEKCHas LMppoBas TpaHchopmauus 3KOHOMUKK (MH(opMaTU3aums),
LUMPOKOE BHELPEHWE NH(HOPMALMOHHO-KOMMYHUKALWMOHHBIX TEXHONMOT UIA.

YCKOpeHHOe pasBUTME MH(OPMALMOHHO-KOMMYHUKALMOHHBIX TEXHOMOTUIA Kak
KNOYeBOW  COCTaBMAIOWEN  MHHOBALMOHHOM  cTpaTerum  npefycMaTpuBaeTcs
OCYLLIECTBNATb 3 CHET: Aa/bHEeLLIEero pa3sMTIS MyNbTUCEPBICHOI CUCTEMBI 3NIEKTPOCBA3MN,
LUMPOKOMONOCHOrO A0CTYNa B CeTb HTEpPHET, LUM(POBOro TeNeBU3NOHHOTO BeLLaHNA,
COTOBOW CBA3W CNefytolLero MOKONeHWs; MH(pOpMaTU3aLMnU BCeX cdep CoLyanbHO-
9KOHOMMYECKOrO PasBUTUS; PaCLUMPEHWUS BHYTPEHHErO pbiHKA MyTemM CTUMYIMPOBaHUSA
BHEAPEHUS MH(OPMALMOHHO-KOMMYHUKALMOHHBIX TEXHONOrMIA B pealbHOM CeKTOpe
9KOHOMMKM, COLManbHOW Ccepe, roCyLapCTBEHHOM YNpaBneHuW, B TOM uucne AN
MpefocTaBneHns roCyAapCTBEHHbIX YCNYr W OCYLECTBNEHUS  aAMUHUCTPATUBHBIX
MnpoLieayp B 3NEKTPOHHOM BULE.

Ha ocHoBe CBefieHuIA, NPUBEAEHHBIX B CTATUCTUYECKOM COOpHUKe «CoumansHoe
MONOXEHWE W YPOBEHb XXW3HW HaceneHws Pecnybivku Benapycb», MOXHO CAenatb
CnefytoLLniA IHTEPHET-NOPTPET 6eN0PYCCKYX NONb30BaTENeN BceMUpHOI ceT [1].

PacnpegeneHne UHTEPHET-NOb30BATENE MO YacToTe BbixoAa B VIHTepHeT B 2016
r. NpefcTasneHo B Tabnuue 1 (34ech 1 fanee — no AaHHbLIM BbIGOPOYHOro 06Cef0BaHNA
LOMALLHMX XO3AACTB N0 YPOBHIO XXWU3HW, B % K UTOTY).

Tab6nmua 1

PacnpegeneHve HTepPHeT-N0Mb30BaTeNe No YacToTe BbIXOfa B IHTepHeT B 2016 T.
He MeHee 1 pasaB OT CNyyas K
eXXeIHEBHO|
Hefento cnyyaro

Bcero 68,3 16,2 155
ropoga 1 nocesKu ropoAckoro Tmuna 70,6 155 13,9
CeNbCKMEe HaCeNeHHbIe NYHKThI 59,2 19,3 215

PacnpegeneHne UHTEPHET-MNONb30BaTENEN MO MECTY BbIXOfa B CeTb VHTEpHET B
2016 r. (B % OT 06LiEro umcna MHTEPHET-NONMb30BaTeNeli COOTBETCTBYIOLIEN pynMbl)
NpejcTaB/eHo B Tabnuue 2.
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Tabnuua 2

PacnpegeneHune MHTEPHET-NOb30BaTENEN NO MECTY BbIXOAa
B CeTb IHTepHeT B 2016 T.

yepes NPoBOAHYH ceTb unn Wi-Fi
5 B II06OM MecTe
y Yepes CeTb COTOBOM
KOMTMbOTEPHOM o
o MecTy [mo MecTy | poaCTBEH- MOABVYXHOIA
foma Knyo6e,
paboTbl | yyebbl | HUKOB, 3/1eKTPOCBA3N
WHTEPHET-Kade
3HAKOMbIX
UT.A.
Bcero 93,5 19,1 44 21,7 98 56,5
Mo MecTy
NPOXUBaHUS:
rOPORANTOCENKA g/ 5 205 45 29,0 115 60,3
ropofcKoro Tvna
ceneckme 903 138 42 229 32 419
HaceneHHbIe MyHKTb

PacnpefeneHne UHTEPHET-NOMb30BaTENeR MO LensM Bbixoda B CeTb VIHTEpHeT B
2016 r. npefcTasneHo B Tabnuue 3 (B % OT 06Lero y1cna MHTEPHET-NOMb30BaTeNEeN

COOTBETCTBYHOLLEIA rpynmbl).

Tab6numua 3
Pacnpe,qeneHme MHTepHeT-HOﬂbSOBaTeﬂeVI Mo uendam Bbixoga
B ceTb IHTepHeT B 2016 T.
BT.M.
ropogau
e HoCeNKM Ce/bCKMe
HaceneHHble
rOPOACKOro
MYHKTbI
™Mna

MOMCK MHhopMaLMn 92,6 94,3 86,0
MPOCMOTP 1 CKauMBaHue (MIbMOB, MPOCAYLLKMBAHME W 79.8 80,1 788
CKauMBaHWE My3bIKV U T.4,

06LLEeHMs B COLMANbHbIX CETAX 74,7 76,0 69,6
OTNPaBKK, NOAYYEHNS 3NEKTPOHHOI MOYTbI, NeperoBopoB 52,8 56,9 36,9
KOMMbOTEPHbIE UTPbl 46,9 46,4 49,1
OCYLLECTBAEHMS (IMHAHCOBbLIX OMepaLii 29,8 329 17,7
MOKYMKY TOBaPOB, NOYYeHNA ycnyr 28,6 31,6 17,1
06pasoBaHue 232 232 231
B3aMMOJeICTBYE C OpraHamm rocynpaeneHms 13,0 15,2 4,6

YpoBeHb Y/0BNETBOPEHHOCTY 6ENOPYCCKUX MHTEPHET-NONb30BaTENEl KaYeCcTBOM
ycnyr cetn WHTepHeT B 2016 r. npeActasneH B Tabnauue 4. Mpu 3TOM OTHOLLEHWE B
permoHax CyLecTBeHHO oTinMyaeTca. Hanpumep, B MOMenbCKoi 06nacTu Bce ycTpavsaeT
47,8% nonb3osateneit, Morunesckoi — 48,3%, bpectckoii — 43,1%, MuHcKoii — 45%, a B
cTonmue — T10MbKo 38%. BobLue BCEro CKopee He0BO/bHLIX M COBEPLUEHHO HEOBO/bHbIX
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KauecTBOM WHTEPHET-ycnyr B Butebckoii obnactu (8,5% 1 1,7% COOTBETCTBEHHO), TOrAa
Kak B MuHcke ux Bcero 3,4% un 0,6%.
Tabmua 4
YpOBeHb Y10BNETBOPEHHOCTM 6EN0PYCCKNX MHTEPHET-MO0/b30BaTeNEN Ka4eCTBOM
yenyr cet MnTepHeT B 2016T.

BT.4.
Bcero ropofa v nocenku CenbCKMe HaceNeHHbIe
rOpPOACKOro T1na MYHKTbI

MO/HOCTLHO Y0BNIETBOPEHbI 43,8 42,3 49,6
CKOpee y[0BNETBOPEHDI 424 43,4 38,6
M [a, N HeT 8,0 8,3 6,8
CKOpee He y0BMETBOPEHDI 51 54 4,0
COBEPLUEHHO HE Y/0BNETBOPEHDI 0,7 0,6 10

B 2016-2020 rr. 6enopycckue BnacTW HamepeHbl 4OOMBATLCSA CYLLECTBEHHbIX
CABMIOB B C(epe wHpopmatusaumu. [na 3toro B [porpamme  coumaibHO-
3KOHOMMWYECKOro PasBuTUA ChopMynnpoBaHo 12 kntouesblX 3aday [2]. Cpegn Hux —
CO3/jaH1e COBPEMEHHOI MH(PACTPYKTYPbI TENEKOMMYHMKaLMI B BocTouHoii EBpone. 3a
5 net nnaHuMpyeTtcs NOCTPOUTL 0KONMO 10 ThIC. KM BOOKOHHO-OMTUYECKUX TMHUI CBA3M
[N BCEN MHOTrO3TaXHON XKW/ION 1 0BLLECTBEHHOW 3aCTPOMKM. MpOrHo3npyeTcs, YTo K
KoHLy 2020 r. okono 35% HaceneHusi cTpaHbl 6y4eT No/b30BaThCs faHHLIMU YCayramu,
90% HaceneHusi CTaHeT MoMb30BaTeNsAMU Ycayr 6GecrnpOBOAHOIO LWKMPOKOMONOCHOO
JocTyna K cetu VIHTepHeT, a ypoBeHb NPOHUKHOBeHUA WVHTepHeTa K 2020 r. fomkeH
COCTaBUTb MUHUMYM 82% [OMOXO3ANCTB.

Mpegnonaraetca Cco3faHue MOMHOLIEHHOrO 3/IEKTPOHHOIO MpPaBUTeNbCTBa W
NnepeBoj B 3N1EKTPOHHbIN (opmMaT K KoHLY 2020 r. 75% afgMUHUCTPATUBHbIX NPOLEAYP.
Mpn atom 40% HaceneHus [OMKHbI CTaTb nonb3osatensMu OB6LierocyapCTBEHHON
aBTOMAaTU3MPOBAHHOM WH(OPMALMOHHOW CUCTEMbI, @ BCe rpaxaaHe cTpaHbl K 2018 r.
CMOTYT MCMOMb30BaTb LI(POBYHO MOAMMC.

Takke 3annaH1poBaHO CO3iaHNe CeKTopa UH(OPMALMOHHBIX YCAYT /1S HACeNeHNs
M 6u3Heca, LIMPOKOMACLITabHOE MCMO/Mb30BAHWE 3IEKTPOHHBLIX  [JOKYMEHTOB B
KOMMEPYECKON [eATeNbHOCTH, BKOYas paspelunTenbHyto, (UCKaNbHYH0, KOHTPaKTHY!O,
MNATeXHY W TOBAPHO-COMPOBOAUTENbHYIO (YHKLMW, CO3faHWe edMHOW CUCTEMbI
3N1EKTPOHHOT O 3[,paBOOXPaHEHNS, paclumpeHne VIT-TexXHONOrnid B TOprosne, 6aHKOBCKOM
cthepe, rocysapcTBEHHOM ynpaBieHnn, HoTapuaTe, 06pa3oBaHUM 1 APYTruX Chepax.

AHaM3 pblHKa BbICOKUX TexHonoruin B benapycu B 2017 rogy nokasan, 4To
KPUMUHOTEHHas 0BCTAHOBKA Ha HEM OCTaeTCs HanpshkeHHOW. Ha ocHoBe MaTepuanos
KOH(epeHLMM, NOCBALLEHHONW WHPOPMALMOHHON 6e30MacHOCT, C NpeacTaBUTensMu
CneacTBeHHOro KomuTteTa, ynpasneHus «Kx» MBI » HaunoHaibHOro LeHTpa
3aKOHOZ@ATeNbCTBa M NpasoBbix MccnegosaHuin (HL3MIA) mMoxHO chopmynmposatb
OCHOBHbl€ Yrpo3bl M peKoMeHaaLum no 6opsoe ¢ Humu [3].
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CambIM/ pacnpoCTPaHeHHbIMY Yrpo3ammn ABNAIOTCA BPELOHOCHOE MPOrpaMMHOe
o6ecneyenue (INO) v HenpasUNbHOE UCMONb30BaHWE KOPMOpPaTMBHbLIX VI T-pecypcos.

KonnuecTBo «BUPTYa/bHbIX>»> MPECTYNNeHni A B benapycu 3a rog BbIPOCIO Ha
yeTBepTb (C 2471 10 3099), 1 B OCHOBHOM 3TO XULLEHNS.

Moyt TpK YeTBEPTM 3M0LEAHUIA B KNOEPNPOCTPAHCTBE CBA3aHbI C XULLEHUAMN
MyTem MUCMOoNb30BaHWA KOMMbOTEPHOI TexHUKK (CT. 212 YK Benapycw). Kpome Toro, Ha
20% (c 651 g0 781) yBEAMUMNOCL KOMMYECTBO BbISIBNEHHbLIX MPECTYNAEHUA NpOTUB
MH(OpMaUMOHHO  6e3onacHocTM  (cT.cT. 349-355 YK). B nepByto oyepedb 3TO
00yCnoBMEHO POCTOM uucna (PAKTOB HENpaBOMEPHOrO 3aBNafeHUs KOMMbIOTEPHON
nHpopmaumein (¢ 13 fo 29), a Takke CnyyaeB MoAMMKaLMKM  KOMMbIOTEPHO
nHpopmaumy (¢ 13 0 25) M HecaHKLMOHMPOBAHHOrO AOCTyNa K KOMMbIOTEPHO
nHpopmaumm (¢ 258 fo 462). Cymma yulepba OT MPOTUBOMPABHLIX AENCTBUIA B
BUPTYasibHOM npocTpaHcTee B 2017 rogy cocTtasuna Br3,2 MaH. 3TW faHHble MOXHO
CMEe/I0 YMHOXaTb B HECKO/bKO Pa3, yBepeHbl COTPYAHWUKM CUNOBbIX BEAOMCTB, MOTOMY YTO
0 KWOEprpecTynieHnsax B MWIULMIO 3asBMAOT He Tak 4acto. [loTepnesiuve, fa w
MPECTYMHWKM BCe eLle YOeXaeHbl, YTO PaCcKPbITb «BUPTYabHbIE» MPECTYMNEHUS Cyyau
OTEYECTBEHHON MUMLMWM He MOA Cuny, HO 3TO He Tak. B 2017 rogy COTPYAHUKK
MoApasfeNeHnii No  PackpbITUKO  MPECTYNeHnidA B C(hepe  BbICOKMX TEXHO/Orui
KPUMUHAIbHOW Munuum MuHUCTepCTBa BHYTPeHHWX gen Benapycy yctaHosunm 1052
MPUYaCTHbIX K KMOep3nofesHuaM rpaxaaH, Yto Ha 86 yenosek 6onblue, Yem B 2016 rogy.
K yronosHoin OTBETCTBEHHOCTW MpuBIeYeHO 956 nuu, B TOM yucne 294 UMEHLLMX
CYAMMOCTb, 683 HUTie He paboTatoLLIX 1 He yyalmnxcsl, 34 HeCOBEPLLEHHONETHNX.

Mo oOLeHKamM 3KCMepTOB, Xakepbl BCE YCMELIHee ChpasisalTcs C [OBO/bHO
CNOXHbIMY 33ja4amu. [pu 3TOM KNBepnpecTynHUKY NMPOAO/MKAOT «MONOAETb>, — CYAd
Mo CyMMaMm, yKa3aHHbIM B 3arpocax, ¥ rpaMMaTU4ecKUM OLUMOKaM B TEKCTax COOBLLEHNIA,
— 6O/bLUMHCTBY M3 HUX He 60/bLLe 17 NeT, MakcUMyM — 22 rofa. o yrpo3oi — YacTHbIiA
Gu3HeC M npocTble 0OblBaTeNM. ["OCYAApPCTBEHHBIA CEKTOP U 6GaHKW, N0 MHEHMIO
COTPY/AHVKOB BEJOMCTB, 3alLMLLEHbI JOCTATOYHO XOpoLLo [3].

YacTo »epTBamy MPOrpamm-LUNGPOBa/bLLYKOB CTAHOBATCA MENKUE NPefnpUATUS
B CWNY NNYHBIX OLIMBOK. Hanpumep, ecnn KOMMbTep MOAKMOYEH K NOKAbHON CeTU 1
MeHeKep, OTKPbIBAA JIMYHYK MOYTY, 3arnyckaeT MPUKPENIeHHbI K MUcbMy C
HEe3HaKoMOr o aapeca tain.

Bce elue ocTaeTcs cepbe3Hoii Npobnema 610K1poBaHMs ByXranTepckmx 6a3 AaHHbIX
«1-C». YT006bl 136€XaTh TaKMX CUTyaLMiAi He06X0aMMO PaboTy MO CO3AaHMI0 G3Kanos
(pe3epBHbIX KOMWIA ) fiepXaTb Ha KOHTPO/e PyKOBOACTBOM MpeanpuaTuin. Ecnm 63kan
flenaeTca pa3 B Hefesto, TO BOCCTaHOBUTL OYXranTepcKyt0 OTYETHOCTb He COCTaB/IsieT
Tpyga. Ho ecnu 63kan OTCyTCTBYET Kak TakoBOW B TeYeHWe nonyroda, To 610KMpoBaHme
0a3 laHHbIX BbI3bIBAET CEPLE3HYIO NPOGNEMY.

B 2017 rogy nosBKa0Ck HECKO/BKO 3afBNEHUIA MO NOBOAY KpaXk KpMnToBakoT. Mo
MHEHWIO CMELMa/IMCTOB YNPaBeHNs N0 PacKPbITUIO NPECTYNNEHUI B Chepe TEXHOOr UM
KPUMUHAbHOW Munuumn MBJ, CNOXHOCTb TakuX fien He CTOMbKO B XULIEHWW, a B
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ONnpefeneHnn, ABNAETCA M KPUNTOBA/IOTA AeHbraMu: NoAn He MOTIW MOATBEPAUTS,
3aKOHHbIM /11 MyTEM OHW MOYHYNIN TOKEHI.

SKCnepTbl OTMEYAIoT, YTO PAcTeT KOMMYECTBO XULLEHWUIA C UCTONb30BAHNEM HOBbIX
VHTEPHET-yCNyr, OKasblBaeMblX Onepatopamu. Hanpumep, ucnonb3yetcs MobunbHoe
npunoXeHve v-banking, KOTOPOe NO3BO/AET NEPEBOANTL feHbr. YacTo MOLLEHHUKM N0j
MPeAnoroMm COBepLUEHUS 3BOHKA MNPOCAT TeneoH M Yepe3 NPUNOXEHWUA GepyT
MVKpo3aiimbl o 100 BYN.

Mo-npexHemy YBENNYMBAETCA KOMMYECTBO MOLLUEHHUYECTB 1 BbIMOraTensCTs B
ceTu. YacTo 3BOHAT N0 06BABNEHNAM O NPOAAXKE HEBXUMOCTM UKW APYroro UMyLLecTsa
¥ NOA Mpes/ioroM rnepesofa asaHca MPOCAT JaHHble KapTbl, @ MOTOM MOXMLLAIOT C Hee
[leHbr. PacTeT KONMWYECTBO XWLIEHWA C  WUCMOMb30BAHWEM  COLMANbHOM  CeTw
«BKoHTakTe». COBeT MO 3aluTe OT TaKuxX HanageHWi mpoCcToM: 4yTOObl He CTaTb
)XEPTBOW, HY)XXHO COMHEBATbCS B GECKOPLICTHOCTU MpPeAaratollero MHOro u 6bicTpo
3apabotatb WAM YTO-TO noJapuThb. CnepfyeT 3HaTb, 4YTO CKNOBblE CTPYKTYPbl W
KOHTPONMPYIOLLME OPraHbl HAKOT A He B/I0KMPYIOT KOMIMbIOTEPbI M0Nb30BaTeNeN, 1, ecun
eCTb CO06LLEeHME 0 6NIOKMPOBKE CUCTEMBI IKOOBI OT NnLia MB/L, — 3TO MOLUEHHMKM.

B nocnegHee BpemA MOLLEHHWKWU CTaiu WCMonb3oBaTh BpefoHocHoe MO aa
CKPbITOrO MaiiHWHra KpunToBanoT. B cuny TOro, 4to Kypc GUTKOMHA pacTeT, celtyac
MNOABWACS TaKOW BUA NMPECTYNNEHNSA, KOTAa NOCPeSCTBOM BHEAPEHWS BPeLOHOCHOTO KoZa
B KOMMbIOTEP OH WCMOMb3YeTCs Kak 4acTb OOT-CETW AN MOCTOAHHOM paboTbl — ANs
MaliH1Hra KpunToBailoT. [03TOMy Hafio KOHTPOMMPOBATb BK/HOYEHHOCTb HOYTOYKOB,
paboTy BCex [AeBaiicoB, YTOObI HE CTAHOBWUTLCH XXEPTBaMK TakuUX KUOepnpecTynneHui.
Mpeacrasuteny CneAcTBEHHOrO KOMUTETA PEKOMEHAYHOT XOTA Obl Pa3 B CyTKM BbIK/HOYATH
MOZEM, MOCKO/IbKY B OCHOBHOM 60T-CETW CTPOATCA Ha KOHKPETHOM IP-agpece. A, ecim
BbIK/IIOYMTb MOZEM U O6HynuTb ero, IP-agpec 6ygeT Apyroi, W noayynTb AOCTYN K
KOMMbrOTepy BydeT cnoxHee. B No6oM cnyyae Haflo CieauTb 3a CBOMMM YCTPOWCTBaMU, U
NPy HEKOPPEKTHOI paboTe nepeycTaHaBNMBaTh ONepaLyioHHYH CUCTEMY.

KcTati, HefjaBHO GenopycckMmMu CrnoBrKamy COBMECTHO ¢ PBP 6bina nposeseHa
HallymeBllas — onepauusa N0 3afiepXaHWio  TPYNNUPOBKU  «AHApPOMesa»,
pacnpocTpaHsBLueli BpefoHocHoe MO B ocHOBHOM Ha Tepputopun CLUA. Mpu aTom
rNaBHbIA BUHOBHUK Haxoguncs v 6bin 3agepxaH B benapycu. Mo noacuetam ®EP, obwias
CyMMa HaHeceHHor o yuep6a npesbicuna 10 M. USD.

WannaCry, Petya n Petya-2, BadRabbit n CobaltStrik— 3atn n pag gpyrux
BPEeJOHOCHbLIX BMPYCOB B3NamblBaiM KOMMbIOTEPbl U Lenble cuctemsl B 2017 rogy,
MPUYUHUB MUNNMAPSHBIA BPeS BO MHOTUX CTpaHax.

Kak nonaratot akcneptsl, B 2018 rofy OCTaHyTCA HEKOHTPONMPYEMbIMU PUCKMN,
CBSA3aHHble C IHTepHEeTOM BeLLel, OyeT pacT KPUMUHaNbHBIV cepsuc 1 T.4. O6beKkTamm
KubepaTtak CTaHyT He TOMbKO /MYHblEe [JaHHble, NOA Yrpo30i KOH(UAEHLMaIbHAA
MH(OPMaLWA KOMNAHWIA 1 KPUTUYECKU BaXKHAA MH(PACTPYKTYpa.

Mo oveHkam «JlabopaTopun KacnepcKoros, BCero cenyac B MMpe HaCUMTbIBAeTCS
500 mmnnnoHoB Bupycos, B HOBoM 2018 rogy nossutcs 6onee 90 MUINMOHOB HOBbIX
BPeOHOCHbIX Mporpamm. To ecTb 3a rof Ux KONM4YecTBO BblpacTeT noyTu Ha 20%.
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SKCnepTbl MOACHAOT, noyemy 3a 2017 rof B MMpe Pe3Ko BO3POC/IO KOMMYECTBO
KubepaTak, U 4Yem 3TO rpo3uT B Ganxanilem 6yayulem. IMocne Toro, Kak Wikileaks
ony6nukosan 6onee 150-Tn Bpe4OHOCHLIX Nporpamm 13 apceHana AHB, LIPY n ®BP, oHu
nona/v B PyKW XakepcKoro coo6LLecTBa 1 npespaTunch B Knbepopyxme. Kpome Toro, B
MVpe MOSIBUANCb W KOHCTPYKTOPbl BMPYCOB, 4acTb KOTOPbIX PacrpocTpaHseTcs
becnnatHo. Takum 06pa3oM, CTano BO3MOXHbIM CO3[aBaTb BMPYChl, Jaxe He Oydyuu
Xxakepom-npogeccroHarioM. COOTBETCTBEHHO, YMCNO TPOAHOB OYAET TO/LKO BO3PACTATb,
CUMTAIOT 3KCMepTbl. OHU TakKe NonararT, YTO KMGepopyXue MOCTENEHHO BbIAAET Ha
CTafM0 NPOMBILLNEHHOrO MPUMEHEHUS, TO eCTb CeLyHoLLas BolHa OyaeT 6a3mpoBaTbcs
He CTONMbKO Ha 6ombax, CKOMbKO Ha BbIBEEHUN U3 CTPOS KOMMOHEHTOB MH(PACTPYKTYP
— TPaHCMNOPTHOM, KOMMYHUKALMOHHOA, (IMHAHCOBOA, MeAULMHCKON 1 Tak Janee

MoBbICUTL  MH(OPMALMOHHYI0 Ge30omacHOCTb  Benapycu NOMOXeT 3akoH O
MepcoHanbHbIX fiaHHbIX, KOTOPbIA Ceilyac npopabaTbiaeTcs cneuuammcTamu. OH
MO3BOMNT KOHTPOAMPOBATb [eATeNbHOCTb TpaXxaH B WHTepHeTe. 3akoHOM OyayT
3allMLLEHbI NPaBa U 00513aHHOCTW rOCOPraHoB Npu paboTe C NePCOHabHLIMU faHHBIMW.
KoHcTuTyupen Benapycu 3akpernneHo MNpaBo KaXJoro Ha 3aluTy OT He3aKOHHOro
BMeLLaTeNbCTBA B €ro /INYHYI0 >KM3Hb. Bmecte C¢ 3tum B bBenapycw otcyTcTByeT
KOMIM/IEKCHOE NpaBOBOe PerynmpoBaHue nopsgka paboTbl ¢ NMepcoHabHbIMU JaHHbIMM
(ur3nyecknx nnL,. ITO HEPeAKO MPUBOAUT K HapyLLEHWIO YKa3aHHOro npasa W Bbl3blBaeT
3aTPYAHEHUSA B NPaKTUYECKON JeATeNbHOCTU.

MpUHATKE 3aKOHa C Y4eTOM 06LLIEEBPONENCKMX NOAXOA0B K 3aLLMTE NepCOHabHBIX
[@HHbIX MO3BOMWT YCTPaHUTb MPEnsTCTBUA ANA PasBUTUA OM3Heca, CBA3AHHOTO C
MH(OPMALMOHHBIMK TexHonornAMU. OCHOBHasA Mes 3aKOHOMPOEKTa - MOUCK pa3yMHOr0
banaHca MexzJy 3alMTON NepCOHabHbIX [aHHbIX, PasBUTUEM WMHPOPMALMOHHBIX
TEXHOMOTUA M HEOOXOAMMOCTLIO  BbIMONHEHWA  FOCYAApPCTBEHHBbIX — (YHKUMA. B
3aKOHOMPOEKTe  MNIaHUPYeTcs  3aKpenuTb  MOPSAAOK  TPaHCrPaHWYHOW  nepefaun
MepCoHaNbHbIX AaHHLIX W Clyyau, Korja 006paboTKa MepCOHalbHbIX [aHHbIX MOXET
OCYLLECTBNATLCA 63 cornacus rpaxzaH. YCTaHaB/MBAaeTC OnpefeneHue Kateropuid
06LUeAO0CTYMHbIX NEPCOHANMbHBIX JaHHbIX, KOTOPbIE HE MOANEXAT 3aLuTe, N CreLnaibHbIX
MepPCoHaNbHbIX  [aHHbIX, MOANEXalWyx [JONOAHUTENbHOW 3awwmTe. [Mpegnonaraercs
perynMpoBsaHue BOMpPOCOB KOHTPO/A U OBLLMX NONOXEHWA 06 OTBETCTBEHHOCTY B Cthepe
o6palleHns ¢ NepcoHabHbIMK JaHHbIMU, KOMMETEHLMM YNONHOMOYEHHOIO OpraHa no
3aWyTe npas CyObeKTOB MepCOHaNbHbIX [JaHHbIX. Kpome Toro, ceityac B [Manate
NpeAcTaBUTeNell Ha PacCMOTPEHUM HaxoAaTcs [ABa 3aKOHOMpoekTa. OfWH M3 HUX
npefycMaTpuBaeT BHECEHWE U3MEHEHUIA U JOMONHEHWIA B 3aKOH O PErMCTPe HaCeneHus v
BTOPOiA, KOTOpbIA OyZeT KOpPeKTMpoBaTb 3aKOH 06 3NEKTPOHHOM [OKYMEHTE U
3NEKTPOHHOI LIMPOBOIA NOANMCU.

MpeactaBuTenn BeJOMCTB  COMMACMIUCL € TeM, YTO B CTpaHe Haspena
HeOOXOAMMOCTb CTPaxoBaHUs B C(hepe BbICOKUX TEXHONOrUA. HyXeH WHCTPYMeHT A
KOMIMEHCaUMN (DUHAHCOBBIX U PEenyTauMOHHbIX NoTepb. HO MOKa CTPaxoBLUMKM He
CTPEMATCA B 3TOT CETMEHT. Y HWX HET METOAMKW OLEHKV MOJO6HbLIX PUCKOB, U OHU He
MOryT 06bEKTUBHO NOAOMTY K LLEeHO06Pa30BaHuIo.
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Takum 06pasoM, B KOHLEMUMM HaLMOHaIbHOW Ge3onacHoCT  Pecny6inky
Benapycb MH(OPMaLMOHHas Ge30MacHOCTb  SBMSETCA OAHUM U3  MPUOPUTETHBIX
HanpaBneHwin AesTENbHOCTY MO 0GecreyeHmMto 6e30MacHOCTY GeNnopyccKoro o6LLECTBa.

Intepatypa

1 CoupanbHoe MONOXEHVE W YPOBEHb XXW3HW HaceneHus Pecrybnvkn benapych.
HaumnoHanbHbIA CTaTUCTUYECKMIA KOMUTET Pecny6nnkn Benapycb [3neKTPOHHBbINA
pecypc]. — Pexxum goctyna: http://www.belstat.gov.by/ - Aata goctyna: 15.02.18

2 Tporpamma coLmanbHO-3KOHOMIUYECKOr0 passuTis Pecny6nuki benapych Ha 2016 —
2020 rogpbl. Caint Coseta MuHucTpoB Pecny6auku Benapych. [ OneKTpoHHbI pecypc].
— Pexum poctyna: - http://www.government.by/upload/docs/program_ek2016-
2020.pdf - Oata goctyna: 20.02.18

3 WHdopmaumnoHHas 6e3omacHOCTb 1 6opbba ¢ MPecTynneHnsaMM B cepe BbICOKMX
TEXHOMOr Wi [SneKTpOHHbIN pecypc]. - Pexum goctyna:
http://www.belta.by/pressconference/view/informatsionnaja-bezopasnost-i-borba-
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YNPABNEHNE NHPOPMALMNOHHBLIMU PUCKAMU
HA INMPUMEPE YYEBHOI' O 3ABEAEHNA

PoTapy AB.

CTypeHT SI-141

JKoHOMUMYecKas Akagemus Pecnybnuku Mongosa
HayuHbiiA pykoBognTens Oxpumenko C.

The widespread use of information has created a new type of risk - information risks,
which can pose a serious threat to the development and functioning of the school. Therefore,
information risks require immediate detection, analysis and evaluation for subsequent reduction,
disposal or transfer. Work to ensure information security should be comprehensive and include
many systems and techniques for the calculation and analysis of possible information risks.

Keywords: Information risks, Information security, Comprehensive system, Analysis.

OfHOM M3 BOXHENLUMX COCTaBNAOLLMX YCMELIHOTO Pa3BUTUS 0OLLECTBa ABNAETCS
3alMLLEHHOCT  ero  MH(OPMALMOHHBIX pecypcoB. WH(opMaums B COBPEMEHHOM
NH(OPMALOHHOM OBLLECTBE CTAHOBUTCS OLHUM U3 K/HOYEBbIX 3N1eMEHTOB 613HECa, OHa
CTAHOBMTCA MPEAMETOM  KyNnau-nNpojaxy, 06/afaioymM CTOMMOCTHBIMK — XapaKTe-
pucTukamn. Jlrobble npoueccbl B (PMHAHCOBO-MPOMBILLNEHHOW, MOAUTUYECKON WM
COLMaNbHO Cthepe CErofHs HampsMylo CBA3aHbl C WH(OPMALMOHHBLIMU pecypcami 1
MCNONb30BaHNEM UHPOPMALMOHHbIX TEXHONOT WA

CoBpemMeHHble  UH(OPMALMOHHbIE TEXHONOTUW MPef/araloT  HeorpaHUYeHHble
BO3MOXHOCTW [/11 Pa3BUTUA OW3Heca, NPefoCTaBNAs HeOOXOAUMYIO A1 MPUHATUSA
PeLLeHNIA MH(OPMALIMIO HYXHOIO KauecTsa v B HyXHOe Bpems. VIHhopmaLms, KpuTuiHas
ANns 6U3Heca, LOMKHA ObITb LOCTYMHOM, LLENOCTHOM 1 KOH(PUAEHLMANLHOIA. B TO Xe Bpems,
B CBA3Y C BO3PACTAIOLLEN COXHOCTHI0 MHPOPMALMOHHBIX CUCTEM U UCTIONb3YEMbIX B HUX
MH(POPMALMOHHbIX ~ TEXHONMOTWIA,  BO3pacTaeT U KONMMYECTBO  YA3BUMOCTEA K
MNOTEHLMabHbIX YTPO3 3TUM CUCTEMAM.

OueBMAHO, YTO BOMPOCHI MHOPMALMOHHO 6830MaCHOCTU CErofHs aKTyalbHbl He
TOMbKO NS NPaBUTENbCTBEHHBIX M KOMMEPYECKMX CTPYKTYP. B nocnefHee Bpems BCe Yalle
1 yalle cTouT BONpoc 06 06ecneyeHn YCTONUMBOTO (hYHKLMOHNPOBAHMS U MOBbILLEHNN
KOHKYPEHTOCMOCOBHOCTI 06pa30BaTe/bHbIX YUPEXAEHWIA.

B cBA3M C 3TVM 3a4aun 06ecneyeHus 3amTbl MHPOPMALIMOHHBIX PECYpPCOB 06pa3o-
BAaTENbHOIO YYPEX[EHWS U CBA3aHHbIE C HUMW BOMPOCHI aHanM3a MHMOPMALMOHHbIX
PVCKOB ¥ yNpasneHns UMW NpuobpeTaroT 0cobyHo akTyabHOCTb.

Mof pUCKOM MOHUMAETCs BO3MOXHAs OMacHOCTb MOTepb, BbITEKaloLas W3
CMeundnUKN Tex AWM UHbIX SBAEHWIA NPUPOAbI U BUGOB LEATENbHOCTY YENOBEYECKOro
06LecTBa.

PUCK — 3TO MCTOpUYeckas M 3KOHOMMYEecKas Kateropus. Kak MCTOpuUyeckas
KaTeropus, puck npescTasnseT cO60M 0CO3HaHHYH YeNOBEKOM BO3MOXHYHO OMacHOCTb.
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OHa CBMIETENbCTBYET O TOM, YTO PUCK WMCTOPUYECKW CBA3aH CO BCEM XOLOM
00LecTBEHHOro passuThs. Kak 3KOHOMWYeCKas KaTeropusi pUCK npeacTasnser co6oit
cO6bITHE, KOTOPOE MOXET NPOU30ITMI MW He MPOU3OITH.

B cnyyae coBeplUeHUs TaKoro COObITUS BO3MOXHbI TPU 3KOHOMUYECKMX
pe3ynbTara: oTpuuaTenbHbid (MPourpbiL, yuiep6, yObITOK); HYNeBOM; NONOXMTENbHBIA
(BbINTpPBbILL, BLIFOAA, MPUOLIND).

PVCKOM MOXXHO YNpas/ATh, TO €CTb UCMONb30BATb Pa3/INyHbIE MEPbI, MO3BONSAIOLLME
B ONpefeneHHOW CTeneHn MPOrHO3WMPOBaTb HACTYMNEHWe PUCKOBOrO COBLITUA U
NPUHUMATb MEPbI K CHXEHWIO CTeneHn pucka. JTio60oii cy6beKT 3KOHOMUKY Ha It0BOM ee
YPOBHE Hen36eXHO CTaKMBAETCA C HEOPAVNHAPHBIMM CUTYaLMAMM, He3an 1aHWPOBaHHbLIMU
UNN HenpeLBUAEHHbIMI COBbITUAMM, Ha KOTOPble HEOOXOAMMO a[eKBAaTHO pearnpoBarh,
YTOObI He MOHECTU YObITKM.

[ns nosbILLeHWe 3(HEKTUBHOCTY yNpaBieHNUs MHPOPMALMOHHON 6e30MacHOCTbIO
y4ebHOro 3aBefieHnst 1 YMpas/eHns MHHOPMALMOHHLIMI pUCKami TpebyeTes peLunThb
CnefyroLLme 3aa4u:

1. TIpoBECTM CUCTEMHBIA aHaM3 GU3HEC-NPOLIECCOB Y4eOHOrO 3aBefeHns Kak
06beKkTa  3aWuTbl W onpedenutb  TpeboBaHWS K 0BGecneveHuo
MH(OPMaLMOHHOI 6e30MacHOCTM Y4eBHOT 0 3aBeeHNA.

2. PaspabotaTtb KOMMIEKC Mofenei, OnpefenstonX OCHOBHbIE KOMMOHEHTbI
MH(POPMALMOHHBIX ~ PUCKOB  y4ebHOro  3asefeHnst  (MOfenn  yrpos,
3/10YMbILLNIEHHWUKOB, YA3BUMOCTEA, yiLiepba).

3. PaspaboTtarb WHCTPYMeHTasbHble MPOrpaMMHble CPeAcTBa [ANA  OLEHKM
YPOBHA  WH(OPMALMOHHBIX PUCKOB Y4ebHOro 3asefieHust W Bblbopa
HEOOXOAUMbIX ~ KOHTPMEp And  ynpaBneHWs MHAOPMaLMOHHON  6e30-
MacHOCTbH.

3aKnoyeHmne

C nepexofioM K PbIHOYHON 3KOHOMUKE U POCTOM 3HAaY4eHWs MPOrHO3MPOBaHNS
9KOHOMMYECKOr0 pa3BUTUSA CYLIECTBEHHO BO3pOCNa ponb MHGopmauuu. LLnpokoe
1CNONb30BaHWE MH(OPMALMKU NOPOAWIO HOBbLIA BWUL PUCKOB — WH(OPMALMOHHbIE
PUCKW,  KOTOPble ~ MOFYT  COCTaBNATb  CEPbE3HYK  Yrpo3y  passBuUTUIO U
(PYHKLMOHMPOBaHNIO Yy4ebHOro 3asefieHns. [103TOMYy WH(OPMALMOHHbBIE PUCKM
TPebyloT He3aMef/IMTEeNbHOrO BbIIBNEHWSA, aHaN13a M OLEHKM B LieNsAX NMocnefytoLero
COKpALLeHUs, yTUamM3aumm v nepefau. HeobxoAnMo NOMHUTb, U4TO (DOPMYNMPOBaHKE 1
OCYLLeCTBIeHNE NOMUTUKM 6€30MacHOCTH MO YCTPaHeHUO NOLOGHbLIX PUCKOB He byaeT
3((EeKTUBHOM, €CnU CyLLeCTBYIOLME LWAaBNOHbI U MPaBKaa UCMOMb3YIOTCA He TaK, Kak
[IOMKHbI, YTO TMPOUCXOAMT  K3-32 HEOOYYEeHHOCTW COTPYAHUKOB WM UX
HEOCBEJOM/IEHHOCTY O BA&XHOCTU Mpobnembl. VIMEHHO Mo3TOMy paboThl Mo
obecrneyeHnio MHHOPMALMOHHOM 6e30MacHOCTU [OMKHbI 6bITb KOMMIEKCHBIMUA U
BK/tOYaTb B Ce6S MHOXECTBO CUCTEM U METOAMK MO PacyeTy U aHann3y BO3MOXHbIX
VH(OPMaLMOHHBIX PUCKOB.
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[aHHas Tema aKTyanbHa, TakK KakK B CTPEMWTENbHO Pa3BUBAOLLMXCS PbIHOYHbIX
YCNOBUSX 00pa30BaTeNbHOE YUPEXOEHWE B LEMSX HOPManbHOW pPaBoTbl [AOMKHO
MPOCYUNTLIBATb CYLLIECTBYHOLLME PUCKU 11 YMETb X NPEAOTBPATUTS.

INutepatypa
1. B.W. BopucoB. «YnpasneHne MHHOPMaLMOHHBIMK puckamm 1 obecrieyeHmne 6e30nacHoCT 1
NH(OKOMMYHUKALMOHHBIX CUCTEM>>. 131aTenbCTBO «HayuHasa kHurax» 2016.
2. AA. Bapthonomees «Ynpas/eHne MHPOPMaLMOHHBIMK prcCKamMmn». YuebHoe nocobue,
Mocksa, 2008.
3. Anekcell JlyKaukuil. «3Id(eKTUBHOCTb MHPOPMALMOHHON 6esonacHocTw». Cisco
Systems, 2006.
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SALNTA NMHTENNEKTYANIbHOW COBCTBEHHOCTU B
PECNYBJIMKE BENAPYCb OT KMBEPCKBOTTUHIA

WpuHa LLHbIN
YO « [ 0OMeNbCKUiA rocyAapcTBeHHbINA YHUBEPCMTET UMeHN ®. CKOPUHbI>>

The article deals with the current system of legislation in the field of protection of rights to
intellectual property, types of cybersquatting and measures of protection against it

CoBepLUEHCTBOBaHWE HOPMaTUBHOW MpaBOBOM 6a3bl ABNSETCH OCHOBOM 3alMTH
VHTENNEKTYalbHOW CO6CTBEHHOCTH. [eiCTBYIOLas CUCTEMA 3aKOHOAATENbCTBA B 061aCTM
OXpaHbl NpaB Ha 06BLEKTHI MHTENNEKTYabHOW COBCTBEHHOCTW CHOPMMPOBaAHA C YYETOM
HOPM MeXAyHapOZAHbIX 4Or0BOPOB, YHaCTHNKOM KOTOpPbIX SiBNseTca Pecny6nmka benapyce.

[Ana o6ecneyeHns aheKTUBHOMN 3aLMTbI MHTENNEKTYabHOW COBCTBEHHOCTY Obin
pa3paboTaHbl:

= [ocygapcTBeHHOM Nporpamme 3aliuThl MHTENNEKTYabHOW CO6CTBEHHOCTY
B Pecny6nmke Benapych Ha 2004-2006 rogbl (yTBepX/aeHa NOCTaHOBEHNEM
Coseta MuHucTpoB Pecny6nnkun benapyck ot 12.07.2004 1. Ne 843);

= [OCyaapCTBEHHOM Nporpamme o OXpaHe 1 YNpasneHuo NHTENNEKTYanbHON
cobcTBEHHOCTLIO Pecny6imkmn benapycs Ha 2008-2010 rogpl (YTBEpXAeHa
noctaHosneHnem Coseta MuHucTpoB Pecny6nmkm benapycs ot 21.11.2007
r. Ne 1555).

Crparterus Pecny6nvnkn benapych B cdepe UHTENNEKTYanbHOW COBCTBEHHOCTU Ha
2012-2020 rogbl, yTBEepXkAeHHas noctaHoeneHnem Coseta MUHUCTPOB Pecny6inku
Benapycb ot 02.03.2012 r. No 205, ABnsieTcs NPOAOMKEHMEM pPabOThl MO PasBUTUIO
HALMOHA/IbHOW CUCTEMbI MHTENNEKTYaIbHOW COBCTBEHHOCTM, KOTOPas OCYLLECTBANACH B
COOTBETCTBMW C [OCYJapCTBEHHOM MPOrpamMMoin MO  OXpaHe WHTENeKTyabHOW
cobcTBeHHOCTM Ha 2008-2010 rogs! [1].

3akoHogatenscTBO Pecnybnvku Benapycb B 061acTM aBTOPCKOrO npasa W
CMEXHbIX NpaB OCHOBbIBaeTCA Ha KoHCTUTYLMK Pecny6nnkn Benapycs. K HOpMaTuBHbIM
MpPaBOBbIM aKTaM B 3T0I 06/1aCTV OTHOCATCS:

= [paxaaHcKuin kogekc Pecny6amku Benapych;

= 3akoH Pecny6nuku Benapycb ot 17 mas 2011 roga Ne 262-3 «O6
ABTOPCKOM MPaBe ¥ CMeXHbIX NpaBax>;

= 3akoH Pecny6nukn Benapych oT 5 theBpansa 1993 roga Ne 2181-XIl «O
TOBAPHbIX 3HaKax W 3HaKax 06CNYXKMBAHUSA>;

=  HOpMaTuBHbIe NMPaBOBbIe aKThl Mpe3sugeHTa Pecny6nviku benapych;

= nocrtaHoB/eHns Coseta MuHucTpoB Pecny6anku benapych;

= M0CTaHOB/MeHUA [OCYLapCTBEHHOTO KOMMUTETA MO Hayke W TEXHONOTUAM
Pecny6nnku benapyce.
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K1n6epcKBOTTUHT — perncTpaumns JOMEHHbIX MEH, COfepXKalLmX TOProByto Mapky,
NPUHAANeXALY0 APYrOMy NMUy C LUenblo WX [JaibHeilwen nepenpojaxu wum
HeZ06pOCOBECTHOTO UCMO/b30BAHNA.

Ha3saHue nNpou3OWNO OT aHIMIACKOro cnoea <«cybersquatting», KoTopoe
03HaYaeT «3axBaT HEKO TepPUTOPUI, CAMOBO/IbHOE MOCENEHNE HE3aKOHHBIM CIOCO60M>>.

KunbepckBoTTuHr nossuncs 8 CLUA B Havane 90-x rogos. Torga AOMeHHOe UmMs
MOXHO 6bINn0 3apernctTpupoBatb GecnnaTtHo y peructpatopa Network Solutions.
CoobpasuTefibHble aMepuKaHCK1e Nonb3oBaTeny cet VIHTepHeT npefsuzeny passutue
BCEMUPHOW MayTWHbI 1 NPESNONOXMAN, YTO KOMMYECTBO KOPOTKWX U 3arOMUHAIOLLMXCA
[IOMEHHbIX UMEH OCTATOYHO OrpaHNyeHo 1 ByeT N0/b30BATLCA 6ONbLUMM CIPOCOM. OHU
Hayanm perncTprUpoBaTh Ha cebst NOTeHLMaNbHO NEPCrNeKTUBHbIE JOMEHHbIE MEHa, 3aTeM
npoJasaTb [OMEHbI 3aWHTEpPecoBaHHbIM nuam. [epsble KPyMHble CAENKW, NPUHECLLME
[IOXOf, B HECKO/IbKO [ECATKOB ThICAY [0/Nap0B, CTaNu NPUMEPOM /19 nocnesosatenei
Haya/ aKTUBHO Pa3BMBAaTLCS, B TOM YUCHE Uy 6eNOPYCCKUX MONb30BaTeNel CeTu HTEpHET.

B 3aBMCHMOCTM OT Lienei 1 TaKTUKK BbI6opa JOMEHHOTO UMEHN KNGEPCKBOTTUHT
NoApasaenseTca Ha HeCKO/bKO BUf0B:

1 OTpacneBoil KNOGEPCKBOTTUHI — PerucTpaumns 4OMEHHbIX WMEH, COLEpXKaLmX
06LleynoTpeduTeNbHbIE  CNOBAa U3  pasHblX Cdep IKU3HELeATeNbHOCTU  YenoBeka:
KOMMEpYecKas [esTeNbHOCTb, OTPACAN NMPOMbILLIEHHOCTY, OpraHu3aLuy, ToBapbl 1 T.[4,
Takne [OMeHbl camble JOPOrue Ha PbIHKE KMOEPCKBOTTUHTA, TaK Kak COAepXar B CBOEM
Ha3BaHWK, NEerKo 3anoMWHaroLLmecs cnosa. Hanpumep, omeH business.com 6bin NpogaH
Ha ayKLMOHe NoYTK 3a 7,5 MH. 0/11apOoB.

OTpacneBoil  KMOEPCKBOTTUHT  CYUATAETCA BMOMHE NeraibHbIM  OKU3HECOM B
VHTepHeTe, rfie UCnonb3yeTcs CXeMa PbIHOYHbIX OTHOLLEHUI «KyMuN JeLlesne — Npogan
LOPOXeE>>, He NocsAras Ha npasa CO6CTBEHHMKA.

2 BpeHfoBbIA KNOGEPCKBOTTUHT — PerucTpauns SOMEHHbIX WMEH, COAepXaLimx
TOBApHbIe 3HaKMW, (IMPMEHHbIE HaVIMEHOBaHUS, NOMySAPHbIE COBCTBEHHbIE UMEHa, TO eCTb
CPeACTBa WHAMBUAYaAM3aLyKN, OXpaHAeMble 3aKOHOM, a TakXe perucTpauma «Ha
MepecneKkT1BY>, HaNpUMep, PerucTpPUPYeTcs IOMeH «A» B Hafiexze, YTo byaeT co3gaHo
NPeAnpusTUE U TOBAPHbIIA 3HAK C TaKUM UMEHEM. Y KMbGepCKBOTTepa CYLLECTBYET PUCK
MMwnTbC  JoMeHa. Hanpuwmep, 6enopycckue rpaxzaHe 3aperMcTpupoBain [OMeH
google.oy v cgenanm cait, KOTOpbIA MCMONb30oBan TexHonornio Google ang nowcka,
pasMeLLav Tam peknamy, u3snekas npubbinb. 3amMeTvB 310, KOMMaHWs obpaTuiach B Cys,
W nocne [OCTaTO4HO Jonroro cyfe6Horo npouecca Google nomyunn 3TOT JOMEH B
Nno/b30BaHVe. AHOTMYHBIVA NpoLiece y komnaHum Google 6bin B OTHOLEHUU JOMEHHOTO
nmeHn Google.ua.

3aKOHHble BrafiefibLibl TOBAPHbLIX 3HAKOB MPEAMNOYMTAIOT He CyAUTbCA U3-3a
L/MTENbHOCTM NpoLecc CyAe6HOro pa3dmnparensCTea, U He PeKO BbIKyNatoT 3aXBayeHHble
[OMEHbI.

BpeHJoBbIii KN6EPCKBOTTUHI OTHOCHT K YUC/Y HE 3aKOHHbIX METOJO0B MOyYeHus
npneLIN.
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3 VIMEHHO KnBEepCKBOTTUHI — PErucTpaums AOMEHHbIX WMEH, WAEHTUYHbIX
MMeHaM, (amMuInAM  M3BECTHbIX JIIO4eA. [laxe ecnn TakoW fomeH  (Hampumep,
Lukashenko.by) He ygacTcs npogaTb NOTEHLMaNbHO NPUBAEKATENLHOMY NOKYNATeNto, ero
BnafeneL, MOXeT paccunTbiBaTb Ha GOMbLUYI0 NOCELaeMOCTb Takoro caiita. Takxe Ha
TakuMx caiiTax MOXeT PacnpocTpaHATbCa KOH(MAeHUManbHas WM HeJoCTOBEpHas
MH(opMaLWs 06 M3BECTHBIX NHOAAX.

B oTnnune OT 6GPEHAOBOrO KMOGEPCKBOTTWHIA OYeHb CNOXHO OTCYAWUTb TaKol
flomeH. Hanpumep, puHe lopodeeBoi 04eHb TPYAHO OyAeT f0oKa3aTh B Cyje, YTO CaiT ¢
flomeHoM dorofeeva.by LOMmKeH NPUHAANEXaTb UMEHHO eid. A5 pelleHns 3Toii npo6nemb!
HY)XHO 3aperucTpupoBaTtb CBOE WMMs Kak TOBapHbliA 3Hak. Hanpumep, MagoHHa
3aperncTpupoBaia CBOE WMMS Kak TOProByK MapKy M oTcyguna cebe [OMEHHOe WmMs
Madonna.com. Matpucus Kaac m3bexana CkaHZana U OTBOeBala CaiiT C AOMEHOM
patriciakaas.com, re 3n10yMbILL/IEHHWUKM Pa3MeCTIN NOPHOPECypC.

4 TaiANCKBOTTUHI — PErucTpauys AOMEHHbIX MUMEH, CXOXWX MO HamucaHWio ¢
[IOMEHaMW U3BECTHbIX CaliTOB, MapoK, OpeH4oB, B pacuéTe Ha OWMUOKYy uYacTu
rnonb3oBareneil. Ha 3ToM MOXHO 3apaboTaTb 3a CYET MOKasa peknambl Ha CBOEM caiTe,
KOTOPbI/ NOCELLAOT HEBHUMATENbHbIE MoceTuTenu. Hanpumep, 6bin 3aperncTpuposaH
[IOMeH jandex.ru, Ha KOTOpOM 6blna pasMelleHa peknama. o3xe KomnaHus FHAEKC
OTCyauna 3ToT JOMeH cebe. TakKe Ha TakOM CaiiTe MOryT pasMellaTb KOMMpomar Ha
OpUrMHaN UK NPoJasaThb NOAAENbHYI0 MPOAYKLMIO, HO Ceivac 3TO PeaKo NMpUMEHSeTCS
13-3a MOBLILLIEHHOT 0 PUCKA YTONOBHOI0 NpecnejoBaHms.

B cBA3M C 3TUM KPYMHbLIM CaiiTaM PeKOMEHAYeTCs PerucTpupoBaTb Hapsdy Co
CBOMM [JOMEHOM TaK e NPeSnoNoX1TeNbHO NMOXOXMNE LJOMEHSI.

PefKo BnagienbLbl CanTOB MOKYMaKT CXOXKME JOMEHHbIE UMEHA, YTOObI UCKIKOUUTL
HaHeceHue yuiepba UMMIKY KoMnaHuu. Hanpumep, noxHble fBoHUKM Downlaod.com,
Donwload.com n Dawnload.com 6bim npogaHbl 3a 80 ThIC. 4011aPO0B.

5 3aWnTHbIA KMOEPCKBOTTUHI — HEKOMMEPYECKWiA BWA KMOGEPCKBOTTUHIA.
NeranbHblil BRageney, caiita perncTpupyeT AOMEHHble MMEHa, CO3BYYHblE, MOXOXME,
CBA3aHHbIe MO CMbICNly C €ro CO6CTBEHHbIM [OMEHHbIM WMEHeM [N 3aluTbl OT
KN6epCKBOTTEPOB.

Cama no cebe peructpaums LOMEHOB He NPOTUBOPEYNT 3aKOHY. HalmoHanbHbIMK
[IOMeHa BepXHero ypoBHs B Pecnybnunke Benapych fBnstoTca gomeH .BY v gomeH .BEN.
CornacHo «V/HCTPYKUMM O MOPALKE Perncrpauuy LOMEHHbIX UMEeH B MPOCTPaHCTBe
MepapxXMyecknx WMeH HauMOHAIbHOrO CerMeHTa CeTW WHTEPHeT»  perucrpauus
pomeHoB .BY u  BEJT MOXET  OCYLIeCTBAATLCA  HOPUAWMYECKUMU  NULaMU,
aKKPeAMNTOBaHHLIMU TEXHUYECKM aMUHICTPATOPOM HaLWMOHaIbHON JOMEHHOI 30HbI. B
HaCcTOsILLEe BPEMS aKKPEeAMTOBAHHLIMW PErMcTpaTopaMmut ABNSKOTCA NATb KOMMaHWUMA, WX
afipeca MOXXHO HalTK Ha OuLManbHOM caiTe OMeHHbIX 30H .BY 1 .BEJ http://cctld.by.

B 2017 rogy 3apeructpuposaHo 6onee 31 000 HOBbIX fomeHOB .BY wu .BEJ,
aHHynupoeaHo 29 947. Bcero B 06eMx HaUMOHaNbHbIX 30Hax Ha Havano 2018
3apermcTpuposaHo 137 319 nMeH, 13 KOTOPbIX JOMeHbI .BY cocTasnstoT 89 % [2].
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Ha caiite http://cctld.by ectb cepsuc «Whois», ot aHrauiickoro «Who 1s?»
(«KT0 ectb?»). CepBuc npegoctasnseT WHPOPMaLWo O AOMEHHbIX MMeHax. [pu
MOMOLLM JAHHOTO CepBuMCa MOXHO OMpedenuTb:

= CBOGOAHO v JOMEHHOE UMS;

* agmuHucTpatopa (Bnagenbla) [AOMEHHOrO WMEHW W ero KOHTaKTHble
[laHHble;

= Kakumn DNS-cepsepamu ieNIermMpoBaHo JOMEHHOE UMS;

= JaTy peructpauuum u [aty OKOHYaHWA CPOKa permctpauuv [OMEHHOro
nmeHn [2].

PasBuTVE MH(OPMALMOHHBIX TEXHONMOrUA W GusHeca B Pecnybnuke Benapych
CNoco6CTBOBA/IO Pa3BUTUI0 KWGEPCKBOTTUHIA U 06YCNOBMO MOSBEHWE B HALMOHAIbHOM
CermMeHTe CeTM VIHTepHeT [OMEHHbIX WMEH, CXOXWX [0 CTeneHW CMeLleHns ¢
OXpaHsieMbIMi B CTpaHe TOBApHbIMM 3HaKaMW U 3HaKamy OBCNYXMBAHWUS, WCKHOUM-
Te/lbHble NPaBa Ha KOTOPbIe NMPUHAZ/IEXaT APYrUM NLaMm.

CornacHo nyHKTy 1 cTaTbk 20 3akoHa Pecny6nuku benapych oT 5 espans 1993
roga «O TOBapHbIX 3HaKax 1 3Hakax 00CNYXKMBaHWA» WUCMONb30BaHWEM TOBAPHOIO 3HaKa
M 3Haka OBCNYXWBAHWA NPWU3HAETCA, MOMUMO MPOYEro, €ro WCrMoMb30BaHWe MNyTeM
MPUMEHeHUs B N106a1bHON KOMMbIOTEPHOW CeTU VIHTepHeT (Hanpumep, B LJOMEHHOM
nvenn) [3].

B COOTBETCTBUM C MyHKTOM 3 CTaTbu 3 3aKOHa HapyLlleHWeMm npas Bnafefbla
TOBapHOI0 3HaKa NPU3HAETCH HEeCaHKLMOHUPOBAHHOE BBELEHNE B MPaXAaHCKMA 060poT
TOBAPHOTO 3HaKa Uy ToBapa, 0603HAYEHHOTO 3TUM 3HAKOM, N 0603HAYEHNS, CXOAHOTO
C HAM [0 CTEreHn CMELUEHWs, B OTHOLLUEHWUW OLHOPOAHbLIX TOBAPOB, @ TakXXe HEOfHO-
POAHbIX TOBapOB, 0603HAYEHHbIX TOBAPHLIM 3HAKOM, MPU3HAHHBIM O6LLEN3BECTHbIM B
Pecny6nuke benapych.

B Pecnybnuke Benapycb cnoxwunach NpakTuka, YTO MOYTU CO CTOMPOLEHTHOM
BEPOATHOCTbIO MOXHO OTCYAUTL JOMEH, EC/W CYLLECTBYET 3apErcTPUPOBaHHAsA C TEM Xe
Ha3BaHWeM NaTUHULEV TOProBas Mapka. [axe ecnv JOMeH 3apercTpupoBaH paHblLe, Yem
Of{HOMMEHHas TOprosas MapKa.

3a 3aLMTON NPUHALANEXAWMX UM IMYHBIX HEUMYLLECTBEHHbIX 1 UMYLLECTBEHHbIX
npas aBTOPbI W WHbIE NPaBoo6iafaTen MoryT 06palLlaThes B YCTaHOB/IEHHOM MOPSAKe B
CyfebHble M Apyrve opraHbl B COOTBETCTBUM C UX KOMMeTeHLMel [4].

ABTOPbI UMW HbIE NPaBO06/IAJATENN, UCXOAA U3 COLEPKaHNSA HapYLLEHHOrO npasa
V1 XxapaKTepa npasoHapyLUeHWs B pe3y/bTaTe KbepCKBOTTHHIA, Bpase Tpe6oBaTh:

*  NpW3HaHWA Npasa;

= BOCCTaHOB/IEHMA MOMOXEHUS, CyLLLECTBOBABLLErO 0 HapYLLEHWS NPaBa;

*  MpeceyeHNs [eiCTBUIA, HapyLlatoWyx NpaBo WM CO3JAOLMX Yrpo3y ero
HapyLLeHus;

*  BO3MeLLEeHNA YObITKOB OO0 BbINATHI KOMMEHCaLMM B pa3Mepe OT JecaTu 1O
MATULAECATU ThICAY 6A30BbIX BENNYWH, ONPEAENSIEMOM CY0M;

= KOMIMEHCcaumn MopaibHOr0 BPesa;
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= 0653aTeNbHON Ny6nMKauum O [OMYLIEHHOM HapyLIeHWN C BKIHOYEHWEM B
Hee CBef,eHII 0 TOM, KOMY NPUHALIEXNT HapyLLEHHOe Npaso.
Mepbl 3aLUmnThI OT KUOGEPCKBOTTUHTA:

1 He pasrnawarb Ha3BaHWiA OyayLiMx TOBApPOB, yCayr, NpoekToB. CHavana HaZo
3apermcTpupoBarb JOMeH, a 3aTeM 06bABNATL O 3anycke MPOAyKTa. Takxe
MOXHO MOABMPATb Ha3BaHWe /19 MPOLYKTA, UCXOAA U3 HAMYMA CBOOOAHBIX
AIOMEHHbIX NMEH.

2 BblbupaTtb OpUrnMHaibHble Ha3BaHUs, YTO MO3BONSET CHWU3UTL BEPOSTHOCTbL
COBMaJEHNA C YXKE 3aHATLIMU JOMEHHbIMW VMEHAMM.

3 [Mpu perucrtpauum TOBAPHOrO 3HaKa PErUCTPUPOBATL CXOXEEe C HUM
[IOMEHHOE VM B LIENsX MOBbILLEHNA YPOBHA OXPaHbl TOBAPHbLIX 3HAKOB
NPefOTBPALLEHNA CUTYaLMI, CBA3aHHBIX C HEOOXOAMMOCTBbIO  3aluTh
VICKKOUNUTENBHBIX NPaB Ha HKX B CyLe6HOM NMOPSLKe.

4 PeructpuposaTb Npy NOKYMNKe OCHOBHOIO JOMEHa Cpa3y HECKO/bKO MOXOXMX
VIMEH.

5 [popgnesats BOBPEMSA PETUCTPALIMIO JOMEHHOTO UMEHMN.

6 YuacTBOBaTb B ayKUWOHAaX [OMEHHbIX WMeH, [fe MOXeTe nojobpatb
MOAXOAAWMA fOMeH 6e3 fonnaT CKBOTTepaM. AYKLMOHbI MPOBOAATCSH Ha
canTax perncTpaTtopoB JOMEHHbIX UMEH.
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The field of neural networks is very active nowadays, which is somewhat surprising,
considering that some ideas are over 60 years old. Only in recent years has this field really become
attractive, thanks to the GPU cards that allowed a much higher drive speed. Neural networks are
part of the broad spectrum of artificial intelligence, but as you will see, much of the concepts
presented here are found in other classes of algorithms.

Retelele neurale (RN, in englezd: ANN de laartificial neural network) sunt o
ramurd din stiinta inteligentei artificiale, si constituie totodatd, principial, un obiect
de cercetare si pentru neuroinformaticd. Retelele neurale artificiale caracterizeaza
ansambluri de elemente de procesare simple, puternic interconectate si operand in paralel,
care urmdresc sa interactioneze cu mediul Tnconjurator fintr-un mod ase-
manator creierelor biologice si care prezintd capacitatea de a invata. Ele sunt compuse
din neuroni artificiali, sunt parte a inteligentei artificiale si isi au, conceptional, originea ca
si neuronii artificiali, in biologie. Nu existd pentru RNA o definitie general acceptata a
acestor tipuri desisteme, dar majoritatea cercetatorilor sunt de acord cu definirea
retelelor neurale artificiale caretele de elemente simple puternic interconectate prin
intermediul unor legdturi numite interconexiuni prin care se propaga informatie numerica.

Din punct de vedere functional o retea neuronala este un sistem ce primeste date de
intrare (corespunzator datelor initiale ale unei probleme) si produce date de iesire (ce pot
fi interpretate ca raspunsuri ale problemei analizate). O caracteristica esentiala a retelelor
neuronale este capacitatea de a se adapta la mediul informational corespunzator unei
probleme concrete printr-un process de invatare. In felul acesta reteaua extrage modelul
problemei pornind de la exemple. Se poate spune ca o retea neuronala construieste
singura algoritmul pentru rezolvarea unei probleme, daca ii furnizam o multime
reprezentativa de cazuri particulare (exemple de instruire).

Din punct de vederestructural o retea neuronala este un ansamblu de unitati
interconectate, fiecare fiind caracterizata de o functionare simpla. Functionarea unitatilor
este influentata de o serie de parametri adaptabili. Astfel o retea neuronala este un sistem
extrem de flexibil. Structura unitatilor functionale, prezenta conexiunilor si a parametrilor
adaptivi precum si modul de functionare sunt inspirate de creierul uman. Fiecare unitate
functionala primeste cateva semnale de intrare pe care le prelucreaza si produce un
semnal de iesire. Un astfel de sistem invata prin modificarea intensitatii de conexiune
dintre elemente, adica schimband ponderile asociate acestor conexiuni. Cunoasterea
initiala ce este furnizata sistemului este reprezentata de caracteristicile obiectelor
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considerate si de o configuratie initiala a retelei.Sistemul invata construind o reprezentare
simbolica a unei multimi date de concepte prin analiza conceptelor si contraexemplelor
acestor concepte.O retea neuronala artificiala este un ansamblu de unitati functionale
amplasate in nodurile unui graf orientat si intre care circula semnale de-a lungul arcelor
grafului. Retelele neuronale artificiale sunt retele de modele de neuroni conectati prin
intermediul unor sinapse ajustabile. Toate modelele de retele neuronale se bazeaza pe
interconectarea unor elemente simple de calcul dintr-o retea densa de conexiuni.

Elementele definitorii ale unei retele neuronale sunt :

1. Arhitectura: specifica modul prin care sunt amplasate si interconectate unitatile

functionale. Arhitectura determina si fluxul informational in cadrul retelei.

2. Functionarea: specifica modul in care fiecare unitate in parte si reteaua in

ansamblul ei transforma semnalele de intrare in semnale de iesire. Functionarea
e influentata de arhitectura, in special de modul de interconectare a unitatilor.
3. Adaptarea (invatarea): specifica modul de stabilire a parametrilor ajustabili
astfel incat reteua sa poata rezolva anumite probleme. In functie de natura
informatiei de care se dispune, invatarea poate fi supervizata sau nesupervizata.

Invatarea supervizata este un tip de invatare inductiva ce pleaca de la un set de
exemple de instante ale problemei si formeaza o functie de evaluare (sablon) care sa
permita clasificarea (rezolvarea) unor instante noi. Invatarea este supervizata in sensul ca
setul de exemple este dat impreuna cu clasificarea lor corecta. Aceste instante rezolvate se
numesc instante de antrenament. Formal, setul de instante de antrenament este o
multime de perechi atribut-valoare (x,f(x)), unde x este instanta iar f(x) clasa careia ii
apartine instanta respectiva. Scopul invatarii este construirea unei functii-sablon care sa
clasifice corect instantele-exemplu, iar pentru unx pentru care nu se cunoaste f(x) sa
propuna o aproximare cat mai corecta a valorii f(x).

Invatarea nesupervizata elimina complet necesitatea unor instante de antrenament, deci
si problemele legate de acestea. Scopul invatarii nesupervizate nu este definit anterior ca un
concept tinta, algoritmul fiind lasat singur sa identifice concepte posibile. In general, invatarea
nesupervizata presupune existenta unor instante neclasificate, un set de reguli euristice pentru
crearea de noi instante si evaluarea unor concepte deduse, eventual un model general al
spatiului de cunostinte in care se gasesc aceste instante. Un algoritm de invatare nesupervizata
construieste concepte pentru a clasifica instantele, le evalueaza si le dezvolta pe cele
considerate interesante de regulile euristice. In general, concepte interesante sunt considerate
cele care acopera o parte din instante, dar nu pe toate. Invatarea nesupervizata permite
identificarea unor concepte complet noi plecand de la date cunoscute

Parti componente:

= setde unitati de procesare — neuronii-celulele

= 0 stare de activare yxpt fiecare unitate — echivaland cu rezultatele iesirii din
neuroni

= conexiuni intre unitati — in general fiecare conexiune e definita de o pondere
wj care determina efectul pe care-l va avea semnalul j asupra unitatii k
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= 0 regula de propagare care determina inputul efectiv sca unei unitati de la
inputul extern

= o functie de activare Fy care determina noul nivel de activare bazat pe inputul
efectiv s«(t) si activarea curenta yi(t)

= uninputextern (offset) B pt fiecare unitate

= 0 metoda pentru adunarea de informatii (regula de invatare)

= unmediu in care sistemul sa opereze avand semnale de input si daca e necesar
semnale de eroare

Unitatile de procesare:

= fiecare unitate de procesare parcurge urmatorii pasi :
- primeste inputurile de la vecini sau din surse externe
- foloseste acest input pentru a calcula un semnal de output
- propaga acest semnal de output spre alte unitati
- uneori ajusteaza ponderile
= sistemul poate fi vazut ca paralel datorita faptului ca mai multe unitati isi fac
calculele in acelasi timp
= sepot distinge 3 tipuri de unitati :
- deinput (se vor nota cu indexul i) — primesc informatii din afara RNA
- deoutput (se vor nota cu indexul 0) — trimit informtii in afara RNA
- ascuns (se vor nota cu indexul h) —semnalele lor de I/0 ramanin RNA
= intimpul operatiilor unitatile pot fi updatate sincron sau asincron
= sincron : toate unitatile updateaza activare simultan
= asincron : fiecare unitate are o probabilitate (de obicei fixata) de a-si updata
activarea intr-un moment dat — de obicei o singura unitate fiind capabila de a
face asta la un moment dat (exista avantaje )

Conexiunile dintre unitati: In majoritatea cazutilor se presupune ca fiecare unitate
aduce o contributie inputului unitatii cu care e conectata. Acest input al unitatii k este
suma ponderala a outputurilor din toate celulele conectate plus un offset .

s(B)=2wi(t)yi(t) + 6(t).

Unitatile cu regula de propagare s.n. unitati sigma.O regula diferita de propagare a
fost introdusa de Feldman si Ballard (1982) — propagarea pentru unitatea sigma-pi :

sk(t) =Zwi () yjm(t) + Bu(t).

Desi aceste unitati nu sunt frecvent folosite au valoare pentru implementarea
tabelelor de look-up si gating al inputului.Activarea si regulile de output:Este necesara o
regula care da efectul a inputului total asupra unitatii de activare — Fx— functie care
preia inputul total s«(t) si activarea curenta yx(t) si produce o noua valoare de activare a
unitatii k:

Yi(t+1)=Fe(y(t), (1))

De obicei functia de activare este o functie nedescrescatoare a totalului inputului

unei unitati.

Yie(t+1)=Fi(sc()) =F(Zwik (V) y; () +0k(1)).
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Cu toate ca functiile de activare nu sunt restrictionate la funtii nedescrescatoare. In
general un fel de functie de prag este folosita: o functie de prag puternic limitatoare (o
functie sgn - signum) sau o functie liniara sau semiliniara, sau o functie de prag usor
limitatoare — functii sigmoide.

EX. yi=F(sx)=1/(1+e*) (functie sigmoidala)

Functii hiperboidale tangente cu valori intre [-1,1].

] f
| /
—‘i‘ ..................... o e e _/ =
i i i
a) functiasgn b) functia semi-lineara ¢) functia sigmoida

Fig. 1. Diferite functii de activare pentru o unitate

In anumite cazuri output-ul unei unitati poate fi o functie stohastica a totalului
inputului corespunzator unitatii. In acest caz activarea nu e de determinata deterministic
de neuronul de input, ci neuronul de input determina probabilitatea p a a unui neuron de
a primi o valoare mare de activare:

1

1+ e ! J

T- este parametrul care determina curba functiei de probabilitate.

plyp, < 1) =

Retele neuronale feedforward uninivel

Xo
Wg

Xy
Wy

X2 Ws -
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Fig.2. Diagrama schematica a unei retele neuronale feedforward uninivel, x-valorile
de intrare, w-ponderile si unitatea fictiva

Aceste retele realizeaza o propagare inainte a intrarilor, intr-un singur pas. Unitatile
de prelucrare din cadrul unei retele feedforward uninivel sunt in general neuroni treapta,

cu domeniu real al valorilor de intrare si cu domeniu binar (0,1) sau bipolar (-1,1) al
valorilor de output.
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Conditia de activare a unei unitati de output Uj (de fixare a unitatii Uj pe valoarea
1) este:

Zi"wixi 2 Tj , unde i desemneaza o unitate de input
Valoarea de activare 1 a unei unitati de output Uj poate primi semnificatia
incadrarii vectorului de intrare intr-o clasa, sa spunem A, in timp ce valoarea de activare -
1/0 poate avea semnificatia clasificarii vectorului de intrare intr-o alta clasa, sa spunem B.

Ecuatia: Zi“wixi B Ti formeaza un hiperplan in spatiul n-dimensional, ce separa
acest spatiu in doua regiuni. Cand spatiul este bidimensional, hiperplanul devine o linie.

Datorita restrictiilor de configuratie, retelele feedforward uninivel nu sunt capabile
sa realizeze decat o clasificare pe clase liniar separabile. Separabilitatea liniara se refera la
existenta unui hiperplan liniar, ce permite izolarea instantelor unei clase intr-o regiune
distincta de cea in care sunt plasate instantele celeilalte clase. Una dintre cele mai mari
provocari ale erei informatice este gasirea de pattern-uri, tendinte si anomalii in seturile
de date ce devin din ce in ce mai mari si consistente.

In cazul oamenilor in spatele unui proces de identificare considerat obisnuit, cum
ar fi recunoasterea unei fete sau citirea caracterelor scrise de mana, sau identificarea prin
simt a unor obiecte, etc. , se ascunde de fapt un proces complex. Aceste activitati apartin
vietii de zi cu zi, fiind necesare in interactiunea cu mediul. Eficienta cu care oamenii
desfasoara aceasta activitate este remarcabila.O provocare continua pentru sistemle
automate inteligente o reprezinta dezvoltarea metodelor capabile de a simula cele mai
variate forme ale recunoasterii obiectelor. In aceste sisteme obiectele sunt reprezentate
intr-un mod convenabil pentru tipul de procesare pentru care sunt destinate. Aceste
reprezentari se numesc pattern-uri.Recunoasterea pattern-urilor poate fi definita ca
asignarea unui obiect fizic sau unui eveniment unei categorii prespecificate. Aceasta
presupune implementarea de metode atat pentru descrierea obiecteleor cat si pentru
clasificarea lor. Urmareste proiectarea si implementarea algoritmilor care sa simuleze
abilitatea umana de a descrie si clasifica obiecte. Este un domeniu de cercetare care are
multiple legaturi cu alte discipline.

In medicina, in mod caracteristic avem de a face cu cantitati enorme de date, fie ele
sub forma de imagini, numerice sau nominale.Recunoasterea pattern-urilor depinde de
perceperea inter-relatiilor dintre observatii separate. Ea are un rol central in stiinta
medicala. Exista tehnici statistice ce pot defini pattern-urile structurale din cadrul unui set
de observatii, si pot asigna ponderile potrivite importantei contributiei fiecarei variabile la
pattern.In ceea ce priveste data mining, acest proces presupune extragerea din date a
informatiei in prealabil necunoscuta si potentia folositoare. Ideea centrala in data mining
este construirea de programe care analizeaza baze de date in mod automat, cautand
regularitati sau pattern-uri. Pattern-urile “puternice” identificate vor fi folosite pentru
predictii precise asupra unor date viitoare.Problemele potentiale care pot aparea sunt
datorate existentei de pattern-urilor superficiale, a coincidentelor accidentale din setul de
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date, denaturarea datelor disponibile (date inexacte, date lipsa, etc). Algoritmii folositi
trebuie sa fie destul de stabili pentru a depasi si trata seturile de date imperfecte, si a fi
capabili de a extrage pattern-uri folositoare. Procesul de data mining automatizeaza
descoperirea unor relatii si combinatii in cadrul datelor brute, rezultatele obtinute putand
fi mai apoi incadrate intr-un sistem automat de suport a deciziei.

Fundamentul tehnic al procesului de data mining este invatarea automata. Prin
invatare automata se presupune achizitionarea de descrieri structurale din exemple.
Rezultatele invatarii poti fi folosite fie pentru predictii (asupra ce se va intampla in situatii
noi pornind de la exemple ce descriu situatii din trecut) sau acestea pot construi o
descriere actuala a unei structuri ce poate fi folosita pentru clasificarea altor exemple decat
cele folosite in procesul invatarii. In cadrul domeniului medical data miningul este util la
prelucrarea bazelor de date ce contin dosarele computerizate ale pacientilor, sau la
prezicerea evolutiei unei boli, la definirea modelelor de comportare ale pacientilor de
risc,etc.Metodele data mining provin din calculul statistic clasic, din administrarea bazelor
de date si din inteligenta artificiala. Ele nu inlocuiesc metodele traditionale ale statisticii,
ci sunt considerate a fi extinderi ale tehnicilor grafice si statistice. Deoarece softului ii
lipseste intuitia umana (pentru a face recunoasterea a ceea ce este relevant de ceea ce nu
este), rezultatele metodelordata miningvor trebui supuse in mod sistematic unei
supravegheri umane.Structura tipica de date potrivita pentrudata mining contine
observatiile (cazurile, de exemplu referitoare la pacienti) plasate pe linii iar variabilele
plasate pe coloane.Modelele identificate de o metoda de data miningvor putea fi
transformate in cunostinte doar dupa o validare corespunzatoare.
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The aim of this paper is to present the development of the Energy Policy framework of the
European Union, from late 1940s till nowadays. The integration of the European energy markets
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looks today like a natural state of play, when EU member states (almost) fully cooperate on the
energy issues was a result of long term process, navigated through changing geopolitical, economic
and social conditions within and outside the EU.
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Historical Development—Six Periods of the European Energy Policy

The notion of cooperation in the energy field and especially creating common
energy policies between different countries is relatively new and quite rare phenomenon.
One of the main reasons to that is well expressed by Dehousse (2007): “The stability of
energy provision is a fundamental strategic objective for all States, since energy is the basis of
most economic activity”. [1] Therefore, the way to cooperation between the Member
States of the European Union in the area of energy policy has taken several decades,
reaching the establishment of the Energy Union in 2015, with partly integrated energy
markets and nearly common approach in the external energy policy.

In their article from 2010, Bozhilova and Hashimoto indicate five periods in the
European Energy security, affected by both the internal European and external
developments. [2]

1945-1957 — Energy to prevent a military conflict

European Coal and Steel Community (ECSC) is considered to be the beginning
of the modern European Integration that led to the establishment of the European Union
on a later stage. Often presented as the beginning of the integration of the energy policy
on European level, the role of the ECSC was different, namely to prevent the possibility of
another war in Europe by providing supranational management of steel and coal
extraction (logistical prerequisites for military operations at that time). Common or
coordinated energy policy was not an interest for the ECSC Member States.

1957-1972 - Cheap oil

That was the era of cheap oil, supplied from Arab countries, when Europe
(amongst others) enjoyed abundant and cheap energy. Energy security was not Europe’s
concern and did not seem to require a policy, especially a coordinated one on the
European level.
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1973-1985 — National champions

The oil embargo, imposed by the Gulf states after the October 1973 war, followed
by the quadrupled oil and gas prices, have raised the importance of the energy security
concept. In fact, since 1973, energy security became one of the most important political
and economic topics, causing political and at times military (e.g. Irag’s invasion in Kuwait)
conflicts on one hand, and strengthening cooperation in the European Union, on the
other hand.

Belkin and Morelli highlight three main immediate effects of that oil shock on the
energy policy in Europe:

= Itemphasized the need for crisis management mechanisms for possible future
energy disruptions.

= It exposed the need for cooperation between members of the Community
and between the EC and producers regarding energy policies.

= Europe understood that it needs to prepare strategies to prevent future usage
of energy as an economic and political weapon. One of the immediate results
was the creation of the International Energy Agency (IEA) in 1974, whose
aim was to “help countries co-ordinate a collective response to major
disruptions in oil supply through the release of emergency oil stocks to the
markets” (International Energy Agency, 1974). [3]

Despite that, European Community’s Member States preferred mainly national
solutions [4], creating National energy “champions” companies.

1985-2000 - Liberalization

Soviet Union has been a reliable supplier of oil and gas to some of the European
countries, but was considered as a security threat during the Cold War. It was one of the
reasons that prevented European Community’s Member States to establish a common
energy policy.

With the collapse of the USSR, the opposition towards a common energy policy in
Europe has slightly reduced. It was also the beginning of another process concerning
energy policies — the beginning of the liberalization of the National energy markets and
first attempts to create acommon European energy market.

2000-2015 - Integration

The development of the European energy policy was impacted by both external
and internal developments. Externally, rapid economic growth in the developing world
was associated with increasing demand for energy, causing a sharp and significant increase
in the oil prices, from about USD 20 per barrel of oil in 2001 to almost USD 100 in 2013,
until the prices significantly dropped in 2014 and stabilized in the price range of USD 40-
50 from 2015 onwards. [5]

Internally, the Lisbon Treaty was adopted, the first Treaty to include an energy
provision. For the first time, the treaty gives the Union authority in the energy field, while
each Member State still determines its own energy mix. What does it mean in practice? A
good and illustrative (although somewhat extreme example) is the comparison of the
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power (electricity) mix in France and Germany. France is a leader in nuclear electricity
production in Europe and Germany is phasing out its production of nuclear power. As to
coal, Germany’s share of coal in electricity production is above 40% (2014), while in
France the coal is hardly used. [6]

The main EU energy policy objectives are often presented as relationships
between the competitiveness (also referred to as internal market), climate (also referred
to as sustainability) and security of supply.[7]

The pillar of Climate/Sustainability

The EU has started the process of transition to a low carbon economy by 2050,
aiming at limiting the global warming to less than two degrees Celsius, by reducing
greenhouse gas emissions by 80% compared to the 1990 level. The plans for 2020 and
2030 are derived from the 2050 vision. In 2009 the EU decided on the so-called 20-20-20
targets by 2020 - 20-20-20 targets by 2020: 20% less Greenhouse Gas Emissions; 20% of
renewable energy sources of the European Energy Mix and 20% more energy efficiency.
In 2014 the 2030 targets of 40-27-27 % reduction were set - 40% less Greenhouse Gas
Emissions; 27% of renewable energy sources of the European Energy Mix and 27% more
energy efficiency.

Competitiveness/Internal Energy Market

Integration of national energy markets into the internal energy market began in
1990 with attempts to integrate gas and electricity markets. In 1996-98 the EU has
legislated its first gas and electricity directives aiming at liberalizing the national energy
markets. In 2003 a Second Energy Package opened the national borders of the EU
Member States to gas and electricity trade.

The purpose of the current gas and electricity framework (Third Energy Package,
which entered into force in 2009) is to further open gas and electricity markets in the EU.

Another instrument for achieving the internal energy market comes in the form of
physical interconnections between Member States. For instance, the target for
interconnecting electricity by 2020 is 10% and 15% for 2030 [8].

Energy Security

Since the 1990s the EU has been addressing the security of supply in different ways.
The first way was building institutions of international cooperation.

1994—Energy Charter Treaty (ECT)

The main aim of the treaty was to integrate energy sectors of NIS and East
European countries with Western Europe, which could enhance political and economic
stability. [9] Russia signed but did not ratify the ECT.

Since 2000—EU-Russia Energy Dialogue

The EU-Russia Energy Dialogue was launched on 30 October 2000 at the sixth
Summit between Russia and the EU in Paris. According to Cleutinx and Piper, “the
underlying objective was to construct an effective energy community between the EU and
the Russian Federation.” [10] Aalto and Westphal argue that the dialogue was initiated
because Russia did not ratify the ECT; the Commission needed a working energy
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framework with Russia. [11] The dialogue was helpful for resolving technical issues of
cooperation, but did not address political aspects and was “largely put on hold” as a result
of the Russia-Ukraine crisis in 2013. [12]

2005—Energy Community Treaty

Given the limited scope of the Energy Charter Treaty, the EU and a number of
third countries established a new energy community, the main purpose of which was to
export the EU’s energy acquis communautaire to neighboring countries (for example,
adoption of the Third Energy package, described in the previous section). Like the
Energy Charter Treaty, the Energy Community has limited scope, since Russia is not a
part of it (Taranic 2016).

In the last ten years the notion of diversification became the leading component of
European energy security strategy, in order to reduce energy dependence on Russia, the
main exporter of energy sources to the EU. Russia’s reputation as a reliable energy
supplier to Europe was damaged twice - in 2006 and 2009 due to Russia’s disputes over
gas transit to Europe with Ukraine. It resulted in gas supply shortages to (especially)
eastern European countries during the winter time. [13]

The 3Ds of European energy security are: diversification of energy sources,
diversification of routes of supply, and diversification of suppliers.

In 2014 the EU commission has published the European Energy Security strategy,
aiming at reducing its dependency on Russia and further improve interconnectedness
between the Member States.

To summarize, an analysis of the EU’s energy security initiatives shows that from
the mid-1990s to mid-2000s the approach focused on strengthening international
markets and institutions of energy, with the objective of facilitating cooperation with
energy suppliers, especially Russia. In the mid-2000s the approach gradually shifted to
geopolitics, with a strong quest to diversify from Russia (Taranic 2016). To date, when
EU-Russia relations have reached their lowest point, “the quest for diversification is more
relevant than ever.” [14]

2015 - ongoing - Energy Union

Taranic (2016) claims that the EU has entered its sixth energy policy era — the
creation of the Energy Union. In 2014 appointed European Commission has created a
post of Commissioner for Energy Union, aiming at sending a message regarding the
importance of this policy area clarifying what the Energy Union should be in its Energy
Union package. It includes five main areas:

= Security of supply via diversification of energy sources and solidarity and

cooperation between EU member states

= Fully integrated energy market

= Improved energy efficiency

= Low carbon economy

= Supporting research, innovation and competitiveness
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In principle, the policy areas covered under the Energy Union were previously
covered by various EU policies and strategies and is in the framework of the EU energy
policy triangle. But addressing all those policy areas at once under one administrative
supervision (and leadership) of a dedicated Commissioner could potentially make the
Energy Union bigger than the sum of its parts.

The Energy Union project seems to be a wide consensus in the EU. In the past
three years it has been delivering some positive results. Internally, the Commission has
put forward two big legislative packages — “Clean energy for all Europeans” and “Clean
mobility”. Externally, EU’s Commissioner for the Energy Union has been involved in the
high politics, mediating talks between Russia and Ukraine on gas supplies.

Conclusions

This paper provides an overview of the development of the EU energy policy,
starting from 1945 until nowadays. Since 1945, energy policies in the European Union
have taken different shapes. Those policies were influenced by internal and external
developments and slowly but surely were leading the EU towards a common energy
policy approach.

The European energy debate started with attempts to monitor and control the
production of coal to prevent another military conflict after WWII. Cheap oil of the
1950s-beginning 1970s did not require a coordinated energy policy. 1970s-1980s were
dominated by national energy policies. 1990s was a decade of national energy markets
liberalization and the beginning of the European integration in the energy field; in
addition, EU has tried to create international market oriented institutions, such as Energy
Charter, to create a level playing field for international energy trade. This approach has
reversed in the 2000s, when the geopolitical approach of the security of supply started
dominating the energy debate. 2000s was also a decade of unprecedented cooperation in
the energy field between the EU member states, reaching its peak and resulting in the
creation of the Energy Union in 2015.
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BE3OMACHOCTb MOBW/IbHbIX YCTPOWCTB ANDROID

TaTaposa K.B.

CTyneHTKa SI-141

JKoHoMMYecKas Akaaemus Pecny6numki Mongosa
HayuHblid pyKoBoguTenb- OXprmeHKo.C.A.

Today, Android is the most widespread and leading mobile system. But, unfortunately,
the platform can not be completely safe. And the popularity of the platform attracts more and
more intruders. The main tasks of this document are to consider the problems and threats to the
security of the Android mobile OS and determine the protection mechanisms.

PbIHOK MOBWNbHBIX YCTPOICTB Mepexun 60/bLUoiA pocT. MoCKobKY Bce 60/bLue
NtOfEA UCMONb3YIOT CMaPTOHbI U MNaHLWeTbl ANs NPOCMOTPa BeO-CTpaHuL, 06LieHNs B
COLMaNbHbIX CETAX, COBEPLUEHUS TMOKYNMOK M 6GaHKOBCKMX OMepauuii B WHTEPHETe,
KNGEepnpecTynHUKA BCe Yalle aTakyloT MOGWUNbHbIE YCTPOICTBA, UCMOMb3ys MPU 3TOM
HOBble Yrpo3bl Anf CMapTPOHOB M MOOBW/MbHBIX YCTPOMCTB. YCTPOICTBA CO3[AHOTCA
[leCATKaMN NPOU3BOAUTENEI, paboTaroT MOJ, YNpaBneHnem pasHbiX NaThopM, nog HuX
HarnMcaHo OrpoOMHOE KOJIMYECTBO MPUNOXEHWIA, KX0€ 13 KOTOPbIX MOXET HECTU PUCK.
3ayacTyro Ha MOBWNLHOM YCTPOWCTBE 06pabdaTbiBaeTCs UH(HOPMALMS, OTHOCALLAACA K
MepCoHaNbHbIM JaHHBIM W, COCTaBNAOLLAA KOMMEPYECKYHO TaiHY.

B 2012 rogy 99% BCex BPeAOHOCHbIX MPOrpamMMm AN MOOWAbHbLIX YCTPOMCTB,
06HapyXeHHbIX «JlabopaTopueit Kacnepckoro», ObiM HaueneHsl Ha niatopmy
Android. 3a rog akcnepTbl «Jlabopatopumn Kacrepckoro» obHapyxunm 6onee 35 000
BPefOHOCHbIX Nporpamm Ans Android-ycTpoicTs [1].

CyLLecTBYeT HECKO/BbKO MPUUMH NossieHWs yrpo3 Android. Bo-nepsblx, nnatgopma
Android ctana Hanbonee pacnpoctpaHeHHo OC. Bo-BTOPbIX, 3T0 OTKPLITOCTb CUCTEMbI. OHa
3aKMI04aeTcs B fOCTYMHOCTM KO3,  MPOCTOTbl  CO3MaHWA  MPUIOXEHWS,
BO3MOXHOCTM YCTaHaB/MBaTb MPUNOXKEHNSA HE TOMbKO W3 O(MLMaNbHOrO — Katanora
MPUNOXKEHWI, O6LLESOCTYNHOCTV  CO3LaHWA  NPUNOXEHWIA. B-TpeTbux, (hparmeHTaums
NnnaT(opMbl NPVBENa K CIOXHOCTI ONTUMM3ALIMMN MPUNOXEHMNIA U OTCYTCTBUHO UCMONb30BaHUS
(PYHKLMOHANbHOCTM HOBbIX BEPCUIA Ha YCTapeBLUMX MOLENAX YCTPOWCTB. MpoussoguTenn
YCTPOWACTB CaMOCTOSATENbHO Pa3BMBAIOT KOAOBYK a3y C LENbl LOCTUDKEHWS GOMbLUel
(PYHKLMOHANBHOCTY 1 MPOM3BOANTENBHOCTU. MOBOUHLIM PE3yNbTATOM TaKON AeATeNbHOCTY
CTaHOBATCA YA3BMMOCTW M cnabocT B cucTeme. BpepoHocHoe O wcnonb3yeT 3w
YSA3BMMOCTN [y1S1 MOBbILIEHUA MPaB ¥ NPEOJONEHNS 3alMTHbIX MexaHWU3mMoB. HekoTopble
BPEJOHOCHbIE MPOrpaMMbl He WCTOMb3YKOT 3KCMOWTBI  CaMk, HanpsMyto, a BBOAAT
Mo/b30BaTeNA B 320/yXK/AEHME U NOBYXKAAOT €r0 Camoro BbIMONHUTL HEOOXOAVMbIE LEACTBIS,
TeM caMbIM /a8 BPELOHOCHOI NporpaMme Tpebyemble eil BO3MOXHOCTU.

COOTBETCTBEHHO, OfHAa W3 NaBHbIX NPO6/EM, C KOTOPbIMA MOTYT CTONKHYTHCS
nonb3oBarenn, — YA3BUMOCTM CWUCTEMbI, O3BOMAOLLME MONYYUTH Mpasa root.
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CyLLECTBYIOT CreLmabHble NMPUIOXKEHUS 1 MPOrpaMMHble MOAYNW, BbINOHAKOWME 3Ty
3afady. [lpyroe feno, 4to 3TV >Ke YA3BMMOCTM B3sNM HA BOOPYXEHWE COo3gaTent
BPELOHOCHbIX MPUNOXeEHUIA. ACnonb3ys Te camble MPOrpaMMHble MOAYNN U CKPUNTbI 41
MOBbILLIEHWS CBOWX MpaB O YPOBHSA root, OHW MOMy4al0T BO3MOXHOCTb, Hanpumep,
becnpenaTCTBEHHO YCTaHaBNMBaTh pyrve nporpamMmbl 6e3 paspeLleHns nosb3oBaTens.
HekoTopble BPeLOHOCHbIE MPOrpamMmmbl He MUCMO/Mb3YHOT 3KCMIOWTLI caMmu, HanpsaMyto, a
BBOZAT NO/b30BATENd B 3a6NyXKEHME 1 NOBYXKAAOT ero caMmoro BbINONHUTL HE0O6XOAUMbIE
[leficTBISA, TEM CambiM [aB BPeJOHOCHOI nporpavMme Tpebyemble el BO3MOXHocTH. OC
VIMEET 3alLnTy OT MOAMMUKALMN, HO, BOSMOXHO MO/YYEHWe NONHOTO AOCTYMa K CUCTEME.
Mocne monyyeHus root BO3MOXHa 3anucb B CUCTEMHble 06/1acTu U Jaxe MoAMeHa
CUCTEMHBIX MPUNOXEHUA,

Tak e, yrposy npeacrasnat: CMC-TposHLbl, KOMMEPYECKIE NPOrPaMMbI-LUMNOHSI,
peKnamHble MOy, UCM0Nb30BaHNe HeOPULIMAbHBIX U CTOPOHHIX NMPOLLUUBOK.

CerogHs  6e30macHOCTb  MOOMIbHO  onepaunoHHO  cucTembl  Android
06ecrneynBaeTCs C NOMOLLbIO TPEXYPOBHEBOW CUCTEMBI: HA YPOBHE 6€30MaCHOCTU JaHHbIX,
Ha YpOBHe 0e30MacHOCTW MPUIOXEHWA, Ha YPOBHE 6e30MacHOCTW  YCTPONCTB.
Apxutektypa Android nocTpoeHa Takum 06pa3oM, YTO BCe MPUIOXKEHWS paboTatoT C
OrPaHWYeHHbIMA NpaBaMW U He WMEIT [OCTyna K 3aliviLeHHbIM [aHHbIM ApYruxX
NPUNOXEHUIA. B cucteme Mo ymMONYaHUIO BKIKOYEH pexum  SELinux, KOTOpbIi
npesycmMaTpuBaeT NPUHYAUTENbHBIA KOHTPO/b NpaB AOCTyNa Ha yposHe fapa OC. Tak xe,
OfHVM U3 K/HOYEBbIX 31eMEHTOB Ge3onacHocTy Android SBNSIeTCA cUcTeMa paspeLLeHuii.
B cvcTeme nogaepxmeaetca npotokon Exchange Activesync.

OpHako, nonynspHocTb  nnatgopmbl  Android  npuBnekaeT Bce  60MbLUe
3/I0YMbILLNEHHNKOB. [ TOro, 4tobbl 06e30macuTb (M3MYECKWIA JOCTYN YCTPOICTBA
cnefyeT mcnonb3osatb 6n1okMpoBkn (PIN, naponb, 61MOMETpUMS, pocyepk), LUMppoBaTh
namAaTb YCTPOMCTBA U BHeLUHe SD-KapTbl, JOMNOAHUTENBHO YCTaHaBNMBATL aHTUBUPYC.
Mpu He06XOAMMOCTH UCMONb30BATb BOSMOXHOCTb YAaNeHHON OUNCTKM AaHHBIX, & TakKe
MPOBOAWT aHA/N3 3ALLMLLEHHOCTY NPUNOXEHWIA.

3ak/oyeHne

OCHOBHbIMI Mpo6nemamu Ge3onacHocT MobunbHoii OC Android sBnsitoTCs
HECBOEBPEMEHHOCTb W/ HEBO3MOXHOCTb NMO/y4eHUs 0BHOB/EHNIA, 06XOf, 3aLLWTbl CAaMUM
Nno/b30BaTe/NEM, OTCYTCTBME KOPMOPATUBHOW MOMUTUKY BE30MacHOCTW Ans MOBU/bHbIX
ycTponcTs. Ecnm paspabotunku npuknagHoro MO He yaensatT LOCTaTOYHOE BHUMAaHWe
besonacHOCTM npu paboTe C [JaHHbLIMU MONb30BaTeNel, 3TW [aHHble MOryT OblITb
CKOMMPOMETUPOBaHbI.

B ycnoBusix TekyLLei CUTyaLmu, KOrja KONMYECTBO Yrpo3 pacTeT, aTaky CTaHOBSATCS
BCe 6oree CNOXHbIMU. HeobXOAUMO BHEApATb HOBble TEXHONOrMW, MPOBOAUTL
[LONOJHUTENbHbIE UCCNEA0BaHUSA B 06MacTK 6e30MacHOCTU. YTO6bI JOCTONHO CNPaBMTLCA
CO CMOXHOCTbIO aTaK W Yrpos, noib30BaTensiM HeOOXOAMMO WMETb WHCTPYMEHTbI M
pelleHns 6e30MacHOCTK, KOTOPble CMOCOGHbI aHaNM3MPOBaTb M KNacCU(ULMPOBATH
noBefeHue BCex (haiinos v NpoLEeCCos.
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EAVHCTBEHHBIA 3((EKTUBHbBIA MyTb peLIeHNs NPoGnemMbl — 3TO MOCTPOEHME
KOMM/IEKCHO MHOFOYpOBHEBOI CUCTEMbI 6€30MacHOCTM, MO3BONSIHOLIEN CyLIECTBEHHO
CHU3UTb PUCKM YTEUKM KOHDUAEHUMANbHBIX AaHHBIX, OMLWAN PACLUMPEHHON 3alUUTbI A1
NpeoTBPaLLEHNS N NPOTUBOAEACTBMA HOBLIM YTPO3aM Ge30MacHOCTH.
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REPORTING OF PUBLIC PROCUREMENT AUDIT RESULTS
IN THE REPUBLIC OF BULGARIA

Lyubomir Rosenov Terziev, PhD Student
D. A. Tsenov Academy of Economics, Svishtov, Bulgaria
Department of Control and Analysis of Economic Activity

Abstract: This paper aims to investigate the reporting of results from public procurement
audits. This stage is essential as the publicity of auditors’ reports informs all stakeholders about the
findings of the auditors from the National Audit Office of the Republic of Bulgaria. These reports
determine whether public procurement spending complies with the requirements for eligibility and
appropriateness. Where material errors and infringements have been identified, control bodies
shall modify their conclusion and take action to impose administrative and criminal liability on
the contracting authority. The results of the survey show that these reports focus mainly on negative
findings and do not include information about good practices established by contracting
authorities.

Keywords: public procurement, audit report, conclusions, findings, Audit Office

*kk

Reporting the findings is one of the last stages® of public procurement? auditing. At
this stage the findings of the Audit Office control bodies are summarized in an audit
report, which contains certain recommendations. The reports ensure the transparency of
and inform the public about public spending. The content of the report should be
consistent with the fact that the general public does not have direct access to the audit
information.

Audit reports inform the general public and all stakeholders whether public
procurement spending complies with the legislative provisions for eligibility and
appropriateness. According to data published by the Public Procurement Agency, a total of
90,792 public procurement contracts were concluded in the country in the period 2012-2016.
The total amount of public funds spent on these contracts is over BGN 34,68 bin.? These
facts show that there is a need for establishing a competitive, transparent, and well-regulated
public procurement market that ensures optimal use of the European funds.*

*kk

-

The stage of public procurement audit is preceded by the stages of planning and auditing.

In Art. 1 (2) of the Public Procurement Act, public procurement is defined as “acquiring by one, or several
awarding authorities through a public procurement contract of public works, supply or services by selected by them
contractors, and in sector awarding authorities — for fulfilment of sector activities.”

3 Data retrieved from the site of the Public Procurement Agency (http://rop3-
appl.aop.bg:7778/portal/page?_pageid=93,1590259& dad=portal& schema=PORTAL) on 07 Feb.
2018.

Pavlova, M. Novoto zakonodatelstvo po obshtestvenite porachki v Bulgaria — predisvikatelstvo |
vazmozhnosti // Normativna uredba, 2016, N2, p. 3.
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Reporting the results of public procurement audits can be considered in two
aspects:

1. Audit report preparation, including drafting and final reporting. This stage
includes a series of procedures: drafting the audit report; control over the
quality of the draft and the audit itself; submitting the draft for approval or
rejection of the draft for completion and/or elimination of omissions;
communicating the audit report draft to the manager of the audited
organization; considering the objections of the manager of the audited
organization regarding the audit report draft!; preparation of final conclusion
and review of the audit report by the National Audit Office; approval of the
final audit report and decision; submitting the final audit report to the
contracting authority subject to audit and/or to the competent authorities
(where the audit report contains information about violations of the current
legislation) as well as its publication on the website of the National Audit
Office.

These procedures aim to ensure that all disputes are settled in accordance with
the existing regulations and professional standards and by competent authorities. They
are essential for the stage of reporting and administrative conclusion of the audit.

2. Control over the implementation of audit recommendations. The control over
the implementation of audit recommendations is carried out through follow-up
checks, for which the control bodies draw up reports. The aim of this
procedure is do determine the degree of implementation of the
recommendations provided by the National Audit Office. The control over the
implementation of audit recommendations is the final stage of the overall audit
process.

According to the provisions of the current legislation, the audit report shall
comprise the following parts: abstract, introduction, audit scope and approach, findings,
conclusion, and recommendations. The first three parts are descriptive and provide
information about the contracting authority subject to the audit.2 This information is not
subject to processing by the auditor. These three parts account for the smallest part of
the bulk of the report2 The other parts (findings, conclusion, and recommendations)

-

Note that when the contracting authority has objections regarding the findings in the audit report, it shall
send them in writing to the Head of Department of the NAO. The Head of Department shall consider the
objections and submit them to the National Audit Office for a final justified decision, which is sent in
writing to the contracting authority.

2 The term “contracting authority” has two meanings in the Public Procurement Act. The first meaning
refers to public and sector authorities liable for planning and awarding of public procurement. These
authorities are listed in Art. 5 of the Act. The second meaning refers to private entities and/or their
unifications that are contracting authorities for concrete cases. The common feature of these two categories
is that the conclude public procurement contracts with private entities.

See Audit reports of the National Audit Office of the Republic of Bulgaria
http://www.bulnao.government.bg/bg/articles/dokladi-128 [Last retrieved on 07 Feb. 2018].

w
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constitute the main part of the audit report. They are not descriptive but analytical and
justify the conclusions made by the auditors during the audit. Therefore, they can be
defined as the material and important part of the audit report.

The findings part is the main section of the report, in which the collected evidence
is analysed and evaluated. They follow the logical structure of the assessment criteria set
during the audit planning stage. Audit findings are used as evidence for the control bodies
to impose administrative and/or criminal liability on the contracting authorities
and/or other persons involved in the process of awarding and execution of public
procurement contracts. Note that the administrative and/or criminal punishment is not a
typical function of the audits performed by the National Audit Office. This is due to the
following two facts:

= The first one is based on the fact that the sanctioning function attributed to
the National Audit Office control bodies is not typical for audit. This is
supported by the opinion that “The National Audit Office Act provides for a
stark sanctioning derogation from the typical functions of a parliamentary Audit
Office. In addition to the rights associated with its compliance auditing functions,
its Chairperson is attributed administrative sanctioning competence as well.”

= The second one is based on the difference between the evidence collected
under the Administrative Violations and Sanctions Act and the evidence
collected in the course of the audit. The evidence in the administrative
proceedings are related to facts and circumstances, significant for the rights or
the obligations or the legitimate interests of the interested citizens or
organisations. The aim is to establish all facts and circumstances related to the
administrative proceeding.? They are established by the order provided by
the Administrative Procedure Code.* Whereas the Administrative Procedure
Code provides for the order for establishing evidence, the International
Auditing Standards do not provide for the type of evidence to be established
by the control bodies of the National Audit Office. Auditors gather a
combination of the following types of evidence: accounting system
information; documentary evidence; third-party representations; physical
evidence; data interrelations, etc.*

Audit conclusion is the final essential component of the audit report. It
summarizes the independent auditor's judgement whether the procedures were
conducted by the contracting authority in accordance with the legislative provisions and
all material aspects. Audit conclusion accurately reflects the content of the report and

! Dimitrov, V. Auditat v Bulgaria, Fosia, 2012, p. 71.

2 Tsankov, P. Dokazatelstva | dokazatelstveni sredstva v administrativnoto proizvodstvo po DOPK,
Danatsite v Republika Bulgaria, 15-6, 2016, p. 13.

3 See Administrative Procedure Code, prom. SG No. 30 / 2006, Art. 37.

4 Whittington, O., Pany, K. Principles of Auditing and Other Assurance Services. New York, McGraw-Hill/
Irwin, 2012, pp. 142 — 148.
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provides information about the significance of all irregularities found. The purpose of the
conclusion is to provide information on the results achieved in terms of control guidelines
- whether the contracting authority conducted the procedures in compliance with the law
and what was/is the performance of its financial management and control system.

Audi report conclusions are statements based on audit procedures, evidence, and
findings. They must be based on significant findings, assessments, and evidence that are
tied to the level of materiality.! Conclusions should be formulated objectively, rationally
and according to set evaluation criteria. Audit report conclusions fall into two main
categories:? conclusion for compliance in all material aspects and conclusion for non-
compliance.

a) Conclusion for compliance is drawn in all cases where the audit findings prove
adherence to all regulations and regularity in all material aspects of the public
procurement procedures subjected to auditing. These material aspects include
all regulatory requirements and the clauses of the contracts concluded
between the contracting authority and the contractor. In order to form an
opinion on the compliance in all material respects, auditors assess whether the
audit evidence obtained proves material misstatements due to intent.

The conclusion for compliance is based on findings which prove that the
contracting authority has systematically observed all requirements regarding public
procurement procedures. The review of the audit reports published on the website of the
National Audit Office®shows that they focus mainly on findings related to non-
compliance and misstatements and do not describe good practices, which does not mean
that non-compliances were found for all contracting authorities. In this respect, audit
reports should present in a balanced manner both the negative and the positive findings
regarding the contracting authority's activities. This can be facilitated by the
digitalization of public procurement, for which some legislative motions have already
been made. The expected effect from dissemination of best practices will optimize the
management processes of the contracting authorities and improve the efficiency of
public spending. Our legislation does not explicitly provide for content restrictions or
require that audit reports should include only the negative findings.

b) Conclusion for non-compliance is drawn depending on the degree and scope of
non-compliances found during the audit. Such conclusion is drawn for one or
more aspects of non-compliance the audited authority and is not
comprehensive for the entire process of awarding and execution of the public
procurement contract. All conclusions for non-compliance must be justified by

1 According to the Compliance Audit section of the Manual on International Audit Standards and Auditing,
“materiality is defined by the significance and importance of the audited activity, function, programme, process,
revenue, expenditure, transaction, etc.”

2 See Manual on International Audit Standards and Auditing, Compliance Audit section, Sofia, 2014, p. 223.

3 See Audit reports of the National Audit Office of the Republic of Bulgaria
http://www.bulnao.government.bg/bg/articles/dokladi-128 [Last retrieved on 07 Feb. 2018].
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describing in the report the concrete findings of material non-compliance. In
such cases the auditor shall inform the management of the audited entity about
the findings that provide grounds for such a conclusion.

Where the obtained evidence is insufficient and/or circumstantial due to scope
limitations but proves non-compliances that are both material and comprehensive to the
organization, the auditor may refuse to draw a conclusion. In such cases, as in all other
cases where non-compliance is found, the auditors give recommendations related to the
findings that prove the non-compliance.?

Recommendations aim to improve the contracting authority's performance in the
public procurement process. This is why they must be justified with specific reasons, add
value, and address the identified problems and violations. Recommendations should
include measures to be undertaken by the audited contracting authority in order to
overcome the identified shortcomings and improve the process of public procurement.

Recommendations should include measures that are relevant the rights of the
audited entity's management. They are more effective when they include reference to
specific findings. The survey of actual audit reports shows that their recommendations
only refer to provisions of the Public Procurement Act and do not state the causes of the
non-compliance. In cases of non-compliance with internal regulations, ® the
recommendations refer to: procedures and periods of public procurement planning;
officials responsible for analyzing, summarizing and prioritizing the need for procurement
of goods, services and building construction for preparation of annual plans; procedures
for control over contract execution; procedures for preparation, filing, communication
and archiving of the public procurement files. Recommendations are important in terms
of their content, but also in terms of the control of their implementation, i.e. the follow-up
control over the corrective measures taken and the effect thereof.

! Kostova, S. Mezhdunarodni standarti za vanshen odit, Al Tsenov, Svishtov, 2014, p. 175.

2 Donchev, T. PhD Thesis: Control over the efficient spending of EU funds under extended de-
centralization of their management, p. 148.

3 The Public Procurement Act provides that “public contracting authorities shall adopt internal rules for
management of the cycle of the public procurements, where they spend the annual budget, including with
the funds, provided through various European funds and programmes, equal, or larger than BGN 5 min.
According to the requirements of Art. 140 of the Rules for the Implementation of the Public Procurement
Law the internal rules shall provide at least for the procedure for: forecasting the needs of awarding,
including for establishing the dates on which public procurement contracts in force must be present;
planning conducting the procedures, by accounting the time for preparation, conducting of the procedures
and signing the contracts; assigning the officials, responsible for the preparation of the procedures and the
procedure for performing control over their work; receiving and storage of participation applications, offers
and project and the procedure for assigning the staff and way of operation of the commission for
performing selection of the applicants and participants, for consideration and assessment of the offers and
or conducting negotiations and dialogue, as well as of the jury; signing the contracts; tracing the fulfilment
of the signed contracts and for accepting the results from them; the actions in appealing the procedures;
conducting of introductory and maintaining training of the persons, engaged with management of the
public procurement cycle; documentation of each stage of the public procurement cycle and maintenance
of the buyer’s profile.
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Therefore, we may conclude that audit reports aim to inform all stakeholders about
the efficiency of public spending. Reports from public procurement audits supports the
fair competition mechanism by preventing price speculations and ensuring the
procurement of quality goods and services. They are important because public
procurement is associated with a significant amount of public funds in the
implementation of key projects for our economy.
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ANALIZA FRAUDELOR INFORMATIONALE
SI AMIJLOACELOR DE PROTECTIE

Veronica Topala Anatolie - CIB studenta
Departmentul Informatica si Managementul Informatiei ASEM

Datorita dezvoltarii tehnologiei, sistemul informatic a devenit un instrument de
comunicare indispensabil. Lumea in care traim este Intr-o permanenta schimbare si se
complicd pe zi ce trece.

Evolutia din secolul anterior a mijloacelor de comunicare Tn masa si aparitia noilor
tehnologii de comunicare au spart barierele dintre state, in acest context informatia a
devenit, uneori, mult mai periculoasa si distructiva decat armele de foc.

Domeniul securitatii informatice cauta solutii tehnice pentru rezolvarea acestei
contradictii aparente.

Tnsa utilizarea serviciilor de posta electronicd, web, transfer de fonduri, etc., se
bazeazda pe un sentiment, adeseori fals de securitate a comunicatiilor, care poate
transforma potentialele céastiguri generate de accesul rapid la informatii, in pierderi
majore, cauzate de furtul de date sau de inserarea de date false.

Toatd lumea foloseste sisteme informatice, dar foarte putini sunt, care cunosc
riscurile si vulnerabilitatile acestora si mai putini sunt cei care stiu sd se protejeze.

Toate aspectele vietii noastre, depend de tehnologiile informationale.

1. Definire fraudelor informationale

Programele distructive in natura lor poartd efecte cu caracter distructiv iar
consecintele activdrii si utilizarii acestora, pot conduce la daune in acele domenii ale
activitatii umane in care utilizarea sistemelor informatice este vitala.

Aceste programe indeplinesc urmatoarele functii:

= potascunde semnele prezentei lor in sistemul informatic;

= posibilitatea de auto-dublicare, inclusiv crearea copiilor modificate;

= potdistruge codul altor programe in memoria internd RAM,;

= pot transfera fragmente de informatii din memoria RAM in anumite zone
ale memoriei externe accesibile unui atacator;

= potdistruge si modifica datele sau componentele sistemului;

= potcrea canale de transmisie de date ascunse;

= pot monitoriza procesele de procesare a informatiilor si a datelor, principiile
functionarii echipamentului de protectie;

Programele distructive sunt impartite in urmatoarele clase:

1. Virusi informatici sunt programe care se instaleazd singure, fara voia
utilizatorului, si poate provoca pagube atit in sistemul de operare cit si in
elementele hardware (fizice) ale computerului.

2. "Viermi" sunt programe a caror functie principald este auto-dublicarea prin
distributie Tn retele, dupa principiul ,cauta si distruge” (Search and Distroy),
utilizand vulnerabilitdtile sistemelor de aplicatii si ale serviciilor de retea.
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3. "Cai troieni" sunt programe a caror functie principald constd, de obicei, de a
fura informatii, cum ar fi numere de card de credit, acestea pot fi descdrcati cu
usurinta si in necunostintd de cauza.

4. Programele spion (Spyware), sunt programe atasate de obicei la programe
gratuite, care capteaza pe ascuns date de marketing (prin analiza siturilor pe
care le viziteaza utilizatorul) si le folosesete apoi pentru a transmite
utilizatorului reclame corespunzatoare dar nesolicitate.

Vulnerabilitatea retelelor se manifesta pe doua planuri:

= posibilitatea modificarii sau distrugerii informatiei, adica atacul la
integritatea ei fizica;

= posibilitatea folosirii neautorizate a informatiilor, adica scurgerea lor
din cercul de utilizatori stabilit.

Céteva studii de securitate a calculatoarelor estimeaza cd jumadtate din costurile
implicate de incidente sunt datorate actiunilor voit distructive, un sfert dezastrelor
naturale sau accidentale si un sfert greselilor uname.

Atacurile presupun, in general, fie citirea informatiilor neautorizate, fie distrugerea
partiald sau totald a datelor sau a calculatoarelor.

Se disting doua categorii principale de atacuri: pasive si active.

Atacurile pasive sunt acelea in cadrul carora intrusul observa informatia cd trece
prin “canal” fard sd interfereze cu fluxul sau continutul mesajelor.

Acestea au urmdtoarele caracteristici:

1. nu cauzeaza pagube (nu sterg sau se modifica datele);
2. incalca regulile de confidentialitate;
3. obiectivul este de a monitoriza datele;

Atacuri active — sunt acelea in care intrusul se angajeaza fie in furtul mesajelor, fie
in modificarea, reluarea sau inserarea de mesaje false.

Aceasta inseamna ca el poate sterge, intarzia sau modifica mesaje, inserarea unor
mesaje false sau vechi, poate schimba ordinea mesajelor, fie pe o anumita directie, fie pe
ambele directii ale unui canal logic.Aceste atacuri sunt serioase deoarece modifica starea
sistemelor de calcul, a datelor sau a sistemelor de comunicatii.

John D. Howard propune urmatoarele sapte categorii de autori ai atacurilor
informatice:

= Hackeri — persoane, mai ales tineri, care patrund in sistemele informatice din
motivatii legate mai ales de provocare intelectuald sau de obtinerea si
mentinerea unui anumit statut in comunitatea prietenilor.

= Crackeri reprezintd un stil anumit de hacker, care sunt specializati Tn
~Spargerea” programelor shareware sau care necesita un anumit cod serial.

= Spioni — persoane ce patrund in sistemele informatice pentru a obtine
informatii care sa le permita castiguri de natura politica.

= Teroristi — persoane ce patrund in sistemele informatice cu scopul de a
produce teamd, in scopuri politice.
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Atacatori cu scop economic — patrund in sistemele informatice ale
concurentei, cu scopul obtinerii de castiguri financiare.

Criminali de profesie — patrund in sistemele informatice ale intreprinderilor
pentru a obtine castig financiar, in interes personal.

Vandali — persoane ce patrund in sistemele informatice cu scopul de a
produce pagube.

2. Cum interactioneaza programele distructive

Pentru a obtine rezultatele pe care le doreste, un atacator poate folosi mai multe
metode de a patrunde spre informatii, atit software cit si harware, printre care putem
enumera urmatoarele citeva metode :

1
2.
3.

Furtul de parole — metode de a obtine parolele altor utilizatori.

Inginerie sociald — convingerea persoanelor sa divulge informatii confidentiale.
Greseli de programare si portite lasate special in programe — obtinerea de
avantaje de la sistemele care nu respecta specificatiile sau inlocuire de software
Cu versiuni compromise.

Defecte ale autentificarii — Tnfrangerea mecanismelor utilizate pentru
autentificare.

Defecte ale protocoalelor — protocoalele sunt impropriu proiectate sau
implementate.

Scurgere de informatii — utilizarea de sisteme ca DNS pentru a obtine
informatii care sunt necesare administratorilor si bunei functionari a retelei, dar
care pot fi folosite si de atacatori.

Transmiterea prin intermediul USB flash drive — fincercarea fizica a
programului distructiv.

3. Combaterea cu fraudele informationale

Tn zilele noastre informatia Inseamnd puterea, drept pentru care tot mai multe
persoane incearca sd obtind informatii pe toate cile posibile. Important sa stim cum sa
protejam informatiile.

lata clteva metode de protectie:

Antivirus software - instalarea programelor de protectie

Controlul accesului la system - asigura ca utilizatorii neautorizati nu pot
patrunde in sistem si incurajeazd (uneori chiar forteaza) utilizatorii
autorizati sé fie constienti de necesitatea securizarii computerelor.
Criptarea - este 0 altd metodd importantd de protejare a informatiilor
sensibile stocate in sistemele de calcul, dar si a celor care sunt transmise pe
liniile de comunicatie.

Implimentarea legislatiei RM - LEGE Nr. 20din 03.02.2009, privind
prevenirea si combaterea criminalitatii informatice.
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Concluzie:

Odata cu evolutia tehnologica din ultimii ani si datoritd mediului electronic de
transmitere, stocare si gestionare a informatiilor din secolul prezent, un secol al vitezei si
al globalizarii, se pune tot mai des problema securitatii informatice. Utilizind la maxim
metodele de combatere cu fraudele informationale, reusim totusi sa evitam unele de
problem, insa in multe cazuri nici acestea nu sunt deajuns.

Referinte:
1. Dr. Maxim Dobrinoiu (2006). INFRACTIUNI TN DOMENIUL INFORMATIC.
2. M.A. VsaHosa (2011). PA3PYLLIAKOLLME MPOrPAMMHbIE BO3JEVCTBIAS.
3. https://www.juridice.ro/412111/vulnerabilitati-ale-sistemelor-informatice.html
4. http://www.cosmin-mihai.com/wp-content/uploads/PhD-Resume.pdf
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YNPABNEHNE NHPOPMALMNOHHBLIMU PUCKAMU
KOMNAHWK COIrMACHO MEXAYHAPOAHBIM
CTAHOAPTAM

Tyny6 E.M.
UepKaccKu1ii HaLMOHabHBINA YHUBEPCUTET UMeHW BorgaHa XMenbHULKOro

Abstract. The issue of information risk management is considered on the basis of
international standards of risk management in the information security system.

YCOBEpLUEHCTBOBaHWE TEXHONMOTWIA Nepesayun 1 06paboTKM JaHHbIX, Pe3KuiA pocT
KONMYecTBa W Kayecta Kubepatak, HeOOXOAMMOCTb OO6ECreyeHNsi HOBOTO YPOBHA
NH(QOPMALMOHHON 6e30MacHOCTY SIBNSIETCA MPUYMHOA MOBLILLEHHOTO BHUMaHUS K
npobnemMe OLEHKM WH(OPMALIMOHHLIX PUCKOB W YCOBEPLLEHCTBOBAHMIO CUCTEM
yMpas/eHNs HUMK.

[Ans npouecca ynpasneHUsi MHOXECTBOM MH(OPMALMOHHbLIX PUCKOB B CUCTEME
9KOHOMMYECKON 6e30MacHOCTM MUPOBbLIM COOBLLECTBOM BbIN CO34aH PsAL CTaHAPTOB MO
obecrneyeHno MHPOPMaLIMOHHOM 6e30MacHOCTM M YNPaBieHWo puckamn B GusHece. K
TaKUM HOPMATMBHbIM JOKYMEHTaM CieflyeT OTHECTH:

=  MexayHapogHblii cTaHgapT ISO/IEC 17799:2005 (BS 7799-1:2000)
«YnpasneHne VHPOPMALMOHHON 6e30MacHOCTbI0 - VIH(opMaLyOoHHbIe
TexHonoruu. - Information technology- Information security management>
[1].

= [pynna craHgaptos 1SO 27000, paspabotaHHas ISO/IEC JTC 1/SC,
npescTaBnser  co6oil  TpeboBaHWA K CUACTEMaM  YMpaBieHus
NH(OPMaLMOHHON 6e30MacHOCTLIO, METPUKW, W3MEHEHUs, YynpasneHue
PUCKamMU, a Takxxe PYKOBOZCTBO MO BHEAPEHMUIO.

= [CTY ISO/IEC 27001:2015 WH(popmaumoHHble TexHonoruu. MeToppl
3alUMThl  CUCTEMbl  YNpaBneHus WH(POPMALMOHHOW  6e30MacHOCTbIO.
Tpe6osaHuns (ISO/IEC 27001:2013; Cor 1:2014, IDT). [OaHHblii
HALMOHaNbHbIA CTAHAAPT MOMHOCTBIO COOTBETCTBYET MEXAYHapOLHOMY
cTaHgapty ISO/IEC 27001:2013; Cor 1:2014, IDT) [2].

CornacHo CTaHfapTaM OCHOBOMONaratoWymMy 3ranamyi OLIEHKW PUCKOB [N
CMCTEMbI ypaBieHNs MH(HOPMaLMOHHOI 6e30MacHOCTbIO MOXHO CYUTATD:

*  OnpefeneHne MeTOAWMKM OLEHKM PUCKOB (MCMO/b30BaHWE Pa3NMYHbIX
METOZAMK, BO3MOXHOCTb MOBTOPHOW OLEHKM W CPaBHEHUS C pe3ynbTaTamu
Mo Apyrum METOAMKaM);

" WEHTU(MKALMSA PUCKOB (4eCTabnnm3ytoLLmx (hakTopoB, OMacHOCTe, yrpos,
YA3BUMbIX MECT);

" aHa1M3 1 OL|EHKA MH(OPMALIMOHHbIX PUCKOB;
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"  aHaM3 M OLEHKA BO3MOXHOCTW CHVDKEHUS CTEMeHU puCKa, ero
MUHUMU3ALNY VNN NTOKaN3aLmK.

MpenmyLiecTBaMM  UCMO/Mb30BaHUA B paboTe C  CUCTEMOW  ynpaBneHus
MH(OPMaLMOHHOW 6€30MacHOCTbI0 @ OCHOBE MEXOYHapPOAHbIX CTaHAAPTOB ABNAOTCA:
obecneyeHne GecrnpepbIBHOCTM  PaboTbl MHOPMALMOHHBIX CEPBWCOB; MUHUMM3ALMA
PUCKOB, CBSI3aHHbIX C KpaXamu, HernpasuibHbIM U HELENeBbIM  MPUMEHEHUEM
060pyf0BaHUs, MOBPEXAEHUAMU U T.[.; CHWKEHWe 3aTpaT Ha peanm3aumio CPeacTsB
3aLUMThl MHHOPMALMOHHBIX PECYPCOB, 61arofaps UCMob30BaHNI0 HOBEMLLMX TEXHONOTUIA
W CPeACTB 3aluTbl MH(OPMALMOHHbIX PECYpCcoB; ObecreyeHue LIeN0CTHOCTH, KOH(M-
[eHLMaNbHOCTK, & TaKXKe KOMM/IEKCHOr0 NOAXO0AA B CUCTEME 3aLyThbl MHPOPMALMK.

Ana aheKTUBHOTO  YPOBHSA  (DYHKLMOHMPOBaHUS  KOMMaHWW  HEeoBXOAMMO
OfJHOBPEMEHHO YNpaBisiTb MHOTMMMW MpoLeccaMmn. YnpasfeHne WHHOpPMaLOHHbLIMM
pUCKamn MO3BONSET KOMMAaHWW [JOCTUraTb BbICOKOTO YPOBHS 3((EKTUBHOCTM MpU
MPUEMIIEMOM YPOBHE PUCKa, NPV 3TOM PYKOBOACTBO KOMMaHWUW UMeET [OCTYMHbIA MeTog
opraHusaumuu pecypcamu. Crpaterus peanusauuy ynpasneHWs prUckamy MO3BONSET
KOMMaHW/ CBOEBPEMEHHO CHWXaTb CTeMeHb pucka O MNPUEMIEMOro YpoBHsA. B
3aBMCUMOCTW CTPYKTYPbl OMpefeNeHHOW MH(HOPMALMOHHOW CUCTEMbI OMNpejensieTcs
YPOBEHb MPUEMIEMOrO PUCKa M NOAXOZ K YNPaBNeHUI0 HUM.

B Hauane npouecca ynpasneHUs WHMOPMALMOHHLIMA PUCKaMM Ha OCHOBE
MEX[yHapoAHbIX CTaH4APTOB HEOOXOAMMO MPOBECTV aHann3 CTPYKTYPbI, (YHKLMiA
MH(OPMaLMOHHOrO 00bEKT, fanee MPOBOAMTCA BbIABMIEHWE W PaHXMPOBaHWE Yrpos
NH(OPMALMOHHBIX pecypcos. Mocne nocTpoeHWst HethopManbHOW Mogenn cy6bekTa
MPOBOAWTCS aHaNn3 M OLieHKa CaMoro pucka. Pa3paboTka npeioKeHNii 1 peKOMeHaLMiA
CTPOUTCH Ha OCHOBE YCOBEPLUIEHCTBOBAHMS CYLLECTBYIOLUMX, @ TAKKE BHEAPEHWS HOBbIX
METOZ0B, METOAVK, TEXHWK N MIHCTPYMEHTapHA.

lMpouecc MeHe[KMeHTa PUCKOB B CUCTEME 6e30MacHOCTU COYETaeT 3MEMEHTH
KonnyecTBeHHOro (6onee [AeTanbHOro) W KadyecTBeHHOro (6onee NpPocToro) MeToAO0B
aHanm3a, YTo fienaeT ero MMeKTUBHLIM, YAO0OHLIM B UCMOMb30BAHUM W MOHATHBIM Ha
KaX[OM Luary OLeHWBaHUSA /15 BCeX CTeVKX0MepoB. KayecTBeHHbIN NOAXO YMEHbLLIAET
NPOTUBOZEIACTBME MEPCOHaNAa Ha 3Tanax aHanm3a pucka W NPUHATWA PeLleHWid, aeT
BO3MOXHOCTb HaMTW YLOBNETBOPUTENLHOE PELLEHNE U OPraHn30BaTh ero NOAAePXKKY Ha
MPOTSHKEHUM BCEro ynpasneHYeckoro npoLecca. KayecTBeHHbIA MOAXOZ UCMOoNb3yeTcs, B
MepByto 04epesb, B KOMMNaHUSAX C HAMMEHbLLIMM YPOBHEM 3PeNoCTH.

B npouiecce oLeHKM MH(OPMALMOHHBIX PUCKOB KA4eCTBEHHBIN MOAXOL MPUMEHSAOT
[N19 ONepaTVBHOTO COCTABNEHWA CMWCKA BCEX PUCKOB, a KOMMYECTBEHHbIA MOAXOL [aeT
BO3MOXHOCTb B [ja/IbHEiALLEM BbINONHUTL AeTabHblii @HaN3 OTHOCUTENBHO HEBO/bLLOTO
KONMYecTBa Hanbonee BePOATHBIX PUCKOB, 0OHAPYXKEHHBIX Ha 3TOM 3Tarne. AHann3 PUCKOB
MOXET MNPOW3BOAUTLCA C PA3NMYHONA CTereHblo [JeTanm3auuy B 3aBUCUMMOCTW OT
KPUTUYHOCTU PECYPCOB MH(OPMALMOHHOIO 06BEKTA, YXKE U3BECTHBIX CabblX 3BEHLEB U
npeablAyLLNX UHLMAEHTOB MH(OPMALIMOHHO 6e30MacHOCT!.

AHaM3  MH(OPMALMOHHBIX PUCKOB - OCHOBA [/ CO3[aHUA MOACUCTEMbI
ynpasneHns MHPOPMaLMOHHON 6e30MacHOCTbI0 Cy6beKTa XO03AiCTBOBaHWA. B xoge
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NpOLeAyp aHanM3a CTEMeHW WHHOPMAUMOHHBIX PUCKOB CneflyeT NpUAEPXMBATLCS
CNEAYIOLLMX LIaroB: NAEHTU(NKALMS MHDOPMALMOHHbIX pecypcoB (akTUBOB) KOMMaHUU,
KOTOpbIe MOTYT GbITb 06BEKTOM PUCKa, BEPOSITHBIX YrPO3 aKTIBA 11 OMPeeNeHms CTeNeHN
yrpo3 6e30MacHOCTM WMH(OPMALMOHHON CUCTEMbI KOMMaHWUW; OLEHMBAHWS YPOBHS
[ie/ACTBEHHOCTM CPEACTB KOHTPO/IS GE30MaCHOCTM KOPMOPaTVUBHOM CUCTEMbI; OLIEHMBAHMS
YA3BAMOCTM  KOPMOPATVBHOM CUCTEMbI, PACcCMATPWBAETCA KaK PesynbTaT BAUSIHUS
(haKTOPOB BO3MOXHOTO YPOBHS CI/bI YrPO3bl M YPOBHS E/CTBEHHOCTY CPEACTB KOHTPOIS;
OLIEHMBAHNS YaCTOTbl COGLITWIA MOTEPb OT WH(HOPMALMOHHBIX PUCKOB Kak pesynbTaTa
BMSHWSA (DAaKTOPOB 4aCTOTbl BO3HWKHOBEHMS YIPO3bl U YA3BUMOCTW KOPMOPATUBHOV
CUCTEMbI; OLEHMBAHWS BENNYMHBI BO3MOXHbIX YObITKOB OT MH(OPMALMOHHbIX PUCKOB B
KOPMOpaTMBHOM CUCTEMbI; OLEHWNBAHWS YPOBHS PUCKOB B KOPNIOPATVUBHOM CUCTEMbI Kak
pe3ynbTUPYHOLLEN fByX (JaKTOPOB: YaCTOTbl COOLITMIA NOTEPL W BEAUYMHBI BOSMOXHbIX
noTepb OT MHPOPMALMOHHBIX PUCKOB.

Inteparypa:
1. ISO/IEC 17799:2005 Information technology - Security techniques - Code of
practice for information security management.
2. HauioHanbHWii cTaHgapT YkpaiHu, [H(opmauiiHi  TexXHONOrii, MeToan 3axucTy
CcMCTeMM ynpasniHHA iHopMaviiiHoto 6e3nekoto, Bumorun (1ISO/1EC 27001:2013; Cor
1:2014,IDT) ACTY ISO/IEC Cor 27001:2015
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PROTEJAREA PROPRIETATII INTELECTUALE
SIADREPTULUI DE AUTOR

Ulinici Maxim
Elev al Colegiului National de comert al ASEM

Rezume: In this presentation will try to show you the importance of protection of the
intellectual property and the copyright.Also all the laws and protections that the state gives us for
our intellectual property and moral rights.

1.Drepturile morale
Drepturile morale de autor reprezintd expresia juridica a legaturii existente intre
operad si creatorul ei. Astfel drepturile morale de autor influenteaza dreptul de autor in asa
mod, ncat inlatura aplicarea regulilor de drept comun.Chiar si dupa ce autorul unei opere
a cedat drepturile sale patrimoniale, el isi pastreaza drepturile morale de autor ca o
consecintd caracterului acestora. Tn doctrina romana se utilizeaza expresia,drepturi
personale nepatrimoniale” prin care se desemneaza sfera drepturilormorale Tn general, in
care se include si drepturile morale de autor. Temeiul drepturilor morale de autor rezida
in asigurarea protectiei personalitatii autorului
Cu toate acestea, drepturile morale de autor nu se suprapun, sub toate aspectele,cu
drepturile personalitdtii. Aria lor este mailarga intrucat protejeaza autorul impotriva
oricarei atingeri aduse operei si nu numai impotriva acelora ihdreptatecontra onoarei sau
reputatiei autorului.
Caracterele juridice ale drepturilor morale de autor
Legea nu enunta in mod expres caracterele juridice ale drepturilor moralede autor,
dar acestea se degaja implicit din unele dispozitii ale legii.Dreptul moral de autor are
urmadtoarele caractere juridice:
a) caracterul perpetuu
b) caracterul legaturii strict personale in sensul cd este atasat de persoana
autorului operei;
c) caracterul inalienabil si insesizabil
d) caracterul imprescriptibil
e) caracterul absolut, opozabil erga-omnes
f) caracterul netransmisibil (cu exceptia dreptului la paternitatea si la
inviolabilitatea operei)
2. Obiectul dreptului de autor
Obiectul dreptului de autor il constituie operele literare, artistice si stiintifice,
indiferent de forma lor de exprimare, de valoarea sau destinatia lor.
Analiza dispozitiilor legale a permis doctrinei sa desprinda trei conditii esentiale de
care depinde vocatia la protectie in cadrul dreptului de autor si anume:
= operatrebuie safie rezultatul unei activitati creatoare a autorului;
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= saimbrace o forma concreta de exprimare, perceptibila simturilor;
= safie susceptibila de aducere la cunostinta publicului.

In cele ce urmeaza vom vedea la ce se refera aceste trei conditii:

a) Operatrebuie sa fie rezultatul unei activitati creatoare a autorului.

Pentru a fi considerata indeplinita aceasta conditie, autorul nu trebuie sa se
limiteze la o reproducere mecanica a operei, fara o contributie proprie in ceea ce priveste
substanta de idei a operei in discutie.

In doctrina aceasta conditie poarta si numele de originalitate. Astfel, pentru a fi
protejata, opera trebuie sa poarte amprenta personalitatii, a individualitatii individului.

b) Pentru a forma obiectul unui drept de autor, opera trebuie sa imbrace o forma

concreta de exprimare, perceptibila simturilor.

Aceasta conditie, inseamna ca dreptul de autor se naste din momentul in care
opera imbraca forma de manuscris, schita, tema, tablou ori alta forma concreta.

c) Ceade atreia conditie pentru ca o opera sa aiba vocatie de protectie este aceea
de a fi susceptibila de aducere la cunostinta publicului, prin reproducere,
executare, expunere sau orice alt mijloc. Aceasta cerinta fiind strans legata de
cea precedenta, unii autori nu mentioneaza decat doua conditii ale protectiei, in
cadrul dreptului de autor.

Conform legii dreptului de autor constituie obiect al acestui drept urmatoarele:

= scrierile literare si publicistice, conferintele, predicile, pledoariile, prelegerile
si orice alte opere scrise sau orale, precum si programele pentru calculator;

= operele stiintifice, scrise sau orale, cum ar fi: comunicarile, studiile, cursurile
universitare, manualele scolare, proiectele si documentatiile stiintifice;

= compozitiile muzicale cu sau fara text;

= operele dramatice, dramatico-muzicale, operele coregrafice si pantomimele;

= operele cinematografice, precum si orice alte opere audiovizuale;

= operele fotografice, precum si orice alte opere exprimate printr-un procedeu
analog fotografiei;

= operele de arta grafica sau plastica, cum ar fi: operele de sculptura, pictura,
gravura, litografie, arta monumentala, scenografie, tapiserie, ceramica, plastica
sticlei si a metalului, desene, design, precum si alte opere de arta aplicata
produselor destinate unei utilizari practice;

= operele de arhitectura, inclusiv plansele, machetele si lucrarile grafice ce
formeaza proiectele de arhitectura;

= |ucrarile plastice, hartile si desenele din domeniul topografiei, geografiei si
stiintei in general;

= operele de arta digitala.

3.Protejarea proprietatii intelectuale

In legea nr 114 din 03.07.2014 al Republicii Moldova sunt clar evidentiate
urmatoarele:

»Articolul 3. Proprietatea intelectuald
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€
)

©)

Proprietatea intelectuala este proprietate privatd, care apartine persoanelor
fizice sau juridice cu drept de posesiune, folosinta si dispozitie.

Proprietatea intelectualda cuprinde obiectele ce rezultd din activitatea
intelectuald in domeniile industrial, economic, comercial, stiintific,
informational, literar si/sau artistic, precum si in alte domenii.

Proprietatea intelectuald se constituie din urméatoarele componente:

a) proprietatea industriala;

b) dreptul de autor si drepturile conexe.”

Tn concluzie statul garanteazd dreptul cetatenilor la proprietate intelectuald,
libertatea creatiei artistice si stiintifice, precum si apdrarea, in baza legii, a intereselor lor
economice si personale ce apar Tn legaturd cu practicarea diverselor genuri de creatii
intelectuale.

Bibliografie:

https://ru.scribd.com/doc/48549162/Referat-Dr-Proprietatii-Intelectuale

http://lex.justice.md/index.php?action=view&view=doc&lang=1&id=354811http://w
ww.greferat.com/referate/drept/ DREPTUL-DE-AUTORA448.php
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HEKOTOPbIE ACMEKTbI MIH®OPMALIIOHHOIA
BE3OMNACHOCTW B CUCTEME OBECIEYEHWA
®VHAHCOBOW BE3OMACHOCTW FOCYAPCTBA

BacuneHko B.3.
UepKaccKu1it HaLMOHabHBINA YHUBEPCUTET UMeHW BorgaHa XmenbHULKOro

[Ans 0CO3HaHU BAXHOCTW 3((EeKTUBHOro 0b6ecrneyeHns (UHaHCOBOW 6e30-
MacHOCTM rocyfapcTea HeobxoanMa pa3paboTka, a Takke peanus3auys onpefeneHHoro
MeXaHu3Ma, KOTOpbIA ABAANCA Obl CUCTEMHbIM 06pa30BaHMEM OPraHWU3aLUYOHHbIX K
WHCTUTYLMOHAbHO-NPAaBOBLIX ~ OCHOB M MEPOMPUATWIA NS CBOEBPEMEHHOIA
NOEHTU(GUKALMW, NPefyNPeXaeHns, HeTpanm3aumn n NNKBUaLMK Yrpo3 (MHaHCOBO
6esonacHocTM rocyfapcTea. MexaHusm obecrneyeHuss (UHaHCOBOW 6e30MacHOCTY
Heob6X04MMO pPeasn30BbIBaTh Ha OCHOBE CO3/aHUA OMpefeneHHbIX HayyHbIX TEopwid,
KOHLeNuuin, cTpatermii ¥ TaKTUK (DMHAHCOBOI MOJUTWKMW, CUCTEMATU3aLMM Yrpos,
MPUMEHEHUs CPeACTB, CNocO60B M METOA0B 0becneyeHns 6e30MacHOCTY NpU YCNOBUK
BbICOKOI0 YPOBHS MH(OPMALMOHHbIX PUCKOB.

Ceilyac B WH(OPMALMOHHON Cthepe MOXHO OMNpefenTb  OnpefeneHHble
NoTeHUMaNbHble  Yrpo3bl  HaLMOHaNbHOW  6e30MacHOCTM  CTpaHbl, a  WUMEHHO:
Hec6anaHCMPOBaHHOCTb  TOCYAapPCTBEHHOW MNOMUTUKM W OTCYTCTBME HEOOXOAMMOV
UH(PACTPYKTYpPbl B MH(OPMALWMOHHOW Clhepe; MeLNeHHOe BXOX[AEHWEe YKpauHbl B
MUPOBON WMH(OPMALMOHHBIA PbIHOK, OTCYTCTBME Y MEXAYHapOAHOro Ccoo6LecTBa
06bEKTUBHOTIO NPeACTaBNeHns 06 YKpavHe Kak MH(OPMaLMOHHO Pa3BUTOro rocyapcTsa;
MH(OPMALMOHHAA 3KCMaHCWUA CO  CTOPOHbI [PYruX CTPaH; OTTOK WH(pOopMaLmn,
COZiEPXallieli rocyfapCTBeHHY0 TalHy, a Takke KOH(MAEHUWanbHON WH(popMaLwm,
ABNAOLLEINCS COBCTBEHHOCTbIO rocyaapcTaa [1].

B cOBpeMeHHbIX YCMOBUAX Pa3BUTUA MUPOBLIX FNOBANbHBIX WH(OPMALMOHHO-
TeNIeKOMMYHWKALWOHHbIX CUCTEM 1 FN06ann3aLmm 3KOHOMUYECKIX OTHOLLEHWIA npobnema
ob6ecrneyeHnss 3KOHOMWUYECKO 6Ge30MacHOCTM  COUMaIbHbIX  CUCTEM, 06najatoLmx
roCy/apCTBeHHbLIM CyBEPEHWUTETOM, NPUOBPETAET HOBOE COAEPXKaHWE 1 HOBOE 3HAYEHME:
cucTeMa 06ecreyeHrs IKOHOMIUYECKOI Be30MacHOCTM MO CBOEV CyTW NpU3BaHa CNyXWTb
rapaHTOM CyBEPEeHUTETa M He3aBMCUMOCTW CTPaHbl, ee CTabubHOro M YCTORYMBOro
COLMabHO-3KOHOMUYECKOTO  Pa3BUTUSA, MOCKO/bKY HaLMOHabHaA 6e30MmacHoCTb 1
060pOHOCNOCOBHOCTb CTPaHbl TECHO CBA3aHbI C COCTOSHUEM 3KOHOMUKM.

Tak Kak KOMMbKOTEPHbIE CUCTEMbI MPAMO WHTErPUPOBaHbLI B UH(OPMALMOHHbIE
CTPYKTYpbl COBPEMEHHOW (PMHAHCOBOW CUCTEMbI CTpaHbl, CPEACTBA 3alWTbl LOMKHbI
YUYUTLIBATE COOTBETCTBYIOLIME (DOPMbI MPEACTaBNEHWA WH(OPMaLmMK, 0becneynsarb
0e30MacHOCTb Ha YPOBHE MH(OPMALIMOHHbIX PECYPCOB, @ He OTZE/bHbIX [AOKYMEHTOB,
haiinos nan coobLueHnin. Bonpocamm MHOPMaLMOHHOI 6e30macHOCTW rocyapcTea B
YKpauHe 3aHumarotcs 6onee 20 rocyapCTBEHHbIX OPraHOB BACTH, OAHAKO 10 CUX MOP He
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CyLLeCTBYeT 3((EeKTUBHOIO MEXBEJOMCTBEHHOIO B3aWMOAEMCTBUS, HET CreuuanbHOro
YNONHOMOYEHHOT0 OPraHa, KOTOPbIA 3aHUMaICA 6bl KOMMIEKCHBIM PeLLeHreM Npobnem.

BbICOKMI ypOBeHb Yrpo3 B KWGEPNpPOCTPaHCTBE MOATBEPXAAETCH [JaHHbLIMY
oCcyapcTBEHHOr0 areHTCTBa Mo BOMPOCAM HayKW, WHHOBALMA U MH(OpMaTM3aumu,
MpUBELEHHbIM B OK/Nae O COCTOSHUN UH(OPMATU3ALLIUMN 1 Pa3BUTUM UHOPMALMOHHOTO
obulectBa B YKpauHe 3a 2014 rog. [2]. (hakTWuecKM KONMYeCTBO NPeCTYMieHui,
COBEPLUEHHbIX B Pe3yNbTaTe HECaHKLIMOHNPOBAaHHOrO 4OCTYNa K MH(hopMaLyu 4OCTUra ¢
cembgecaT uetBépToi 2012 rogy A0 ueTbipecTa COPOK BToporo 2014 ropy,
HECaHKLMOHMPOBAHHOT O M3MEHEHUS JaHHbIX KOMMYECTBO NPECTYNEHUI YBENNYMNOCH B 7
pa3, HapyLLUeHWe NpaBu/ No/b30BaHWsA MHGopMaLmelt - B 9 pas [3].

CwuTyaums, KOTopas CNOXWach, rOBOPUT O He3((MEKTUBHOCTU CYLLECTBYHOLLErO
MeXaH13Ma OLIEHKM 3aLLWLLEHHOCTU UHPOPMALMOHHBIX CCTEM, OCOBEHHO B (IMHAHCOBOM
chepe. CyObEKTUBHbIE XapaKTEPUCTUKM K COXaNEHUIO He paboTatoT, a MOTOMY aKTyanbHOM
3afjayeii ABNAETCA OOBEKTMBHAA OLEHKA YPOBHS 3alWLLEHHOCT WHHOPMALMOHHBIX
PECypCOB 1 COCTOAHUS YPOBHSA (DUHAHCOBO 6e30MacHOCTM rocyjapCTBa.

B COBpeMeHHbIX YCMoBMAX paboTbl (PUHAHCOBLIX CTPYKTYP, B YC/IOBUAX 0O0CTPEHNS
npo6/eMbl B3aMMOCBSA3N MH(HOPMALMOHHOWA 1 (DUHAHCOBON 6e30MacHOCTY rocyaapcTsa,
HeobXo4MMO  BOBPEMS  WAEHTU(MLMPOBATE W  OLEHUTb  BO3HMKAaOWWe Yrpo3bl
(PMHAHCOBOW ¥ MH(OPMALMOHHOKA 6e30MacHOCT, U Ha 3TOM OCHOBE MPUMEHATb
HeobXxo4uMble Mepbl MO MPEfOTBPALLEHWIO Yrpo3, MO 3alnTe MHAOPMALMOHHbLIX 1
(PMHAHCOBbIX WHTEPECOB OT  MOTEHLMaNbHbIX Yrpo3. Yrposbl (MUHAHCOBOWA K
NH(OPMALMOHHON 6e30MacHOCTW, KacarTCid He TOMbKO OTAEeNbHbIX KOMMOHEHTOB
roCcyfjapCTBEHHOW CUCTEMbI, & TaKKe PErMOHOB, KPYMHbIX KOMMaHWiA 1 TeppUTOPUaNbHBIX
o6pasosaHuit. OHK CO34at0T MH(OPMALMOHHOE BO3AENCTBME HA (DMHAHCOBYHO CUCTEMY
rocyfapctea. H(popmMaLuoHHble CUCTEMbI, KOTOPblE BK/KOYAKOT TeNeKOMMYHUKaLWUK,
aHa/MTUYECKYI0 W NPOTHO3MPYEMY0 WH(OPMALWMIO BO3LEACTBYIOT He TONMbKO Ha
COCTOSHME PbIHKA LieHHbIX Gymar, HO 1 Ha COCTOSIHWE (DMHAHCOBOW CUCTEMbI CTPaHbl B
Lienom. B npoviecce Taknx BAVSAHWIA MPOUCXOAAT N3MEHEHWA KYPCOB HALMOHAbHbIX BA/KOT,
KOneGaHmsa LEeH W CHWXEHWe KOHKYPEHTOCMOCOOHOCTW TOBapOB U YCAYr, BO3HUKAKOT
Yrpo3bl 3KOHOMUYECKOW 6e30MacHOCTW Cy6beKTOB pbiHKA rOCYJapCTea, a BCNeCTBUE
3TOr0 ¥ (PUHAHCOBOM 6e30MacHOCTM roCyapcTBa.

PelieHne npobnembl obecrneveHns 6e30nacHOCTU 60pbbbl B MHPOPMALMOHHOM
chepe HeOOXOAMMO CBECTM He TOMbKO K 3aWyTe KaHaloB U CPeAcTB Mnepefaun
WH(OPMaLWY, OXpaHe TroCy[apCTBEHHOM TaiiHbl, MNPaBWUTENbCTBEHHOW CBA3N U
WH(opMaumM M ApyrMM BOMPOCaM, KOTOPble MPUHATO paccMaTpusaTb MpW aHanmse
COBOKYMHOCTY Yrpo3 1 CUCTEMbI Mep Mo 06ecrneyeHno MHPOPMaLMOHHOR 6e30MacHOCTY.
K 3agayam WH(OpMaLMOHHOW 6e30MacHOCTM B (DMHAHCOBOW Cclepe Takxke cregyert
OTHECTM 6e30MacHOCTb MH(OPMALMOHHBIX CUCTEM YNPaBneHUs MPOMbILLIEHHOCTbIO,
OTpacnaMu, NPeLnPUATUAMY, 6aHKaMW. PYHAHCOBbIE M MH(OPMALIMOHHbIE YrPO3bl MOTYT
BO3HMKATb KacaTeNbHO H060r0 KOMMOHEHTa (IMHAHCOBOW CUCTEMbI CTPaHbl WK e
CBA3e/ MEXZy HUMW, B TOM YUC/e, OTHOCUTE/bHO MOTOKOB TOBApPOB W YCNyr, NOTOKOB
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[IEHEXHbIX CPEACTB, MHAOPMALMOHHbBIX MOTOKOB. KpoMme 3Toro, yrposbl 6e30MacHOCTM
MOTYT BO3HWKaTb OTHOCUTENLHO TEX 37IEMEHTOB 9KOHOMMUECKOI CUCTEMBI U WX CBA3EIA,
KOTOpble MOTYT MOSBUTLCS B GyAyLIEM, HO OMPEAENNTb COAEPXaHWe WX B [aHHBbIX
YCNOBUSIX IOCTATOYHO CNOXHO.

TakuM 06pa30M, HOBble OMACHOCTM U Yrpo3bl, TakuMe KakK MeXIyHapoaHblii
KUGEPTEPPOPM3M, MH(OPMALMOHHBIA  LINWOHAX, OpraH130BaHHas MPECTYNHOCTb B
VH(OPMaLMOHHOIA cthepe, OnacHOCTb PacPOCTPaHEH!S BUPYCHBIX KOMMbIOTEPHBIX aTak
Ha VH(OPMALMOHHO-YNPaBAAIOLME CUCTEMbI B 3KOHOMWKE W, MPEXAe BCEro, B
(rHaHCOBOM cdbepe W Ap. MMEOT TNo6abHLIA XapakTep W TPeGyHT CepbEsHbIX Mep
MPeAOoTBPALLEHNS, MUHUMM3ALAN 1 T.4,
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GOOD PRACTICES AND MODELS FOR INFORMATION
SECURITY IN BUSINESS ORGANIZATIONS

Vladislav Vladimirov Vassilev - PhD student
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SA "Tsenov" — Svishtov

This report aims to justify the need to make the decision to invest in information
security,to analyze the steps of this solution, describing them as clearly as possible from the point of
view of business organization management. For this purpose, four models for investment in
information security are considered and analyzed, and based on the analysis criteria for choosing
such a model will be formulated.

In today's world, information systems of business organizations face the challenge
of providing information security for their digital assets, protecting them from various
types of threats. Practice shows that business executives do not pay attention to these
requirements, mainly due to their efforts towards the end result, which are profit and
additional dividends.

1. The need to protect information assets

With the advent of new information technologies, there have been significant
changes in the various spheres of human activity. These changes not only affect the
organizational structure, but also support the way in which different activities are carried
out in entire sectors. An important role in this change is the digital information and its
transformation into a strategic resource used in different spheres. Each business
organization strives to use its information system to effectively process and store the
collected data. At the same time, however, threats to information security are increasing.

Threats to information security are constantly evolving and require a timely
response to reduce the risk of security penetration. Describing good risk management
practices and frameworks for its assessment, analyzing different models for investment in
information security, we are attempting to define the steps needed to build effective
information protection.

2. Risk management for security of the information system

Good risk management practices are an important part of building an effective
information security system. They help balance the cost-effectiveness of protecting
business information assets. Various options are available, the most common ones being
based on 1SO27001 and certified by this standard. The use of ISO / IEC 27002: 2013 is
recommended to apply in cases where certification under this standard is required. Other
methods may also be used based on the needs of the business organization.

Risk management and its assessment are important guidelines for the decision to
invest in information security, but as part of this decision, it is important to clarify the
financial parameters of this process. Even when there are serious threats to information
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security, it is difficult to decide on investments to secure it. Typically, management
departments do not prioritize investment in information security even when assessing
such risk due to the abstract nature of this issue. Their expectations are that an investment
is expected to return to the resource input, and this is not the case for information security.

To support the decision to invest in information security, specially defined models
for assessing the necessary investments can be used. They present different approaches
for optimal investment in information security.

Below, we will take a look at information security investment models of Gordon-
Loeb's model - for mitigation; of Sonnaric - oriented towards determining the risk of a
breakthrough; of Kremorini and Martini - risk-oriented based on annual reports; of
Bodjan, Blazis and Tekakjak - a model for risk assessment.

Model of Gordon and Loeb

This model was developed by Gordon and Loeb. Their idea is to make
investments to provide information security to mitigate damage from an already existing
vulnerability. This means that it should not focus on the potential loss or vulnerability of
the business organization's information system, but to address the medium-risk
vulnerabilities.

The model is based on the following assumptions:

= Ifthe information is completely detached, there is regulated access to it, it will
remain fully protected and there will be no need for investment in
information security;

= |f there is no investment in information security and there is external access
to information, the probability of a security breach depends on the value of
the information stored;

= As security investments increase, information becomes safer, but with a
decreasing value in the long term;

= By investing sufficiently in security, the probability of a security breach is
reduced to practically zero.

Gordon and Loeb estimate that no more than 37% of the expected loss should be
invested based on an actual or hypothetical penetration.

Sonnaric's model

According to Sonnaric, Albanese, and Stout, return on investment is determined
on the basis of the risk of a penetration, mitigation of potential loss and costs. The authors
point out that risk assessment and mitigation is extremely difficult because there is no
single model or approach that gives accurate results. As additional parameters to reduce
these difficulties, they offer the following criteria:

» Risk measurement - in-depth research on the relationship risk assessment
with the organization's performance;

= To mitigate the loss - use of different algorithms and comparing their results;

= Cost - the impact of the resources used on the performance of the
organization must be determined.
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Model of Cremorini and Martini
In their model, Cremonini & Martini calculate the return on investment in
information security based on annual loss forecasts. They present the argument that
based on only one index for assessing information security, only partial characterization
can be given. Cremorini and Martini define and add as an additional index the return on
investment after a successful attack related to the type of malicious attack and how to
counter it.
This includes:
= the persistence of attempts to break into information security
= opposing these attempts
= implemented security controls.
The model of Bojanc, Jerman-Blazic, Tekavcic
Bojanc, Jerzy-Blazic and Tekavcic highlight the introduction of a mathematical
model for optimal investment in information security and investment decision-making
based on in-depth risk research for business information assets organization. In their view,
attention should be paid to the types of information security measures and their impact
on the functionality of the organization. At the same time, they also present the need to
define a clear and accurate risk control methodology. Their model is formed by:
= Evaluation of information assets;
= The degree of vulnerability of the system;
= Probability of breakthrough;
=  Loss after breakthrough.
In trying to find potential losses through a financial framework, Bodjan, Blazis and
Tekakik also offer a simplified risk-based system based on the following rules:
= Reducing risk;
= Transmitting the risk;
= Acceptance of risk.
They also offer simplified rules for building information security:
= Preventive measures - reducing the possibility of breakthrough;
= Correction / Reducing Measures - Reducing Loss;
= Identification measures - ways of timely reporting of irregularities.
Criteria for selecting an investment model from a business organization
perspective
After presenting the selected investment models to provide information security,
we will define criteria for their applicability from the point of view of business
organizations. Our suggestion is:
=  Financial framework - use of financial resources;
= Way of investment;
= Benefits;
= Negatives.
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Table 1
Comparison of investment patterns to provide information security
L Model of Gordon - MOd?I (.)f T_he P O
Criteria Sonnaric's model| Cremoriniand | Bojanc, Jerman-
and Loeb . . .
Martini Blazic, Tekavcic
Financial An optimal It presents a It presents a A financial
framework  |investment of 37%  (financial framework based on|framework based on
of net revenue is framework thatis |an annual financial |the value of the
presented. based on the value |plan, anticipating  |information and the

of the information
and can not be

potential losses,
changing on the

vulnerability of the
system is presented.

accurately basis of the attacks.
determined.

Way to invest |Fixed investment  |A fixed way to A fixed way to Fixed, offering the
method with precise |invest, whichis  |invest, based on possibility of a
and clearly defined |determined at the |annual loss continuous
parameters. early stage of expectationsand  |investment, based

building return on on the risk analysis
information investment aftera |of the information
security. successful attack.  |assets.

Benefits Benefits consist of | The model offers | The model offers an |Benefits derive from
protecting assets benefits focusing  |analysis of the risk definition and
with a higher risk of |on mitigating attacks that assessment and
causing damage and {losses and constantly threaten |proposed
building protection |highlighting the  [the security of the  |information security
for them with a fixed |link between information. policies based on
amount of productivity and good practice.
investment. business

organization
security.

Negatives No attention is paid |Constantly Permanent The ability to
to the probability of |evolving threats |exposure to undergo changes in
a breakthrough that |are not takeninto |breakthrough risks |defining financial

the attackers use.

account. In so
doing, mitigating
losses may not be
effective.

may be unprofitable
and potentially
dangerous.

parameters based on
risk analysis and
assessment.

On the basis of this analysis, we propose to use the positive aspects of the Gordon
and Loeb model — the fixed investment values and the benefits of identifying while
assessing the risks proposed by the Bodjan, Blazis and Tekacik model. This would help in
building an effective information security system.




SECURITATEA INFORMATIONALA 2018 —145

Conclusion

On the basis of the above, we come to the conclusion that risk control and its
analysis is an extremely important part of the decision to build information security. Itisa
fundamental step that business organizations must take.

The considered models for investments in information security have different
specifications, meeting the different requirements of management. They take into
account available information assets and offer different approaches to ensure their
protection.

The criteria we propose cover the main points to be addressed when applying the
listed protection models. Based on them, our proposal to use the utility of the models
provides flexibility and helps in the selection of such a model and will undoubtedly assist
management in choosing a solution to protect the information assets of the business
organization.
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POJ1b BHYTPEHHEIO NT KOHTPO/JIA B NPOLECCE
YNPABJIEHNA USMEHEHNAMMW

BogonbsaHosa E.A., Komoroposa E.HO.

CTyfeHTbl 2 Kypca HanpasneHWs NoAroToBKY MarucT poB «bu3sHec-
WH(opMaT K>

HayuHble pykosognTenn: AnTyxosa H.®., K.3.H., 3aB. Kajeapoii;
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®uHaHCOBbIN YHMBepCUTET Npu MpasuTenscTee PP, Mockea, Poccns

B BeK MHHOBALWIA KOHTPO/b Hafl M3MEHEHWSMI B OPraH13aLin CTaHOBUTCS OCHOBOM
ee KOHKYPEHTOCMOCOBHOCTM. KOMMaHUW, 1St KOTOPbIX CTEMeHb Y/10BNETBOPEHHOCTY KIMEHTa
HanpsiMy0 3aBUCUT OT YPOBHS PasBuTIS T, BbIHYXeHbI BHEAPSTb NPOLIECCH! YNPaBeHist
M3MEHEHWSIMI 1S CBOEBPEMEHHOTO PearvpoBaHist W UCMONb30BaHWS YnyulleHuid. Kpome
TOrO, MPOLECC YNpaBneHUs U3MEHEHUSIMU 36T BOMOMXHOCTb OLIEHMBATb MOTEHLMabHbIE
PUCKY M3MeHeHUs T MH(PaCcTPyKTYpbl 1 MUHUM3VPOBATD MX.

pamMoTHast MOfeNb MPOLiecca Ynpas/eHUs U3MEHEHUSIMI [JOMKHA OXBaTblBaTb BCE
cTagnn 06paboTKM WM3MEHEHWIA: OT OCO3HaHWS MOTPeGHOCTU Gu3Heca [0 peanvsauuu
N3MEHEHUIA B (YHKUMOHane MHHOPMALMOHHBIX CMCTEMAX KOMMaHuM. Tak Kak BCe
NOAPasaeneHs KOMMaHUM B3aMMOZEHCTBYIOT APYT C APYrOM, TO OYEBMAHO, YTO U3MEHEHME
B (hYHKLIMOHa/e OHOT O NOZPa3aeNeHus HeU3MEeHHO NOBAMSIKOT Ha PaboTy APYroro (yHKLMMN.
Mo3TOMy NpU BHEAPEHWUN M3MEHEHWIA B PaboTy OfHOTO NOAPa3feNeHUst HeOoBXOANUMO
OLUEHUTb CTeMeHb BAMSHUS Ha [AESTENbHOCTb APYrUX MOApasfeneHuidi u, B Ciydae
Heo6X0oAMMOCTY, MPOVMH(OPMMPOBATL M COTNacoBaTb C K/KOYEBLIMKA MOMb30OBATENAMM
[iaHHble  M3MeHeHWs. B MpOTMBHOM CNyyae, HECOrNacoBaHHOCTb M OTCYTCTBUME
WH(OPMMPOBAHWS  APYTUX  MOAPA3AENEHNA MOXET MPUBECTU K HEBO3MOXHOCTY
CNONb30BaHNS U3MEHEHWIA, CBA3aHHOM C HErOTOBHOCTLH) MEPECTpanBaTh CBOW MPOLECCH
Moj, BHEAPEHHbIE M3MeHeHWs. HenpoayMaHHOe BHeApeHWe U3MEHEHWIA Ha NPEeANpUSTIAN
BeJET K MPOCTOAM B paboTe, a Kak CeCTBME, K yObITKaM KOMMaHWN.

Kak cneicTeie, HEOTbEMNEMOIA YacTbto MOZOGHOW MOZeNV SBASETCA BHYTPEHHMIA
KOHTPO/b, KOTOPbI/ MO3BONSET OLEHNBATL U (DOPMUPOBATL METOAbI MO CHYDKEHNIO U
YCTPaHEHMIO PUCKOB. B CBSA3M C TEM, YTO B COBPEMEHHbIX KOMMaHsX UMeHHO T siBnsieTcs
OCHOBOV ANl peaim3auMn  GU3HEC-MPOLECCOB, T.K.  MHAOPMALMOHHbIE  CUCTEMbI
HaCcTpauBatOTC M [0paGaTbiBAtOTCA MO HYXabl KOMMaHUW, TO aHann3 U3MeHeHWi B
MH(OPMALMOHHBIX CUCTEMAX NO3BONSET YNPaBNATb He TOMbKO PUCKaMW MH(OPMALOHHOVA
6e30MacHOCTW, HO M BbICTpaMBaTb KOPPEKTHblE aBTOMATWYECKME KOHTPOMM 6K3Hec
npoLecca 1 pasrpaHryeHe NOAHOMOYUMNIA 1 30HbI OTBETCTBEHHOCTM COTPYAHUKOB.

Lienbto nccnesoBaHus Gbino NpoaHanMaynpoBaTh NlyyLuiie NPaKTUKIA 1 CTaHAAPTbI MO
yNpaBneHns U3MEHEHNAMY, a TakKe NPeAIOXNTb BapUaHT 3((EKTUBHOrO KOHTPO/S 3a
[1aHHBIM MPOLIECCOM.
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Llenb npouecca ynpasneHns 3MeHeHUAMY — 0BecrieyeHe BHECEHUS N3MEHEHWIA
B IT-MH(pPACTPYKTypy B COOTBETCTBMW CO CTaHAAPTM30BaHHLIMW MNpoLedypamu, Ans
3(EKTUBHOTO MPOBEAEHNS U3MEHEHNIA U MUHUMU3ALMN PUCKOB BHECEHUS U3MEHEHWIA Ha
(PYHKLMOHMPOBaHWe UH(PACTPYKTYpbI[4]. B npouecc ynpasneHns 3MeHeHNAMN BXOAAT
Cnefytowme Buabl AeATeNbHOCTU: perucTpaums 1 gunbTpaumus 3anpocoB Ha U3MEHEHWe,
Knaccuukauma 3anpocoB Ha U3MEHeHWe, OLEHKa BAMAHWA W pecypcos (NMPUOPUTET U
CTeneHb BO3/ENCTBIA), COrNacoBaHue 1 0f00peHMe NpoLecca ynpasneHns U3MeHeHUAMK,
MNaHMpoBaHMe W3MEHeHUI, MNOCTPOEHMe, TEeCTUPOBaHWE W peann3aums W3MEHEHWIA,
OLIEHKa BbIMOMHEHHbIX M3MeHeHW A (NOATBEPXKAeHME UTOroB). Bnarogaps NposefeHuto
[aHHbIX paboT YNyyLLAETCA COrNacoBaHHOCTb YCyr U GU3HeCa, U3MEHEHWS CBOEBPEMEHHO
[OBOAATCS [0 CBEAEHWIA BCeX 3aHTEPEeCOBaHHbIX /L, OT GM3HECa, YTO CHUXAeT PUCK
BHE[JPEHNS HEKAYECTBEHHDIX M3MEHEHWIA, a TakXKe MOBbILIAETCS NPOAYKTUBHOCTL paboThl
KntoueBblX monb3osatenein[3]. B cBA3n HEOOXOAMMOCTb 3(EKTUBHOTO BHEAPEHUS 1
CNOMb30BaHKS MpoLecca YNpaBneHns U3MEHEHWUSMI CTaHOBUTCA OYEBMAHOW ANs BCEX
KOHKYPEHTOCMOCO6HbIX KOMMaHWA.

Moa ynpaBneHWeM W3MEHEHUAMM MOHUMAKOT MNPOLECC, KOTOPbLIA MO3BONSET
opraHmsauMn MoaugpuuMpoBaTb NtOOYH0 4acTb €e CTPYKTYpbl, 4YTOObI 3(PEKTUBHO
(YHKLMOHMPOBATbL B MOCTOSHHO MEHSIOLLECa cpege. Lienbio aToro opraHu3aLmoHHOro
npoLiecca ABNAETCA pacluMpeHue NpaB ¥ BO3MOXHOCTEN COTPYAHWKOB NPUHATL M
MOALEPXKATb U3MEHEHNS B UX TEKYLLEM 6U3HEC-0KPYXeHUM [5].

Vcxops u3 TOro, YTO W3MEHeHWst B OW3HECe MNPOUCXOLAT MOCTOSHHO, TO
3(EeKTUBHOE YNpaBneHNe N3MEHEHNAMM ABNSETCS KKOUEBOIA 0COOEHHOCTLIO YCMELWHOro
busHeca. Cuctema «ynpaBNeHUs MOCTOSHHLIMU  U3MEHEHMAMM>  3TO  FNYyOOKO
VHTErprUpOoBaHHbIN B GU3HEC (DYHKLIMOHAbHBIA MOZY b, KOTOPbIA HEO6XOAMMO rPamMoTHO
CMPOEKTUPOBATH M UHTErPUPOBATH C APYrMn GU3HEC-NPOLLECCaMi KOMMAaHWM.

[na opraHusauymn npouecca, B Nepeyto o4vepesb, HEO6XOAUMO oLeHUTb UT-uenu,
Ha KOTOpble OH Harnpas/ieH, ero akTMBHOCTU, METPUKW AN U3MePEeHUs 3TOro npoLecca.
Kntoyesble  aTpubyTbl  mpouecca  BO3MOXHO — OMpefenuTb,  06paTuBLUMCL K
COOTBETCTBYHOLLMM CTaHAapTaM, KOTOPbIE MOXHO MCMO/b30BaTb B KA4YECTBE PEEPEHTHbIX
MOZeNnen No opraHu3auMm npouecca YynpasneHus u3MeHeHusmu. [Lanee 6yayT
PaccMOTPEHbI MeXAyHapOAHbIE MPAKTUKN W CTaHAAPTHbI MO YNPaBneHUo N3MEHEHNAMM:
ITIL, Cobit n BABOK.

B BABOK (Business Analyst Body of Knowledge) npouecc ynpaeneHus
M3MEHEHWAIMW  pacCMaTpKBaeTCs Kak MpOLecC OCO3HaHMA 6M3Hec noTpebHOCTU U
(hopmmpoBaHMe TpebOoBaHUA K N3MEHEHWIO (DYHKLMOHANBHOCTH CUCTeMbl. CBOJ, 3HaHWIA
BABOK onucbIBaeT npoLecc aHann3sa o1sHec noTpebHOCTEN, a Takxe MeTOfbl, KOTOPbIMM
BO3MOXHO M0/1b30BaTbCA MPU MPOBEAEHUN fAaHHOro aHanmsa. OgHako BABOK He
3aTparnBaeT TeXHUYECKNX aCMeKTOB BHeAPEHNS n3MeHeHUI [3].

CornacHo ITIL npouecc ynpasneHus U3MeHEHUAMW BK/KOYAET B Ce0A cregytoLme
BMAbl  [EATENbHOCTW:  perucTpauus 1 (uabTpaums 3anpocoB  Ha  WU3MEHEHWe,
KnaccuuKauma 3anpocoB Ha U3MEHeHWe, OLEHKa BAMAHWA W pecypcos (MPUOPUTET U
CTeneHb BO3AENCTBMA), COrNacoBaHe 1 0406peHne NpoLecca ynpasneHns M3MeHeHUAMM,
MNaHNPOBaHNE W3MEHEHUI, MOCTPOEHMe, TECTMPOBaHWE W pean3auns U3MEHEHWN,
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OLieHKa BbIMOMHEHHbIX M3MeHeHU (nogTBepxxaeHne utoros)[2]. B 6mbnnoteke ITIL
BblleNieHbl BXOZb! U BbIXOfbI NpoLiecca. Bxogamu npouecca cuntatotes: RFC (Request for
Comments), CMDB (Configuration management database), FSC (Forward Schedule of
Change). Bbixogamu: RFC (Request for Comments), FSC (Forward Schedule of
Change), OTueTbl, MPOTOKO/NbI U3MEHEHWA [2].

CornacHo Cobit 4.1 npougecc ynpasneHust BHeCEHMEM U3MEHEHUI COCPeSOTOYEH
Ha OUEHKe MOCNeACTBUIA, aBTOPM3aUMM W BHELPEHUW BCeX W3MeHeHuWin B T
UH(PACTPYKTYPY, MPUNOXEHUS W TEXHUYECKME PELUeHUs; MUHUMU3ALMU  OLUMBOK,
BO3HMKAIOLLMX MO MPUYMHE HEMOJHBIX CreLnpUKaLmii; NpefoTBPaLLeHNN peann3aLmm
HEaBTOPM30BaHHbIX M3MeHeHU [1].

lMpovecc ynpasneHns U3MeHeHUAMY Harnpas/eH Ha JOCTUXeHWe cnegyrowmx N T-
Lenein:

= 0b6ecrneynTb COOTBETCTBIE N3MEHEHUIA BU3HEC-TPEOOBAHMAM;

= BHECTM aBTOPW30BaHHble N3MeHeHUs B A T-UH(PaACTPYKTYpY 1 NPUIOXKEHMS;

=  OLeHWTb NOCNeLCTBUA N3MEHEHWIA And A T-UHPPacTpyKTYpbI, NPUNOXEHUIA K
TEXHUYECKMX PeLLIeHNIA;

= OTCMeXuBaTb M OTYATLIBATBCA O CTaTyCe W3MEHEHU nepes OCHOBHbIMU
3aMHTEPEeCOBaHHbLIMY CTOPOHAMM;

*  MWHUMU3MPOBATL OLUMOKW, BbI3BAHHbIE HEMO/HBIMK CrieLyuKaLmsMu npu
3anpocax Ha M3MeHeHus.

YnpasneHvie BHECEHUEM U3MEHEHUI JOCTUTaeTCs C MOMOLLHO:

= OfpejeneHns W WH(HOPMUPOBAHWA O MpoLesypax BHECEHWUS W3MeHeHWN
BK/tOYas aBapUIHbIE N3MEHEHWS;

= OLiEHKW, pacCTaHOBKM NPUOPUTETOB M aBTOPU3ALIMN U3MEHEHWIA;

= MOHMTOPWHra cTaTyca i OTYETHOCTb 06 M3MEHEHMSIX.

PesynbTaTbl YNpaBneHUs BHECEHWEM W3MEHEHUA OLEHWBAKOTCA C MOMOLLbHO

CNefytoLmx nokasarenei:
= 4nCco CH0EB U OLWMOOK B [IaHHBIX, BbI3BAHHbIX HETOUHbBIMU CrieLUpUKaLUaMA
N HEMONHOM OLEHKOI NOCNEeACTBUN;
= KO/MYECTBO NepefenoK B NMPUNOXKEHWAX UMM UHPPACTPYKTYpe, Bbi3BaHHbIX
HEBEPHbIMY CTIELMGMKALMAMN U3MEHEHNIA;
= [0719 W3MEHEHWW, KOTOpble MPOW3BOAATCA COrNacHO (OPMaIN30BaHHbLIM
npoLieccam KOHTPOA.

OfHaKo [jaHHble CTaHAAPTbl He YYUTHLIBAKOT Y4acTUe KOHTPO/bHbIX (YHKLWA B
npoLiecce, KOTOPOe HeOOXOAMMO AN1A YNpaBneHus puckamu opraHun3aumm. CoBpeMeHHbIe
M3MeHeHUs BW3HEC-NPOLIECCOB YaCTO WHULMMPYIOT WM3MEHEHWUS B MH(MOPMALMOHHBIX
cucTeMax, a CnefioBaTeNbHO KOHTPONb Haf WT-U3MeHeHUAMN SBNSETCS OCHOBOM A1A
NOCTPOEHNSA 3((eKTUBHOI CUCTEMbI BHYTPEHHETO KOHTPO/IA B LIENIOM.

KomnaHum npuxogaT K npakTyKe CO3AaH1s HanpasieHunii No ynpas/eHnio 06LLmMmMm
WT-KOHTPONAM, K (DyHKLIMOHANY KOTOPbIX OTHOCUTCS:

= [IPOBEpPKa KOPPEKTHOCTY pasrpaHnyeHmns NoiHOMOUWIA;
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= [POBEpKa OTCYTCTBMA YA3BUMOCTEN B KOAE NPOrpamMmbl, paspaboTaHHOMN Noj
HOBble 6U3HEC-YHKLNY;

= OTCNEeXWBaHMe 3anpoCOB Ha W3MeHeHWe B WH(OPMALWMOHHBIX CUCTEMAX
onpeaeneHve BAMSAHUA M3MeHeHMin B VIC Ha npouecc ans npefocTaBneHus
MH(opMaLWK MOAPa3aeneHnsaM, OCYLLECTBAAIOWMX KOHTPOMb Ha YPOBHE
Ou3Heca.

CotpyaHukoB obwwx VT KoHTponeli LenecoobpasHO NPUBNEKaTb K YNpaBneHuo
M3MEHEHMAMM Ha Pa3nuHbIX 3Tanax. Hanpumep, npu paspaboTke HOBOMO (hyHKLMOHaNa
3(h(heKTMBHO NPOBECTM COrMacoBaHVe Kak Ha aTane (hopMMPOBaHKs G13HEC-TPe6OBaHNI K
HoBOWi T pa3paboTke, Tak 1 Ha 3Tane TeCTUPOBaHWA HOBOTO (DYHKLMOHaA. STO NO3BOMT
COTPYAHWKaM BHYTPEHHErO KOHTPOAS MpPOaHanM3uMpoBaTb CTEMeHb BAMSIHWS  HOBOWA
pa3paboTKM Ha CBA3aHHbIA (YHKLMOHAN, BbISBUTL 1 MPOMHOPMIUPOBATL 3aHTEPECOBAHHBIX
6r3Hec-nonb3oBateneii (BO3MOXHO, MPOBECTY AONOAHUTENBHO COrNacoBaHME), CpearnpoBaTb
Ha MOMbITKY peann3aumm KPUTUYHBIX U3MEHEHWI, KOTOpble MOTYT MPUBECTU K OCTaHOBKeE
Ou3Heca, a TaKke BbISBUTb YA3BMMOCTM B KOAE MporpavMMmbl (Hampumep, OTCyTCTBME
HEOOXOAMMOr0 pasrpaHnyeHnst NONHOMOYMIA) NpY MPOBEPKE MOCNELYHOLEl peanusaumm.
IMeHHO TaKoe BbICTpavBaH1e NPOoLecca SBNSETCS, Ha Halll B3rNs, Hanbonee 3(heKTUBHBIM C
TOYKY 3peHMs COBMIOLEHNA NPAKTUK BHYTPEHHEr 0 KOHTPONS

OfHaKo [JaHHbIi NOAXOL BAMSET Ha CKOPOCTb BHECEHUS W3MEHEHWN, T.K.
COTPYAHUKM UT noapasfeneHuin BbIHYXeHbI 3aKnajbiBaTb BPeMs Ha AOMONHUTENbHOE
cornacoBaHune. AT0 MOXET 0Ka3aTbCA KPUTUYHBIM ANS MHHOBALMOHHbBIX KOMMaHui, B
KOTOPbIX M3MEHEHUS BHEAPAKOTCA Ha MOCTOSHHOW OCHOBE. Takue KOMMaHWu MOryT
MOCTPOUTb MOfENb, COMMAacHO KOTOPOM COTPYAHWKW BHYTPEHHEro KOHTpons OyayT
y4acTBOBaTb B MPOEKTax MO BHEAPEHWIO M3MEHEHW Ha MOCTOSHHOW OCHOBE W
KOPPEKTMPOBaTh 6U3HEC-TPEO6OBAHMSA 1 TEXHUYECKIE 3aaHNs HA U3MEHEHWS.

BHe 3aBUCMMOCTYM OT TOrO, B KAKOM CTaTyCe COTPYAHWUKM BHYTPEHHETO KOHTPONS
BK/IOYEHbl B MPOLECC YNpaBneHus M3MEeHeHUAMW, X Pofib B MPOLECCe HEBO3MOXHO
WrHOPMPOBATb. B ciyyae OTCYTCTBUS KOHTPONS Had W3MEHEHWUAMMU B UH(POPMALMOHHbIX
cucTeMax, COTPYAHWKM BHYTPEHHEro KOHTPOMS He CMOryT MOMHOLEHHO HacTpauBaTb
KOHTPO/NM B BU3HEC-CPefie, YTO B Ja/lbHENLLIEM MOXET NPUBECTU K HU3KOW 3((EKTUBHOCTU
KOHTPO/bHbIX NPOLIeAYP W peann3aLm pUCKOB KOMMaHUK, YTO B CBOKO OYePefb BNMSET Ha
ee (PMHAHCOBbIE NMOKa3aTeN U NONOXKEHME Ha PbIHKE B LENIOM.
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KOJ0B KOPPEKLIV OLLUMBOK A/151 BE3OMACHOM
NEPEAAUN OAHHbBIX

Bpanuany E. C.

CTygeHT rpynnsi SI-141

Academia de Studii Economice a Moldovei
HayuHbIid pyKoBoguTeNb 3rypsiHy A.

At present, the science of hiding information has gained immense importance due to
advances in information and communication technologies. The performance of any steganographic
algorithm depends on the effectiveness of the implementation, the introduction of payload and
reliability for the attackers. Low hidden ratio, less security and poor quality of video are the main
problems of many existing steganographic methods. In this article, reviewed a new method for
video steganography in the discrete cosine transform (DCT) domain based on error correction
codes (ECC).

Keywords: video, steganography, ECC, DCT.

BeegaeHue

O6uas 3afaya Kak cCTeraHorpajmu, Tak W Kpuntorpahuu 3akilovaetcs B
o6ecrneyeHnn KOHPUAEHLMAbHOCTY U 3alLWThI JaHHbIX. CTeraHorpagus, 4to B nepeBose
«3alLMLLEHHAs MNCbMEHHOCTb>>, YCTaHaBNMBAET CKPbITbIA KaHa CBA3M MEXAY 3aKOHHbIMY
CTOPOHam; B TO BPeMs Kak KpUnTorpagus, B NepeBofie «CEeKPeTHas 3ammucb>, Co3aaeT
OTKPbITbIV KaHan cBs3u [1]. B kpuntorpagum camo Hannume CeKpPeTHbIX AaHHbIX M3BECTHO;
Of}HAaKO ero COLEPXMMOe ABNSAETCS HEU3BECTHbIM A4S HEABTOPU30BaHHbIX MO/b30BaTENEN.
YTo0bl NOBBLICUTL YPOBEHb 6E30MacHOCTM, CTeraHorpagum 1 Kpuntorpagun cnefyet
paboTaTb BMECTe B 04HOI cucteme [2].

Bugeo cteraHorpacms

Bnarogaps NPOLABMKEHUIO UHTEPHET-TEXHONOTUIA U MYNbTUMEANIAHBIX TEXHONOTUIA,
LM(pOBbIE BULEOPONMKM CTaAN NOMYNAPHLIM BbIOOPOM A/11 COKPLITUS faHHbIX. Buaeo
cofepXaT OrpoOMHOE KOMMYECTBO M3OLITOYHbIX [JaHHbIX, KOTOpPble MOryT 6biTb
NCMONb30BaHbl f1S BCTPaMBaHUA CEKPETHOM WH(opmauun. B nocnegHee Bpems
CYLLEeCTBYET MHOXECTBO MO/E3HbIX MPUMEHEHNIA METOL0B BUAEO CTeraHorpagmm, B Takmx
06/1aCTsAX Kak: ucnpasneHue omM6oK Buaeo [3], BOEHHbIE CYXObl, 3KOHOMUS Tpahuka
CETK, BUAEOHAbMIOEHNE 1 3alLMTa MEAULIMHCKON BUAeOUHDopmauuu [4]. MeTogb! BUaeo
-CTeraHorpagpuy KnaccuipuuMpyroTCa B CKaTble U HECXKaTbIe JOMeHbI [5].

CraHgapT H.264 nosbicun 3(M{PEKTUBHOCTL CXaTWA BUAEO MO CPAaBHEHWUIO C
npegblgylmmy  BepcuaMn.  HekoTopble HOBble BO3MOXHOCTM BUAeokofeka H.264
BK/KOYAKOT B CebA rmbKoe YrnopsfoyeHVe MakpoO6/lOKOB, MHTEPMONALMIO B YETBEPTb
MUKCeNs, BHYTPEHHEe MpefCKasaHWe BO BHYTPUKAAPOBOM PeXMMe, nocT-06paboTky
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(mnbTpaumm 4ebnoK1poBaHus 1 BO3MOXHOCTb 3afjaHnst OMOPHbIX Kaapos [6]. O6bIYHO
Kofek H.264 cofepXuT HECKOMbKO rpynn n3o6paxeHnid. Kaxgas rpynna BkIYaeT B
cebs TpW TNa KafpoB: BHYTPEHHMIA Kaap, NpefcKa3aHHbIN Kagp 1 BYHaNpaBeHHbIN Kagp.
Bo Bpems cxatus BUAEO NPOLECCHl OLEHKM U KOMMEHCALWM ABMKEHNS MUHUMU3NPYIOT
BPEMEHHYIO M36bITOYHOCTb. OCKONbKY BUAEOMOTOK MpeAcTaBnseT coboi KOMM4ecTso
KOPPENMPOBaHHbIX HEMOABMKHbLIX M306PKEHNIA, Kafp MOXeT OblTb MNpeAcKasaH C
CNO/b30BAHMEM OHOTO MM HECKO/IbKUX OMOPHbIX KAPOB Ha OCHOBE METOZOB OLIEHKM U
KOMMeHcaLm JBUXEHNS.

B oT/muve OT cxatoro BUAeo, CTeraHorpaguyeckve MeTodbl HeobpaboTaHHOTo
BMEO paboTaroT C HAM, Kak C MoC/nef0BaTe/lbHOCTbI0 KafpoB C OA4MHAKOBbLIM (DOPMATOM.
Bo-nepBbiX, Uu(poBoe BMAEO NpeobpasyeTcs B Kaapbl, CTATUYECKME W300paXeHus, a
3aTeM KaXabld Kafp WHAMBMAYaTbHO WMCMOMb3YeTCA B KayecTBe KOHTelHepa [A/1s
BCTPaMBaHWs CKPLITOM WH(opMaumn. [locne npouecca BHEAPEHUA BCE  Kafpbl
00beMHAOTCA BMeCTe [ CO3faHus CcTero Bugeo. CTeraHorpaguyeckne MeTogbl
HeobpaboTaHHbIX BMAEO COCTOAT W3 MPOCTPAHCTBEHHbIX METOLOB W  METOLOB
npeo6paszoBaHus fomeHa [7].

[VCKpeTHOe KOCHHYCHOE Npeobpa3oBaHe

DCT - XOpoWwO W3BECTHbIN MeTOd, KOTOPbIA WCMONb3YeTCHd BO  MHOIMUX
MPUNOXEHUSX, TaKUX Kak CxaTue un3obpaxeHuin u Bugeo. DCT pasgenser curHan Ha
HU3KWE, CPefHME U BbICOKOYACTOTHble obnacTn. DCT TecHo cBsisaH ¢ DFT. 3t0
cenapabernbHoe IMHeiHoe nNpeobpasosaHye. [1ns BXOAHOI0 BUueokaapa A paspeLlesuns M
x N yacToTHble Ko3duumeHTbl DCT a/1s npeobpa3osaHHOro Kazpa, B v obpatHele DCT
KO3((MLMEHTbI BOCCTAHOB/IEHHOTO KaZpa BbIYUCIAOTCA B COOTBETCTBUM CO CNESY LM
YPaBHEHWAMU COOTBETCTBEHHO:

Bpg = xpxq} = O0M-1Y = ON-1A,, * cosn(2m + 1)p,Mcosm(2n + 1)g2N @))
1 1
p g
Apn =Y, =0M-1) =ON-1xpxqB,, * cost(2m + 1)p,Mcost(2n + 1)g2N, 2)
1 1
roe

axp={1M,p=02M, 1 <p=<M-1

xg={IN,g=02N,1=<g=<N-1

a (m, n) - 3HaueHWe MUKcens B CTPOKe M U1 cTonbue y Kagpa A, a B (p, q) -
KO3(h(MLMeEHT B CTPOKe p 1 cTonbLe g MaTpuubl 2D-DCT. Kaxablil N3 HU3KUX, CPELHUX W
BbICOKOYACTOTHbIX  KO3((MLMEHTOB WCMOMb30BAICA B KayecTBe KOHTeiHepa Ans
BCTpamBaHWs 3aK0ANPOBaHHOTO CEKPETHOTO COOOLLEHUS.

Kogbl XammuHra n BCH anst ucnpasneHus owmook

B aToii paboTe mcnonbaytotcs Kogbl XammuHra (7, 4) (n =7, k=4 n p = 3),
KOTOpble MOTYT UCNPaBUTb UAEHTU(MKALMIO OWKNOKK ogHOro 6mta. CoobLeHve pasmepa
M (Mg, My, ..., MK) KoAMpyeTcs nyTem 406aBneHns 4ONONHNUTENbHBIX 6UTOB P (P1, P2, P3) B
KauyecTBe YeTHOCTW, 4TOObI CTaTb KOAOBbIM CMOBOM 7-6MTOBOM ANMHbLI. KOJOBOE CNOBO
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roTOBO ANA Nepefayn no KaHany CBA3N K KOHLY NpueMHmKa. O6Lwas KoMOMHaUMs faHHbIX
COOOLUEHNST M YETHOCTU C WCMONb30BaHWEM 3TWX TWMOB KOAOB 3aKOYaeTcs B
pasmeLLeHn 61UToB YeTHOCTU B nonoxeHun 2i (i=0, 1, ..., n-k), Takux Kak ps, P2, M1, Ps, My,
Ms, M4. JIOrnyeckas guarpamma Kogos XamMmuHra (7, 4) nokasaHa Ha pucyHke 1.

PucyHok 1: Jlornyeckast guarpaMma KofoB XammuHra (4, 7).

B aTOM pasgene 6bl1 pacCMOTPEH HOBbIA anrOpUTM BMAEO CTeraHorpaguu B
obnactu DCT Ha ocHoBe KofoB XammuHra v BCH (1, 4, 7). BHauane
BMEONOCNe0BaTENbHOCTL PA3AeNseTcs Ha Kafpbl; Kaxabll Kagp npeobpasyetcs B
LiBeToBOE NpocTpaHcTBo YChCr. MpnunHoii Npeobpa3osaHns B LBETOBOE NPOCTPAHCTBO
YCbCr sBngfetca ycTpaHeHWe KOppenauuum Mexny KpacHbIMU, 3eNeHbIMUA U CUHUMK
uBeTamu. MeTogoNOrMsA NPEANOXeHNA COCTOMT W3 3Tana BHeAPeHWs fLaHHbIX W 3Tana
N3BNEYEHNS JaHHbIX.

JTan BHefpeHWs fAaHHbIX. [ns ueneid 6€30MacHOCTM CKPbITOe COObLieHMe
3aLUM(POBLIBAETCS C NMOMOLLBKO CEKPETHOTO K/KOYa, a 3aTeM K HeMy 6yayT NpUMEHsTbCA
Kogbl XaMmmuHra n BCH (1, 4, 7), KOTOpble reHepupytoT 3aKoaMpoBaHHOe CO06LLEHMe.
Bce 3akoaMpoBaHHOE COOOLLEHNE NPeobpasyeTcs U3 JBONYHBIX YKCeN B BOCbMEPUYHbIe. C
[PYroi CTOPOHbI, KaXaas BUAeONoCe0BaTeNbHOCTb NPe0bpasyeTcs B HECKObKO KagpoB.
Kaxgbii kagp pasfensetca Ha LgeToBoe npocTpaHcTso YUV. 3atem 2D-DCT
MPUMEHSIETCA  MHAMBUAYaNbHO HA K&XAOW NJOCKOCTW. Bnocnectsum  npoece
BCTpaMBaHWs  [OCTUraeTcsd NyTeM COKPbITUS  K&KAOW  BOCbMEPWUYHOR  LM(pbI
KOAMPOBaHHOTO COOOLLEHNS B YaCTOTHble KO3gmumeHTol DCT, 3a ucknoyeHnem DC-
KO3h(mLmeHTOB Kax o 13 nnockocteid Y, U n V. Mocne atoro obparHoe kK 2D-DCT
NPUMEHAETCA K TPEM CTEro KOMMOHEHTaM KaXK0ro kagpa, Co3fasas cTero Kagp. HakoHel,
CTero BWAEO NMOCTPOEHO U3 3TUX CTEro Kagpos. CekpeTHOe COO06LLEHMe CKPbIBAETCS B
kaxgom n3 DCT koatmumenTos Yij, Uij 1 Vij cnefyrowmm 06pa3om:

Y = { Embedding(|Y ;| , D,) Embedding (Y ;, D,); ¥ ;; <05 ¥ 20 3)
Ut = {Embedding(| UU| , D) Embedding (U, Dy); Uy <0; Uy 20 4)
V= { Embedding(| Vil Dy) Embedding (V ;, Dy); V, <0; V=0, 5)

rae YU, U n Vi - DCT koaduumeHTsi cTero Y, U 1V nnockocTell COOTBETCTBEHHO, a D
- 3aK0AMPOBaHHbIe Lndpbl D= {000, .., 111}.

ij!
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JTan aKcTpakuum faHHbIX. Kaxaplii kagp genmtes Ha Y, U n V. 3atem 2D-DCT
MPUMEHSETCS OTAENbHO Ha KaXAON NA0CKOCTW. MpoLece 13BneveHns 3ak0AMPoBaHHOIO
COO6LLEHNS BbINO/HSAETCA NyTeM npuema Dy Lip 13 Kaxoro n3 KoaghuuneHtos Y, U n
V DCT, cOOTBETCTBEHHO, 3a UCKNoYeHNeM DC-Ko3hpnUMeHTOB. [JaHHble Pe3ynbTaToB
JekoaupyroTes aekogepom XsmmuHra u BCH (1, 4, 7), 3a KOTOpbIM CneayeT npouece
[EWN(PoBaHNS ANF W3BNEYEHUS [AEe/ACTBUTENbHOrO BCTPOEHHOrO coobLieHus. Llenb
MCMOMb30BAHNA METOLOB LUN(POBAHNSA U KOAMPOBAaHWUS Mepes MPOLECCOM BHeLpeHUs
3aK/YaeTCA B MOBbILEHUM GE30MaCHOCTM M HaJEXHOCTY NpeAnaraeMoro anroputMa.
Bonee TOro, CEKPeTHbIV KNOY AeIUTCA TOMbKO MeXAy OTNpaBUTENeM W MoyyaTenem u
NCMONb3YeTCA Kak B MpOLeccax BHEApeHWst Tak W U3BNneyeHWs faHHbIX. CKpbiToe
COO0OLLEHME MOXET ObITb NMOMYYEHO CEAYHOLWMM 06pa3oM:

D =1¢ Extracting(| Y'j{) Extracting ¥"); Y <0; Y¥>0 (6)
Df = { Extracting(| gl |) Extracting (Ufj); Ul < 0; U’>0 7N
D=1 Extracting(| vy ‘) Extracting(VY); V¥V <0; vV 20, (8)

rae Y, Ui n Vi - DCT koamumenTsl gnsi ctero YUV nnockocTeid, a D* - nonyyeHHoe
CeKpeTHOe COObLLEHNE.

3aknoyeHune

CreraHorpauyeckunii anroputM npeobpasyeT BUAEO B Kafpbl; OH AeUT KaXX/blii
kagp Ha Y, U n V KOMNOHeHTbl. [lo npouecca BHEApPeHUs CeKPeTHOe COOO6LUeHNe
LWnpyeTca U KOAMPYeTCAa C WUCNoNb3oBaHWEM KofosB XammuHra u BCH. 2D-DCT
npuMeHseTcd K Kaxaomy komnoHeHTy YUV. Koagduuventol DCT, ucknouas
KoahpuLmeHTbl DC, BbIGUPAOTCA A4N15 BCTPaMBaHUSA CEKPETHbIX AaHHbIX.

Mpegnaraemblii a1rOPUTM UMEET BbICOKYHO MONE3HYH0 Harpy3Ky A1 BCTpanBaHus,
TaKXe BbICOKOE KayecTBO CTEero BuAeo. bonee TOro, aKcrnepuMeHTalbHble pesynbTarhbl
NoKasa/n, YTO NMPeLIOKEHHbIA aNrOPUTM YCTOMYMB K HECKONbKMM aTakam. Kpome Toro,
0e30MacHOCTb 3TOr0 MeTOAAa YNyullaeTcs 3a CYeT MPOLECCOB  LUM(POBAHUA 1
KOAMPOBaHWA 0 NPOLecca BHEAPEHNS.
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O HEKOTOPbIX NMPOB/IEMAX BE3OMACHOCTU
BEB-MNPUTOXXEHWIA

3abusko [.
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HayuHblid pykoBoguTenb 3rypsiHy A.

Nowadays, every company uses web applications in different forms, which help companies
to develop their businesses. Vulnerabilities of these web applications can lead to serious problems.
So every employer should take care of security of web applications, which are used in his business.

Keywords: testing, intruders, web application, breaking.

Be6-npunoxeHue - 3To N1060e NPUIOXKEHNE, KOTOPOE UCMONb3yeT Beb-Opay3ep,
KaK KNMEHT. T0 MOXET BbITb MPOCTbIM (HOPYMOM WM CNOXHOW 3NEKTPOHHON TabnmLei.
Beb-npunoxexue - 310 Hanbonee LWMPOKO UCMOMb3YEMbIA TUM NPUIOXEHUs B 1H060M
opraHusauun. OHU SBAAKOTCA CTAHZAPTOM [N GOMbLUMHCTBA MPUIOXEHWIA, KOTOPbIe
B3QVMOJEVCTBYIOT C UHTEPHETOM. ECnM Bbl CMOTPUTE Ha NAaHLET WA CMapToH, TO
MOXHO OOHapyXWTb, YTO OO/BLUIMHCTBO MPUNOXEHUA Takxke SABNAKOTCA  Beb-
NPUNOXEHNAMW. 3TO CO34aN0 BOMbLUYIO ayAUTOPMIO 41S1 TECTEPOB, TaK U [/ XaKepos,
KOTOPbIE B371aMbIBatOT CUCTEMBI.

CerogHsa Be6-NpUNOXeHUs NOMyYatoT BCe O6O/bLUYHD WU BONbLUIYHO MONYNSAPHOCTD.
eBay nossonsieT npogaBaTb W MOKynaTb BCE 4YTO YrogHO, NpeAoCTaBnsis TOProByH
nnowazky B cetu, YouTube fiaeT BO3MOXHOCTb 3arpyaTb 1 NOKa3blBaTh NO/b30BATENAM
WHTepHeTa pasnnuHble BuAeoponvkn. Gmail npegnaraet (yHKUMOHaN, edga N He
NPeBOCXOAALLMIA (DYHKLMOHAN TPAAULIMOHHBIX MOYTOBBIX K/IMEHTOB.

Takum 06pa3om, BE6-NPUNOXKEHNS CETrOfHA MPOYHO BOLWIIM B HALLY >KW3Hb, U
MHOTVMW U3 HUX Mbl NO/b3yeMCS [axe, He 3a[yMblBasiCb — TeM Xe nouckom Google vnm
noyToBbIM CcepBMcoM Gmail. HHOBaLMK B TEXHONOTMAX HaBcerfa M3MeHwW crocob
BefileHus 6usHeca. CerofjHs, Be6-NpUNoXeHne — 310 He TOMbKO "BM3NTHAs KapTouka', a
NOTNYeCKoe MPOAOMKEHWe OpeHAa, KOTOPOe MOXET PeLuMTb MHOXECTBO 6U3Hec-
MPOLLECCOB, MPUB/EKATb HOBbIX K/MEHTOB W MOBbILATL NPUOLITK. B Mupe cyliecTsyet
OrpOMHOE KOMMYECTBO BEO-NPUNOXKEHUIA, HO MO KTO 3a60TUTCA O 6€30MacHOCTU Be6-
npunoxeHuin. C yBEPEHHOCTbIO MOXHO CKa3aTb, YTO B KXAOM BEO-NPUIOXKEHUN
CYLLIECTBYIOT YA3BUMOCTH, KaXas 13 KOTOPbIX MOXET ObITb KPUTUYHOIA.

3N0yMbILLNEHHWKW. 3N10YMbILLNEHHUKOB MOXHO Pa3feunTb Ha CNefyoLye TUMbl:

STUuHble Xakepbl (White hat). 3aHMMarOTCA UCCNefOBaHMEM CUCTEM Ha NpeameT
be3onacHocTw.

Script kiddies — mx xapakTepucTuku (6ecnopsiiouHble XaoTUYHble [AeiCcTBMS,
Hanpumep CKaHMPOBaHWe CUCTEMbI, HEMPOAYMaHHble AeMCTBUSA, XyNMraHCKue [eiicTBIS -
KOTOpbIe BefyT K 6/I0KMPOBKe caiTa).
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IMpogheccnoHabl - YETKO 3HAKOT YEro OHM XOTAT, YETKO 3HAKOT KaK C/IOMaTh CUCTEMY,
He OyayT [enatb Xy/IUraHCKWUX [EACTBMIA, CTaparoTcs ObiTb 607ee He3aMeTHbIMU,
0CTaBaTbCA B TEHW, 1 ByAyT CTapaTbCs MONYYUTL C PECYPCa TO, 38 YeM OHU NPULLIK.

BOTbl — aBTOMAaTU4YECKMe CUCTEMbI, KOTOPbIE CO34aHbl 3/10YMbILUEHHUKAMU [N
MCMO/b30BaHNA U3BECTHBIX YA3BUMOCTEN 1 peann3aLium Kaknx-To 3apaHee onpesenéHHbIX
[EeNCTBUA. B OCHOBHOM 60Tbl MbITAOTCA MPOAHAIN3NPOBATL CUCTEMY >KEPTBbI Ha
YA3BUMOCTMW.

Y KaX[0ro 3/10yMbILLIEHHUKA CTb CBOW MPUYUHBI AN B3/IOMa BEG-NPUIOXKEHUS.
Hanpumep, ecnn ecTb BO3MOXHOCTb 3apaboTaTb Ha pecypce, TO yNpasnsiTb CUCTEMOI OHY
OyZlyT TUXO U He3amMeTHO, 1 ByfyT CTapaTbCA COXPaHUTL KOHTPO/b Kak MOXHO 60nbLue.
MoryT TaK e paju UHTepeca NPOHUKHYTL B CUCTEMY WM Xe UCMO/b30BaTb Pecypc 4/1a
aTaku Ha Jpyrvie CUCTEMBI.

MpunyrHbI B3N10Ma. BO/LLLMHCTBO HAYMHAIOLLMX XaKepOB ¥ aHTVXaKepOoB 3a4atoTCs
BOMPOCOM: «A [ Yero Xe HY)XXHO B3/1aMblBaTb BE6-CalTbI?». STOT BOMNPOC BO3HUKAET
MPOCTO W3-32 HELOMOHWMMaHUA YCTPOICTBA CaiiTOB. MHOrMe HavMBHO MojarawT, YT,
B3/10MaB CaiT, MOXHO HaWTV NULUb BEG-CTPAHWUYKM W BGOMbLUE HWUYErO WHTEPECHOTO.
OpHako Beb-CaiiTbl paboTatoT He TObKO C BeO-CTpPaHMLaMK, HO 3a4acTyto 1 ¢ Gasamu
[iaHHbIX. Hanpumep, caiAT 31eKTPOHHOro MarasuHa MOXET B3aMMOZEIACTBOBATbL C 6a30i
[laHHbIX, B KOTOPOIA COAEPXMTCA OrPOMHOE KOMWYECTBO HOMEPOB KPEMTOK, a CaT,
KOTOPbIV NPesoCTaBNseT yCnyr aNeKTPOHHO NoUTbI, — ¢ 6a30W, CoAepKalLei NOrvHbI U
naponn nonb3oBateneil. Beb-caiTbl pa3MeLLlaloTcs Ha CepBepe, MO3TOMY, B31OMaB CaiT,
XaKep MOXET Mo/y4nTb JOCTYN K KOMaHAHOM CTPOKe 3TOro cepsepa, U [40BO/bHO YacTo
3TO 3aKaHu4MBAETCA MONYYEHNEM NpaB Cyrnepnonb3osaTens (TO ecTb MOMHbIM KOHTPONEM
Haj cepeepom) [3].

CaMo NPOHNKHOBEHME Yepe3 Be6-CaiiT MOXHO OCYLLECTBUTbL 6e3 0co6bIx NPob/em,
TaK Kak uvalle BCero caiiTbl 00LWefocTynHbl. CrefoBaTeNbHO, B3/IOMLLMK, MONY4YMB
KOHTPOMb Hafj BeO-CaliTOM, CMOXET 4epe3 Hero MpPOBOAWUTL Pas/nyHble AeicTBusA C
aTakyembIM KOMMbHOTEPOM.

CyLLECTBYHOT MHOXECTBO JIIOfiei, KOTOPbIE NOY4at0T NPUGLIb OT B3/IOMa, HO 3THX
Nofen MOXHO NOJENUTL Ha JBe Kateropuu. Mepsas KaTeropus — 3T0 3TUYHbIE XaKepbl
(white hat), a BTopast kateropus - 370 3noymbineHHKKK (black hat). Wicxoas u3 atoii
KnaccuuKaumm MOXHO Crnocobbl 3apaboTKa Ha B3foMax CyLLECTBEHHO pasnnyarotes [4].

[N 3TNYHBIX XaKepOoB Pa3/MyaioTCs cnejyroLLme crnocobbl B30Ma:

* WccnegosaHus B obnact WMIB - nOWCK yA3BUMOCTEN, ucCnesoBaHue

MPOLYKTOB, U3yyeHune paboTbl BpefoHoCcHoro MO.

= YvacTue B reward-nporpammax, bounty hunting.

= [lpoBefeHve ayauToB, MPOBEfEHME TECTUPOBAHUA Ha MPOHWKHOBEHWS,

npoBefeHne KOHCY bTaLwii B pamMKax onpeaenéHHON KOMMnaHuu.

Ecnn roBopuTb O BTOPOI KaTeropum, TO Y HUX BO3MOXHOCTE/ 3apaboTka Ha
B3/10Max 60bLLE:

=  ccnenoBaHus B 06nactu UB.
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= Reward-nporpammsl, bounty-hunting.

= Pa3paboTka u npogaxa 3KCn/IoiTOB.

* [Tpogaxa akKayHTOB.

= BOTHerT.

= WHppeim-Tpamk - Tpahduk Ha CUCTeMy MapPTHEPCKOWA NpOrpammbl,
KOTOpas NpefHasHayeHa /1 peknambl. STW CUCTEMbI OObIYHO MNpegiaraioT
YCNyr COMHUTENbHOIO XapakTepa 1 NAaTAT 3N10yMbILLEHHWUKAM, YTOOb! OHU
Hanpasisaanm Ha HUX TpaguK. 310YMbILLNEHHUK MOXET HanpaBuTb Tpagnk
Mpy MOMOLUM CO3JaHWA CBOEro canTa, packpyuuBass ero, fenas ero
MonynspHbIM 1 pasmeLLeHemM 6aHHepa 3TOW NapTHEPCKOM nporpaMmbl. C
[LPYroi CTOPOHbI, 310YMbILEHHUK MOXET B3/10MaTh CalT 1 Pa3MeCTUTb Tam
UH(peiAM. C NOABMEHMEM COLMATbHBIX CETelr, MOfBMNAaCh BO3MOXHOCTb
MpPOBeSeHUs COLMANbHOTO crnama.

» KapguHr - paboTta C KpeuTHbIMM KapTamu (Mepexsar KpeauTHbIX KapT
MO/b30BATE/EN W MOMbITKA X Peann3aLy Hanpumep B HTEPHET-MarasuHax). B
OCHOBHOM 3/10yMbILLTIEHHUKY HY)XXeH HOMep KPeAUTHOM KapTbl, 3alUUTHbIA KOZ, U
VM, (haMUInS Ha KOrO 3aper1cTpupoBaHa KapTouka v fata akcrnyarauuu. [anee
OH GepéT 3TU JaHHbIe 1 UCMONb3YET ANA MOKYMKMA Yero-H1byab 1 MoTOM Kak-To
BbIBOAMT 3TV [ieHbM, MO0 Yepes MOKYMNKY UK HanpsamMyto NepeBoas (IMHaHChI Ha
ipyrvie Jeno3unTbl UK KapTbl. TO OfHa M3 CaMblX MOMYMAPHBIX CXEM, KOTOpas
MOXXET 06eCneynTb 38pab0TOK 3/10YMBILLEHHUKY.

*  «KOHKypeHTHas pa3BefKa».

*  Kpaxa BUpTya/nbHbIX apTe(hakToB — «JOHAT> B Urpax. B OCHOBHOM 3TO B3/10M
UTPOBbIX aKKAYHTOB, C LIENbI0 MPOAXKM apTe(hakToB U3 Urpbl. Ecnv apTetakT
LOCTATO4HO PefKWiA, TO MOXHO NO/YYNTb AOBO/BHO HEBGOMbLLYHO CymMMy. nn
KaK BapyaHT OH B3N1aMblBaeT Urpy, CO3AaET CBOM apTeakT 1 NMOTOM NpoJaéT
ero 3a 60nbLuKe AeHbIW.

TecTbl HA NPOHWKHOBEHWE - 3TO MOWUCK W OLEHUBaHWE YA3BUMOCTENA, YTOObI
MpPOBEPUTL peasibHa N 3Ta YA3BUMOCTb UNWM HeT. Hanpumep, nNpoBoAs ayauT MOXHO
MCMO/b30BaTh CKAHHEPbI, KOTOPbIE HalLyT HECKO/bKO COTEH BO3MOXHbIX YA3BUMOCTEN B
pasHblX cucTemax. A B CBOE BpeMms, MPOBOAA TeCTbl Ha MPOHWKHOBEHWE, HYXHO
nonpo6oBaTb atakoBaTb 3TW YA3BUMOCTM, KaK 3TO cAenan Obl 3N10YMbILLNEHHWK, YTOObI
NOCMOTPETb KaKue 13 3TUX YA3BMMOCTEN NPaBAWBbI, C LIENbH0 YMEHbLUMTb 3TOT CrMCOK [2].
LleneHanpasneHHOe HanageH e Ha CUCTeMy MOKa3blBaeT 60/bLLe O cucTeMe 6e30MacHOCTH,
YeM NPOCTOe CKAaHWPOBaHME YA3BUMOCTEN. XOPOLLMIA TeCTep Ha NPOHWUKHOBEHWE MOXET
ONpegennTb BCHO MH(PACTPYKTYPY 6e30MacHOCTM U CBA3aHHbIE PUCKW C 3TOMN XEPTBOA.
TecTupoBaHWe Ha MPOHWUKHOBEHWME OLEHMBAET  3MEKTUBHOCTb  CYLLECTBYHOLLEN
6e3onacHoCTW. ECnny KnmeHTa HeT CUNbHOI cucTeMbl 6e30MacHOCTM, TO OH NOYYUT Malo
MoNb3bl OT YCAYT Ha MPOHWUKHOBEHME.

MeTogonorun TecTuposaHus. Hanbonee pacnpocTpaHéHHas KracCcupukaums
TecTMpoBaHua - 310 Black Box TectuposaHue, White Box TectuposaHue, Grey Box
TecTpoBaHue (KOTOPOe ABNSETCSA KOMOMHaLeR nepsbix AsyX) [1].
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Black Box - nogpasymeBaeT cO60M CUTYaLmto, KOrga y TecTepa HeT 4OCTaTOYHO
3HaHUM O Uenn. ITa MeTogonorus TpebyeT 6O0/LLLIOTO KONMYeCcTBa PasBEAKM M Kak
MpaBuio 3aHUMaeT 60/bLUe BPEMEHW. DTO O3HAYaeT, YTO Y B3MOMLUMKA NOTpebyeTcs
MHOrO BPEMEHW [ TOro 4TOObl OCYLEeCTBUTb aTaky. KiueHTbl He TrOTOBbl, B
OONMbLIMHCTBE C/y4aes, 3annaTuTb 3a HeorpaHUYeHHOe BPeMS PasBefKy, OAHAKO eciiv He
MPOBECTU [OCTATOYHO BPEMEHY Ha Pa3BefKy, TO TeCT Ha NPOHWKHOBEHWE NPOBAUTCA He
yCreB HayaTbCs.

White Box- 310 TOT cnyyaid, Korga y TecTepa ecTb 4OCTaTOYHO 3HaHWIA O CUCTEME.
Llenn TecTMpoBaHUs SBHO OMpefeneHbl U OXWAAETCA OTYET O MPOAenaHHon paborte.
TecTepy NpefoCTaBnsAeTCA MH(POPMALUA O Lienn: ceTeBas MH(OPMALWMSA, TUMbI CUCTEM,
Br3Hec npoueccbl KomnaHum u yenyru. White Box MOXeT YMeHbLUMTL Pecypehbl Ha coop
VH(OPMAaLW, Ha PasBeLKY 1 CTOUT MeHbLue, Yyem Black Box.

Grey Box- 370 cpefHee Mexay White Box 1 Black Box. 310 Takasi cuTyauus, Korga
BNnafiefieL, CornallaeTcs, 4To HeKoTopas CeKpeTHas MHPOopMaLmMs B KOHEYHOM cuéTe OyaeT
13BeCTHa B (pase pa3Beaku. TecTep CHabXEH OCHOBHOW NOAPO6HOI MH(OpPMaLIMeii O Lenw,
OfHaKO BHYTPeHHWe paboTbl U HeKOTOpas fpyras CeKpeTHas MHQopMauus BCE eLwg
COXpaHeHbl OT TecTepa. HacTosme HanagatoLye CKIOHHbLI UMETb MH(POPMALIMIO O Lienn
[0 HanageHus. BonblUMHCTBO Hanagaowmx (3a MckntoueHuem script kiddies) He
BbIGMPAIOT C/yyaiiHbIX Leneid. OHWM MOTMBMPOBaHbI 1 O6bLIYHO B3aMMOLEACTBOBAIN C
Lenblo o HanageHus. Grey Box - mpuvBnekatenbHbli NOAXOA 47 MHOTUX TecTepos,
MOTOMY YTO 3TO MOXOXE Ha peabHble MOAXOAbl, KOTOPLIE UCMOMb3YIOT Hanagatowme v
(hoKycMpyroTCA Ha Cnabble MecTa, @ He Ha pasBesky.

BbiBoab!

CoBpeMeHHbIiA MAP HeceT B cebe ThICAYM Yrpo3 U MOTeHLMabHbIX OMacHOCTEN
OYKB&/IbHO Ha K&KOM LLUary n B Kaxablii MOMEHT BpeMeHW. BceMupHas ceTb, CTasLuast
HEOTHEM/IEMOW YACTbIO HALLEN XU3HW, He ABNAETCA UCKMOYeHeM. KnbepnpecTynHoCTb
celyac pa3BuTa Kak HWKOrfa — Befb MOYTU KaXKZas KOMMaHWS WMeeT CBOWN CaiiT B
VHTEPHETE, a 3N0YMbILLNIEHHWK B CETU MOXET /Ierko 0CTaBaTbCsi aHOHUMHBIM. [pu 3TOM
BCE KOMMaHWK, UMEtOLLe CaiAT B UHTEPHETE, SeNATCA Ha TPU TUNa:

= Te, yeli canT yxe cnomanm.
= Te, yeli caiiT eLle He NoManu.
= Te, KTO 3HAKOM C OCHOBHbIMU BEKTOPAaMM aTaK W 3aLyTui NPUNoXeHu.

Konnyectso yrpo3 pacteT npOMOpLMOHaNbHO POCTYy 6M3HEca, OfHAKO Kak
rnoKasana MHOTO/METHAA NpaKkTuka, 99% artak NPOWCXOAAT Yepe3 IeCATOK CTaHAapTHbIX
OWMOOK BaiMfaUMM  BXOALMX [aHHbIX, 160 O06HapyXeHHble YA3BUMOCTM B
YCTaHOB/IEHHbIX KOMIMOHEHTaX NPOrpaMMHOro 06ecreyeHNs CTOPOHHUX MPOU3BOAUTENEN,
Moo  6aHanbHO, MO  XanaTHOCTWM  CUCTEMHbIX a4MWHWUCTPATOPOB, UCMO/b3YHOLLMX
HacTPOMKM W Napo/u, YCTaHOB/EHHbIE MO YMONYaHWIO. [oaTomy cnedyeT, 3a60TUTCA O
6e30MacHOCTN BEG-NPUNOXKEHNIA, TaK Kak NOCNeACcTBUAS MOTYT 6bITb KDUTUYHBIMY, BNIOTH
[10 paspyLLeHuns busHeca.
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INFORMATIONAL THREATS OF THE FINANCIAL SECURITY
OF THE STATE AND THE STEPS OF THE EUROPEAN UNION
ON COMBATING IT

Nataliia Zachosova
Cherkasy National University named after Bogdan Khmelnytsky

Abstract. The possibility of damage to financial security of the country through the
implementation of information threats has been determined. EU measures concerning
counteraction to cybercrime are considered. Cases of influence of information threats on the state of
financial security of Ukraine are mentioned.

The consequences of the implementation of information threats in recent years
were most noticeable in the financial system of the state, and had a negative impact on the
level of financial security of many countries. Financial globalization has led to the fact that
interference with the functioning of elements of the financial architecture of one state,
leads to violations of financial mechanisms of other participants in the world financial
space. Distortion of information flows, violation of the quality of information resources,
unauthorized access to data and interference with the mechanism of work of information
channels paralyze or ineffective the work of economic structures and authorities and
cause great damage, which affects the financial and, consequently, national security of the
country. The awareness of this fact by the European community was the beginning of the
development of information and analytical security of members of the Union.

The European Security Strategy was adopted in December 2003 and marked a
milestone on the path to the development of EU security policy. Modern economies rely
heavily on critical infrastructure, including transport, communications, energy supplies,
and, moreover, the Internet. The European Strategy for a Secure Information Society,
adopted in 2006, was aimed at combating Internet crime. However, separate actions
against private and state-owned IT systems in the EU member states brought a new tint
to the problem, demonstrating that Internet crime has become a potential new economic,
political and military weapon [1].

More often than not, the purpose of attacks on the information segment of the
security system at both the micro and macro levels is to cause damage to the object of
attack or to receive profit. Even without having such a goal during implementation,
information threats always have a negative financial effect. In order to violate the state of
financial security of the state, objects of information attacks can be four main types of
targets: financial institutions, financial regulators, software developers for financial traders
and those whose business is related to crypto currency.

In June 2016, hackers entered several Ukrainian financial institutions, from one of
which they stole $ 10 million through the SWIFT system. At the end of 2016, hacking
attacks blocked the work of the sites of the Ministry of Finance and the State Treasury
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Service in order to hurt the planned progress of the budget process, which substantially
weakened the state of budgetary security. Subsequently, an attack on the Pension Fund
website was launched.

Such cases have ceased to be a rarity in the states of Europe. In 2016, the European
Central Bank announced its intention to create a database for recording cases of
cybercrime in commercial banks in the euro area. However, the constant and open
exchange of information between the country's leadership in regard to cyber incidents is
still an odd prospect, since recognizing the success of cyberattacks is still the recognition
of the inability to organize a highly effective security system at the state level.

On June 27, 2017, at 11.00, a massive cyberattack was launched against Ukraine,
using the version of the "wannacry" virus - "cryptolocker" modified for Ukraine. The virus
simultaneously captured banks, post offices, train stations, energy companies, state-
owned Internet resources and local networks, as well as a number of media. Nothing
revolutionary - an ordinary computer pest infects thousands of servers and blocked the
work of the financial system of the country. Private companies are beginning to function
normally the next day, however, the process of filing tax reporting that poses a threat to
tax security has been violated. State enterprises, authorities for three days were trying to
recover lost information. Cybersecurity experts estimated that losses for the country's
financial security system were at least UAH 10 billion.

Thus, the events of 2017 became a catalyst for the emergence of a new term - cyber
hygiene. In order not to encounter a virus in cyberspace, one must adhere to the
elementary rules of information security [2].

What information threats are waiting for participants in the financial market in
20187 According to analytical studies, 92.6% of Ukrainian companies are already faced
with a leakage of information. In Europe and the US, the situation is also not quite
optimistic: around 90% of organizations lost important information over the past 12
months.

Gartner company says that worldwide security costs for information security will
reach $ 86.4 billion by the end of 2017, while the cybercrime report said that the damage
would cost the world 6 trillion dollars a year by 2021.

According to the Accenture Security report, the most noticeable threats to
information security faced by financial sector companies in 2017 were:

= Reverse Deception Tactics - tools such as code that prevents malware from
being analyzed, steganography (sending information in encrypted form with
the secret of the transfer), and botnets, as well as control and monitoring
servers used for concealing stolen data.

= Sophisticated fishing campaigns. Fishing messages often used to deliver
malware are becoming increasingly complex, with specific company
information, such as invoicing, etc.

= Cyberattacks and cybercrime are tools that are increasingly used by states and
other actors to achieve economic and political goals.
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= Alternative cryptographic - the popularity of bitcoins makes cybercriminals
improve money laundering techniques or even use different crypto-
converters [3].

As a response to current information threats, a framework document with a list of
diplomatic responses to cybercrime actions will soon be set up in Brussels. It is also
proposed to create a cybernetic force for the rapid reaction in the European Union. In the
framework of the European Commission's project called Horizon 2020, € 450 million will
be earmarked for cyber security this year. The total investment in the industry is expected
to reach € 1.8 billion by 2020. Now, in 2018, the European Commission's initiatives are
aimed primarily at protecting against cyberattacks and increasing the competitiveness of
the IT security sector [4].

Thus, in order to stabilize the state of financial security by timely counteracting
information threats, Ukraine should be involved in European cybercrime protection
practices, develop adequate documentary supply of information security and oblige
professional financial institutions to create or upgrade information security departments
in accordance with existing threats of the present day.
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RANSOMWARE — A GROWING THREAT TO THE
INFORMATION SECURITY OF BUSINESS ORGANIZATIONS
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Abstract: The rapid evolution of information technologies unlocks new opportunities for
business organizations to achieve competitive advantages and economies of scale. But at the same
time that technological advancement is used by the cybercrime to develop new attack types. The
present paper gives a brief overview of the ransomware and the reasons behind its massive
adoption by the cybercriminals.

Ransomware became one of the key cyber threats targeting business organizations.
It uses different vectors to disseminate and attacks data availability. The McAfee CEO,
Christopher D. Young, recently told that ransomware is today's modern-day extortion,
and it's something that criminals are going to continue to drive because they can make
money of it.

Ransomware is a piece of sophisticated malicious software that is used to digitally
extort the victims to pay a specific amount of money, usually in cryptocurrency, so that
they regain access to their devices or files. We use the term device because ransomware
targets not only computers (with Windows, Linux, Mac OS) but also mobile devices
(with Android, iOS), 10T devices and even industrial control systems. There are two
main types of ransomware [12]:

= Locker ransomware —locks the victim’s device and use a pop-up or browser
window to show the ransom message. As the name imply the device is
unusable until the ransom is paid.

= Crypto ransomware — use encryption to encrypt the victim’s files on the
device and then shows a pop-up or browser window to display the ransom
message. In this case the device itself can be used, only the victim’s files are
encrypted.

The idea behind the ransomware is not a new one. It dates back to 1989 when the
AIDS Trojan (PC Cyborg) was created and propagated on a 5,25” floppy disk to 20 000
people [8]. In 1996 Young and Yung proposed a method for using public key
cryptography in ransomware and in a later publication they indicate that combining
strong cryptographic algorithms and malware will pose a new threat for the security of the
information systems [13, 14].

It wasn't until 2014 when cybercriminals started to use crypto ransomware as a main
malware tool for cyber extortion. Since then every year there is a rise in the number of
ransomware attacks. Hampton et al. in their study of the evolution of malware over a period
of 26 years state that to be a successful, ransomware needs to align three core technologies:
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strong, reversible encryption; a system to anonymously communicate keys and decryption
tools; untraceable way of payment [3]. The first ransomware which combined these three
characteristics appeared in the middle of 2014 — CTB-Locker. CTB states for Curve (using
Elliptic-curve cryptography), TOR (using The Onion Router as an anonymous
communication channel) and Bitcoin (using cryptocurrency as a payment method).

In 2016 the number of attacks grew 167 times compared to 2015, from 4 million to
638 million [9]. 2017 unveiled another concerning statistic as Malwarebytes products
indicated that consumer and business ransomware detections have increased 90% and
93% respectively [6]. In addition to that statement a research conducted by the security
company Carbon Black found that from 2016 to 2017, there has been a 2502% increase in
the sale of ransomware on the dark web [1].

There are some notable examples of companies that have been infected with
ransomware and paid the demanded ransom - web hosting company Nayana ($1 million),
University of Calgary ($20 000) and Hollywood Presbyterian Medical Center ($17 000).
In 2017 the infamous WannaCry ransomware infected many high-profile business
organizations as most notable of them were: UK National Health Service, Spanish
telephone giant Telephonica, French automobile giant Renault, German train operator
Deutsche Bahn and logistic company Fed-Ex [4].

As we can see the target of the ransomware attacks is not a single industry. A
research by security company Sophos shows that the most attacked sector is Healthcare,
followed by Energy and utilities, Business and professional services and Retail and
distribution [10]. The impact of the ransomware attacks for the business organizations
could be summarized in a three points: financial losses, damaged reputation and
disruption of operations.

The reasons behind the massive growth of ransomware attacks could be defined in
the following directions:

= Increased availability of strong cryptography;

= Increased reliance on the IT and Internet connectivity for everyday business
operations;

= Rise of the Bring Your Own Device workplace;

= Emergence of Ransomware as a service (RaaS);

= Cryptocurrencies as a ransom payment method.

Cybercriminals adopted the subscription based model which is used by businesses to
get the necessary resources on demand (as a service) and started to use it for their evil
purposes. The birth of the ransomware as a service is one of the main factors for the rapid
spread of this type of malware. RaaS is a way for criminals without the adequate technical
competency and knowledge to organize massive ransomware campaigns thus making
money from extorting companies or individuals. There are different RaaS models but the
most common of them relies on the proven affiliate model in the business. There is a
supervisor, usually the creator of the ransomware, and affiliates that get access to a copy of
that malware or a command interface with many customization options, which they could
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use to infect multiple targets. When an infected victim pays the ransom, part of the sum,
which is between 5% and 40% is going to the supervisor as a commission and the rest is for
the affiliate [5]. Examples of widely distributed ransomware packages through RaaS are
Cerber, Satan, Atom and MacRansom. Modern RaaS offers a thorough user guide how to
launch a successful ransomware campaign, sometimes live chat support and is advertised
not only on the forums in the dark web but also on the sites for video sharing like YouTube.

2017 was a year in which the cryptocurrency market saw a big movement upward.
Cryptocurrencies are the primary mean of payment for getting the key to decrypt infected files,
which the ransomware encrypted. Bitcoin is the most famous cryptocurrency and it has
become the de facto standard for currency used as a mean of payment for the ransom. Bitcoin
allows the ransom money to move to the cybercriminals without identifying their bank
account, although that system is not perfectly anonymous [7]. To make it really hard for the
law enforcement to trace the money cybercriminals use additional laundering services or
transfer the money in other cryptocurrencies. In 2018 security experts expect a shift in the
main currency for ransomware because of the high volatility of Bitcoin and the loss of
anonymity it affords [15]. The possible variants for replacement are: Monero, Dash or Z-Cash.

Another important factor for the rising trend of ransomware cyberattacks is the
increasing number of the Internet of Things (IoT) devices that are used worldwide.
Usually their security is at poor level and that was proofed by the Mirai botnet network
which included more than 600 000 infected 10T devices like home routers, air-quality
monitors and personal surveillance cameras [2]. With this in mind we could expect that
smart devices would be used not only for a denial of service attacks but also they would be
point of infection with ransomware in the next few years. According to IBM Security's
vice president of threat intelligence Caleb Barlow, large business organizations with
deployments of 10T security cameras, digital video recorders, and sensors will be
especially impacted by ransomware [11].

We could summarize than ransomware is not a new cyber threat as it exists on the
scene for more than 25 years but last two years it become a main method for cyber
extortion of individuals and businesses of all types and industries. Experts’ expectations
unanimously suggest that ransomware attacks will continue, targeting even more devices,
searching for specific file types to encrypt and trying to exfiltrate the data before the
encryption process starts. To be prepared for that new wave of ransomware business
organizations need a proactive security approach, proper backup policy and regular
employees’ training about the cyber threats.
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THE MODEL OF BOTNET PROFITABILITY

Borta Grigorii,
PhD student, ASEM

In the modern times, the goals of the malefactors moved from dealing direct
damage and self-affirmation towards maximizing their income and profit. Thus, in order
to be able to counteract their actions in an efficient manner an economic approach is
required. The approach should be based on analyzing the sources of their income and
creation of conditions that would be unfavorable enough to reduce all possible incomes
to zero. If an opportunity of profiteering in the domain of shadow information economics
is open, there will always be people willing to use it.

Bot-master aims to increase their income by means of infecting as many devices as
possible using as few resources as possible. The used resources include but are not limited
to Pay-per-Install services, control channels. The malefactor will be able to either rent the
botnet or use its computing power and networking capabilities to their own gain.

The following model is proposed:

From the bot-master perspective:

v1=P*b—k—a(B) —i(B) o)
From the renter perspective:

y, = M(b)— 0 —P=b 2
Where:

= P —the cost of renting an infected computer;

= b —the number of rented infected machines;

= k- payment for command and control channels, schematically represented
on figure 1.

(k&  Command N\ (B Botnet
channels

~ "Aph
O . rAg A
o |

Figure 1. Com?nand and control chann/els used by the malefactor.
= B-—botnetsize;
= a(B) - penalty function, damage suffered by the malefactor in case of botnet
being seized;
= {(B) —cost of infecting computers;
=  M(b) - total income of the renter for the time of botnet rent;
= O -cost of infrastructure upkeep by the renter.
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All the above mentioned parameters are represented on figure 2.
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Figure 2. Botnet profitability model representation.

Thus, the proposed model allows for the following possible vectors of botnet
profitability counteraction:
1. Maximization of penalty function a(B) by means of legal actions, law
enforcement, etc.;
2. Maximization of infection cost, i(B);
Minimizing the effectiveness of renting infected zombie devices;
4. Developing technical and technological hindrances on the way of botnet
creation;
5. Creating hindrance on the way of communication between possible service
renters and bot-masters.

w

Bibliography
1. LiZ,Liao Q., Blaich A., Striegel A. Fighting botnets with economic uncertainty.
Albion  College, University of Notre Dame, 15 07 2010 .,
http://onlinelibrary.wiley.com/doi/10.1002/sec.235/abstract.
2. LiZ.,Liao Q. Striegel A. Botnet Economics: Uncertainty Matters. Albion College,
University of Notre Dame, 22 12 2008 r., http://www.econinfosec.org/archive/
weis2008/papers/Liao.pdf.



SECURITATEA INFORMATIONALA 2018 —-169

PRIORITATILE UNEI ECONOMII DIGITALE PENTRU
REPUBLICA MOLDOVA REIESIND DIN EXPERIENTA
ECONOMIEI DIGITALE ROMANESTI ?

Ghenadie Ciobanu
Institutul National de cercetare stiintifica in domeniul muncii
si protectiei sociale, Bucuresti

Economia digitald se caracterizeaza prin urmatoarele trasaturi caracteristice:

Infrastructura economiei digitale. TIC a crescut rapid Tn ultima perioada atat in
economie cat si in societate in general.

Pietele electronice. Principalele trasaturi ale pietelor electronice sunt: noi agenti,
noi tipuri de produse si servicii, noi relatii de afaceri, noi modele de comunicatie si
organizare.

Produse bazate pe informatii si cunostinte. Cele mai multe produse existente pe
pietele electronice sunt produsele intangibile.

Agentii prezenti pe piete: consumatori, oameni de afaceri, intermediari. Tn
economia digitala consumatorii beneficiaza de informatie 24 de ore din 24, au acces la
informatie pe piata indiferent de distanta.

Transformari macroeconomice si procese de globalizare. Din punct de vedere
macroeconomic schimbdrile apdrute in economie afecteaza variabilele macroeconomice.
Internetul inlatura granitele fizice favorizand evolutia procesului de globalizare.

Penetrarea progresiva si agresiva a economiei digitale in viata economico-sociald a
societdtii moderne din secolul XXI.

Notiunea de economie digitald nu implica in nici un caz o alternativa sau un
substitut al economiei clasice.

Astfel incat Uniunea Europeana sa dezvolte o economie inteligentd, durabild si
favorabild incluziunii.

Primul si probabil cel mai important obiectiv dintr-un set de cinci strategii socio-
economice majore constd in cresterea ratei de ocupare a fortei de munca la 75% in randul
populatiei cu varste cuprinse intre 20 si 64 de ani.

Al doilea obiectiv - provocdri comune la nivel international induse de criza
economica si financiara prelungita.

Al treilea obiectiv - evolutii si structuri pe piata muncii la nivelul U.E. 28, zonei
Euro si Romaniei, in corelatie cu cerintele flexicuritatii pietei muncii si implicatiile crizei
economice

Al patrulea obiectiv - paradoxul crizei de personal de valoare si mare talent intr-o
lume sufocata de lipsa acuta de locuri de munca

Al cincilea obiectiv - arta managementului resurselor umane-probabil cel mai
puternic factor responsabil de cresterea si productivitatea companiilor in viitorul apropiat
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Al saselea obiectiv - penetrarea progresiva si agresiva a economiei digitale Tn viata
economico-sociala a societdtii moderne din secolul XXI.

Al saptelea obiectiv - deziderat major al economiei digitale in perspectiva viitorului
imediat al Romaniei: guvernarea electronica.

Activitatea digitala in contextul strategiei 2020

Tn conformitate cu documentul fundamental in acest domeniu “Strategia 2020”,
lansat la 3 martie 2010 de Comisia Europeand cu titlul Europa 2020 — O strategie
europeand pentru crestere inteligentd, durabild si favorabild incluziunii, scopul general al
strategiei este de a ghida economia UE in urmatorul deceniu, prin abordarea tematica
unitara a reformelor in plan economic si social, concentrate pe cele trei prioritati ale
strategiei Europa 2020 care definesc viziunea UE asupra economiei sociale de piata

Comertul electronic efectuat de catre mediul de afaceri, in 2013 doar 9% dintre
IMM-urile din Romania au vandut bunuri si servicii online, iar intreprinderile mari au
atins un procent de 13% pentru acelasi an.

Conform Raportului concurentei pe anul 2017 rezultatele finale ale anchetei
sectoriale evidentiaza tendintele pietei (1) Tn ultimii zece ani , multi producatori au decis
sa isi vanda produsele prin magazinele online proprii, intrand in concurentd cu
distribuitorii proprii. (2) Utilizarea tot mai larga a restrictiilor contractule, prin care
producatorii incearca sa-si sporeasca controlul asupra distributiei.

Conform Raportului pentru anul 2017 , rezultatele preliminare ale analiyei
sectoriale a CC indica faptul ca sectorul comertului electronic prezinta caracteristicile
unei piete de tip oligopol, fiind alcdtuitd dintr+un nucleu al jucdtorilor relevanti, si o
categorie a comerciantilor ce detin cote de piata nesemnificativa.

Conform GPeC , doar de Black Fridaz 2016, romanii au cumparat produse in
valoare de circa 130 mil. euro ( ce reprezinta peste 7 % din valoarea intregului segment de
comert electronic din 2016) , fiind in crestere fata de anii anteriori.

Tabel 1
2012 2013 2014 2015 2016
Evolutia Comertului 0,6 mid. 0,6 mid. 1,1 mld. 1,4 mld.
. 1,8 ml. Euro
online Euro Euro Euro Euro
Vanyari online 75 mil. euro 14 mid. 1.8 mid.
Euro Euro

Sursa: Raportului Evolutia concurentei in sectoarele cheie 2017

Momente importante sunt:
1. Cresterea nivelului de informare al furnizorilor de servicii online si al
utilizatorilor de e-comert. O bariera importanta in fata dezvoltarii e-comertului o
constituie absenta informatiei la nivelul operatorilor de servicii online si de internet.
2. Capacitatea de cunoastere si inovare a regiunilor depinde de multi factori
- culturd antreprenoriald, competentele fortei de munca, institutiile de educatie
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si de formare, serviciile pentru sustinerea inovatiei, mecanismele de transfer
tehnologic, infrastructura pentru inovatia in TIC, mobilitatea cercetatorilor,
incubatoarele de afaceri, noile surse de finantare si potentialul creator local.

Tn conformitate cu lucrarea ,Accesul populatiei la tehnologia informatiilor si
comunicatiilor'” lucrari elaborate anual de INS in anii 2010-2014 Studiul prezinta
informatii privind accesul populatiei la diferite tehnologii de comunicatie (calculatoare
personale, telefoane mobile, si accesul la internet. Se urmareste evidentierea frecventei si
scopurilor utilizérii tehnologiei informationale, locul desfasurarii, utilizarea computerului
si a internetului de acasd).

Am considerat cad nu doar datele statistice si informatiile statistice oficiale sau
preluate din diverse alte surse pot folosi argumentarilor noastre ci cu atadt mai mult o
anchetd realizatd cat mai recent va fi utild studiului nostru.

Tn activitatea curentd 7 din 10 firme care utilizeazd computerul si au conexiune la
internet au si o pagina web/de internet, iar cele mai multe dintre acestea intre 66%-80%
oferd pe pagina web ,,datele de contact ale companiei”, ,,continut media”, ,acces direct catre
pagina de pe retele de socializare” si 0 pagina unde isi prezinta produsele sau/si serviciile.
Datele aratd, pe de altd parte, cd mai sunt multe de facut pentru a putea vorbi de
digitalizare de Tnalta performanta in companiile romanesti, atat timp cat numai 2 din 10
companii care au 0 ,pagind web au versiune optimizata pentru telefon mobil” si mai putin de
4 din 10 ,,conexiune securizata”.

Concluzia acestei anchete, in urma prelucrérii raspunsurilor respondentilor adica a
reprezentantilor (managerii companiilor) este aceea ca orice tip de competente digitale
sunt utile si necesare Tn orice domeniu de activitate. Dincolo de asta, existd resurse
nelimitate de dezvoltare a acestei piete a muncii digitale, exista oportunitati de crestere a
acestui segment in ocupare. Ocuparea in munca digitala poate fi foarte avantajoasa ,mai
ales prin faptul ca se poate adapta oricaror categorii de varstd, mai tineri sau mai varstnici,
oricaror domenii dar chiar si oricaror categorii adica si celor cu dizabilitati fizice.

Aceastd deschidere spre orice persoana activa care poate Tnvata sau se poate instrui
in munca digitald oferd sanse mai mari de a ocupa mai rapid un loc de munca pe piata
muncii. De asemenea, competentele digitale pot oferi 0 mobilitate si posibilitatea de
adaptabilitate de la un domeniu la altul sau pot oferi sanse de angajare mai bune si mai
mari. Digitalizarea muncii ofera perspective numeroase din toate punctele de vedere.
Sunt din ce Tn ce mai multi cei care lucreaza in munca digitala si din ce in ce mai
multe locuri de munca se pot crea pe acest segment al muncii.

Concluzii
= Structura pietei digitale , influenteazé comportamentul firmelor, care in-
fluenteaza performanta de piata.
= Firmele digitale se concureaza in dezvoltarea unor noi modele de afaceri,
limitele pietei relevante se modificd continuu sa sunt create noi piete.

1 Studiul privind Accesul populatiei la tehnologia informatiilor si comunicatiilor,
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= Abordarea prospectiva si implicarea in interactiuni regulate cu partile
interesate si expertii sectoriali, dar si o sincroniyare
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OPTAHN3ALUNOHHO - TEXHOJIOTNYECKWE ACTIEKTHI
PA3PABOTKW BE3OIMNACHOIO MHPOPMALMOHHOIO
NMPOCTPAHCTBA YYEBHOI'O SABEAEHUA

epacumoB Bnagummp AHaT0nbeBuY, CNaBAHCKNIA YHNBEPCUTET,
MarucTpaHT, 1 Kypc, creunansHocTh «HpopMaTmka
lanceman_92@mail.ru

In work the main advantages of implementation of the adaptive platform of the
information portal of the educational website, organizational security measures are investigated.
Stages are described. Conclusions are formulated.

Bonpockl penyTauuu 1 6€30MacHOCTM  3N1EKTPOHHOIrO MopTana — MOHATUA
B3a¥MOCBA3aHHbIE M WHTEpPeC K HWM BO3pacTaeT MO Mepe poCTa MUPOBOWA Ku-
bepnpectynHocTM. 3TO KacaeTcsd BCeX BWMOOB Web- pecypcoB, Kak CBSI3aHHbIX
KOMMepYeCKMMM 06513aTeNbCTBaMM CO CBOVMY MO/b30BATENAMM, KIMEHTaMU, NOCETUTENAMM,
TaK 1 [pyrvix Kateropwid. MpeacTasneHHOe 1CCne4oBaHWe ONCHIBAET NPAKTUKY pa3paboTku
HOBOrO (hYHKLMOHaNA ¥ TEXHONOrMYECKOW NnaT(opMbl OULMAILHOO CaiiTa y4ebHOro
3aBefeHns.  OTAenbHbIM  6/10KOM  BblAeNneHbl NpefiaraéMble WM MOTEHLMabHbIE
PEKOMEH/ALMM CUCTEMbI aMUHICTPUPOBaHMS 6e30MacHOCTM NopTana.

Llenbto paboTbl SBASETCS MCCNeoBaHNE COBPEMEHHbIX afamTVBHbIX TEXHONOMUIA W
MPOEKTMPOBaHMe Ha 3TOI OCHOBE 6e30MaCcHOr0 3N1EKTPOHHOI0 06Pa30BaTENLHOrO NOPTa/a.

MpakTuyeckas 3HAYMMOCTb CaMoii TeMbl 06YCNOB/IeHa TeM, 4TO MpOBeJeHHOe
“CCNefOBaHMe MO3BOMMAO Ha MpPaKkTUKe 06ecneynTb JOCTYN K WH(POPMaLMOHHOMY
MPOCTPaHCTBY ~ 3NEKTPOHHOrO nopTana CnaBAHCKOrO yHMBEpPCUTETA C  Y4ETOM
VHAVMBMOY&bHOW NPOrpaMMHO — annapaTHOM OCHALWEHHOCTU MO/b30BaTeNs BHE
3aBYCMMOCTM OT OFPaHNYEHNIA MyNbTUMEANIAHBIX faHHbIX (PUCYHKW, TaBAMLbI, BUAEO M Ap.)

MpaKTnyeckass 3HaYMMOCTb BbINONHEHHON PabOTbl 3aKIKYaeTCa B TOM, UTO
pa3paboTaHHbIA MPOEKT (HaKTWYECKW FOTOB K 3KCM/yaTauun W paboTaeT B HacTosLiee
BpeMsl TEeCTOBOM pexume no agpecy: http://k95185st.beget.tech/ [1]. Mo wmepe
HaNoONHEHNS1 KOHTEHTOM AMHAMWYECKMX CTaHUL, MOXET ObiTb WCMOMb30BaH Kak
VH(hOPMAaLMOHHOE Mofne 415 y4e6HO — METOANYECKON, Hay4YHOIA 1 NPO(OpPUEHTALMOHHOA
pab0oTbl CnaBsHCKOT0 yHuBepcuTeTa B Pecny6inke Mongosa.

Mpu co3faHnm NpoeKTa 3NeKTPOHHOro nopTtana CnaBsaHCKOro yH1BepcuTeTa
MCMOMb30BANNCH CReaytoLLMe 3Tarbl:

*  MepBblii 3Tan Haua/ICs ¢ NOCTaHOBKM 3aaun. Mpex e Bcero, 6bin onpeseneH
nepeyeHb 3afjady, KOTOpble HEOO6XOAMMO  pewwwWTb, MOArOTOB/EHbI
HeobXxoanMble MaTepuabl, )OTO ¥ BUAEO UH(OPMALWA. [aHHbIA 3Tan 3aHan
ot 10 10 15-Tu aHel;

* BTOPOW 3Tan 3ak/yaica B pa3paboTke W yTBEPXIeHWN Au3aiiHa caiTa a
TaKke pa3paboTke CTPYKTypbl caiita (MeHto) (Puc 1.). [Ans BbINOAHEHMS
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3TOTO 9Tana O6blMM  ONpefeneHbl LBETOBblE MPEAMOYTEHNS TNaBHOM
CTPaHWLpI, AN3aiiHa AMHAMUYECKUX CTPaHWL, KHOMOK, oHa. [aHHbIiA aTan
3aHsiN BE-TPU Hegenu.
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Puc. 1. CTpyKTypa MeHto

WcTo4HMK: pa3paboTka aBTopa

Ha TPeTbeM 3Tare BbINOMHEeHa UHTerpaLms Au3aiiHa 31eKTPOHHOro nopTana
C CUCTEMOIA ynpaBneHus. ATanbl co3faHns Beb nopTana He MOryT 060MTUCh
6e3 [aHHOW npoLefypbl, OCO6EHHO, eCl OCHOBHOW LEMbl0 CO3AaHUS
noptana 6yfeT MpOABMXEeHWe 06pa3oBaTe/bHbIX YCyr, B YaCTHOCTU -
CnassHCKOro yHusepcuteta B Pecny6rmke Mongosa M B POCCUIACKOM
06pa3oBaTenbHOM NPOCTPaHCTBe. Ha JaHHbIN 3Tan yXo4uT NPUMEPHO NATb-
LLECTb HEIA;

YeTBEPTIN 3Tan — 310 Npoueaypa nybnmkaLmm nopTana B ceT VIHTepHeT;
NATBIA W LIECTOIA 3Tanbl CO34aHMs Be6 nopTana — 3T0 NPOLECC 3anoNHeHus
ero Heob6xoA1MOoi MH(oPMaLWen 1 fanbHeliLas ero NoALePXKKa.

CenpMoiA 3Tan — aHa/M3 cUCTeMbl 6e30MacHOCTM caiiTa 1 pa3paboTka Mep no
ee ycuneHuto. PaboTa B pexume NocTOSHHOr0 06HOB/EHNSA 1 MOLJEPXKKM.

MpoekT apganTueHOro noptana CnaBAHCKOrO YHMBEpCUTETa paspaboTaH Ha
cucteme ynpasneHus Joomla! Bepcus 3.7. Joomla! - 310 cucTema ynpasneHws
cofepxumbim (CMS), koTopas cosfaHa [/19 BU3yalbHOTO YMPaB/eHUs KOHTEHTOM.
Cwvctema npocTa 1 6ecnnartHa B UCMoNb30BaHUK, YTO U AenaeT ee Takoi NonynapHoi v
LOCTYMHOIA. B HacToslLiee BpemMs JaHHas CUCTeMa SIBNSAETCA BTOPOIA MO NONyNspHOCTY B
MUpe, YTO fienaeT ee OAHOBPEMEHHO W BTOPOW MO HAIMUMIO KnbepaTak 1 yA3BUMOCTH.
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B WordPress

m Joomla

= CamonmcHele CMS
Magento

W Drupal

Puc. 2. CTaTUCTMKa B3N1OMOB CaiiTOB Ha NonynsipHbIX nnatgopmax (CMS)
WcTounuk: https://wwwisite2b.com.ua/web-blog/zachem-nuzhna-povyshennaya-bezopasnost-sajta.html [2]

CornacHO NpUBELEHHBIM Ha PUC.2 JaHHbIM, CaiiTbl, pa3paboTaHHble Ha Joomla!
BXOAAT B TPOViKY Hanbonee nofep>keHHbIX B3nomam (13%) nocne WordPress (74%). 310
CBSA3aHHO C TeM, YTO JaHHble CUCTEMbI JOCTYMHbI LUIMPOKOMY KPYrY MWL, 411 U3YHYEHWUA UX
CTPYKTYPbI 1 I0TMKKM paboTbl.

Heob6xoamMMocTb Nepexofa Ha HOBbIV MOpTa 060CHOBaHa TeM, YTO UMEIOLLMIACS B
HacToslLee BpeMS [EACTBYIOWWNIA CaiiT ycTapen Kak MOpaibHO, Tak U (IM3NYecKu,
neperpyXeH MyHKLMOHIbHBIMY MEeHI0, MH(POPMALMOHHO HeBpa3yMuTeNeH, Hebe3onaceH
B WCMOMb30BaHWW, WMEKTCA NPO6GAeMbl C  afMUHUCTPUPOBAHMEM U [OCTYNOM
(NPOCMOTPOM) Ha COBPEMEHHbIX YCTpOicTBax (MnaHwwertax, cMapToHax u gp.) Cant
TaKxke 6bu1 HanmcaH Ha Joomla! [3].

Beibop cuctembl Joomla! Bepcum 3.7. MO3BOMMA peann30BaTb MPU CO3AaHWN
HoBOro caiita CYPM cnegytoLime npenmyLLecTsa:

1. PaclumpeHHbIii  (DyHKLMOHAN, KOTOPbLIA YBEIMYMBAETCH C MCMOMb30BaHWEM
KOMMOHEHTOB, MMarvHoB. B CeTU WHTEPHET CyLIeCTBYeT MHOFO NAaTHbIX U
BecnnaTHbIX paclumpeHnii ans Joomla NOCPEACTBOM KOTOPbIX MOXHO CO34aTb
MOMHOLEHHBIV CaNT UM HACTOALLMIA MHTEPHET - MarasuiH ¢ Hyns.

2. Vcnonb3oBaHbl cpescTsa 6e30MacHOCTY ANs MO/b30BaTeNe U aAMUHUCTPATOpa.
BesonacHocTb B Joomla COBepLUEHCTBYETCA C Kakaoin Bepcueid. Cnepyet
MOHMMAaTb, YTO NOGON CaNT MOXHO B3/10MaTh, OT 3TOTO HWKTO He 3aCTPax0BaH,
HO paspaboTumnku Joomla 3 nocTapainch MakCUMabHO YMEHBLUNTb YA3BUMOCTb
caiiTta n 06ecneunTb MakcUMabHYH 6e30MacHOCTb OT B3NOM.

B kauecTBe cpefCTB 6e30MacHOCTY NpesyCMOTPEHbI:

3. Cucrema wabnoHoB, KOTOPas NO3BONAET JOCTATOYHO NPOCTO MEHATb BHELLHWIA
Buz caiTa. B Joomla npegycmMoTpeHa cuctema BU3yaibHbIX LLIaGNOHOB.

IMpw co3gaHNK nopTana peann3oBaHbi:

4. TMo3nuuy mogayneit. MocpefcTBOM caMUX MOZYNen ¥ NO3NLWIA AN HUX, Nerko
MOXHO KaK B KOHCTPYKTOpe CO34aBaTb M MEHATb PacrofoXeHne pasinyHbIX
(hopm Hawero caiita. Hanpuvep, cneBa y Hac HaxoguTcs (hopMa aBTopuU3alum
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[19 NO/b30BATENS, @ HAM HY)XXHO ee MepeMecTUTb B LUANKy caiiTa uiv Ha npasyto
CTOPOHY: B 8{M1H NaHenn Joomla aTo peLuaeTcs B AiBa KNKa MbILLKM.

JlerkocTb B peflakTMpOBaHUM Koga wabnoHa. Ecin Ham Heo6xoauMo 13MeHUTb
WA OTPefaKTMPOBaTb ero, AOCTATOYHO OTKPbITb MeHemkep LWabnoHOB K
HaNT COOTBETCTBYHOLLMWIA (haiin ANs pesakTUPOBaHMSA.

Vicnonb3oBaHbl ceaytoLLie BO3MOXHOCTYN aAMUHUCTPATUBHON NaHeNMu:

BO3MOXHOCTb YCTaHOBWTb Hauano W KOHEL, My6nuKauuy onpeaeneHHoi
CTPaHWLBl MO KaneHAapto 1 BpemMeHW. Hanmpumep, Ham HeoGX0AMMO YTOG!
onpefeneHHas CTaTbsl OMy6aMKoBaHa Gbina B 3a4aHHOE BPEMS, A/is 3TOro
MPOCTO B PEAKTOPE CTaTbi HACTPaMBaeM aHHYH (IYHKLMIO.

TakKe MOXHO NOCTYNUTL U C 3aBEPLUEHMEM My6MKALNN.

OrpaHuyeHne [ocTyna K ONpedeneHHbIM pasgenaM [Aas  Hesapeructpu-
POBaHHbIX MO/b30BaTeNeidl. MOXHO HACTPOUTb, YTOBGbI Ha KOHKPETHYHO
CTaTbl0 WAM  Ha BCe MaTepuaibl Obll  OTpaHWYeH  JOCTYN A4
He3aperncTPMPOBaHHbLIX MO/Nb30BaTeNeA, TO eCTb 1S NPOCMOTPa 3TOl
CTPaHULLbl UM HYXXHO ByZeT NPOATM perncTpaumio.

YCTaHOBWUTbL W HACTPOWUTb My/bTUA3BIMHOCTE. B Joomla npegycmoTpeHa
cucTtema A3bIKOB, MOCPEACTBOM  KOTOPbIX Becb Haw nopTan  6yger
0TO6pPaXaTbCs, HaNPUMep, Kak 3TO CAeNaHO Y Hac: Ha PyCCKOM, PyMbIHCKOM W
Ha aHINCKOM A3bIKe.

¥Y[06¢TBO B HacTpOIKe 6nora. C ee NOMOLLbIO MOXXHO MPOCTO 1 6e3 Npo6nem
HACTPOWTb BbIBOJ MaTepPKasioB B BUzeE b/ora.

Y[o6bCTBO B YCTaHOBKE MOAYNEA M KOMMOHEHTOB. YCTaHOBKA MOE3HbIX
pacLUMPEHUIA NPOUCXOANT B fiBa KWK, HYXXHO MPOCTO BbIOpaTh apxve K
HaXXaTb KHOTMKY YCTaHOBUTb.

B kavecTse NnpnmMepoB YCTaHOBMEHHbLIX KOMIMOHEHTOB MPEA/I0XKEHbI:

YctaHoBKa UMY (4enoBeko-NOHATHLIX YPNOB) Hanpumep site.com/novosti.
370 nonesHas yHKUMS, Tak Kak YUY yp/bl UrpaioT 3Ha4NTENbHYIO porb B
MPOABMXEHNN HaLLEero noprana.

CosfaHne thopm 06paTHOIA cBA3W. Kak npasuno, Takas hopma Co3faeTcs Ha
CTPaHMLe KOHTaKTOB, 4TOObI Nt0O0I NO/b30BaTENb MOI HanMcaTh CO06LLeHMe
aAMUHKCTpaTopy.

OCHOBHbIMM cocTaBnstoWMMM Joomla sBNSETCS SAPO M CuUCTeMa LAGNOHOB,
KOMMOHEHTOB, MOAYNeA M MnarMHoB. Huxe NpeacTaBneHbl HEKOTOPbIE MPUMEPbI WX
peann3aLmim.

1.LL1a6noH. 3T0 060/0YKa CaiiTa, BUAUMAS €€ YacTb, KOTOpas IErKO HaCTPaMBaETCS
B aMWH-MAHENM W MMeeT [OCTaTOYHO MHOTO HAcTpoeK. C MOMOLLbH WX, Mbl NIETKO
HacTpavBaeMm paboTy nopTana.

LLlanka caiiTa, B NeBOM Yr/ly pacnonoXeH NOroTUN YHUBEPCUTETA, aapec, rae
PacrnoNoXeH YHMBEPCUTET, MEHIO C MEpPeXOfamit Ha fpyrvie CTPaHWUpl, a
TaKKe cnaigep.



SECURITATEA INFORMATIONALA 2018 -177

13 miokis, 2017 14:54:14 Q yn.onopunop 2873 r.Kuwmmes . (022)56-5656 % surm@starnet.md

Hosoctn  Passwtwe Maprepam  Mpuemtas

()('Il()lllll-lE (LU BT
MAPKE UM A

o ‘
AT rasvior. M UMM s o,
: AR Sponie
¥ docy ™ x :
VMBS MaKCIMALaNOn oy
: AP O Ak
> O s on ey i C .
FHCKUN Y HUBEpCU

Y Ppcaocrantenne norpesire. A MATLBOTO. IHPYROTS utona
IoCTaRIeHIe
u Akt AT,
¥ Dosumenne xanccres g

Mongoga: coemectHLie UEBERTS v
Pemme <aon® Tnaw ey s B xope scrpem.g*.giv—.' iw

=)
mae L T B RaAIMARG

¥ Cotpamenns = pacimm

e nencume muaymcumn cofie oonoo . -

Puc.3. CKpUHLWIOT MaBHOro MeHto npoekTa (hparmeHT)
VICTOYHUK: pa3paboTka asTopa

2.TnarviHbl. 3TO 3NEMEHTbI, KOTOPbIE OMONHAKT (PYHKLMOHABHOCTb HaLLIero caiTa.

Ha caiite ncnonb3yroTca cnegyrowme KomnoHeHTsl: Widgekit, Rocket Gallery.
Rocket Spocket, Cagenda.

3.Mogynu. dnemMeHTbI, KOTOPbIE BbIBOAATCS Ha CalTe B BUAE Pa3NYHbIX 6/10KOB,
Hanpumep, MOXeT BbITb 610K perucTpauun unm asTopusauyy (y Hac OH NoKa B pexume
paspaboTKn).
Bnok «HOBOCTW> NOKa3biBaeT 3 NOCNeHME HOBOCTM - puC. 4.

2017-01-10 17:52:42 2017-01-10 18:52:16 2017-01-10 18:51:39

[o6po noxanoeaTb E MaTtepwnan ' Material

B CnaBAHCKOM YHUBEPCHTETE OTKPLIT NPHEM CaifT puifaTERCT NOMOXET AU3AIHEDY, EEPCTANBIIMKY, Site-ul rybatekst ajuta proiectantul, coder, webmaster
ADKYMEHTOB HA NomyueHue POCCHICKOrs BhICLUErD i BefMacTepy creHepupoEaThL Heckonkko aGsaues Gonee pentru a genera céteva paragrafe de text
BTOPOID BbICWETD MEHEE OCMEICNEHHOD TEKCTE

:

_
Phad

Puc. 4. dopma 0TobpaXkeHUst HOBOCTel ((hparMeHT)
VICTOYHUK: pa3paboTka asTopa
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AHOHCBI

Bropoe meponpusie TpeTse meponupaTue Naoe weponpusTue scrpeun Muxanna
15 21 P2 -2 pvmvposnua ABBIAOBA - pykosoau-
ot o wionn [
MEpsoe meponpusTie Uerseproe meponpusTue scrpesm Mina
27 PA I 11na Bnaguianpossa AABBILOBA - pyio-
wons P o rens

MokazaTe ewe

Puc.5. CKpMHLWOT 6/10Ka BbIBOAA aHOHCOB NPEACTOALLMX COObITUI B CNaBSHCKOM

yHMBEpCUTETE
WcTouHmK: paspaboTka asTopa

Bnok oTobpaxeHns B coupanbHbIX ceTax Facebook n Twitter nokasaH Ha puc. 6.
Mol B coumanbHbIX CEeTAX

CnaBAHCKWH YHUBEDCHUTET B... TBUTBI or @TwitterDey
_| 535 spaswTca

e TwitterDev @ TwitterDev
Please read our Developer Policy &
Automation Rules when buiding apps -
helps all users? .,
dev.twitter. com/overviewiterms..
support.twitter. com/articles/76915

suwe 2 apyseam 2  Automation rules

Hp: sam
e - e .
4 = i 1 Updsted April €, 2017 T...
Shale OS5 5 Al . 4
E CRaBAHCKMIA YHUBEPCUTET B
ni-a) Ho poTo.

2 TwitterDev peTew

Twitter Data & @TwitterDats

Curious how Twitter Data can help
investors detect shifts in consumer -

crpeir szaTe & TeuTrepe

Puc.6. OTobpaxxeHne MHhopMaLun B COLMaNIbHbIX CETAX
MCcTOYHUK: pa3paboTka asTopa

AHaNn3 CyLLECTBYIOLLMX aTaK Ha CaiTbl NO3BONSET BbISBATL CPEAN Hanbonee 4acTo
BCTpevatoLLMecs B MOCNEAHEE BPEMS aTaku, CBA3aHHbIe C Nepe6opoM naponeit Ha aaMuH-
naHesb CaiiTa, KoTopble HOCAT XapakTep DD0Sa, T.K. OCYLLECTBASAKOTCA MHOTOMNOTOYHO 1 C
pasHbix IP agpecos.

B cBsisn ¢ aTUM, 415 6e30macHOCTM M cTabuimnsaumm paboTbl cepeepa cnegyet
CNO/b30BaTh CiefyHoLLME JONONHUTENbHbIE Mepbl 6e30MacHOCTH:

1) Kak ofuH 13 Hambonee npocTbiX W 3PPEKTUBHLIX BapMaHTOB, MOXHO
PEKOMEHA0BAaTb YCTaHOBUTL http aBTOpM3aUMi0 Ha agMuHKy Joomla. - co3gaTb (haiin ¢
HasBaHMem  "htpasswd" B  KkOpHe caiita M  MpM  NOMOWM  CaiTa
http://www.htaccesstools.com/htpasswd-generator/ creHepupoBaTb ero cofepxaHue,
YKa3aB >e/laeMblii NOruH v naponb [4].

B caiin "htaccess" B nanke /administrator/ Heob6xoAnmo [06aBUTh [06aBUTL
CiefiytoLpe CTPOKMK:
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Kog

AuthName "Access Denied"

AuthType Basic

AuthUserFile nonHblii_nyTb_f10_KopHA_caiita/.htpasswd
require valid-user

2) BTopbIM pekomeHAyeMbiM crniocobom 3awmtel CMS Joomla MOXeT cTaTb
OrpaHWyeHre WM paspeLleHre [ocTyna No onpejeneHHoMmy IP K aaMUHWUCTPATUBHON
4acTu caiTa.

[Ona atoro B thain ".htaccess' B nanke /administrator/ Heob6xo4umo nponucatb
CnepyroLme CTPOKW:

Kog

Order deny,allow

Deny from All  (3akpbITb ocTyn Ko Bcem IP)
Allow from 00.00.00.00

3710 1 6ygeT IP, KOTOPOMY paspeLLaeTcs 4OCTYnN K afMUHYACTW.

Ha ocHOBaHWM MPOBELEHHOr0 WCCNeL0BaHUA MOXHO C(OPMYNMpOBATL Crle-
[lylOLLe BbIBOAbI:

1. TpoekT agantueHoro noptana CnaBAHCKOro YHWBEPCUTETa, pa3paboTaHHbIN

Ha cucTeMe ynpaeneHus cogepxumbim (CMS) Joomla! Bepcusa 3.7. Joomla!
no3sonun peanu3osatb Npu  cosgaHun caidta CYPM  npeumyliectsa
aflanTUBHOTO An3aiHa U PacLUMPEHHOTO (hYHKLMOHANA.

2. Vcnonb3oBaHHble — cpeactBa  6e3onmacHOCTM 4 monb3osatened  u
afMMHMCTpAaTOpa MPOeKTa MO3BOMAKT YMEHbLWNTb YA3BUMOCTb CalTa W
06ecneynTb MakcMMaibHy0 6e30MacHOCTb OT B3/1I0Ma.

Taknm 06pa3oM, CNPOEKTUPOBaHHbIN, Pa3paboTaHHbIA 1 TOTOBbIA K BHEAPEHUIO
9NEKTPOHHBIA  00pa3oBaTeNlbHbIA NMOPTal MOXHO paccMaTpuBaTb Kak OCHOBY /14
CO3/i@HNA  HOBOTO  OTKPLITOrO  6€30MacHOr0  WH(POPMALMOHHOIO  NMPOCTPaHCTBa
CnassHckoro yHueepcuteta Pecny6amkn Mongosa B ceTu Internet.

Inteparypa:

1. NHdopmaunoHHblid noptan CnaBsaHCKOro yHMBepcuUTeTa. TEeCTOBbIA PexuM. Pexum
foctyna: http://k95185st.beget.tech/ [OnekTpoHHbIN pecypc]. [ata obpalleHus:
20.02.2018r.

2. Beb-ctygus Business Site. Pexxum pgoctyna: https://www.site2b.com.ua/web-
blog/zachem-nuzhna-povyshennaya-bezopasnost-sajta.html [3neKTpoHHbI pecypc].
[ata obpalleHns: 25.02.2018 .

3. OdmumanbHbIi canT CnassHCKOro yHuBepcuTeTa. Pexxum goctyna: http://surm.md/
[SnekTpoHHbIi pecypc]. Aata obpatyeHns: 07.02.2018 r.

4. TeHepatop naponeii on-line Htpasswd Generator — Create htpasswd. Pexxum goctyna:
http://www.htaccesstools.com/htpasswd-generator/ [OnekTpoHHbIA pecypc]. data
obpalyeHns: 11.01.2018 .
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OCHOBHBbIE NMOAX0oAbl K PELLEHKO MPOBJIEM
NH®OPMALIMOHHOW BE3OMACHOCTI
KOMMbKOTEPHbIX CETEN

Hukoneckada K. HO., Acses "
deziepaibHOe rocyaapcTBeHHOe aBTOHOMHOE 06pa30BaTe/bHOE YUPEXKEHME BbICLLETO
06pa3oBaHus <«<HOXHO-YpanbCKuii rocyapcTBeHHbIA YHUBEPCUTET (HaLMOHaIbHBIN

MCCnesoBa T eNbCKNN YHUBEPCUTET ) >»

AHHOTauus: B cTaTbe paccMaTpuBaloTCA MOHATWA annapaTHOA 1 NPorpaMMHOIA
3aLUMT bl MHPOPMaLMK. PaccMOT PeHbl CPEACTBA 3aLLUT bl MHOPMALMM KOMMbOTepHbIX CeTel.
OnucaHbl CBOMCTBA W (YHKUMM, KOTOPbIMA [OMKHA 06nagaTbh cuUCTeMa 06ecneyeHns
6€30MacHOCT U KOMMbHOTEPHbIX CETEN.

Knouesble CnoBa: KOMMbIOTEPHbIE CETY, 3alMTa UH(OPMALMK, 3aLLMTa KOMIbHO-
TEPHbIX CETEN.

K annapaTHbIM CpeacTBaM 3aLlyThbl MIHOPMALM OTHOCATCS: 6paHaMayapbl, CeTeBble
9KpaHbl, CeTeBble (UbTPbI, AHTUBMPYCHbIE MNPOrpammbl, YCTPOWCTBA LUMGPOBAHUA
npoTOKONa U Ap.

K nporpaMMHbIM 3alyThl OTHOCATCS: MOHUTOPUHI CETU, CPeACTBa apxvBaLum
[laHHbIX, @HTUBMPYCHbIE MPOrpamMMbl, KPUMTOrpaduyeckme CPeAcTBa, CPeAcTBa ayTeHTu-
(uKau M ayTeHTUGMKALMKL, CPEACTBA YNpaBneHUs AOCTYNOM, MPOTOKOMMPOBaHWE U
ayauT.

Kak npvmepbl KOMOUHALMIA BbILLENEPEYNCNEHHBIX MEP MOXHO NPUBECTU:

= -3aWunTy 633 flaHHbIX;
" - 33WNTY MHOPMALK NPK PaboTe B KOMMbIOTEPHBIX CETSX.

Mpu cosgaHue KpynHOMAcLTabHbIX (NOKaIbHBIX, KOPMOPaTUBHBIX 1K T.4.)
KOMMbIOTEPHBIX CETell BO3HWKAeT npobnema ob6ecreyeHns B3auMOLeMCTBUSA BO/bLIOTO
yMmcna KOMMbIOTEPOB, CEPBEPOB, MOACETEN W ceTel T.e. mpobnema noucka v Bbibopa
ONTMMaNbHO TONONOTWiA CTAHOBWUTCA FN1ABHOW 3adayeid.

BaxKHEeMLUIMM KOMMOHEHTOM NOKanbHbIX W KOPMOPATWBHbIX CeTell ABNSETCS WX
CMCTEMHas TOMO/OrMs, KOTOpas ONpeaenseTcs apXUTEKTYPO MeXXKOMMbIOTEPHbIX CBA3EN.
13BeCTHO, YTO B KOMMbIOTEPHBIX CETAX 415 06ecneyeHns 6e30nacHOCTM MHopMaLmn 1
CeTW MNOANEXMT 06paboTke KpuUTUYecKas WHGOpMaLMs. TepMUHOM  «KPUTUYeCKas
UH(opMaLWs» 3TO: ONpefeNeHHble (aKkTbl OTHOCUTENBHO HaMepeHui, CriocobHOCTEN 1
[eNCTBUIA, XM3HEHHO HEOOXOAWUMbIX 471 AMEKTUBHOIO YNPaBeHUs W AeATeNbHOCTY
KPUTUYECKW BaXKHbIX CTPYKTYP, 3((EKTUBHOIO BbIMOMHEHNS CTOALLMX CTPATErM4eckux

1 Cratba BbiNONHEHa Npu noasepxke MpasutensctBa P® (MocTtaHosneHne Ne 211 ot 16.03.2013 r.),
cornawenne Ne 02.A03.21.0011 u npu nopaepxke Coseta Mo rpaHTam [lpesnaeHTa Poccuiickoii
®epepaumn (CornaweHune Ne CIM-5430.2018.5)
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3a/a4 C pasNMYHbIMM rpUtaMn CEKPETHOCTI; MH(OPMALMS Ans CNY)Xe6HOT0 NoNb30BaHMS;
MH(opMaLWs, COCTaBNAOLAS KOMMEPUYECKYHD TaiiHy Unu TaitHy (MpMbI; UHopMaLWS,
SBNAOLLASACS COOCTBEHHOCTbHO HEKOTOPOI OPraHm3aLmn UK YaCTHOTO ML,

B KOMMbIOTEPHBIX CETAX [AOMKHbI ObiTb, NMPEAyCMOTPEHbI ayTeHTU(MKALMS W
WN(pOBaHME, HO [aHHble 3NEMEHTbl 3alWTbl He BCerga 06EecreuvnBarOT HaeXHYH
6e30NacHOCTb CETH:

1CMONb30BaHNE LUM(POBAHNS B HECKOMbKO Pa3 YMeHbLUeT CKOPOCTb
nepe/aum aHHBbIX 1Mo KaHany, O3TOMY, HEPEAKO, LIN(POBaHIIE CO3HATENbHO
He NPUMEHSIETCS aAMUHUCTPATOPaMM CETEN C LIENbH ONTUMM3ALIAN TPAUKa;
B KOMMbIOTEPHbIX CETSX 3a4acTyk MPUMEHSIETCH YCTapeBLias TEXHONOrUS
wmngpoBaHns. CylLECTBYIOT MPOrpaMMbl, KOTOpble MOTFYT [OCTAaTOYHO
BbICTPO NOAO6PATH KMHOUM [/1st POHUKHOBEHWS B CETb.

Kaxablii y3en ceTu sIBNSIETCA CaMOCTOSITENbHOM KOMIMbIOTEPHOI CMCTEMOIA CO
BCEMU NpoGneMamut 4O6ABNSKOTCSA, CBA3AHHBIE C IMHUSIMM CBA3W 1 NPOLEAYPOiA nepesayn
nHopmauun. C  TOUKM 3peHWst GEe30MacHOCTM  KOMMbIOTEPHbIE CETU  06nafaroT
CneytoLLMMM HeloCTaTKaMMm:

HELOCTATOYHbIA KOHTPO/b HaZ KNMEHTCKUMU KOMMbIOTEpamu;

OTCYTCTBME MeXaHW3Ma HacTpavMBaemoro AOCTyna HECKO/bKVX MOMb30-
BaTene K pasHbiM pecypcam Ha OAHOM KOMMbIOTEPE;

HeoOXOAMMOCTb  MOArOTOBNEHHOCTW — MONb30BaTeNs K pasHbiM
afAMUHUCTPATMBHLIM  MepaM — OBGHOBNEHUID  aHTMBMPYCHON  6as3bl,
apXMBMPOBAHUIO  [aHHbIX, OMpeJeNeHU0  MexaHusMoB  JocTynma K
pa3faBaembIM pecypcam U T. 4.;

pasfeneHue PecypcoB U 3arpyska pacnpefenstorcs no pasnyHbIM y3nam
CeTW, MHOTWe NoNb30BaTeNN UMEIOT NOTEHLMaNbHYH BO3MOXHOCTb AOCTYNa
K CETM KaK K eJMHOI KOMMbIOTEPHOM CUCTEME;

OMepauMoHHas  CuUCTeMa,  MPeACTaBMAOWAs  CMOXHbLIA  KOMMIEKC
B3aVMOJEVCTBYIOWMX Nporpamm. B cuny atoro o6CTosTeNsCTBO TPYAHO
chopMynnpoBaTb YeTKMe TpeboBaHWsA 6e30MacHOCTM, OCOBEHHO K
obLLeLieneBbIM CeTAM, paspabaTbiBaBLUMMCS 6e3 yueTa 6e30MacHOCTY;
HeonpezeneHHas nepugepus CUNLHO BAMSET HEBO3MOXXHOCTb ONpeaeneHus,
B GO/bLUMHCTBE CNy4aeB, TOUHbIX MpPefenos cetv. OAUH WU TOT Xe Yy3en
MOXET OJHOBPEMEHHO paboTaTb B HECKOJbKWX CETAX, W, CNefoBaTefbHo,
pecypcbl OfHOV CETW BMOMHE MOTYT WUCMONb30BATLCS C Y3/10B, BXOASALIMX B
Lpyrylo ceTb. Takoe LIMPOKOMAcIUTabHOE —pa3feneHne  pecypcos,
HECOMHEHHO, MPEeNMYLLECTBO;

He onpefenéHHas pacnpegeneHne TpaekTopum gocTtyna. Monb3oBatent uam
3aXBaTyMK MOXET 3aTpe60oBaTh OCTYN K Pecypcam HEKOTOPOro y3/a CeTu, ¢
KOTOPbIM JaHHbII Y3/ He CBA3aH HanpsaMYyHo CeTbio. B Takux cnyyasx 4ocTyn
OCYLLECTB/ISETCA Yepe3 HeKOTOPbIN MPOMEXYTOUHbIN Y3e/, CBA3AHHbIA C
06ouMKM y3namu, UNK Jaxe 4Yepe3 HECKONbKO MPOMEXYTOYHbIX Y3/108. B
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KOMMbIOTEPHbIX CETSIX BECbMA HEMPOCTO TOYHO OMPEAENUTh, OTKY/a IMEHHO
MPULLEN 3aMPOC Ha [OCTYM, 0COBEHHO eCNN 3aXBaTUMK MPUNOXNT HEMHOTO
YCUNNIA K TOMY, YTOBbI CKPbITb 3TO;

= cnabas 3alyLLEeHHOCTb IMHWK CBA3W. CeTb TEM 1 OT/NYAETCA OT OT/AENbHOIA

CUCTEMbI, YTO HEMPEMEHHO BK/IOYaeT B Ce0A MHWW CBA3K, NO KOTOPbIM
MEXZy y3namu nepefaroTcs faHHble. ITO MOXET OblTb 3NeMeHTapHbIl
MPOBOZ, & MOXeT ObITb IMHWA PafMNOCBA3N, B TOM YUCIE U CMYTHUKOBBIN
KaHan. lpW HanMuuu  OnpefeneHHbIX YCnoBuil (M COOTBETCTBYHOLLEN
annapartypbl) K MNPOBOLY MOXHO He3aMeTHO (MM MOYTU He3aMeTHO)
MOACOEAVHUTLCS, PaAVONMHUIO MOXHO YCMELWHO MpoCnywunsaTb — T.e.
HUYTO He MPensTCTBYeT TOMY, 4TOObl <«BbIKAYMBATbL» MepefaBaeMble
COOOBLUEHMSA U3 IMHWIA CBA3W U 3aTEM BbILENATb 3 BCErO NOTOKa Tpebyemble.

Ha ocHoBe aHanm3a yrpo3bl 6e30MacHOCTY KOMMbIOTEPHbIX CETEW MOXHO CAEeNarb
BbIBOAbI O CBOWCTBaX M (DYHKLMAX, KOTOPbIMK JOMKHA 061afaTh cucteMa obecneyeHns
6e30MacHOCTM NOKaNbHbIX 1 KopnopaTueHblii ceTeld (KC).

1.

NaeHTUdMKaAUMA 3alUMLGEMbIX PECYPCOB, T.e. MPU MOAKMOUYEHUM KOMIbLO-
TEPHbIM CETAM MPUCBOEHME 3alLMILAEMbIM PECypcaM, MO KOTOpbIM B
[laNbHEMLLIEM CUCTEMA NPOKU3BOANUT ayTEHTUDMKALIAIO.

AYTEHTU(MKALMS 3aLLMLLAEMbIX PECYPCOB.

MprMeHeHVe NapoNbHO 3alMUTbI PECYPCOB BO — BCEVA YacTN KOMMbIOTEPHOIA
CeTU.

Peructpaums Bcex AeWCTBWIA: BXOA MOMb30BaTeNs B CETb, BbIXOZ U3 CETH,
HapyLLieH1e NpaB J0CTyNa K 3alyLLaeMbIM Pecypcam n T. 4,

O6ecneyeHue 3aluTbl MHQOPMALMKM NPU NPOBEAEHUM CKAHUPOBAHIE CETU OT
BPEAOHOCHbIX MPOrpamMm 1 PEMOHTHO-NPOGMNAKTIYECKIX PabOT.
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NPOBNEMbI MH®OPMALIMOHHOW BE3OMACHOCTI
KOMMbKOTEPHbIX CETEN

Hukonbckas K. HO.
defepanbHOe rocyAapcTBEHHOE aBTOHOMHOE 06pa30BaTe/lbHOE YUPEXKEHNE BbICLLErO
06pasoBaHis «<HOXHO-Y panbCKuii rocyaapcTBEHHbIA YHUBEPCUTET (HaLMOHaNbHbINA

nceneaoBaTeNbCKNA YHUBEPCUTET ) >

AHHOTauua: B cTaTbe pacCMOTPEHO MOHATWE KOMMbIOTepHas CeTb. [laHa
Knaccugpmkaums CyLLecTBYIOWMM KOMMbIOTEPHBIM CETAM. A TaKke OnucaHa akTyanbHOCTb
PasBUT WS HOBbIX CPEACTB 3aLMT bl MHYOPMALM B KOMMbIOTEPHBIX CETAX.

KnioueBble €n0Ba: KOMMbIOTEPHbIE CETU, 3aWMTa MHOPMALMY, 3alluTa KOMIbIo-
TepHbIX CETEN.

KomnbloTepHass CeTb — 3TO CMCTEMa CBA3W MeXZy KOMMblTepamu u/mam
BbIYMCANTENBHLIM 060PYAOBaHMEM, MO3BOASOLAS WM COBMECTHO pasfensTb 0bLyve
VIH(HOPMALMOHHbIE W BbIMUCUTENbHbIE pecypes [1].

KOMMbIOTEpPHbIE CETU CTanN NOTUYECKUM Pe3y/ibTaTOM 3BO/HOLMM KOMIMbIOTEPHbIX
V1 TeNEKOMMYHWKALMOHHBIX TEXHONOT U, VX MOXXHO paccMaTpumBaTth C ByX CTOPOH:

1. KoMMbloTepHble CETW KaK YaCTHbIWA Cy4ai pacrnpeseneHHbIX KOMMbHTePHbIX
CUCTEM.

2. KomnbloTepHble CeTV Kak CpeAcTBO Mepejays MH(opMauun Ha OonbLuve
PacCTOAHMS.

KoMMbloTepHble CETU  KnacCUULMPYIOTCA MO TEPPUTOPUAIbHOMY MPU3HAKY.
PasnnyatoT rnobanbHble (Wide Area Network — WAN), nokansHble (Local Area Network
—LAN) nropogckue (Metropolitan Area Network — MAN) ceTu.

MepsbiMy nosiBuanch cetTn WAN. OHW 0ObeAMHAKT KOMMbIOTEPL, KOTOPbIe
paccpefoTOYeHbl Ha PacCTOSIHUM COTEH W ThICAY KUOMETPOB. epBble rno6anbHble
KOMMbIOTEPHbIE CETW OYeHb MHOIO YHacnefoBaM OT TeNeOHHbIX CeTeid. B HKX yacTo
MCNO/Mb30BANCL YXKE CYLLECTBYIOWME N HE OYEeHb KAYeCTBEHHblE JIMHWUU CBA3N. ITO
MPUBOAUNO K HU3KUM CKOPOCTAM Mepefays [aHHbIX U OrpaHuMumBaio  Habop
NpeAoCcTaBNAeMbIX yCnyr nepegayei (haiinos B (JOHOBOM PEXMME M 31EKTPOHHOI NOYTOM.

Cetn LAN orpaHuyeHbl paccTOAHWEM B HECKOMbKO KWNOMETPOB. JTU CETU
MOCTPOEHbl C WCMO/b30BAHNEM BbICOKOKAYECTBEHHBIX /IMHUA CBA3WU. ITU NNHUK
MO3BONSAIOT MPUMEHATL 60ONee NPOCTbIe METOAbI Nepefayn AaHHbIX, YeM B rN106abHbIX
ceTax. Takke 3TO NO3BONSET AOCTUraTb BbICOKMX CKOPOCTEN OOMeHa JaHHbIMU. YCnyru
MpPesoCTaBNAKTCA B PEXMME MOAKMIOUYEHNUS 1 OTIMYAKOTCA pa3HO0bpasmnem.

1 Cratba BbiNONHEHa Npu noasepxke MpasutensctBa P® (MocTtaHosneHne Ne 211 ot 16.03.2013 r.),
cornawenne Ne 02.A03.21.0011 u npu nopgepxke Coseta Mo rpaHTam [lpesnaeHTa Poccuiickoii
®epepaumn (CornaweHue Ne CIM-5430.2018.5)
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Cet MAN npegHa3HayeHbl 419 06CNYXVBaHUA TEPPUTOPUM KPYMHOrO ropoja.
Mpy [OCTATOYHO 6OMBLUMX PACCTOAHUAX MeXLy Yy3namu (LeCATKM KWUJIOMETPOB) OHW
06/1a/jal0T Ka4eCTBEHHbIMW NIMHUAMU CBSA3W 1 NOLAEPXKMBAIOT BbICOKME CKOPOCTM 06MeHa.
Cet MAN 06ecneunBatoT 3KOHOMUYECKOE COeANHEHMNE NOKAbHbIX CETEN MEXAY CO60i,
a TaKkKe JOCTYN K rno6abHbIM CETAM.

BaXKHe/LLMM 3Tanom pasBuTUs KOMMbIOTEPHbIX CETel CTaNo MOSBNEHNE CETEBbIX
TEeXHONOrniA, Takmx kak Ethernet, FDDI, Token Ring. OHM no3BOAStOT ObICTPO W
3((EKTUBHO 0OBEANHNUTL KOMMBIOTEPbI PA3/INYHBIX TUMOB.

B KoHLe 80-x roZioB NoKasbHbIE U FNoBanbHble CETU UMENN CYLLECTBEHHbIE OT/INYNS
MO NPOTSXKEHHOCTW W KAYeCTBY JIMHWIA CBA3M, CNOXHOCTM METOZOB Nepefaynt AaHHbIX,
CKOPOCTM 06MeHa fjaHHbIMK1, Pa3HO0BPa3nto yCyr 1 MacluTabupyeMocTu. B fanbHelilem
B pesynbTate TecHoit uHTerpayum LAN, WAN n MAAN npousowno B3anmonpo-
HUKHOBEHWE COOTBETCTBYHOLLMX TEXHONOT WA

KoMnbloTepHble CETUM MOXHO pasfenvTb Ha [Ba Knacca Nno cpefe nepefayv B
COOTBETCTBUY C TEXHONOTMYECKUMU NMPU3HAKAMK:

1. MpoBOAHble CETU — CETW, KaHanbl CBA3M KOTOPbIX MOCTPOEHbI C
MCMOMb30BaHNEM ME/IHbIX 1 ONTUYECKUX Kabeneli.
2. becnpoBogHble CceTM — CeTW, B KOTOPbIX [AS CBSA3W  MCMOMb3YHOT

6ecnpoBOAHbIE KaHasbl CBA3M [2].

B nepsoe [fecATUneTME CBOEro  CyLIECTBOBAHWA  KOMIMbIOTEPHbIE  CETW
MCMONb30BAINCH UCCNe0BATENAMW YHUBEPCUTETOB NS OOMEHa 3NeKTPOHHON MOYTO U
COTPYAHUKaMK KOMMaHUA [ COBMECTHOTO MCMO/b30BaHUA MNPUHTEPOB. Bompocs!
0e30MacHOCTM He MPWBIEKaNM MHOTO BHUMaHWA. OfHAKO Temepb, MUMINOHbI YeNoBeK
UCMOMb3YKT CeTU [ANA YMpasNeHWsi CBOMMM OGaHKOBCKMMM CyeTamu, MpuobpeTeHus
TOBAapOB 4epe3 WIHTEpPHET M MHOroe fpyroe. B gaHHOM acnekte npob6rema CeTeBOiA
6e30MacHOCTM CTaHOBUTCS CEPLE3HOM.

Pa3BMTME 1 LLMPOKOE PacrpoCTPaHeHNe KOMMbIOTEPHbIX CETEN NOB/EKNO 3a 06O
MPUB/EKATENbHOCTL  UX  UCMOMb30BAHUA  ANA  3M0YMbILLMIEHHNUKOB.  Be3omnacHoCTb
KOMMbIOTEPHON CeTU — 3TO 6e30MacHOCTb XPaHUMOI B Hell H(opMaLmp.

KomnbloTepHas ceTb MHCTPYMEHT 1 06MeHa MH(popmMauueid. Mpn cosgaHnn u
MCMO/b30BAHUM Pa3/IMYHBIX KOMMbIOTEPHBIX CETEel BO3HWMKAEeT PAL B3aWMOCBA3aHHbIX
npo6nem No 06ecreyeHNo 3ayTbl MHHOPMALIMKL, KOTOPas XPaHUTCA Ha KOMIMbOTepax
nonb3oBaTeNled WAM Ha CepBepax KOMMbOTEPHON ceTn. COBpPeMeHHble CeTeBble
OMepaLMoHHbIe  CUCTEMbl  MPEAOCTaBNAIT  PasNWyHble  BapuaHTbl  3aluTbl  OT
HeCaHKLOHMPOBAHHOTO [OCTyrna K CeTeBbIM pecypcaMm. YacTo LWTaTHbIX CPEeACTB Mo
3almMTe MH(OpMaLmMn BronHe [OCTaToO4HO. HO eciv Mbl TOBOPUM O  XOPOLLO
CNJaHWPOBaHHOW CEeTEBOI artake, TO LUTaTHble CpeAcTBa OyayT GeccunbHbl. CornacHo
CNOXMBLUENCA NPAKTUKE, 3N0YMbILLIEHHWK, KOTOPbIA 06N13JaeT AOCTaTOYHbIM OMbITOM B
06nacTn CeTeBOro M CUCTEMHOrO MNPOrpamMMUPOBAHNSA, 334aBLUMCh LIEMbI0, MOXET
MoNy4MTh JOCTYN K 3aLMLLIEHHBIM Pecypcam ceTu. Vicxoas 13 aToro BO3HUKAET Crnpoc Ha
CO3/jaH1e [JOMONHUTENbHBIX annapaTHbIX U MPOrpaMMHbIX CPEACTB AN 3aLWTbl CETEBbIX
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PECYpPCOB OT HECAHKLIMOHMPOBAHHOIO A0CTyNa. [Mpuyem 3Ty CPeACTBa He YHUBEPCAbHbIE,
OHW [OMKHbI HACTPaMBaTbCs COINACHO apXUTEKTYPE M MOTPEBHOCTAM  KOMMAHMMU.
Hanpumep, HeKOTOPbIM KOMMaHWsM GyfeT [OCTaTOYHO OTCMEXWBATb aTaku Mo
CE30HHOCTM, IPYrM 3TOrO ByeT Mano.

Bubnmorpaduyeckuii cnmcok
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2. Omgep B.I., Ompep H.A. KomnbtoTepHble cet. TpUHLMNBL,  TEXHONOTUN,
MPOTOKOMbI: YUeOHWK 415 By30B. 4-e 3. — CIM6.: Mutep, 2010. — 944 ¢.
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INFORMATION ASSET INVENTORY WEB APPLICATION

Rodica Bulai, Daria Stupina
Technical University of Moldova

Summary: This article informs about the concept and purpose of an information asset
inventory as a part of an information security management system. It also gives a representation of
an implemented application; which purpose is to automatize and ease asset inventory process.

Introduction

An Information Security Management System (ISMS) is a systematic approach
to the process of managing sensitive data at an organization. Commonly, it is based
on a set of security policies and procedures. The main purpose of an ISMS is to
minimize risk, limiting the impact of a security breach. Typically, an ISMS works with
technologies, data, processes and human resources in an organization. An ISMS
might be aimed to a particular data type, as customer data, business secret, employee
data. Or it might also be implemented in a comprehensive way that becomes part of
the company’s culture.

There exists a specification, also called standard, for creating an ISMS — 1SO 27001.
ISO 27001 does not mandate specific actions, but includes recommendations for
documentation, continual improvement, internal audits, corrective and preventive
actions. That specification focuses on the integrity, availability and confidentiality
provision. Inherent part of an ISMS process, according to 1SO 27001 is asset inventory.
Only knowing everything that has value to an organization it is possible to calculate and
minimize risks and ensure business continuity.

The concept of an asset inventory (also called asset register) is based on collecting
and classifying any object, person or information that is part of an organization with the
condition that it might be valuable for business. Manually the easiest way to register assets
is technique called “describe what you see”, which implies interviewing heads of each
department about listing that includes: any person at their department, any personal
computer, laptop or work station, any physical or digital files, any hardware or software,
any equipment they see.

According to ISO 27001 every asset has an owner — the person that is responsible
for asset protection and operates that asset. Without knowledge about who is responsible
for any kind of valuable information in an organization it’s basically impossible to ensure
security and information protection.

Application details

Asset Inventory Web Application is based on PHP, using MySQL database and
AJAX based template for the interface. The main menu is represented in the figure 1.
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Asset Management Admin
Q

@ Dashboard

& Employess

Figure 1 —Main menu

That software contains the most valuable information about any kind of assets in
the organization:
= name - name of the asset, that is used for an asset subsequently;
= type—describes the type of asset, for example: hardware, software, human etc.;
= state —describes current state of an asset, for example: in production, in use;
= provider —describes provider of an asset;
= classification — describes current classification type of an asset, for example:
critical, important, ordinary, not important;
= date of creation — contains creation date of an asset;
= date of last review — contains review date of an asset;
= relations between the assets — describes relations between assets, for
example: PC1 uses Printer HP5;
= level of confidentiality, integrity, availability — describes the level from 1 to 5,
= resource value — is based on the level of confidentiality, integrity, availability
and calculates automatic from1 to 10.
On the figure 2 is represented dashboard which allows users to see statistics about
the levels of availability, confidentiality and integrity of the assets, number of assets by
states, types and classification.
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Figure 2 - Dashboard

An administrator or system manager has access to create the new asset, name it,
choose the type and fill other fields as described above. On the figure 3 is shown a
diagram, which represents the main functions of an administrator.

Administrator
‘ Information Asset Inventory |

Add Asset Edit Asset Delete Asset Add User Edit User Delete User

Pick/add the

N Asset
AIMEFSSE Name User

Pick/add Asset Owners Set password
Pick/add Asset Users Set access

Pick/add Relations

Pick confidentiality level

Pick availability level

Pick integrity level

Figure 3 — Use case diagram for an administrator

Any part of the asset description might be modified by administrator, for example,
an administrator can insert, edit or remove new types, states, relation types and all other
fields. System manager is able to change only the limited number of fields or add an asset.

Application allows to choose the asset owners, as well as asset users, which can also
be modified by an administrator or manager. Asset owners and asset users are chosen
from the employee table, which might be filled by an administrator. On the figure 4 is
shown list of the assets.
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Asset Management Admin &~
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# Divisions Show 13 - entries Search

Bt Date of Date of
Name State Provider Classification creation review Confidentiality Intagrity Availability Resource Actions
- Type Value
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= States HP365  Hardware Inuse  Modcel  Critc 01Jan170 01Jan 3 3 3 9 (£edit %
1870 remove
= Types
Officc  Software  Intransit Microsoft  Crdinar 15FeD2018 17Feb 4 4 4 12 @edit %
€ Classifications 265 2018 remove

. HP5785 Hardware Inuss  Modcel  Ciitc 01Jan 1870 none 1 1 1 3 @edit x
remove

42 Assets Users
Showing 1 to 3 of 3 entries Provious - Next

= Reiations

= Reation Types

Figure 4 — List of the assets

There also exists an instrument, called ~Asset Explorer™ by Manage Engine, which
allows user to discover all the assets in the network, manage and monitor software and
hardware assets, manage the complete IT asset lifecycle, ensure software license
compliance, make informed decisions about hardware and software purchases
throughout the entire it life cycle, track purchase orders and contracts, know the total cost
of ownership of an asset.

Within the ‘Information Asset Register’ software system by Informu Solutions user can
establish a Business Classification Scheme, apply rules for retention periods, then tag the
information assets to this scheme, with retention policies inherited. These assets could be
applications and databases, electronic records, physical filing and backup tapes, computer
equipment and mobile devices, books and magazines, audio and video materials etc. It also has
the concept of asset collections that group together related sets of information.

Conclusion

On the first view, asset register seems to be a bureaucratic process, but in practice it
the powerful and indispensable instrument in risk evaluation and protection of an
organization.

As the plan for the future, Asset Inventory can wide to an Asset Inventory and Risk
Management Processes, which should include risk identification (additional threats and
vulnerabilities), analysis (impact and likelihood) and treatment part.
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NOTIFICAREA VULNERABILITATILOR

Rodica Bulai, Cucu Eugeniu, David Eugeniu
Universitatea Tehnica a Moldovei

Summary: This talk is about a new system that is about to be implemented by us. It will
be a new approach on vulnerability monitoring that will permit to reduce the amount of work for
IT professionals and will be a easy to use tool for everyone that is concerned about security of their
gadgets.

Introducere

Tinand cont de trendurile actuale, tot mai multe dispozitive devin ,smart” si devin
tot mai accesibile oamenilor de rand. Aceste dispozitive, avand necesitatea de a procesa
ceva informatie, vin cu sisteme de operare in care sunt ihscrise comenzile care urmeaza sa
le poatd indeplini, insd putine din ele sunt elaborate si optimizate pentru a oferi securitate
din start. Din acest motiv, apare necesitatea de a fi mereu la curent cu ultimele noutédti din
domeniul IT si in special apare necesitatea de a fi la curent cu amenintdrile si
vulnerabilitdtile noi apadrute.

Astfel, dacd pana la un moment, doar cei care erau nevoiti si impusi de responsa-
bilitatile de serviciu, analizau situatia la zi si erau la curent cu cele mai noi vulnerabilitati, aceas-
ta necesitate apare astazi si la utilizatorii de rand care utilizeaza lucruri ,smart” (10T).

Pentru aceasta vin in ajutor multe portaluri de noutati din lumea IT, multe baze de
cunostinte despre vulnerabilitati au RSS feed-uri care pot fi configurate, insa o astfel de
solutie presupune ca utilizatorul sa filtreze informatia. Din cantitatea de informatie
obtinuta, sa fie capabil s& depisteze doar acele amenintari care il afecteaza intr-o oarecare
masurd. Acest lucru fiind extrem de greu de realizat, multe din amenintdri avand diferiti
vectori de atac si realizdndu-se prin diferite metode, utilizand vulnerabilitdti ale
aplicatiilor, serviciilor, sistemelor de operare sau a componentelor hardware.

Tn lumea IT mereu a fost si va rémane actuald necesitatea de a fi la curent cu toate
noutatile tehnologice, iar pentru ofiterii de securitate, administratorii de retea,
administratorii de sistem si alte persoane responsabile de administrarea echipamentelor,
este critic de a cunoaste care pot fi amenintarile si prin ce vulnerabilitdti acestea se pot
realiza. Tn ajutor vin scanerele de vulnerabilitati, Tnsi acestea consuma foarte multe
resurse, necesitd configurare si actualizare manuald, plus la rularea unei scanari, acestea
consuma foarte mult trafic si adaugad un ,stres” mare pe echipamentele verificate. Din
acest motiv scanerele de vulnerabilitéti sunt setate de a rula la o perioada stabilitd pentru a
nu ntrerupe activitatea afacerii. Astfel scanerele de vulnerabilitati sunt o masurd de
control, insd nu este suficientd, raufacatorii fiind mereu in cautarea noilor vulnerabilitati,
iar in lumea IT daca nu mergi in pas cu raufacatorii, devii victima.

Sistem de notificare a vulnerabilitatilor

Un sistem de notificare a vulnerabilitdtilor vine sd rezolve unele probleme
discutate mai sus, si anume:

= Realizeaza filtrarea informatiei pentru utilizatori.
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Dispune de un scaner, care ruleaza la initierea sistemului, si care depisteaza
echipamentele, sistemele de operare, serviciile si aplicatiile utilizate de cétre
detindtor. Totodatd, utilizatorul poate introduce manual ceea ce nu a putut
depista scanerul. Astfel, sistemul detindnd informatii despre resursele
informationale ale utilizatorului, poate notifica utilizatorul doar despre
amenintarile la care sunt supuse resursele sale. Aceasta permite micsorarea
semnificativd a volumului de lucru oderind un mare avantaj nu doar persoanelor
entuziasmate de lumea tehnologiilor moderne, ci si administratorilor de sisteme.
Notificarea contine nu doar date despre vulnerabilitatea nou aparuta, ci si
recomandari de remediere a acesteia. Acest lucru, permite iarasi micsorarea
volumul de lucru care urmeaza s fie realizat de administratorii de sisteme, cét
si asistarea persoanelor cu cunostinte mai reduse in domeniul securitatii
informationale.

Sistemul oferd posibilitatea de a genera rapoarte, ceea ce poate fi util pentru
utilizatori de rand si foarte util pentru administratori de sisteme. Rapoartele
fiind personalizabile, ofera posibilitatea de a selecta ce informatii sa fie incluse
si in ce format generate.

Sistemul utilizeazd cele mai cunoscute si avansate baze de cunostinte cu
vulnerabilitati: Exploit Database (exploit-db), National Vulnerability Database
(NVD), CVESecurity Vulnerability Database si Rapid7 Vulnerability Database.
Aceste baze de cunostinte detin informatii despre vulnerabilitati deja existente si
sunt actualizate regulat cu noi vulnerabilitati, datorita cooperarii cu echipe de
cercetare din domeniul securitatii informationale.

Datoritd faptului cd sistemul nu are necesitatea de a scana permanent reteaua
pentru depistarea vulnerabilitatilor, acesta nu consuma resurse, iar
posibilitatea de a introduce manual date despre resurse informationale ofera
flexibilitate Tnaltd de intretinere si actualizare.

Sistemul contine o aplicatie client prin care utilizatorii pot configura notificdrile si
un API prin care sistemul poate fi integrat cu alte solutii proprii. Notificdrile despre
vulnerabilitdti pot fi primite Tn cadrul aplicatiei client sau sa fie expediate pe adresa de
email a utilizatorului, figura 1.

User

Monitor Resource Vulnerabilities

Get notifications via Email Schedule Reports

Figura 1 —Diagrama generala de caz utilizare
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Aplicatia este proiectatd pentru a fi simpla in utilizare atat de profesionalisti din
domeniul IT, cét si de utilizatorii de rand, iar API-ul poate fi de mare folos pentru
intreprinderile care doresc sa dezvolte propriile solutii sau doresc sa integreze solutia data
cu alte proiecte.

Aplicatia client poate fi utilizatd pe mai multe platforme cur ar fi: platforma mobila
(Android, iOS), platforma desktop (Mac, Linux, Windows), sau pe platforma web. Acest
lucru este posibil prin API GATEWAY care serveste ca punct unic de intrare in aplicatie si
care comunica la fel cu toate platformele utilizdnd un API specific pentru fiecare din
platforme, figura 2.

CLIENT
SCRATERDE BAZA DE DATE
i VULNERABILITATI ALEARCICATIILOR
i SI UTILIZATORILOR
e e— —
PUNCT ]
UNIC DE —
‘ — |INTRARE |
—
Stocheaza si J Stocheaza si

( sustrage aplicatiile sustrage
utilizatorilor si vulnerabilitatile
A CTAP utilizatorii

SPECIFIC
PENTRU
CLIENT

BAZA DE DATE DE
VULNERABILITATI
e
Xt
e

Cere
vulnerabilitati

noi
PLANIFICATOR DE
Cauta aplicatiile i VULNERABILITATI

utilizatorilor care

au vulnerabilitati

H Creeaza si CANAL DE
[ \:\M”Sim“e notificari NOTIFICARI

Asteptare notificari

API
GATEWAY

Figura 2 — Diagrama comportamentald a sistemului

Conform figurii 2 se poate de observat ca in calitate de CLIENT poate fi utilizat
orice dispozitiv pe orice platforma, client-ul comunicand cu AP GATEWAY utilizand un
API specific pentru fiecare platforma.

Clientul ce comunicd cu API-ul poate inregistra aplicatiile sale Tn BAZA DE DATE
DE APLICATII SI UTILIZATORI, dupa care primeste o cheie unicd pentru CANALUL
DE NOTIFICARI de unde va primi notificarile.

La aceasta etapa actiunile utilizatorului se incheie, si urmeaza partea de procesare a
vulerabilitatilor de servicii PLANIFICATOR DE VULENERABILITATI si SCRAPER
DE VULNERABILITATI, care gasind vulnerabilititi noi le stocheazd in BAZA DE
DATE DE VULNERABILITATI, apoi gasind aplicatiile vulnerabile costruieste notificari
si le transmite Tn canalul de notificari.

Cu toate cd pe piatd deja existd unele solutii care oferd notificari despre
vulnerabilitéti, acestea vin in formd de noutdti sdptdmanale sau la intervale stabilite de
utilizator. De asemenea, informatia expediata de aceste solutii nu poate fi filtrata usor. De
exemplu, US-CERT Alarms nu oferd nici un criteriu de filtrare, informatia primita de
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utilizator, cuprinde toate vulnerabilitatile noi aparute pe perioada stabilita. O alta solutie
existentd, CVE Details Vulnerability Feeds & Widgets, oferd niste criterii de filtrare a
informatiei, Tnsd aceasta se limiteaza la tipurile de vulnerabilitati si nu sa platforme,
sisteme de operare sau servicii. lar solutia Secunia, este una cu functional mai vast, pe
l&nga notificdri, oferind suport tehnic si consultatii si este o solutie contra plata orientata
spre specialistii in domeniul securitdtii informatiei si infrastructuri ale companiilor IT.

Concluzii

Solutia dezvoltata si descrisa in acest articol vine ca un instrument potrivit pentru a
asigura securitatea echipamentelor att personale, pentru utilizatori de rand, cét si
infrastructuri 1T din cadrul intreprinderilor. Functionalitdtile oferite de sistem asigura
notificarea in cel mai scurt timp despre noile amenintari, ceea ce poate fi critic in unele situatii.

Tot odatd, acest instrument nu consuma resurse si nu impiedica In nici un fel
activitatile echipamentelor IT. Datorita faptului ca utilizatorul introduce n sistem
denumirea echipamentelor/aplicatiilor/SO-urilor detinute si versiunile acestora, solutia
filtreazd informatia care urmeaza sd fie expediatd, ceea ce usureaza substantial lucrul cu
sistemul dat.

Sistemul oferd un API care permite incorporarea functionalului in alte aplicatii sau
sisteme, acest lucru fiind un mare avantaj pentru companiile care au nevoie sa modifice
sau sa adauge ceva componente, care sa corespunda necesitatilor acestora.
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