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Studiul examineaza problemele ce tin de
utilizarea tehnologiilor informationale in sfera
organizatiilor financiare. In plus, autorii exami-
neaza sursele riscurilor de securitate cibernetica
in aceste organizatii si mecanismele de influen-
tare a consecintelor manifestarii lor asupra
principalelor riscuri financiare.

Drept rezultat al cercetarii efectuate, auto-
rii au citat domenii-cheie de activitate, care
vizeazd reducerea riscurilor de securitate ciber-
netica si care sunt legate de elaborarea si crea-
rea controlului intern, si utilizarea instrumentelor
de securitate internd, cum ar fi utilizarea instru-
mentelor fizice de protectie a informatiilor, instru-
mentelor electronice de bazd pentru protectia
informatiilor si utilizarea criptarii datelor in
timpul transmiterii informatiilor in format elec-
tronic (protectie end-to-end), precum si alte
metode de minimizare a riscurilor.
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mijloace de asigurare a securitatii interne.
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Introducere

Actualitatea temei. Informatia constituie
componenta importantd a vietii socio-economice,
prin intermediul careia se acumuleaza toate tipurile
de resurse, chiar si resursele financiare, repre-
zentand, de fapt, fundamentul si motivatia, pe care
este constituiti societatea. In aceasti ordine de
idei, protejarea informatiei reprezintd una din cele
mai importante sarcini pentru institutiile financiare.
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The study addresses issues related to the
use of information technology in the field of
financial organizations. In addition, the authors
considered the sources of cybersecurity risks in
these organizations and the mechanisms of the
impact of their consequences on the main
financial risks.

As a result of the study, the authors cited
key activities aimed at reducing cybersecurity
risks and related to the development and creation
of internal controls and the use of internal
security tools, such as the use of physical infor-
mation protection tools, basic electronic infor-
mation protection tools, the use of data encryp-
tion during transmission information in electronic
format (end-to-end protection), as well as other
methods to minimize risks.
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Introduction

Topicality of the theme. Information is an
important component of the socio-economic life,
through which all types of resources are accumu-
lated, even financial resources, representing in
fact the foundation and motivation, on which the
society is constituted. In this sense, protecting
information is one of the most important tasks for
financial institutions.

Purpose of the research. Illustration of the
nature of cyber security risks of the financial insti-

“ Lucrarea a fost prezentata in cadrul Conferintei Stiintifico-Practice Internationale ,,Controlul intern in cadrul institutiilor
financiare in contextul noului cadru de reglementare si al provocarilor tehnologice”, 22-23 martie 2019/ The paper was
presented at the International Scientific and Practical Conference “Internal Control in Financial Institutions in the Context of
the new Regulatory Framework and Technology Challenges”, 22-23 March 2019.
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Scopul cercetarii consta in ilustrarea naturii
riscurilor de securitate cibernetica ale institutiilor
financiare, prezentarea metodelor posibile de
eliminare a acestora, precum si formularea unor
aprecieri si concluzii referitoare la tema data.

Sarcinile cercetdrii rezidd in fundamentarea
esentei notiunii de risc de securitate cibernetica,
evidentierea surselor riscurilor de securitate ciberne-
tica in organizatiile financiare, precum si mecanis-
melor de influentare a consecintelor manifestarii lor
asupra principalelor riscuri financiare.

Obiectul investigat. Obiectul de cercetare, in
cadrul studiului, 11 constituie riscul de securitate
cibernetica examinat in parte pe tipuri ale acestuia.

Noutatea stiintifica constd in sistematiza-
rea aspectelor teoretice si practice in ceea ce
priveste riscurile de securitate cibernetica in orga-
nizatiile financiare.

Baza informationald. Ca surse de infor-
matii servesc bazele de date din Internet, precum
si alte surse electronice ce relateaza subiectul
supus cercetarii.

Metode aplicate

In vederea elaboririi prezentului studiu, s-a
recurs la diverse metode, precum: studierea lite-
raturii domeniului de cercetare, numeroaselor
surse de informare (dintre cele mai cunoscute
fiind constatarile expertilor si studiile de specia-
litate), procedeelor si instrumentelor de cunoas-
tere stiintificd a proceselor economice, precum
analiza logica si comparativa.

Rezultate obtinute si discutii

1. Neglijarea securitatii cibernetice ca
risc care necesitd atentie speciala

Existd numeroase mecanisme de gestionare
a sistemului intern de securitate cibernetica, ce se
raporteaza la elaborarea si crearea de mijloace de
control asupra instrumentelor de asigurare a
securitatii.

In anii urmitori, existd probabilitatea ca
gestionarea riscului iIn domeniul securitatii ciber-
netice sd necesite o schimbare radicald in acti-
vitatile institutiilor financiare, astfel incat acestea
sd se simta protejate.

Cybersecuritatea reprezintd un set de instru-
mente: strategii, principii de asigurare a securi-
tatii, garantii de securitate, abordari de gestionare
a riscurilor, instruire profesionalda, experienta
practica, asigurdri si tehnologii, care pot fi utili-
zate pentru protejarea sferei cibernetice, resurse-
lor organizatiei si ale utilizatorilor. Resursele
organizatiei si ale utilizatorilor includ dispozitive
informatice conectate, personal, infrastructura,
aplicatii, servicii, sisteme de telecomunicatii si
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tutions, as well as presentation of possible methods
of eliminating them, formulation of appraisals and
conclusions regarding the given topic.

Tasks of research. Foundation of the con-
cept essence of cyber security risk, highlighting
the sources of cyber security risks in financial
organizations and mechanisms to influence the
consequences of their manifestation on the main
financial risks.

Object of investigation. The research ob-
ject in the study is the risk of cyber security
examined in part by its types.

Scientific novelty consists in systematizing
the theoretical and practical aspects regarding
cyber security risks in financial organizations.

Information base. As sources of information
serve the Internet database, as well as other elec-
tronic sources that report the investigated subject.

Structure of the work. The paper is com-
posed of the introduction, the basic chapter with
three sub-chapters, conclusions and bibliography.

Applied methods

In order to elaborate the present study,
various methods were used, such as: studying the
literature in the research field; numerous sources
of information, the most known being the fin-
dings of experts and specialized studies; the
procedures and tools for scientific knowledge of
economic processes, such as logical and com-
parative analysis.

Obtained results and discussions

1. Neglect of cybersecurity as a risk re-
quiring special attention

There are many mechanisms for managing
the internal cybersecurity system aimed at deve-
loping and building security controls.

In the coming years, cybersecurity risk
management is likely to require a radical change
in the activities of financial institutions in order to
make them feel secure.

Cybersecurity is a set of tools, strategies,
principles of security, security guarantees, risk
management approaches, training, practical expe-
rience, insurance and technologies that can be
used to protect the cybersphere, organization and
user resources. Organization and user’s resources
include connected computing devices, personnel,
infrastructure, applications, services, telecommu-
nication systems, and the entire set of transmitted
and / or stored information in the cybersphere [1].

To meet the needs of financial institutions
and improve intrastructural communication, on-
line solutions are increasingly integrated into
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intregul set de informatii transmise si/sau stocate
in sfera cibernetica [1].

Pentru a raspunde cerintelor din cadrul
activitatii institutiilor financiare si a creste efi-
cienta comunicdrii intra-structurale, solutiile on-
line sunt, din ce In ce mai des, integrate in retelele
interne ale institutiei, ceea ce, desigur, creeaza un
grad suplimentar de comoditate de utilizare, dar
implica o serie de vulnerabilitati pentru cyber-cri-
minali. Acest lucru este confirmat de numeroase
studii efectuate la nivel mondial in domeniul
securitatii informatiilor, inclusiv un studiu realizat
de Echipa de Management a Centrului National
de Raspuns la Incidente de Securitate Cibernetica
in Domeniul Protejarii Sistemelor de Control
Industrial al Statelor Unite (ICS-CERT). Aproape
toate instalatiile de infrastructura critica sunt
expuse riscului.

Exista doua tipuri principale de amenin-
tari la adresa securitatii informatiilor:

1. Incilcarea neintentionata (accidental):

e defectiuni ale sistemului de securitate;
o dezastre naturale;
o defectiuni ale echipamentului;
o factorul uman.
2. Incilcarea intentionata:
e angajati nemultumiti;
e spionaj industrial;
hackeri;
e virusi si viermi,
o terorism.

2. Eliminarea amenintarii crescinde

Pentru a depasi amenintérile, multe depar-
tamente, organizatii non-profit si state, in decur-
sul anilor, au dezvoltat diferite standarde. Exista
standarde elaborate pentru o tara, tindnd cont de
specificul acesteia si care se aplicd numai pe
teritoriul tarii respective, dar existd si standarde
care sunt aplicate peste tot Tn lume. Standardele
respective oferd indrumari privind dezvoltarea
strategiilor de aparare aprofundata (defence-in-
depth) pentru organizatiile care utilizeaza compo-
nente de control financiar intern gi contin infor-
matii despre configurare sigurd, cele mai bune
practici, politici de securitate, arhitectura de retea
si proceduri de operare sigure.

Masurile prioritare pentru combaterea ame-
nintarilor cibernetice se raporteaza la partea teh-
nicd a problemei si reprezintd investitii Tn masuri
de securitate, cum ar fi firewall-urile, antivirusii si
alte solutii hardware-software pentru detectarea si
prevenirea intruziunilor. Cu toate acestea, existd o
opinie, care denota ca aceasta problema nu poate fi
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the internal networks of institutions, which, of
course, create additional usability, but entail a
number of vulnerabilities to cybercriminals. This
is confirmed by many global researches in the
field of information security, including research
conducted by the US Industrial Control Systems
Computer Emergency Response Team (ICS-
CERT). Almost all critical infrastructure facilities
are under threat.

There are two main types of information
security threats:

1. Unintentional (accidental) violation:

e Malfunctions of security systems;
o Natural disasters;
e Equipment failures;
e Human factor.
2. Premeditated (intentional) violation:
o Dissatisfied employees;
e Industrial espionage;
e Hackers;
e Viruses and worms;
e Terrorism.

2. Eliminating the increasing threat

To overcome the threats, many depart-
ments, non-profit organizations and states have
been developing various standards for several
years. There are standards developed for one
country, taking into account its specificity, and
acting only on the territory of this country, but
there are also standards that are applied every-
where in the world. These standards are guide-
lines for developing “defence-in-depth” strategies
for organizations that use internal financial
control components. These standards provide
information on secure configuration, best practi-
ces, security policy, secure network architecture,
and secure operating procedures.

Priority measures to counter cyber threats
are focused on the technical side of the problem
and represent investments in such security
measures as firewalls, antiviruses and other
software and hardware solutions for intrusion
detection. However, there is an opinion that this
problem cannot be solved only at the technical
and operational level, as it has now become clear
that many of the above-mentioned technical
solutions are ineffective or they are not enough
when they are not integrated with redundancy
solutions. The magnitude of the security problem
can lead to stupor, but this can be avoided. In
reality, there are answers, and they are based on
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rezolvata doar la nivel tehnic si operational,
deoarece, in prezent, a devenit clar ca multe dintre
solutiile tehnice, mentionate anterior, sunt inefi-
ciente sau insuficiente, atunci cand nu sunt inte-
grate cu solutii de rezerva. Exagerarea problemei
de asigurare a securitatii poate duce la stupoare,
dar acest lucru poate fi evitat. In realitate, existi
raspunsuri si ele se bazeaza pe tehnologii, dar
tehnologia este doar un instrument. Managementul
este, in cele din urma, la indemana oamenilor.
Acest lucru inseamna ca, pentru cea mai eficienta
aparare impotriva atacurilor cibernetice, o cultura
de securitate trebuie sd se situeze la acelagi nivel
ridicat ca si instrumentele de securitate.

Standardele prezuma importanta a trei fac-
tori, precum procesul in sine, tehnologiile si
oamenii. Securitatea sistemului depinde de toti
acesti factori combinati:

Personalul:

Cat de strict angajatii executa procesele?

Procesul:

Care este procedura de implementare, ope-
rare si intretinere a solutiei?

Tehnologiile:

Ce functionalitate tehnicé este incorporata
in solutia de automatizare?

Acesti trei factori principali joacd un rol
important in domeniul securitatii interne a orica-
rei institutii financiare.

Fiecare sector are propriile probleme si
amenintari, iar standardele au, de asemenea, pro-
priile lor caracteristici. De exemplu, standardul
NERC CIP (Asigurarea securitdtii sistemelor
informationale din domeniul Alimentarii cu Ener-
gie Electricd a Statelor Americii de Nord impo-
triva atacurilor cibernetice) este aplicat in sectorul
energetic. Unele standarde se aplica la nivel mon-
dial, cum ar fi IEC 62443 (Security for Industrial
Automation and Control Systems).

3. Vulnerabilititi comune si metode de atac

O justificare rapida a motivelor, pentru care
operatorii de infrastructurd cibernetica (sau
infrastructurile institutiilor financiare) ar trebui sa
acorde mai multa atentie problemei durabilitatii,
poate fi facuta, daca sunt luate in considerare cele
mai cunoscute vulnerabilititi si metode de atacuri
cibernetice, care pot afecta negativ functionarea
continud a sistemelor cibernetice (si activitatea
serviciilor dependente de aceste sisteme) [2].

Printre cele mai frecvente vulnerabili-
tati, pot fi identificate urmatoarele:

e Vulnerabilitatile inerente software-ului/
hardware-ului (defecte de proiectare);
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technology. But technology is only a tool. Gover-
nance is ultimately in the hands of the people.
This means that for the most effective protection
against cyber-attacks, a safety culture must be at
the same high level as security.

Standards emphasize the importance of
three factors: process, technology and people.
System security depends on all these factors
combined:

Staff

How strictly do employees perform pro-
cesses?

Process

What is the procedure for implementing,
operating and maintaining the solution?

Technologies

What technical functionality is
porated in the automation solution?

These 3 main factors play a direct role in
the internal security sphere of any financial insti-
tution.

Each sector has its own problems and
threats, and standards also have their own spe-
cifics. For example, the NERC CIP (Protection of
the Critical Infrastructure of the North American
States for Reliable Power Supply) standard is
applied in the energy sector. Some standards are
applied throughout the world, such as IEC 62443.

3. Common vulnerabilities and attack
techniques

Quickly justify the reasons why operators
of cyber infrastructure (or infrastructure of
financial institutions) should pay more attention
to the issue of sustainability can be taken into
account if we take into account most of the well-
known vulnerabilities and methods of cyber-
attacks that can adversely affect the continuous
operation of cyber systems services) [2].

Among the most frequently occurring
vulnerabilities can be identified such as:

o Inherent software/ hardware vulnerabilities

(design flaws);

o Lack of (physical and logical) protection
measures;

o “Vulnerabilities of Zero Day”;

e Incorrect configuration/ incompatibility of
system components;

incur-
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o Lipsa masurilor de protectie (fizice si logice);

e, Vulnerabilititile de Zero Day”;

e Configurarea incorectd/ incompatibilitatea
componentelor sistemului;

e Lipsa actualizarilor sau testarea inadecvata
a actualizarilor inainte de implementare;

o Pregitirea insuficientd a administratorilor
de sistem;

e Calificarile inadecvate ale utilizatorilor;

e Invechirea fizica a infrastructurii sau a unor
parti ale sistemelor;

o Subestimarea riscurilor rezultate din vulne-
rabilitatea fizicad a instalatiilor, in care se
afld componentele sistemului cibernetic (de
exemplu, expunerea la inundatii, activitati
daunatoare etc.).

Principalele tipuri de atacuri cibernetice
includ:

o Refuzul distribuit al serviciului (DDoS);

¢ Intruziuni in retea;

o Software malitios, cal troian (trojan horse),
backdoor;

e Atacuri asupra anumitor utilizatori (admi-
nistratori-operatori in pozitiile principale);

e Atacuri asupra anumitor echipamente/
dispozitive (de exemplu, controlere logice
programabile — PLC);

¢ Distrugerea completd sau partiala a siste-
melor (generate de incendii, explozii etc.);

e Ingineria sociala;

e Insiderii.

Infractorii, de obicei, aleg organizatiile
financiare cel mai putin informate si nepregatite
din punct de vedere tehnic, care nu sunt in masura
sa reziste atacurilor hackerilor ca victime.

Tn majoritatea cazurilor, acest lucru nu nece-
sitd nicio spargere tehnicd. Metodele functioneaza
la nivelul psihologiei. Anumite trucuri permit afla-
rea informatiilor pentru accesarea sistemelor
financiare, pur si simplu, aranjand corect intrebari
si, eventual, falsificind (fard a sparge) o scrisoare
de la o banca sau pagina unui site web, creand o
copie a site-ului web cu modificarea unuia sau a
mai multor caractere din numele domeniului.
Acesta este phishing-ul clasic.

Tn acelasi timp, institutiile financiare nu fac
decat s obtina informatii din mediul public despre
succesul hackerilor, deoarece acesta, Thtotdeauna,
constd in esecuri bancare, cu posibile riscuri
suplimentare de reducere a loialitatii clientilor,
ceea ce se soldeaza cu pierderi financiare.

infractiunilor digitale de tip phishing poate fi me-
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o No updates or inadequate testing of upda-
tes before deployment;

o Insufficient training of system administra-
tors;

e Insufficient user skills;

o Obsolescence of infrastructure or parts of
systems;

o Underestimation of risks resulting from the
physical vulnerability of objects in which
cyber-system components are located (for
example, susceptibility to flooding, mali-
cious actions, etc.).

Among main types of cyber-attacks
there can be identified:

o Distributed Denial of Service (DDoS);

e Network intrusion;

¢ Malicious software, Trojan horses, back-
doors;

e Attacks on certain users (administrators —
operators on the main positions);

o Attacks on certain equipment / devices (for
example, programmable logic controllers —
PLC);

e Complete or partial destruction of systems
(due to, for example, fire, explosion, etc.);

e Social engineering;

o Insiders.

Scammers usually choose the least infor-
med and technically unprepared financial institu-
tions that are unable to resist hacker attacks.

In most cases, this does not require any
technical hacking. Methods work at the level of
psychology. Certain techniques allow you to find
out information for accessing financial systems
by simply arranging the questions correctly and,
possibly, forging (not cracking) a letter from the
bank or a website page, creating a copy of the
website with a change in one or several characters
in the domain name. This is classic phishing.

At the same time, financial organizations
only as a last resort publicly announce the suc-
cesses of hackers, since these are always failures
of banks with possible further risks of reducing
customer loyalty, which leads to financial losses.

You can fight banal phishing by either
using new authentication methods: not just
through the username/password, but, for example,
through the application of biometrics charac-
teristics, when a client, even a misleading one,
will not be able to transfer the “access code” to
the attacker, because his face, fingerprints, voice
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toda de autentificare, nu doar prin nume de
utilizator/ parola, dar, de exemplu, prin aplicarea
caracteristicilor biometrica, cind un client, chiar
cel indus n eroare, nu poate transmite ,,codul de
acces” atacatorului, deoarece fata, amprentele
degetelor, vocea etc. reprezinta codul Iui de acces.
Al doilea mod de a lupta impotriva tentativelor de
asemenea fraude consta in cresterea gradului de
instruire a angajatilor In domeniul securitatii
informationale.

4. Abordarea orientatid spre stabilitate
si durabilitate

Experienta ultimilor ani si a evenimentelor
recente a relevat probabilitatea ca masurile de
protectie sd esueze in cele din urma. Din acest
motiv si avand in vedere ci masurile de protectie
pentru infrastructurile critice pot fi evitate cu
usurintd, toti actorii implicati In asigurarea secu-
ritatii unei astfel de infrastructuri delicate si vitale
ar trebui sd acorde mai multa atentie durabilitatii
infrastructurii critice.

O politica de durabilitate a cybersis-
temelor creatd de la zero, ar trebui si se bazeze
pe patru linii de apdrare:

1. Prima linie de aparare se raporteaza la
nivelul tehnic si fizic. Elementele traditionale de
securitate intranet, cum ar fi firewall-urile, sis-
temele de prevenire a intruziunilor si protectia
antivirus sunt raspandite si pe larg utilizate in
combaterea amenintarilor cunoscute, dar insufi-
ciente. Aceste elemente traditionale ale manage-
mentului Securitatii retelei, adesea, constituie
baza combaterii amenintarilor cibernetice esen-
tiale si sunt de naturd preventiva.

2. A doua linie de apdrare se referd la
nivelul personal. Rezilienta personald este una
dintre cele mai importante componente ale dura-
bilitatii sistemului [3].

3. A treia linie de aparare priveste nivelul
organizational. Izolarea componentelor individuale
ale sistemului cibernetic faciliteazd detectarea
amenintarilor si distrugerea prompta a acestora.

4. A patra linie de aparare constd in dez-
voltarea cooperdrii si a parteneriatului intre dife-
riti actori. In Europa, Parteneriatul public-privat
european pentru imbundtitirea sustenabilitatii
(EP3R) a fost creat pentru a dezvolta o initiativa
politica de protejare a infrastructurii informa-
tionale critice, adoptatd de Comisia Europeana la
30 martie 2009. Obiectivele EP3R sunt: sustine-
rea procesului de schimb de informatii, acumu-
larea de bune practici in domeniul politicii si
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become his access code. The second way to fight
is to increase employee literacy in the field of
information security.

4. Stability and sustainability approach

The experience of past years and recent
events has revealed the likelihood of protection
measures eventually failing. For this reason, and
given that protection measures for critical infra-
structures can be easily circumvented, all sta-
keholders involved in ensuring the security of
such sensitive and vital infrastructure facilities
need to pay more attention to the sustainability of
critical infrastructure.

The cyber resilience policy created from
scratch should be based on four lines of defense:

1.The first line of defence is at the
technical and physical level. Traditional intranet
security controls such as firewalls, intrusion pre-
vention systems, and antivirus protection are
widespread and sufficient to counter known
threats, but not sufficient. These traditional ele-
ments of network security controls are often the
basis for countering basic cyber threats and are
preventive in nature.

2. The second line of defence is on a per-
sonal level. Personal resilience is an essential
component of system resilience [3].

3. The third line of defence is at the
organizational level. Isolation of individual com-
ponents of the cyber system facilitates the identi-
fication of threats and their rapid destruction.

4. The fourth line of defence is the deve-
lopment of cooperation and partnership between
various stakeholders. In Europe, the European
Public-Private Partnership for Sustainability
(EP3R) was created to develop a policy initiative
to protect the critical information infrastructure
adopted by the European Commission on March
30, 2009. The objectives of the EP3R are: main-
taining information sharing, accumulating best
practices in politics and industry, developing a
common understanding, discussing priorities,
objectives and measures of public policy,
increasing coherence and coordination of safety
and sustainability policies in Europe, identifying
good basic practices their adoption for safety and
sustainability [4].

The main sources of infection of computers
in the technological infrastructure of organiza-
tions are the Internet, removable media and e-
mail. Despite the common opinion about the
isolation of the technological network, it is the
Internet that has become the main source of
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industriei, dezvoltarea unei intelegeri comune,
discutia prioritatilor, obiectivelor si masurilor
politicii publice, imbundtatirea coerentei si coor-
donarii politicilor de securitate si sustenabilitate
in Europa, identificarea bunelor practici de baza
si promovarea adoptdrii lor pentru a garanta
siguranta si sustenabilitatea [4].

Principalele surse de contaminare compu-
terizatd a infrastructurii tehnologice a organiza-
tillor sunt internetul, suporturile amovibile si
posta electronicd. In ciuda opiniei frecvente
despre izolarea retelei tehnologice, anume Inter-
netul, Tn ultimii ani, a devenit principala sursa de
contaminare a calculatoarelor in infrastructura
tehnologica a organizatiilor [5].

Existd o opinic despre necesitatea intro-
ducerii unei baze de date interbancare comune
privind riscurile operationale. Astfel, fiecare banca
inregistreaza orice incidente operationale — de la
scurgeri de informatii pana la jaful unui bancomat.
Dupéd aceea, organizatia financiard, intotdeauna,
efectueaza unele ajustari in activitatea sa, schimba
procesele de afaceri. Béancile mici au mai putind
experientd, mai putine incidente, dar riscurile lor,
din cauza lipsei de informatii, sunt mai mari. Pentru
aceasta, este necesar si se creeze un sistem care sa
permita schimbul online al acestor informatii. in
timpul schimbului, datele personale ale bancii,
clientilor sau angajatilor sdi nu sunt dezvaluite.
Prima sarcina a acestei baze o reprezinta primirea la
timp a informatiilor (ceea ce este foarte important
pentru atacurile cibernetice). Tn al doilea rand, baza
de date poate deveni un instrument analitic pentru
bancile mijlocii si mici. Acestea vor putea obtine
intreaga imagine a incidentelor operationale din tara
si vor constata cum au fost rezolvate problemele in
alte institutii bancare, inlaturand prompt si adecvat
dificultatile.

Concluzii

Sarcina de a asigura securitatea cibernetica
a sistemelor institutiilor financiare este destul de
complexa si nu toate aspectele acesteia au fost
acoperite Tn cadrul acestui articol. Cu toate
acestea, respectarea cerintelor standardelor inter-
nationale de securitate si utilizarea instrumentelor
certificate international reduc semnificativ proba-
bilitatea de atacuri cibernetice de succes si con-
secintele negative asupra sistemelor cibernetice.

Factorii-cheie 1in asigurarea securitatii
cibernetice, Tn prezent, sunt depistarea rapida a
amenintarilor, prevenirea raspandirii acestora si
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infection of computers in the technological infra-
structure of organizations in recent years [5].

There is an opinion about the need to
implement a common interbank database on ope-
rational risks. Thus, each bank records any ope-
rational incidents — from information leakage to
ATM robbery. After that, the financial organi-
zation always makes some adjustments in its
work, changes business processes. Small banks
have less experience, fewer incidents, but their
risks due to lack of information are greater. To do
this, you need to create a system that allows
online to share this information. When exchan-
ging, personal data of the bank, its clients or
employees are not disclosed. The first task of this
database is to receive information in a timely
manner (which is very important in case of cyber-
attacks). Secondly, the database can become an
analytical tool for an average and small bank.
They will be able to get the whole picture of
operational incidents in the country and see how
problems were solved in other banking insti-
tutions, timely and adequately responding to the
difficulties encountered.

Conclusions

The task of ensuring the cybersecurity of
financial institutions is quite complex, and not all
of its aspects were covered in this article. Howe-
ver, adherence to the requirements of interna-
tional security standards and the use of inter-
nationally certified tools significantly reduce the
likelihood of successful cyber-attacks and their
negative consequences for cyber systems..

The key factors for ensuring cybersecurity
now are the rapid detection of threats, the
prevention of their spread and the minimization
of negative consequences, rather than the con-
struction of the “Maginot Line” of cyber-systems,
because technologies are constantly evolving and
out-dated protection methods become useless.

There are no precedents in the world yet,
when a single system would be able to protect all
information resources, even highly specialized
ones. Cyber security is always a complex of
measures; therefore it is hardly possible to speak
about building some kind of centralized security
system. Rather, we need a unified approach, com-
pliance with a number of standards at all levels,
starting from the state, then through the com-
mercial sector directly for users [6].
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minimizarea consecintelor negative, mai degraba
decét construirea unei ,,linii Maginot” de sisteme
cibernetice, deoarece tehnologiile sunt in conti-
nud evolutie si metodele de protectie depasite
devin inutile.

gur sistem ar fi capabil sa protejeze toate resursele
informationale, chiar si cele extrem de specializate.
Securitatea cibernetica, intotdeauna, reprezintd un
set de masuri, astfel, incat nu este posibil sa vor-
bim despre construirea unui tip de sistem de
securitate centralizat. Mai degraba, este necesara o
abordare unificatd, respectarea unui numér de
standarde la toate nivelurile, de la stat, apoi prin
sectorul comercial direct catre utilizatori [6].

Lo

Nu exista precedente in lume, cand un sin-
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