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INFORMATION SECURITY IN CLOUD COMPUTING:
CHALLENGES, THREATS AND RECOMMENDATIONS

Assoc. Prof. Veselin POPOV, Ph. D.,,
Assoc. Prof. Agop Sarkisyan, Ph. D.
Tsenov, Academy of Economics, Svishtov, Bulgaria

The main aim of this report is to investigate the threats to information security of cloud computing.

To achieve this goal, a survey of publications related to the security in the cloud is held. A classification of
the most important security threats in the usage of cloud is done and recommendations to avoid them are
made. The problems of security in the private cloud are examined, as one of the trends of development of
this treatment in the large and medium-sized companies.

Keywords: cloud computing, information security, threats, private cloud

1. Cloud computing and trends in its use

The evolutionary development of technologies for processing and storage of data

has led to the emergence of a new model of treatment - cloud computing, where

documents and applications are available on the server and can be accessed remotely,

over the Internet. "Cloud Computing - a model that provides extensive and convenient

network access on-demand computing resources (eg, networks, servers, storage,
applications, services) that can be quickly delivered and released with minimal effort on
management and interaction with the service provider. "[1] Cloud computing is a new

way to implement computer processing, featuring the best at this instant moment
technological capabilities for flexibility and scalability, which are delivered as a service
over the Internet.

The models, which are developed Cloud computing are:

Public clod - cloud infrastructure which is widely available to the public and is
owned by a provider of cloud services.

Private cloud - cloud infrastructure that is behind a firewall and is hosted on
its own network.

Community cloud - cloud infrastructure which is shared by several
organizations and is supported by a community that has established
common requirements for its usage as politics, security requirements, and
agreement for usage.

Hybrid cloud - cloud infrastructure that includes two or more clouds (public,
or private), which remain separate, but are interconnected by standardized
or proprietary technology.

Cloud computing has established itself as one of the most promising and

innovative directions in the field of information technology in recent years. According to

the global leader in research and research in information technology and services Gartner

Group, cloud computing is the main trend that permeates the market over the past two
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years [2]. According to estimates of the mentioned analytical company, for the period
until 2016 a significant increase in services offered by cloud infrastructure is expected [3]
as follows: business process as a service - 15%, software as a service - 17.4%, Platform as a
Service - 26.6 percent, infrastructure as a service - 41.7%. These estimates indicate the
expectations of the experts that cloud services will be a priority area for the development
of organizations and companies in the coming years.

2. Information security in cloud computing

Massive deployment of cloud computing in the enterprise provoked concern

among consumers. The main problems, according to a survey by IDC [4] are: security -
74.6%, productivity - 63.1%, benefit - 63.1%, difficult to integrate their IT - 61.1%.
Accoring to another study - "2012 Global Information Security Survey" [S] Ernst &
Young, the efforts are now aimed at controlling the cloud computing, social media and
mobile risks. The results of this study conducted among 1850 CIO shows that radical
change is needed in the approach to security. These, and also other studies [6] show that
the usage of cloud computing increases the risks to information security compared to the
traditional use of IT.

In the next section, after the led research of literature, information security risks

when using cloud computing are systematized.

3. Risks to information security in the cloud

The essence of the model of cloud computing lies in the usage of computing

resources which are usually provided by third party service providers on the Internet. This
involves storing data on the server of another provider, together with the data of many
other tenants of the service. The usage of public communication networks such as the
Internet is also required.

After examining the issues of security of cloud computing, we can systematize the

main areas with potential risks. These are:

A) Security of the virtual machine level [7]. At the core of cloud computing is
the virtual machine. For its operation various software tools such as VMWare,
VSphere, Microsoft Virtual PC, etc. are used. Threats arising at the level of the
virtual machine can be avoided through IDS (Instruction Detection System) /
IPS (Intrusion Prevention System) and by implementing firewall.

B) Network Level Security [9]. Services provided by the cloud infrastructure are
used by public or private networks which can be small area or large area networks,
each of which has different security threats. The most common threats and
problems that arise at this level are DNS attacks, Sniffer attacks, issue of reused IP
address, Denial of Service (DoS) and Distributed Denial of Service attacks (DDoS)
etc. These threats can be avoided by ensuring the confidentiality and integrity in
the network, improving access control and more.

C) Web browser security [10]. In the midst of the cloud, the processing is done
on remote servers. The client's computer is used for input and output. The
client's software, which is used is the browser as universal, widely distributed
and platform-independent software. Using a Secured Sockets Layer (SSL) to
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encrypt the credentials to authenticate the user, a communication from point
to point is used. When with this communication is linked third-party host, this
can be used to decrypt the data. Than it is possible that a hacker sniffs
packages on intermediary host and receives the credentials of the user to join
the cloud system as a valid user. As a measure to avoid this threat, the service
provider must use WS-security, which operates at message using XML
encryption of SOAP messages, which can not be decrypted at mediator hosts.

D) Application Program Interface (API) security [8]. The level Paa$ offers a

variety of business functions, security functions and applications to users. The
access to these services is done with API, which should be provided with
standards and tools for security, should require authentication and
authorization for inclusion in the API. Another requirement is that it has
insulation APIs in memory. These requirements must be met by the service.

4. Private cloud computing security

Before we could pinpoint our attention to the problems of private cloud computing let
us try to define what means the term itself. There are many definitions- both technical and
non-technical. All of them outline the fact that private cloud (also called internal cloud or
corporate cloud) is a marketing term for a proprietary computing architecture that provides
hosted services to a limited number of people behind a firewall. i. e. the advances of
virtualization and distributed computing have allowed corporate network and data-center
administrators to actually become service providers that meet the needs of their "customers"
within the corporation. Another definition says: private cloud is a form of cloud computing
where service access is limited or the customer has some control/ownership of the service
implementation. In Wikipedia' the definition is that: a private cloud is a software-defined data
center that combines essential hardware and other computing resources into a unified
virtualized unit. So, a private cloud’s layer of hardware and networking abstraction — again,
provided by software — enables enterprises to scale and provision resources more dynamically
than is possible with traditional hardware-centric computing environments. Actually, it is not
only that a company server room containing a self-contained cloud infrastructure would
certainly count as a private cloud, but there are other things to take into account besides the
physical location of the servers themselves. For example, if a similar infrastructure, controlled
by an enterprise, is located in a third-party data-center operator's facility; is that still a private
cloud? We think that it should be considered as such.

This type of cloud computing have many attractive features as in public cloud
computing as for instance: elasticity and scalability, pay as you go computing, service level
agreements, lower costs but in contrast it offers better solutions for downsides of cloud
computing model such as: loss of control over enterprise and customer data, worries about
security, and issues connected to regulatory compliance, etc. Private clouds aim to avoid these
objections, while still offering many of the key benefits of public cloud computing.

' http://en.wikipedia.org/wiki/Managed_private_cloud
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So some of the differences between public and private cloud offerings, as far as
security goes, are going to be:

«  Your control over who sees your data - with the public cloud, you don't
know what employee at that company has access to your data. And it could
be - typically these companies are very large, what controls do they have over
the employees that can access your data. For a company that needs to be
compliant in any way, that's not going to be acceptable at all.

« You also don't have any control over any of the firewall resources that you
get. It's all done in a virtual environment. So, the changes that are made to
the firewall could affect you, even though you didn't ask for those changes.
Now, with a private cloud, as far as security is concerned, you control every
aspect of it. Those firewalls are dedicated to you. The resources - you know
who has access to those resources because it's your company. We don't, as
far as Online Tech's private cloud is concerned, we don't access any of your
data. It's all on you. With a public cloud, you don't get that.

At the same time we should mention that there are also some drawbacks of this type of
private model. Everything comes with its price. The downside is private cloud ROI (return on
investment): the organization implementing the private cloud is responsible for running and
managing IT resources instead of passing that responsibility on to a third-party cloud provider.
Another one is that some private cloud solutions have the capability to "cloud-burst” into a
public cloud at peak times when additional resources are needed.

Nevertheless most of the researchers in this area think that even these obvious
drawbacks, private cloud solution is worth to use due to the fact that a private cloud allows
businesses significant cost savings over legacy hardware-based deployments. It also enables far
greater flexibility, and — in contrast to a public cloud — much greater security and privacy.

Concerning the security issues of private clouds we can point out that the private
cloud is built behind a firewall - so it is easier to control eventual attacks on data security.
Many authors offer different ideas to improve security. We think that it is worth to point
out the work presented by Thomas W Shinder' — MSFT: Introducing A Solution for
Private Cloud Security, which in our opinion is covers most of the themes related to the
private cloud security.

A Solution for Private Cloud Security includes the following core documents:

« A Solution for Private Cloud Security — Service Blueprint

« A Solution for Private Cloud Security — Server Design

« A Solution for Private Cloud Security — Service Operations References

In each document are given details about the service, the server design and service

operations instructions.
kXK

! http://blogs.technet.com/b/privatecloud/archive/2012/01/20/introducing-of-a-solution-for-private-
cloud-security.aspx
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In a conclusion we can summarise that cloud computing is really a better alternative for
providing firms and companies data processing services or/and data storage, than the
traditional usage of information technology solutions. At the same time some important
concerns about the increased security risks cannot be ignored. We think that one of the
solutions which decrease the mentioned above risks is developing and implementing private
cloud solutions due to the fact that most of the issues related to the security can be maintained
and managed in a more flexible and effective way. But , of course, the final choice of the
business organisations depends in grater extend on considering all issues related to
implementing any IT solution, including economic factors such as, for instance ROL
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MAIN THREATS IN CLOUD SECURITY

Prof. Dr. Dimiter G.Velev
Department of Information Technologies and Communications
University of National and World Economy — Sofia, Bulgaria

The paper gives a short overview of hot problems in cloud computing. In the beginning a
brief introduction to cloud computing is presented. Main threats to cloud computing are
summarized and described. Some recommendations for secure cloud operations are proposed.

1. A Brief Introduction to Cloud Computing

Cloud computing is an on-demand service model for IT provision implemented
on virtualization and distributed computing technologies [1, 7, 8, 10]. Cloud computing
providers deliver common business applications online as services which are accessed
from another web service or software like a web browser while at the same time the
software and data are stored on servers. The abstraction of computing, network and
storage infrastructure is the foundation of cloud computing. Cloud computing removes
the traditional application silos within the data center and introduces a new level of
flexibility and scalability to the IT organization. This flexibility helps address challenges
facing enterprises and IT service providers that include rapidly changing IT landscapes,
cost reduction pressures, and focus on time to market.

Cloud users are identified as follows [1, 10]:

e Individual consumers;

e Individual businesses;

e Start-ups;

e Small and medium-size businesses;

e Enterprise businesses.

Cloud computing architectures offer to its users many advantages [7, 10]:

e Reduced cost since services are provided on demand with pay-as-you-use
billing system;

e Highly abstracted resources;

o Instant scalability and flexibility;

e Instantaneous provisioning;

e  Shared resources, such as hardware, database, etc,;

e Programmatic management through API of Web services;

e Increased mobility - information is accessed from any location.

The following cloud computing categories have been identified and defined [8, 10]:

e Infrastructure as Service (IaaS): provides virtual machines and other
abstracted hardware and operating systems which may be controlled
through a service Application Programming Interface (API). Iaa$S includes
the entire infrastructure resource stack from the facilities to the hardware
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platforms that reside in them. It incorporates the capability to abstract
resources as well as deliver physical and logical connectivity to those
resources. IaaS provides a set of APIs which allow management and other
forms of interaction with the infrastructure by consumers.

e Platform as a Service (PaaS): allows customers to develop new applications
using APIs, implemented and operated remotely. The platforms offered include
development tools, configuration management and deployment platforms. PaaS
is positioned over laaS and adds an additional layer of integration with
application development frameworks and functions such as database,
messaging, and queuing that allow developers to build applications for the
platform with programming languages and tools are supported by the stack.

e Software as a Service (SaaS): is software offered by a third party provider,
available on demand, usually through a Web browser, operating in a remote
manner. Examples include online word processing and spreadsheet tools,
CRM services and Web content delivery services. Saa$ in turn is built upon
the underlying IaaS and Paa$ stacks and provides a self-contained operating
environment used to deliver the entire user experience including the
content, its presentation, the applications and management capabilities.

e Multi-Tenancy: the need for policy-driven enforcement, segmentation,
isolation, governance, service levels and billing models for different
consumer constituencies. Consumers might utilize a public cloud provider’s
service offerings or actually be from the same organization, but would still
share infrastructure.

The cloud services can be implemented in four deployment models 1, 7]:

e Public Cloud - the cloud infrastructure is made available to the general public or
large industry group and is owned by an organization selling cloud services.

e Private Cloud - the cloud infrastructure is operated entirely for a single
organization. It may be managed by the organization or a third party, and
may exist on-premises or off-premises.

e Community Cloud - the cloud infrastructure is shared by several
organizations and supports a specific community. It may be managed by the
organizations or a third party, and may exist on-premises or off-premises.

e Hybrid Cloud - the cloud infrastructure is a composition of two or more clouds
(private, community or public) that are bound together by standardized or
proprietary technology that enables portability of data and application.

2. Main Threats in Cloud Security

As companies and organizations move their computing environments with their
identities, information and infrastructure to the cloud, they must be willing to give up
some level of control. In order to do so they must be able to trust cloud systems and
providers, as well as to verify cloud processes and events. Important building blocks of
trust and verification relationships include access control, data security, compliance and
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event management, implemented with existing products and technologies, and extenda-
ble into the cloud.

The cloud security principles comprise three main categories: identity, informa-
tion and infrastructure [2, 10]:

e Identity security - it keeps the integrity and confidentiality of data and
applications while making access readily available to appropriate users.
Support for these identity management capabilities for both users and
infrastructure components is a major requirement for cloud computing and
identity will have to be managed in ways that build trust. Identity security
requires stronger authentication and stronger authorization.

e Information security - in the traditional data center, controls on physical
access, access to hardware and software and identity controls all combine to
protect the data. In the cloud, that protective barrier that secures
infrastructure is diffused. The data needs its own security and will require
data isolation, stronger data security, effective data classification,
information rights management, governance and compliance.

e Infrastructure Security - Iaa$ application providers treat the applications within
the customer virtual instance as a black box and therefore are completely
indifferent to the operations and management of a applications of the customer.
The entire pack (customer application and run time application) is run on the
customers” server on provider infrastructure and is managed by customers
themselves. For this reason it is important to note that the customer must take
full responsibility for securing their cloud deployed applications.

The top threats to cloud computing can be summarized as follows (Fig.1) [S, 6, 9] :

e Data Breaches - Data Loss and Leakage;

e Account, Service and Traffic Hijacking;

¢ Abuse and Unallowed Use of Cloud Computing;

o Insecure Application Programming Interfaces;

e  Malicious Insiders;

e Shared Technology Vulnerabilities.

A

Data in the

Cloud ‘v

/ ‘ \ Fig.1 Priority Issues in Cloud Computing.
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The following security compromises among the three cloud deployment models
have been identified (Fig. 2) [3, 10]:

SaaS provides the most integrated functionality built directly into the
offering, with the least consumer extensibility, and a relatively high level of
integrated security since at the least the provider bears a responsibility for
the security.

PaasS is intended to enable developers to build their own applications on top
of the platform. As a result it tends to be more extensible than Saa$, at the
expense of customer ready features. This tradeoff extends to security
features and capabilities, where the built-in capabilities are less complete,
but there is more flexibility to layer on additional security.

TaaS$ provides few if any application-like features, but enormous extensibility.
This generally means less integrated security capabilities and functionality
beyond protecting the infrastructure itself. This model requires that
operating systems, applications, and content be managed and secured by the

cloud consumer.
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Fig. 2 Division of Responsibilities in Cloud Computing
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Companies should define a pool of possible questions in order to evaluate the

security approach of a certain cloud provider [4, 11]:

Data security — type of data security technologies supported, prevention of
mixing with other cloud users’ data; provision of backup/restore services;
Network security — provision of dedicated physical or virtual LANs to the
clients, ability to define their own authorization and access control lists;
Secure user access — means for provisioning secure access regarding clients,
monitoring and reporting on usage and activities for audit purposes;
Compliance - compliance certifications existence, compliance audit cycles,
address requests for location-specific storage, preventing data from being
moved to a non-compliant location;

Virtual machine security - protocols for securing applications running on a
virtual machine, securing virtual machines in the cloud, isolating one or a
logical group of virtual machines from one other, clients’ visibility into their
virtual machines and servers running in their corresponding cloud, type of
monitoring tools provided.

The immediate actions responding to the answers of such questions should be the

implementation of a list of countermeasures [3, 6, 11]:

Revision of the business goals;

Maintenance of a risk management program;

Creation of a security plan supporting company’ business goals;
Establishment of a corporate wide support;

Creation of Security Policies and Procedures;

Audit and Review;

Continuous improvement.

3. Conclusion

The cloud offers a new efficient set of tools for control over complex data storage

and its manipulation. However, there is quite a number of potential challenges, including

security. Control over security, compatibility with existing systems, business continuity

and compliance are the most commonly expressed concerns when organizations consider

adopting a cloud-based strategy.

Security in a cloud environment requires a complex approach. The cloud provider

plays an important role in securing both the cloud infrastructure and software. The

provided cloud platform should comprise cloud hardware and software from leading

providers and a cloud management system. The user interface should allow end users to

configure their cloud-based solutions to meet their requirements.
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AETCKAA NOPHOINPA®UA B UHTEPHETE:
NPOBJIEMbl NPOTUBOLENCTBUA

Baadumup I'orybes
K.10.H., doyenm, Aupexmop yenmpa uccaedosanus
KOMNblomMepHoi npecmynHocmu

ITop06HO MHOTHX pPEeBOAIOLMOHHBIX TEXHOAOTHH, TIAOGaAbHas cerb IIHTepHer
IPEAOCTABASIET OTPOMEHbIE BO3MOYXKHOCTH KAK AAS IIPOTPECCa, TaK M AASL 3AOYIIOTPeOACHHIL
ATaxu B CeTH, MOIIIEHHITYECTBA C IIAACTUKOBBIMH ITAATEKHBIME KAPTOYKAME, KPXKU CPEACTB U3
0AHKOBCKIIX CY€TOB, KOPIIOPATUBHbII IIIIHOHAK, PACIPOCTPAHEHNE AeTCKOI OPHOTPadHH -
BOT HeIIOAHBI! IlepedeHb PUCKOB M yTPO3 HeraTHBHOM CTOpoHbl MiHTepHerT.

CraTucrrka [TOKa3bIBaeT, YTO KAKADII ILITHIA pebeHok B BospacTe oT 10 a0 17 aer,
noAb3yromuiica KHTepHeTOM, C ero IOMOIIBIO HMOAYYHA IIPEAAOXKEHHS CEKCYaAbHOTO
XapakTepa OT B3POCABIX ITOAb3oBaTeAeil. KaxaoMy uerBeproMy pebeHKy, BCTyIUBIIEMY
yepe3 YaThl B IEPENUCKY CO B3POCABIMH MOAB30BATEASIMH, ObIAM ITOKA3aHBI KAPTUHKU U
¢ororpaduu nopHOrpadpHUIECcKOro Xxapakrepa.
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E>xeropAHO pacTreT M KOAMYECTBO HEraTHUBHBIX HHTEPHeT-PecypcoBT. Tak o
sanHbIM T'enmpoxypatyper P®, B Hacrosimee BpeMsi HacuuThiBaeTcsi Goaee 7 ThICSY
TEPPOPUCTUYECKHX CANTOB, A€ B MOAPOOHOCTSIX yYaT, KaK CA€AATb B3PBIBYATKY HAU
coBepmuTh TeppakT. I[lo AAHHBIM aMEpPUKAHCKOIO HMCCAEAOBATEABCKOIO IIEHTpa
TopTenReviews, 12% Bcex caiitoB (24,8 MAH) COAepXaT MaTepPHaAbl AAS B3POCABIX.
OmnacHocTu mopcTeperaioT Aereil u B yaTax. CymecTByeT Thicsan MecT B MHTepHeTe, TAe
IIOAPOCTKH MOTYT 6eCIIAATHO Pa3MeCTHTb CBOIO web-cTpaHuIly, a Ha Hell - HHPOPMALIUIO O
cebe. K co3paHHOM OaAH@KABL Web-cTpaHuIle AOGaBASETCS Macca CCIAOK Ha ApYyIHe
HOAOOHBIE CANTBI, YTO, IO CYTH, 00AErYaeT IpecTyIHUKAM ITOUCK OTEHIJHAABHbIX KEPTB.

CxeMa, Mo KOTOPOI AeHCTBYIOT [HTepHeT-1eAOHABI B TOUCKAX HOBOH XKePTBB, IIPOCTA.
TITpecTymHYKY BXOAST B AeTCKHe on-line 4aThl, TaM 3HAKOMATCS ¢ AeTsMIL. HeMHOTo oroBopus u
PaCIOAOKHB pebeHKa K cefe, TIPECTYNHHK HasHadaeT pebeHKy (MOAPOCTKY) MepCOHAABHYIO
BCTpeYy - PEAAOTH MOTYT ObITh aOCOAIOTHO pasHbIMEL. UTOOBI IIPOCTUMYAUPOBATD < XKEPTBY>>,
nepodus (MAM HBTOTOBUTEAb AETCKOTO TIOPHO) IpEAAAraeT PefeHKY AEHBIM HAM HHOE
BosHarpaxaeHue. OCOOEHHO OBICTPO «KAIOKOT> Ha 3Ty YAOUKY AETKH U3 Mar0OOecredeHHbIX
ceMell M IOAPOCTKH, KOTOPbIM He XBAaTaeT <«KapMaHHBIX AeHer>». IIHoraa B KadecTBe
BOBHATPAKAEHUS PeOEHKY IPEAAArarOTCs HApKOTHKU. Korpa pe6eHOK «IIOMascs B AOBYILIKY> -
IPOHMCXOAUT BCTPeda B <peae> U POTOBHACOCHEMKA.

JKepTBoil AOMOraTeAbCTB IepOpHAd peOeHOK MOXeT CTaTh 4epe3 web-kamepy.
Hampumep, Heckoabko 4atoB «Yahoo!» OBIAM 3aKpBITBI K3-32 TOIO, YTO MX aKTHBHO
HCIIOAb30BaAr Tepoduabl. Uepe3 web-kamepy OHHM NpPHCBIAAAM IIOAPOCTKAM B 4aTaxX CBOU
¢ororpadun B ob6HOKEHHOM BrAe. JKepTBOI TaKuX «AOUTEAEI AETCKOrO BHIMAHIS» MOTYT
CTaTh MOAPOCTKH, Ha KOMITbIOTEPEe KOTOPBIX nMeeTcsi web-kamepa. Eije 0AHUM MpHKpbITHEM
AASI Pa3BUTHS ACTCKOH TOPHOUHAYCTPUH CAYXKAT ATCKHE «MOAEAbHBIE areHTCTBA> .

IIpumepo Tomy MHoro. Tak, B 2004 roay B YkpauHe 6b1Aa obe3BpexeHa
IpecTynHas TIPYNIIMPOBKA, KOTOpas II0A BHAOM MOAGABHOTO areHTCTBA ACAAAQ
MOPHOCHUMKH U QUABMBI C YYaCTHEM AeBOYeK BO3PACTOM OT 8 A0 16 AeT 1 pasMelfasa Ux
Ha 3apy0eXHbIX IOpHOCAiTax. «MOAEASIMU>» B 9TOM areHTCTBE IIOOBIBAAH IIOATOPHI
TBICSIYM YKPAaHHCKUX AeBOYEK.

Cryaus, B KOTOPON IPOBOAUAUCH CHEMKH, GblAd apEHAOBAHA MPECTYIHUKAMU B
nenTpe Kuepa. Ouamaanr ¢upMmbl pacmosaraanch B Xappkoe H  Cumdepormoae.
PopuTeasM AeBOYEK IIPECTYITHHUKH PACCKasblBAAU O TOM, YTO HX AETH 3aHHUMAIOTCA
MOAeABHBIM OH3HecoM. 3a 4ac cbeMOK AeBoukaM maaruau oT S0 Ao 200 rpusen. Ilpuuem
MHOTHE POAUTEAN A€BOYEK 3HAAU MAHM AOTAABIBAAWICD, YeM 3aHHUMAIOTCS MX ATH, OAHAKO
HHKTO B MUAMIMIO He o6paruacs. Tak HazplBaeMOe MOAEABHOE areHTCTBO CYLIECTBOBAAO
Ha IPOTSDKEHUU Tpex AeT. PekxaaMy Ha yyacTHe B cChbeMKax OHO pacmpocrpansiao B CMU, B
TOM 4YHCAe B raserax. Ilo omepaTuBHOH HHQOPMALUM, YHCTBIA €XEMECSIHBIH AOXOA
$upMbI cocTaBAsIA 0KOAO 100 THICSY AOAAAPOB.

Heob6xopumbiM ycaoBueM 3¢ PeKTHBHON OOPBOBI C AETCKOM IIOpHOrpadueil 1 mepo-
¢uaveit B VHTepHeTe sBAsETCSI ee 3aKOHOAATEABHOE OlpepeAeHue. Paspaborka HOBOZ,
3¢ PEKTHBHOI CHCTeMBI IPOTHUBOAEHCTBISL i OOPBOBI € ASTCKOM opHOrpadueil B LHTepHeTe.
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B 6opsbe c perckoil mopHOrpadueil HEOOXOAMMO HUCKATh HOBbIE IIOAXOADI, KOTO-
pble 6bl 4eTKO CPOPMYAHPOBAAM MepPY OTBETCTBEHHOCTH HM3IOTOBUTEAEH, pacrmpocrpa-
HUTEAEN U Pa3HOIO poAa IOTpebuTEAE AQHHOM IIPOAYKLHHU. 3224 9Ta TPYAHASL, IOTOMY
YTO YrOAOBHOE 3aKOHOAATEABCTBO pa3HBIX CTPaH He HMeeT EeAMHBIX CTaHAAPTOB
OTHOCHUTEABHO AETCKOM MOPHOrpadHU U IPOCTUTYIIMH.

PackpriTre AAHHOTO POAA IIPECTYNACHMI YPE3BBIYANHO CAOKHOE ACAO, M AQXKEe KOTAd
OHHU PAaCKPBITH, HE BCETAQ YAQETCS AOKA3aTh COCTAB IpecTymaeHust. TakuM oOpasoM, Arobas
CTpaHa C HEeCOBEpUIEHHbIM 3aKOHOAATEAbCTBOM SIBASIETCS IIOTEHITMAABHOM LIEABIO AAS
H3rOTOBUTEAEN U ITOAb30BaTeAell opHOrpaduu, ocobeHHo yepes cucreMy LHTepHer.

NCNnoJib30BAHUE METOAA UHTEPHET-AHAJIU3A B
COEPE UHOOPMALMOHHOI BE3ONMACHOCTU

Kasyn C.B. x.m.n., doyenm, Aawxos A. B, cmydenm
Xapvkosckutl HAYUOHAAbHBLT IKOHOMUMECKUTE YHUBepcumem, Xapvkos

B coBpeMeHHOM MHpe OAHOM U3 HPOOAEM, CBOMCTBEHHBIX IPAKTHYECKU AHOOOM
00AACTH  HMCCAEAOBAHUIL, SIBASITCS BBIOOD HAIPABACHUS  AESTEABHOCTH  H/HAM
AKTyaAbHOCTH M HeOOXOAUMOCTH TNIPOBOAMMbBIX HccaepoBaHumilt (pacueros). Takas
npo6aema MoOKeT ObITh pemieHa (a 9acTO Tak U GbIBAET) AHAAOTOBBIM HAM SMIIMPUYECKUM
IyTeM, T. €. OHA He MMeeT HHMKAKOrO MATEMATHYeCKOLO M HAyYHOLO OOOCHOBAHMS AAS
BbIOOpa HEOOXOAMMBIX cBOMCTB. Ho, B OTAMYME OT pacCMaTpUBaeMOTO METOAR, [IOCAEAHHUI
IIO3BOASIET YCTPAHUTD YKa3aHHbIE HEAOCTATKH.

Ormucanue Meropa Unrepner-anasusa (MUA, aropa Kasyna C. B.) B o6aactu
HHPOPMAIIMOHHON 0e30IIACHOCTU M IIOAyYeHHbIe Pe3yAbTATHI IIOKA3aHBI B CTaTbe <«A
method of Internet-analysis by Tools of Graph Theory» [4]. Arop BhIIEyHOMSHYTOM
cratp mpumeHnA MIA AAS aHaAM3a HAayyHOH AESATEABHOCTH OTEeYeCTBEHHBIX M
3apy0eXHBIX yYeHBIX B cdpepe HHPOPMALMOHHON ¥ ISKOHOMHYECKON 6e30macHOCTH.
HcnmoabzoBanne MIMA  6asupyercs Ha sI3bIKe  3aIPOCOB, KOTOPBI  AOAXKEH
MOAAEPXKHBATbCS BCEeMH IOMCKOBBIMH CepBEpPaMU M OIpeAeAseTcs (OpMOH caMoro
3aIpoca, YTO 3HAYMTEABHO YIPOLJAeT ero MCIOAb30BaHHe. Pe3yAbTaThl MCIIOAB3OBAHHUSL
MIIA noaTBep>KAEHBI 9KCIIEPUMEHTAMU Ha MHOXKECTBE BbIOPAHHbIX IIOMCKOBBIX CEPBEPOB
(manpumep, Google, Yandex, Yahoo u Ap.) 1 mpoaHaAM3upoBaHbI Ha 33AAHHOM HHTEpPBaAe
BpeMeHH, 3TO MO3BOASET AOCTUYb O0BEKTHBHOCTHU IIOAYYEHHBIX Pe3yAbTaTOB. BXOAHBIME
AaHHBIMU AAST MUIA SIBASIIOTCSI: MHOXKECTBO 0OBEKTOB, B Ka4eCTBe KOTOPBIX PACCMOTPEHBI
nepconsl (C ykasaHMSAMH uX (AMHANM, UMEHHM M OTYECTBA), MHOXECTBO KaTeropHil
(COBOKYNHOCTD ~ TepMMHOB ~ KaTErOPMAABHOTO  ammapara cdepbl  AeATeAbHOCTH
FICCAEAYEMbIX Y4eHBIX), [IepUOA HCCACAOBAHHMS (B TOAAX MAM AP. EAMHMIIAX BPEMEHH),
MHOX€eCTBO IIOMCKOBBIX CEPBEpOB.
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PaccmoTpum pabory MHA B Takux 00AacTsX MHGOPMALMOHHOM 0€30IaCHOCTH,
KaKk MpaBoBble OCHOBbl HMHQOpManmoHHO# 6esomacnoctu (IIOUB), ¢popmuposanue
noautuku  6esomacHoctH  mH$opmanmonHbx  cuctem  (OIIBUC),  samura
MHTeAAeKTyaAbHOt coberBennoctn  (3MC), opraHM3aluoHHble Mepbhl B  06AACTH
unpopmanuonroit 6esomacioctu  (OMOWB), TectmpoBanue u  cepruduKaLus
IPOAYKTOB U YCAYT B obaacTu MHPOPMAIIMOHHON 6e30IIacHOCTH (TCHI/IB),
kpunrorpadpudeckue cpeactsa samurbl uapopmanuu (KC3U), ouenka u ympasaenue
puckamu B napopMarmonnsx cuctemax (OYPUC), anHaaus nHPOPMALMOHHBIX YTPO3 U
cpeacts npotuBopeiicteust (ANYCII), ayaur 6esonacHOCTH MHPOPMALMOHHBIX CHCTEM
(ABUC), paccaeposanue kowmmbloTepHbix —npectymaenuit (PKIT), oxonoMuka
uapopmanronHoi 6esonacnoctu (JUB), Tenesas napopmanmonsas skonomuxa (THD).

PesyapraTrom paborer MHMA sBAsieTcss MHOXECTBO YCPEAHEHHBIX OLEHOK
(4acTOTHDBI aHAAM3), IO KOTOPOMy MOXKET OBITb ONpeAeAeHa «30HAa aKTHBHOCTH» B
BBIODAHHOM  HANPABAGHHM  AESITEABHOCTH, AaKTyaAbHOCTb M BOCTPeOOBAHHOCTbH
HCCAEAOBAHMI, KOAMYECTBO ITyOAHKALIMI aBTOPOB M KX PEHTHHI B MHPOBOM HAYIHOM
coobmecrse. Ha 0CHOBe AQHHBIX MHOXKECTBA YCPEAHEHHBIX OLIEHOK MOXHO HCCAEAOBATDH
AVHAMUKY UX M3MEHEHHs], a TaK XK€ aKTyaAbHOCTb KaT€TOPUH B BHIOPAHHOM IIPOMEXKYTKe
Bpemenu (Taba. 1).

Tabauya 1
T'oa |IIOUB|®IIBUC| 3UC |OMOMUB | TCIINUB | KC3U|OYPUC|ANYCII|ABUC | PKII | 9UB | THUI
2005| 461 70 31500 S0 S1 152 S8 S1 80 432 | 5SS 8
2006| 296 28 39400 10 9 275 23 8 39 228 | 38 4
2007| 250 31 44300 21 22 275 29 21 41 331 | 37 4
2008 186 10 42700 8 7 337 20 7 33 258 | 29 3
2009| 130 21 38200 6 7 77 10 6 23 261 | 30 4
2010 190 25 37600 8 9 63 19 8 29 956 | 43 S
2011 99 8 40300 6 6 69 9 6 26 279 | 26 6
2012| 89 10 44200 7 8 339 18 7 24 405 | 26 4

OT4eTAUBO BUAHO, YTO HAIPABACHHE 3aIIUTH MHPOPMALIMOHHON COOCTBEHHOCTH
(BUIC) namboaree momyaspHO Ha AaHHOM BpemeHHoM uHTepBaae (puc. 1). Tak e
NOMyASpHBI 06AACTH paccAepOBaHHMe KommbioTepHbx npectymaenuit (PKII), mpasosbie
ocHOBb uH$opmanuoHHOi 6esonacHoctu ([TOMB) u xpunrtorpaduueckue cpepcrsa
samuet nadopmarmu (KC3U) (puc. 2).

IIpoBepeHHDBI aHAAM3 IIOAYYEHHBIX pe3yABTATOB OTYETAMBO ITOKA3bIBaeT
HOIYASPHOCTb HMCCAEAOBAHUN H ny6AHKauHI71 B obaactu PKII B 2010 TOAYy, 4TO
IIPOUCXOAMAO Ha QOHe pe3Koro crapa uHrepeca K obaactu THO. O moa0OHbIX CBSI3SIX AU
B3aMMOCBA3SIX MOXXHO TOABKO AOTAABIBATbCS MAM IIPOBOAMTD  AOTIOAHHTEAbHbIE
HCCACAOBAHMS.

B aaHHBIT MOMeHT MeTOA VIHTepHeT-aHaAM3a IPUMEHSETCS BPYYHYIO U TpebyerT
OOABIIOTO KOAMYECTBO BpeMeHH. AAs 60Aee NPaKTHYHOIO M OBICTPOrO HCIIOAb30BAHS
MeTopa [IHTepHeT-aHaAmM3a IIpepAaraeTcss ero AaBTOMATH3MpPOBATh, Hap YeM cefdac
paboTaioT aBTOPHL.
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The article is a try to discussion of a few specific IT security-related terms, with explanation
what do they means, from where they were presumably borrowed and suggestion how they should
be used (or why should not be used at all).

Introduction

One of the annoying issues in information security field is great number of
dictionaries and methodologies, each of which contains its own specific vocabularies and
definitions incompatible with the others. Most of IT security specialists prefer to use
vocabulary from ISO/IEC 27k series (especially from ISO/IEC 27000:2009), but this
series does not contain a few specific words relating to — for example - security
management in IT projects and computer forensic, so specialists commonly use a few
phrases borrowed from other standards or methodologies. But — as well as in the other
areas — usage of non-clear defined terms causes troubles and misunderstandingsl.
Therefore this article is a try to discussion of a few of them, with explanation what do they
means, from where they were presumably borrowed and suggestion how they should be
used (or why should not be used at all).

Auditability

Auditability (ability to be audited) is used in at least three meanings:

1. Ability to check if the system or device working properly (well-defined and
useful controls and metrics). The entity is auditable when one can check its
functions in standardized ways and unambiguously stated if it is working
properly or not.

2. Situation when another researcher can clearly follow the "decision trail" used by
the investigator and could arrive at the same or comparable but not
contradictory conclusions given the researcher's data, perspective, and
situation (like intersubjective verifiability in science methodology)

3. Availability, completeness and reliability system logs, history files etc. This
meaning can be used e.g. in computer crime investigation, when forensic
specialist can rely on digital document contains information about particular
resource usage.

! See e.g. [Korzeniowski 2012] p. 75.
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The third meaning is rather unclear and may be ambiguous; especially that the
auditability has at least two definitions in widely available standards, corresponding the
first and the second meaning:

1. Understood to mean that it is possible to establish whether a system is
functioning properly and, thereafter, that it has worked properly [OECD]
http://stats.oecd.org/glossary/detail.asp?ID=5071

2. Possibility for an independent assessor or other authorized interested parties
to evaluate the steps taken by a Digital Evidence First Responder and Digital
Evidence Specialist (according to ISO/IEC 27037:2012-5.3.2).

Because of its ambiguity it seems to be a good idea to use term “auditability” in
IT security-related context only with clear explanation in which sense the term is used.
For instance ISO/IEC 27037:2012 explains that processes performed by Digital Evidence
First Responder should be auditable, repeatable and defensible.

Imputability

Term “imputability” is used in criminal law and ethics, f.e. Code of Canon Law
(Can. 1321 §1): “No one is punished unless the external violation of a law or precept,
committed by the person, is gravely imputable by reason of malice or negligence”. The
imputability is not equal to responsibility - at least in law sense' - but it means possibility
of being held accountable (for law violations, even if the side in not directly responsible
for particular actions). In IT Security field the term “imputability” reigned in sense
“possibility to assign unlawful action to appropriate person (especially based on digital
evidence)”. It seems to be a misunderstanding: there is well-defined term “accountability”
in ISO/IEC 2382-8, which may be used in that context.

Risk mitigation

There are two definitions of ,Risk Mitigation® term:

1. Risk mitigation involves prioritizing, evaluating, and implementing the
appropriate risk-reducing controls recommended from the risk assessment
process (NIST SP 800-30 rev. 0),

2. Prioritizing, evaluating, and implementing the appropriate risk-reducing
controls/countermeasures recommended from the risk management process
(CNSSI-4009).

The NIST 800-30 (rev. 0) meaning has been commonly used because ISO/IEC
27005 was published in 2008 and NIST SP 800-30 has been available since June 2002
(revision 1 was published at 2011 and CNSSI-4009 definition is included in the revision).
In ISO/IEC 27000 the term “risk treatment” is used: “risk treatment process of selection
and implementation of measures to modify risk” ISO/IEC 27000:2008-2.43.

There are two problems with “risk mitigation” term:

1. “Mitigate” means to became milder, lessen in force or intensity (as wrath, grief,
harshness, or pain); moderate or to make less severe (e.g. to mitigate a punishment), to

! See e.g. Assanidze v. Georgia (The European Court of Human Rights, 71503/01, ECHR 2004-1I).
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make (a person or one's state of mind) milder or more gentle, but one of Risk Mitigation
options in NIST SP 800-30 is Risk Assumption described as below:

¢ Risk Assumption. To accept the potential risk and continue operating the IT

system or to implement controls to lower the risk to an acceptable level.

It may raise doubts if “accept the potential risk” can be named “risk mitigation”

2. The term “risk” is commonly used in the meaning “combination of the probability
of an event and its consequence” (ISO/IEC 27000:2009-2.34) so there are a two possible
ways for decreasing the risk: decrease the impact (consequences) of the event or decrease its
likelyhood'. The second option is usually used less frequently, but is possible (for example:
training employees reduces the likelihood that they commit an error). In the NIST SP 80-300
there are only one option of risk limitation: by implementing controls that minimize the
adverse impact of a threat’s exercising vulnerability. There is no explicit described way to
reduce threat likelihood, there is only option “Research and Acknowledgment” as follows: “To
lower the risk of loss by acknowledging the vulnerability or flaw and researching controls to
correct the vulnerability”.

Because of these two problems it seems one should prefer use “risk reduction”
term form ISO/IEC 27005:2008.

Risk Transfer

Risk transfer is still one of variants of risk treatment in ISO/IEC 27001:2005 (as well as
Risk Transference in NIST 80-300) but in ISO 31000:2009 it is replaced by risk sharing. ISO
31000:2009-5.5.1.f: ,sharing the risk with another party or parties (including contracts and
risk financing)“. The term ,risk sharing” seems to be better because of possibility of reverting
the transferred risk to the first party (e.g. in case of problems with insurance policy) and taking
into consideration a part of threat occurrence consequences (fe. legal liability, especially
criminal and administrative liability), which cannot be transferred.

It seems to be important to distinguish between the two cases and use appropriate
term: risk transfer if whole risk is efficiently transferred or risk sharing if the risk is only
decreased by sharing its potential consequences with the other entity.

Traceability

In logistics, traceability refers to the capability for tracing goods along the
distribution chain and in metrology the term “measurement traceability” is used to refer
to an unbroken chain of comparisons relating an instrument's measurements to a known
standard (e.g. calibration to a traceable standard). There is also term “audit trail (in
computer security)” in ISO/IEC 2882:8-08.06.07.

“Traceability” in IT security-related documents seems to sometimes be used in
meaning forensics chain of custody traceability (see e.g. [Siti et. al 2011]). Interesting
definition of traceability was published in ISO 8402:1995 (“The ability of trace the
history, application or location of an entity, by means of recorded identifications”), but
status of this standard is now withdrawn and this definition seems to be too narrow. The
two other definitions uses “traceability” as follows:

' See ISO 31000:2009-2.25
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1) Security Requirements Traceability Matrix (SRTM) — Matrix that captures all
security requirements linked to potential risks and addresses all applicable C&A
requirements. It is, therefore, a correlation statement of a system’s security features
and compliance methods for each security requirement. [CNSSI 4009 ]

2) Body of Evidence (BoE) — The set of data that documents the information
system’s adherence to the security controls applied. The BoE will include a
Requirements Verification Traceability Matrix (RVTM) delineating where the
selected security controls are met and evidence to that fact can be found. The
BoE content required by an Authorizing Official will be adjusted according to
the impact levels selected. [ CNSSI 4009]

Because of these ambiguities it seems to be better use terms from ISO/IEC
27037:2012 listed above (auditability, repeatability, defensibility) in the context of chain
of custody properties.

Abbreviations
CNSS - Committee On National Security Systems
IEC - International Electrotechnical Commission
ISO - International Organization for Standardization
NIST - National Institute of Standards and Technology
OECD - Organization for Economic Co-operation and Development
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SPATIUL CIBERNETIC - TEREN DE CONFRUNTARE

Ghenadie SAFONOV
Anatolie CALANCEA
Academia Militard a Fortelor Armate ”Alexandru cel Bun”

Cyberspace has become a new environment of warfare (fifth after land, sea, air, space). It is
obvious that all future conflicts will have a virtual component, either in the initial phase of the
conflict, either as ordinar aggression, without carrying out other forms of battle. Based on this fact,
every state should be prepared to deal with such threats.

I. Introducere

Implementarea activa si multilaterald a tehnologiilor informationale a determinat
transformarea structurii societatii mondiale, conducind treptat spre disparitia frontierelor
nationale. In toate domeniile de activitate au apirut noi structuri functionale, la baza
carora se afla reteaua.

S-a creat spatiul informational (cibernetic) global unic, in care s-a manifestat o
confruntare geostrategica informationald intre marile puteri, pentru atingerea
superioritatii in spatiul informational mondial. Odati cu dezvoltarea i sporirea
complexititii mijloacelor, metodelor §i formelor de automatizare a procesirii informatiei
creste dependenta societitii de gradul de securitate a tehnologiilor informationale
utilizate, de care, uneori, depinde bunistarea, iar uneori si vietile multor oameni. [1]

Spatiul cibernetic a devenit un nou mediu de ducere a riazboiului (al cincilea dupa
uscat, mare, aer, spatiu). Este evident faptul ca toate conflictele in viitor vor avea o
componenti virtual3, fie in faza initiald a conflictului, fie sub forma de agresiune in sensul
direct al cuvintului, fira desfisurarea altor forme de lupta.

In absenta unor acorduri internationale si a nedorintei de a conveni asupra
normelor generale de interpretare a problemei, actorii cu intentii agresive poseda agilitate
si flexibilitate in dezvoltarea si punerea in aplicare a potentialilor atacuri cibernetice. Acest
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potential fiind suficient pentru a fi categorisit drept armi. Iar odati ce existd o armd, se va
gdsi si un razboi unde arma respectivi poate fi aplicata.

II. Amenintairile cibernetice

Prin notiunea de amenintare ciberneticd se intelege posibilitatea unui impact
negativ asupra informatiilor de valoare sau asupra unui sistem de informatic. Realizarea
unei astfel de amenintiri reprezinti atac cibernetic, care la rindul siu inglobeazi in sine
spionajul cibernetic, rizboiul cibernetic, terorismul cibernetic, precum si criminalitatea
ciberneticd. Autorii atacurilor cibernetice dupi motivele si rezultatele dorite pot fi
clasificati in patru categorii:

—  Hackerii amatori (hobbyisti);

Grupe mici de hackeri;
—  Organizatii nonguvernamentale;

Structuri de stat.

Fiecare dintre aceste grupuri desfisoara anumite tipuri de actiuni care le caracterizeaza.
Grupurile mici de hackeri si hackerii amatori singulari (hobbyistii) actioneazi din
motive personale (rizbunare, dorinta de a demonstra importanta sa), doresc a obtine
beneficii materiale sau pentru a confirma convingerile lor ideologice. Daune cauzate de
atacurile lor sunt relativ mici, insa existd pericolul angajarii atit a grupurilor mici de
hackeri, cit si a hackerilor talentati de catre serviciile de informatii sau grupuri de crima
organizatd pentru solutionarea propriilor obiective meschine. Structurile negu-
vernamentale prezinti cel mai mare pericol. In aceasti categorie pot fi incluse:
—  Corporatiile mari;
—  Organizatiile teroriste;
—  Crima organizata.

Aceste structuri posedi o ierarhie strict determinati si sunt capabili de a efectua
atacuri complexe asupra infrastructurilor critice. Metodele utilizate preponderent sunt
similare, diferenta fiind numai in motivatia atacurilor. Corporatiile sunt implicate in
actiuni de spionaj economic si sabotarea concurentilor. Terorismul cibernetic, la rindul
sdu, ameninti retelele de calculatoare pentru a intimida guverne si oameni, fortind luarea
anumitor decizii. Crima organizati este motivati de posibilitatea obtinerii cistigului
material. Toate acestea sunt in linii generale, in realitate relatia intre ele fiind mult mai
complicati. De exemplu, grupurile teroriste pot utiliza atacurile virtuale pentru a obtine
finantarea necesard, ca un mijloc de propagandi sau de comunicare. Toate cele trei tipuri
de structuri folosesc hackeri talentati si grupuri de hackeri. [2]

Statul, la moment, este rar implicat in acest tip de actiuni, deoarece nu poate fi
garantat anonimatul, iar expunerea poate deteriora semnificativ relatiile bilaterale precum
si imaginea la nivel international. Cu toate acestea, in categoria structurilor guverna-
mentale pot fi incluse deja cele care sunt implicate in actiuni de riazboi informational cu
utilizarea retelelor de calculatoare cum ar fi: operatiuni de informare, operatiuni
psihologice si atacuri la scard larga asupra sistemelor informatice.

Principalele tinte ale atacurilor cibernetice la nivel national pot fi:
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Paginile web ale guvernului, organizatiilor politice §i obstesti, mass-media
electronice;

Sistemele ce deservesc comunicatiile importante dintre structurile puterii
politice, factorii de decizie si structurile de fort3;

Sistemele de comunicatii intre diferitele niveluri ierarhice ale structurilor de
forta;

Sistemele de comandi cu procese periculoase de productie, sistemele de
management a sistemelor de transport, sistemelor energetice.

Daci in cazul actiunilor hackerilor amatori acestea pot fi percepute ca un

impediment, atunci spionajul economic, criminalitatea cibernetic3, terorismul si rizboiul

cibernetic necesitd a fi luate in serios. In evaluarea amenintirii se pot mentiona doui

lucruri clar definite:

Terorismul si criminalitatea ciberneticdi sunt cele mai des intilnite
amenintari, care, la moment, nu posedd un efect cinetic suficient si nu
cauzeazd prejudicii fizice grave. Insi tehnologia atacurilor cibernetice se
transforma dintr-un impediment intr-o amenintare gravi la adresa
sistemelor informationale si a infrastructurii critice a tarilor.

Statele suverane sunt jucitori in spatiul virtual cu cel mai mare potential
periculos, deoarece pentru organizarea actiunilor serioase de spionaj si
sabotaj sunt necesare resurse, hotarire si o relatie "cost-beneficiu” prielnici
pentru statul in cauza.

Ultimul deceniu a scos la iveald fenomenul conflictelor internationale in domeniul

informatiilor. Nu este important cine a fost agresorul in acest conflict, si cine este o

victimi, indiferent daca aceste rizboaie au fost regizate de citre state sau comunititi de

hackeri. Cel mai important este ci razboaiele de amploare in spatiul virtual sunt realitate

si nici un conflict de amploare nu este lipsit de componenta cibernetici. Unele state

investesc deja resurse considerabile in dezvoltarea capacititilor cibernetice, care pot fi

utilizate in scopuri militare. Dupa unele estimiri, numarul statelor care poseda structuri

cibernetice de lupta variazi intre 20 si 30.

Acest fapt nu este lipsit de o anumiti logici, deoarece lupta cibernetica are mai

multe avantaje:

este asimetricd (disponibili pentru statele sirace si indivizi);

este relativ ieftind si cu efect rapid (trimiterea unui semnal prin retea este
mai simpla decit trimiterea unui contingent militar peste ocean);

nu are inci o contramisura eficienti pe plan juridic si politic (greu de
identificat autorul atacului si gradul de rispundere).

III. Pregitirea pentru confruntare in spatiul cibernetic

Pentru a supravietui in conditiile create, statul trebuie si ia masuri de pregatire

citre eventualele lupte virtuale, pentru a dezvolta capacititile sale cibernetice, care la

rindul sdu pot fi definite ca o combinatie de factori, care permit eliminarea cu succes a

amenintirilor cibernetice.
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In scopul dezvoltirii potentialului cibernetic statul trebuie si actioneze pe

urmaitoarele directii principale:

A) la nivel de guvernare este necesar de:

Doctrini, documentele normative (inclusiv cele internationale);

Prevenirea criminalititii informatice (inclusiv desfisurarea cercetirilor
stiintifice);

Crearea institutiilor academice de profil de stat;

Sponsorizarea de citre Guvern tehnologiilor informationale;

participarea la initiative interstatale in domeniul tehnologiilor informa-
tionale;

Crearea structurilor specializate in securitatea cibernetici, echipelor de
urgentd - CERT (Computer Emergency Response Team);

dezvoltarea potentialului de cercetare §i militar.

B) in sectorul privat este necesar de:

In

Sistem de invatimint in domeniul tehnologiilor informationale, soft de
securitate pentru calculatoare, studenti instruiti in tarile avansate tehnologic;
Capacititi de productie de hardware si elaborare a software;

Infrastructura pentru tehnologiile informationale, reteaua de cablu, numirul
necesar de noduri si linii de comunicatii;

Accesul in bandai larga, disponibilitatea retelei pentru public,

Parteneriat in domeniul tehnologiilor informationale;

Sistem de management a proceselor in domeniul tehnologiilor informa-
tionale (SCADA- Supervisory Control And Data Acquisition);

Aportul corporatiilor internationale in domeniul tehnologiilor informationale;
Companii de securitate in domeniul tehnologiilor informationale;

Hackeri in serviciul de stat.

ultimii ani unele state (SUA, Germania, China, Rusia, Iran, India, Israel) si

organizatii (NATO) au creat structuri militare specializate in desfagurarea operatiunilor

in spatiul virtual.

Existd, de asemenea, si structuri guvernamentale non-militare cu acest profil.

Adesea, ele sunt create pe lingd centrele de comunicatii guvernamentale. Bunioari, pe

lingd Centrul de Telecomunicatii Speciale Centrul din Moldova in 2010 a fost creat

Centrul de asigurare a securititii cibernetice. Acesta are misiunea de a asigura securitatea

securitatii informationale a institutiilor de stat in spatiul cibernetic, prin colectarea si

analiza informatiilor privind atacurile cibernetice, precum si luarea de masuri urgente si

eficiente in vederea protectiei resurselor informationale ale autoritatilor.

Structurile cibernetice pot fi clasificate dupa cum urmeaza:

Unititi pentru studiul problemelor si propunerea solutiilor;
Unitati pentru realizarea securitatii cibernetice;

Unitati de colectare a datelor;

Unititi pentru realizarea atacurilor virtuale si diversiunilor.
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Scopul principal al actiunilor in spatiul cibernetic este realizarea si mentinerea
superijoritatii informationale, fapt ce presupune folosirea la maximum a sistemelor de
informationale proprii concomitent cu dezorganizarea maximi a sistemului informational
al adversarului

Operatiile in spatiul cibernetic pot fi clasificate:

- Ofensive (Offensive Cyber Warfare);

—  Defensive (Defensive Cyber Warfare);

—  De cercetare — colectare informatii (Cyber Warfare Intelligence).

Operatiile ofensive in spatiul cibernetic sunt destinate pentru rezolvarea
urmitoarelor scopuri:

—  Deconectarea temporari de la reteaua de calculatoare a centrelor cheie ale
infrastructurii de comunicatii;

—  Suprimarea operatiunilor si functiilor de calcul;

—  Perturbarea functionirii si scoaterea din functiune a sistemelor automatizate
de conducere si de comunicatii;

—  Denaturarea si falsificarea informatiilor, diseminare de informatii false

—  Scoaterea din functiune a sistemelor energetice, de management a transpor-
tului, obiectelor vitale de aprovizionare, capacititilor industriale.

Operatiile defensive in spatiul cibernetic sunt menite sa asigure functionarea stabila a
sistemelor retelelor informationale in conditiile efectuarii de catre adversar a actiunilor lupta in
spatiul cibernetic. De asemenea din aceeasi categorie fac parte operatii de asigurare a
securititii informatiilor, prevenire a amenintirilor din spatiul cibernetic, de lichidare a
consecintelor acestora, precum si de protectie, monitorizare, detectare i reactionare prompta
la activitatea neautorizata in sistemele informationale si retelele de calculatoare.

In prezent existi conceptul de "apirare dinamici”, care prevede actiuni cu caracter
proactiv si de interzicere in afara a spatiului siu cibernetic, in scopul contracararii
amenintirilor emergente, precum si eliminarea potentialelor atacuri iminente. La
mijloacele software de protectie cibernetica se atribuie insisi mijloacele de protectie
(filtre, ecrane de retea, soft antivirus), precum si mijloace de detectare a atacurilor
cibernetice si reactionare. [2]

Cercetarea cibernetici se organizeaza si se desfisoara in scopul solutionrii a doui
tipuri de sarcini:

—  Cercetarea informationald (obtinerea de informatii din sistemele de calcu-
latoare sau retele informationale si prelucrarea acestora cu ajutorul
mijloacelor hardware si software);

—  Cercetarea amenintirilor cibernetice (colectarea si sistematizarea datelor
privind sursele potentiale de amenintari informatice, precum §i amenintirile
ingisi).

Primul tip de sarcini se rezolvd prin intermediul aplicirii unui set de maésuri
coordonate de pitrundere in retelele informationale si calculatoarele organizatiilor
guvernamentale si nonguvernamentale straine, precum si celor ce prezinta interes pentru
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persoanele fizice. Solutionarea tipului doi de sarcini implici utilizarea de surse, tehnologii
si tehnici inovatoare.

Reiesind din cele expuse mai sus o structurd meniti si activeze in spatiul cibernetic
trebuie sa fie constituitd din cel putin doui elemente:

—  Sectia intli - interni, destinatd pentru analiza vulnerabilitatilor si ameninta-
rilor, precum si pentru organizarea protectiei sistemului informational
propriu;

—  Sectia a doua - externd, destinatd pentru colectarea informatiilor si realizarea
atacurilor si diversiunilor impotriva sistemelor informationale ale adversarului.

Concluzii
Amenintirile cibernetice au devenit un lucru obisnuit in societatea noastra. Ele
devin tot mai frecvente, mai diverse §i mai complexe reiesind din metodele tehnologice
aplicate. Ignorarea lor a devenit imposibild, deoarece informatiile au devenit un beneficiu
absolut i vital, iar confruntarea in spatiul cibernetic duce la pagube economice si fizice
considerabile.
Pentru contracararea cu succes a amenintirilor cibernetice este necesar a se
concentra asupra urmitoarelor:
—  Stabilirea unui cadru conceptual, institutional (crearea sistemului national
de securitate cibernetic, elaborarea legislatiei, dezvoltarea parteneriatului);
— Elaborarea programului national de dezvoltare a potentialului cibernetic
(capacitatilor de prevenire, detectare si contracarare a atacurilor cibernetice,
crearea unor structuri specializate, ridicarea nivelului de protectie,
dezvoltarea productiei produselor de profil);
— Consolidarea culturii de securitate informationald (informarea populatiei,
instruirea adecvati a managerilor si a personalului tehnic);
— perfectionarea cooperirii internationale (la nivel de acte normative,
schimburi de experientd, de protectie colectivi impotriva atacurilor de
amploare).
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The paper examines information management system for scientific projects. The system was
developed and implemented at the University of National and World Economy - Sofia. The paper
examines the main stages through which goes the application process of the project proposal and its
key elements.

1. Introduction
Economic growth and the increasing application of research and applied projects
necessitate the development of advanced software applications for project management. Using
possibilities for electronic application and reporting of research projects can give several results:
e Availability of updated information on the project proposals;
e Each applicant can track the status of owned project;
e Facilitated formation of inquiries about submitted project proposals;
e Opportunities for electronic reporting of project costs;
e Opportunities for managing the schedule of each project;
e  Opportunities for managing budgets and funds.
2. Milestones in the development of software application for managing
research projects
The main stages through which go the preparation of the project proposal and
project management are given in Figure 1.

Preparation of
project
proposals

Results Electronic
reporting application

[ Excecution ] [Ncgotiﬂtion]

Figure 1. Stages of application and reporting of the university research projects
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In 2012, the University for National and World Economy - Sofia (www.unwe.bg)

developed and implemented a system to manage their university research projects. Home

screen of this system is shown at Figure 2. There are two main types of project proposals

— scientific research and scientific activity like conference, symposium, etc.

( )j"gwnp nid.unwe.bg/ ProjectNLaspx

| & Hag v yrce

26.2.2013 1. 12:54:29 4

Sapaseiire, | Mpoertio npenoenne sa nayuno wscnensane | fpoexTHo npeanoxenwe 3a ayuna npossa | Hsxoa |
HEEK'IHO NPEANOKEHME 3a HAY4YHO U3CNEABaHE
Onucane ua npoexTa

Bug no yambkMTen

KonekTueen npoekt [=]

Hanpasnerie

Viacnensanun 3a yTELpXIABAHE Ha nuAepckuTe noauuum Ha YHCC cpen GuzHec yuusepcuteTute & Espona [l

Tema

BIOAKETHA romuHM

po14

pot5

XapaxTep va wscnesgarero

DyHaamenTaneH [=]

Figure 2. System for scientific projects of University of National and World

Economy - Sofia

3. Key elements of the project proposal

Project proposals have several basic components:

Description of the project;

Summary, which describes the analysis of the state of research on the issue
prior research objectives and content of scientific work, working hypotheses,
expected results, etc.;

The planning of the project, describing the main stages of project
development and operations of each of them;

Preliminary financial allocation — required data on the amounts by year of
implementation of the proposal for the research;

Plan cost estimate of the project is submitted budget version of the project
in years;

Composition of the research team.

There are three main groups involved in the approval process of the project proposal:

Project owners — users of this role have the rights to submit project proposals
and for each stage of the project to introduce and edit data in the project. All the
adjustments and corrections are only possible within the university regulations.
Reviewers — these users have access to certain projects and possess the
possibility to give reviews, including text reasoning, numerical estimates and
conclusions on the projects.

Members of the research board — users of this role have access to all the records
in project proposals and also to the reviews of the projects. Their rights include
rating and ranking of the projects, negotiation and acceptance of reports.
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4. Conclusion

Finally, it should be pointed out that crucial for building a knowledge-based
economy is to expand the scope of application of information technologies, including
information technologies in education. This project achieves its primary objective of
improving the quality of management of education.

HOCUTEJIM UHOOPMALUA N YTEYKA JAHHbIX:
AHANN3 MEXAYHAPOAHOIO OIbITA.

Bpedunckuii Anamoauii
IY.Q.1.C. PM. cmapwuti Aekmop

One of the key problems of information protection is protection of devices with
confidential data. The process must be based on the complexity principle: protection of devices
has to be performed as a unified system of measures. Such an approach aims to prevent and
neutralize possible threats by means of all resources available as an integrated whole.

BBepenue.

O6mensBecTHO, YTO0 MHGOPMAILNS HAXOAUT CBOE OTpaKEHHe Yepe3 MaTepHAAbHbIE
HOCHTEAHM, KOTOpbIe MOTYT OBITb IIPEACTaBACHBI KaK B QHAAOIOBO, Tak U B IU(POBOI Ppopme.
B kadecrBe HOCHTeAHl MOTYT BBICTYIATh OyMara AU MHOM MaTepHas, Ha KOTOPOM BEAETCS
3aIIKCh, IIPEAMETBI MAH MATEPHAADI, C KOTOPBIX MOT'YT BOCIIPOU3BOAUTBCS 3BYKH, H300paKe I
HAM 3aIMCH C IIOMOIIBIO MHOTO INPEAMeTd, MAM MeXaHH3Ma, AI0OOH HHON perucrparop
MHOpMALY, TIOSIBUBLIMICS B Pe3yAbTaTe TEXHIIECKOro nporpecca.| 1, cr. 3.]

OaHOIl U3 BaKHEHMNX HPOOAeM 3amUTHL HHPOPMALMH SIBASETCS 3allUTa
HOCUTEAeH coApepXalux KOHQUAeHIMaAbHble AaHHble. IIpu aToM AaHHBINA mIpolecc
AOAKEH 6a3upOBaThCs Ha IPUHIHAIIE KOMIAEKCHOCTH [ 2, cTp. 12.], T.e. 3amura HOCHTeAeH
AOAKHA  OCYIIECTBASITBCS KaK €AMHAas COBOKYIIHOCTh Mep HaIpaBAGHHBIX Ha
IpeAOTBpallleHne ¥ HEeHTPaAM3al[MI0 BO3MOXXHBIX YIpO3, C IPUMEHEHHEM BCeX HME0-
IUXCS CHA M CPEACTB, KaK €AUHOTO LI€AOTO.

Vreukn uHPOpManMM B pe3yAbTaTe yTepH HOCHTeAeH: aHAAM3 MeXAY-
HapOAHOTO OIIbITA.

C y4yeToM TOro, 4TO HOCHTEAM HHQPOPMALMH YaCTO COAEPXKAT CBEASHHS,
COCTaBASIIOIHE KOMMEpYeCKylo, OAaHKOBCKYIO, CAGACTBEHHYIO HAH TOCYAAPCTBEHHYIO
TalHy WX 3alllUTE€ AOAXHO YAEAATbCS MEPBOCTENIEHHOE 3HAdeHHe, a caMa CHUCTeMa
BKAIOYATh TAKHe HAMPABAEHHs] KakK — paboTa ¢ cyObeKTaMH AOCTyma K HHQOpMAIHH,
HMEDKEHEPHO-TeXHHYEeCKas 3aluTa IIOMENIeHUH, TA€ XPAaHATCA HOCHTEAH, KPHIITO-
rpadudecKrie U MHbIe POPMBI 3AIUTEI HHGOPMAIHHU U psip APYTHX. OAHAKO, aHAAUBUPYS
MEXAYHAPOAHYIO IPAKTUKY, Mbl MOXEM ITPMATHU K NapaAOKCAAbHBIM BHIBOAAM — HEPEAKO
yTeuka MHPOPMAIlMU C MaTepPHAAbHBIX HOCHTEAeH IPOUCXOAUT He B pe3yAbTaTe HeKMX
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3AOHAMEPEHHBIX ACHCTBHUI, a KaK CACACTBHE XAAATHOCTU U HeNpoQecCHOHAAM3MA AMII,
HMEIONINX K HHM AOCTYIL

B xavecTBe AOKa3aTeAbCTBA AAHHOMY TE3UCY MOXHO IIPHBECTH MHOTOYHCACHHBIE
CAyYau M3 MUPOBOI IPaKTHKU. A uMeHHO: B 2004 ropy B BeankoOpuTaHuu aBTOMOOHANCT,
HEAAAEKO OT MEXXAYHAPOAHOTO asponopTa "Xurpoy', mopobpaa manxy ¢ uHpopMmariueit 06
00BeKTax B aIPONOPTy, KOTOpble B IIEPBYI0 OYEPEAb MOIYT IIOABEPTHYTbCS aTake
TeppopucToB. COrAaCHO €ro yIBep>KACHHIO TeTPaAb C 3TOH HHPOpMaluelt Oblaa HafiaeHa
¥IM 10 AOopore B a3ponopt.[3]

B 2008 roay 6puTaHCKast HOAVIMS CIIMCAAQ M OTIIPABHAA HA YTHAM3ALIMIO KOMIIBIOTEP.
ITo creyeHMIO O6CTOSTEABCTB B HEM OKA3aACSI HOCHTEAD C KOHPUAEHIINAABHBIMU AQHHDBIMEL:
HUMeHaMH, 3BaHISIMH, aApecaMd U HOMepaMH TeAepOHOB COTPYAHHKOB IIOAHIIMH
opuranckux rpapcrs AesoH u Kopryosr. COTpyAHHK IieHTpa yTHAM3ALMH OTXOAOB,
OOHAPY)XHBIINI AAQHHYI0 HHQOPMAIIMIO IPOSIBUA CBOM TPOKAAHCKHH AOAT M BEpPHyA
HOCHTEAb COTPYAHHKAM IIOAMLMM. B aBrycre TOro e roaa, OAUH M3 COTPYAHHKOB
CxoraeHA-SIpaa BBIOpPOCHA AEII-KAPTY C AAHHBIME O COTHSX THICSY 3aKAIOYEHHBIX.
Corpyaurku KopoaeBckoit HaAOTOBOI M TAMOXKEHHOM CAYK0b1 Beankobpuranuu 8 2007
FOAY CHayaAa IIOTEPSIAM AMYHBIE AQHHBIE 25 MUAAHOHOB OPUTAHIIEB, IOAYYAIOIINX ACTCKHE
mocobus, a 3areM HOCUTeAb C HHpOpMALell O IIECTH C IOAOBHHOM THICSYAX
IeHCHOHEPOB.[4]. AreHTCTBO 1O AMIIEH3MPOBAHHMIO BOAMTEAEH M aBTOMOGHAEH MOTEPSIAO
AMCKH € HHPOPMALMel O IeCTH THICSIaX OPUTAHLEB M X MAIIMHAX (BKAIOYAS MOACAD, LIBET,
HoMep). A HammonaapHas cayx6a 3ppaBooxpaneHus Beauxobpuranum "kypa-To Aesa’
AVICKH C AMMHBIME AQHHBIMU COTEH THICS MALIUEHTOB U UCTOpPMsMU HX GoAesHeir. JKureas
Oxcdopaa Ouppro YammeH, cam Toro He mopospesasi, mpuobpea 3a 60 AoarapoB 6asy
AQHHBIX, 32 KOTOPYIO Ha YepPHOM PBIHKE OTAAAM Obl HECKOABKO MHAAMOHOB. Kommbrorep,
KYIIAGHHBII Ha MHTEepPHET-ayKIMOHE, COAEP)KAA AMYHBIE AAHHBIE KAHEHTOB-MHAAHOHEpPOB
Kopoaesckoro 6anka IlToraasauu. B ToM urcae cBepeHMst 0 cueTax, HOMepa MOOHABHBIX
TeAeOHOB, AeBHYbM QamyaMu MaTepeil (HamboAee pacIpOCTPAHEHHDI HAEHTUHKA-
IJMOHHBIM KOHTPOAbHBIM Bonpoc) U A@Ke TTOAIMCH KAHEHTOB Oanka. B Hostope 2010 ropa
Muno6oponsl BeAHKOOpUTaHMH IIOATBEPAMAO MHPOPMAIIMIO O IPOAKE HA HHTEpHET-
aykiuoHe «eBay» HOyTOyka ¢ cekpeTHONl HHQOpMalieil O BOEHHOH OIlepanuu B
Adranncrane. B xoae paccaep0OBaHHS BBIICHHAOCh, YTO BHHOBHHK 3TOTO, OPHTAHCKHMI
o¢urep — karura Pobept Capxer. OH pa3dua HOYTOYK MOAOTKOM U IIPeObIBaA B IOAHOM
YBEPEHHOCTH, 4TO YHHYTOXHA HHPopMario. Ho xecTkuil ANICK KOMITbIOTepa He OCTPaAAA.
Bcero 3a 18 ¢yHTOB Hen3BeCTHbIN IMOKYIIATEAb TIOAYYHMA AOCTYII K COTHAM ¢oTorpaduii u3
30HbI OTBETCTBEHHOCTHU OpuUTaHIeB B apraHCKo# mpoBuHIuY ['eAbMeHA, AAHHBIM O BOEHHBIX
9aCTSX, CKAAAAX 6OENPHIACcOB, MApIIPYTaX MATPyAMPOBaHHs MecTHOCTH. [S] Crenmaancrst
I10 KOMIIBIOTEPHON 0€30IaCHOCTH OTMEYAIOT, YTO XpaHeHHe CeKPETHBIX AAHHBIX Ha AYHOM
HOYTOyKe — rpybeliiiee HapylleHVe IPaBUA HHPOPMALIMOHHOM He3omacHocTu. I1pu aToMm
MunucTepcrBo oboporsr CoeanHenHoro KopoaeBcrBa coo6mpao, 4ro 3a deTblpe roaa
OpHTaHCKUE BOEHHOCAYXKAIIHE IIOTEPSIAU B OOIIEll CAOXKHOCTH 60Aee CeMHICOT HOYTOYKOB C
cexpernoit mHdopmanmern. He Ayummm 06pasoM OOCTOHT CHUTyaus U B CIELHAABHBIX
cayx6ax CIITA, tax nanpumep, ®BP mpusnaao, uro 3a cpok ¢ 1996 ropa cOTpyAHHKH
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norepsan 184 xommbrorepa, o moBoAy 13 M3 HHUX CyIlecTByeT IOAO3PEHME, YTO OHM
ykpapensl. Tpu mpomaBmux HOYTOYKa COAEpXKaAM ceKpeTHy0 HHpopMaruio. IIpoBepka
nposepaeHHas B HanmonaarHoM Kocmmaeckom Arenrcrse CIITA (NASA) IIeAbIO KOTOPOM
OBIAO BBISIBAGHHE YCTapeBIIEro 00OPYAOBAHMS BbIIBHAR, YTO HEPEAKO Ha HHPOPMALIOHHBIX
HOCHTEASX IIpeAHA3HAUYEHHBIX AASl CIIMCAaHMA HAXOAMTBCS CeKpeTHas HHOpMaIus,
CTOUMOCTb KOTOPOH MOXXET H3MepATbCsl B MHUAAMOHBI aAoasapoB CIIIA. Hapymrenus
Oe3omacHOCTH OBIAU BbISIBAEHBI BO MHOTHX IOApasAeAeHIsiX NASA, BKAOYAs Te U3 HIIX, YTO
COCTAaBASIOT OCHOBHOE <«TeAO» ITOTO areHTCTBA. Hampumep, Ha HEKOTOPBIX >KECTKHX
Auckax crappx ITK Hamanch kycku nHGOpMAIu o mporpamme co3panms «IllaTrao>». Aa,
HHPOPMAIIHSI HEMHOTO YCTapeAd, HO aKTYaAbHOCTH He moTepsiaa. CTOUT OTMeTHTD, UTO Ta
’Ke IIPOBEPKA BbIIBHAA TOABKO B OAHOM CAydae IPOAQKY 6oAee AeCATKA 6,y KOMIIBIOTEPOB U
HOYTOYKOB, Ha JKECTKHX AMCKaX KOTOPBIX COAEPXKAAACh UPEe3BbIYANHO BAKHAS, XOTh M
¢parMeHTHpOBaHHAs MHpOpManmsa o Kocmmdeckod mporpamme CIIA. Her Hyxab!
TOBOPHTD, 4TO 3Ta MHPOPMAIS 3aceKpeuyeHa HACTOABKO, HACKOABKO 3TO BO3MOXHO. B
ToaraHAMH, B HHTepHeTe, OBIAM BBIAOXKEHBI AOKYMEHTBI ['OAAQHACKOM KOPOAEBCKOM
LOTPaHUYHOM CAYXOBI 1T0A rpudoM "coBepireHHO cekperHO". HoMepa TeaeoHOB 1 3armcu
PasroBOPOB OAMH U3 COTPYAHHKOB ITOIPAHCAYKODBI "CAy4ailHO" pa3MecTHA Ha OAHOM W3
cartroB. [Toxoxas ucropus nmpousomaa B 2005 roay B I'epmanun. Cryaenr us ITorcaama 3a
20 eBpO KyIIHA KOMIIBPIOTEP, HA KECTKOM AYCKE KOTOPOrO OOHAPYIKHA IIOAPOOHbIE CBEACHISI
O TIOAHMIENCKMX OIepalusX, CBSA3aHHbIX C 0CBOOOXKACHHUEM 3aA0KHUKOB.B Munucrepcrse
BHyTpeHHHX AeA PO, B 2008 roay, 6biaa BbIIBAEHA IIPOIAKA ABYX CEHPOB C CeKPETHBIMH
OIlepaTUBHBIMU AOKYMEHTaMH AeIlapTaMeHTa YTOAOBHOTO PO3bICKa. B xoae mpoBeaeHHOTO
paccAepOBaHHsT OBIAO YCTAaHOBAEHO, YTO BO BpeMs PEMOHTA, KOTOPBIA IIPOBOAMACS B
CAY>KeOHBIX [TOMELJEHISIX, CeM(bl C CEKPETHON HHPOpMAIell ObIAN CHAYAAA ITOMELIEHSH! B
KOPHUAOD, A€ HAXOAHAKCH 0€3 KOHTPOASL. A B IIOCAEAYIOLIUM OHU OBIAY ITO OIIOKE IIPUHSTHI
CTPOUTEASMH KaK CIVCAaHHblE M OTIPABAEHBI B IIYHKT IpuMa MeTaaroroma. CyapbOa
AOKYMEHTOB YCTaHOBA€HA He OblAa.

BrimeykasaHHbIe IpUMepHI MO3BOASIET HaM YTBEPAUTbCSA BO MHEHUH, YTO HEPEAKO
OIIACHOCTb YTEUKH TAUTHCSI HE TaM, TA€ ee OOBIYHO XKAYT — B AEHMCTBUSIX TPETBUX AWII, A B
HeCOOAIOACHUH CyOBeKTaMH OSAeMEHTapHBIX Mep 0e30MacHOCTH, IPH 9TOM MOXHO
IPEATIOAOXHUTD, YTO YaCTh AMI] ONEPUPYIONIMX C HOCUTEASMU MHPOPMAITMU He BAAACIOT
A@Ke dAeMeHTApPHBIMY 3HAHIAMHE O 3amuTte HHPopMaruu. B 60AbIIHHCTBe cAydaeB cucteMa
3aIUTHI IIPHCYTCTBYeT TOABKO (OPMAABHO He OCYIeCTBASA TEKyIHil OIlepaTHBHbIN
KOHTPOAB, @ Pearupysi AMLIb TOCTGAKTYM, IIOCAE OOHAPYKEeHHUS PpaKTa YTEUKN.

BriBoABI.

Taxum 006pa3zoM, MOXXHO COPMHPOBATH CACAYIOLIIE BEIBOADL:

1) Ha MHOIMX NpeANpHATHSX ONePUPYIONHMH CEKPEeTHBIMH HAU KOHQH-
AEHIIAABHBIMH AQHHBIMHM HHQOpPMAalMOHHAsE 0e30IaCHOCTb AMIIb AEKAQ-
pupyeTcs, HO GpaKTHIECKH He peaAu3yeTCs.

2) Kak mpaBUAO CTOAb TAQUeBHAs CHUTYalHs CKAAABIBAETCS B Ppe3yAbTaTe
OTCYTCTBHA CHCTEMHOTO IIOAXOAQ K 3amuTe MHPopManuu. B cBasu ¢ aTtum
OAHMM U3 0a30BBIX LIArOB II0 3AIUTE SBASETCS BBIPAOOTKA KOHIIEIIL[HU



36 - Conferinta Internationald, editia a X-a Jubiliara, 19 Aprilie 2013

Ge3omacHOCTH HHPOPMALINH, C TOCAEAYIOIIeft peaAnsariueil HeOOXOAMMBIX Mep
KBaAUQUIIMPOBAHHBIMU CIIEITMAANCTAMU

3) BakueifimmM BOMpOCaM OCTaeTcs HapAeKamas paboTa ¢ CyObeKTaMu, NMEIOIMH
AOCTYII K KOHQHUACHITMAABHOM HMHQOpMarmei. OTH AMIIA, Ilepes IIOAYIeHHeM
COOTBETCTBYIOLIETO AOITYCKA AOAXKHBL, B OOSI3aTEABHOM IOPSIAKE, IIPOXOAHTD
[PEABAPUTEABHYI0 IIPOBEPKY, C IOCAEAVIOIIMM OOyYeHHeM UX MepaMm
HMHGOPMALOHHOM Ge30macHOCTH. 11py 3TOM AQHHBI IIPOLIeCC He AOAXKEH OBITh
Pa30BbIM H SIIU30AMYECKHM, 2 PEAAH30BBIBATbCA MOCTOSHHO ITyTeM OIIePaTHBHOTO

TEKYIETO KOHTPOASI CO CTOPOHBI CIIEITMAANCTOB B obAaacTy 6€30MacHOCTH.
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MPOBJIEMbI UCIMOJIb3OBAHUA UHTEJITIEKTYAJIbHbIX
PECYPCOB B NPOLECCE MUHHOBALIMOHHON
AEATEJIbBHOCTU OPFAHU3ALUIA HAYYHO-
OBPA30OBATEJIbHON COEPbI

Oavea Ilyzauesa,
YO «T'omervckuii 2ocynusepcumem um.Q.Cxopunvr>

Muposoit u mepepOBOil OTeUeCTBEHHbIN OIBIT IOKA3bIBAET, YTO B COBpPEMEHHOM
KOHKYPeHTHON 6opbbe MAET COpeBHOBaHHE He CTOABKO 32 00AaAAHHe KAaITMTAAbHBIMH
pecypcaMu B MaTePUAABHBIME LEHHOCTSIMH, CKOABKO 3a CIIOCOOHOCTb K paspaborke u
HCITOAB30BAHUIO 3 PEKTHBHBIX HOBOBBEACHUH TEXHOAOTHIECKOTO, OPTaHH3AIIMOHHOTO H
KOMMEpPYeCKOTO XapakTepa.

Baxxnoe MecTo B KOMMepIMaAM3alluM 3HAHMM KaK HEOCS3aeMbIX HHTEAAEKTY-
aapHbIX pecypcoB (VIP) opraHusanuu 3aHMMaeT HAydHO-O6PAa30BATEABHBIN CEKTOP
PeCITyOAHKH IIOCKOABKY:



SECURITATEA INFORMATIONALA 2013 -37

" B 9TON cdepe COCPEAOTOUEH 3HAUYMTEABHBIN KAAPOBBIA M HAyIHO-TEXHHU-
YeCKUil IOTEHIMaA, TeHEPUPYIOUIl OOABLIOE KOAMYECTBO PE3YABTATOB
Hay4YHO-TeXHUYECKOM AeSITEAbHOCTH;

" Ha 0ase OOpasoOBaTeABHBIX W HAYYHBIX YUPENKAEHUI, a TaKKe HAYIHO-
MHHOBALJMOHHBIX IPEAIPUATHI HAET Ipouecc GOpMHUpPOBaHUS y4eOHO-
HAyYHO-MHHOBAIIMOHHBIX ~KOMIIAEKCOB, CIIOCOOHBIX OO€CHeYnTh BeCh
WHHOBALJMOHHBIA LKA - OT HMAEH AO CO3AQHUS KOHEYHOIO IIPOAYKTA
(TeXHOAOTMHM) M pacmpOCTpaHeHHs €ro Ha PBIHKE, a TAKXKe IOATOTOBKY
KaApPOB AASI 9TOTI chepsl;

= B cucreMe cGOpPMHpPOBaHA HHHOBALOHHAs MHPPACTPYKIYPA, BKAIOYAOIIAs
TEXHOIAPKH, MApKETHHIOBbIE LIEHTPbI, LIEHTPBI TPAHCpepa TEXHOAOTHIL, HayqHO-
HHHOBAILIVIOHHBIE IIOAPA3ACACHMS U Ap., KOTOpasi IPU3BaHA CIIOCOOCTBOBATDH
Iepepaye 3aBepIIEHHBIX PE3yABTATOB HAYYHO-TEXHUIECKON AESTEABHOCTH U3
Hay4HO-00pa30BaTeABHOM CPEpHI B IPEAIIPUHUMATEABCKHUIL CEKTOP;

®  By3bl U Hay4Hble OPraHU3ALIUY IOCTEIIEHHO HHTETPUPYIOTCS B MEXXAYHAPOAHOE
HAyYHO-TEXHHUIECKOe COOOMECTBO U IPEANPUHIMAIOT AKTHBHbIE IIOIBITKA
BBIMTH Ha PHIHKU HAYKOEMKOM BhICOKOTEXHOAOTUYHOM IIPOAYKIMH U YCAYT [1].

B measx ycIemHON peaAusaluyl MHHOBAIJMOHHOIO IOTEHIIHAAQ HAYYHO-0Opas3oBa-
TEABHOU cepbl HEOOXOAUMO 3P PEKTHBHOE YIIPABACHHE €€ UHTEAAEKTYAABHBIMU PECYPCaMU.

B HacTosimee BpeMs K OCHOBHBIM KHTEAAEKTYaABHBIM pecypcaM B HaydHO-
06pa3oBaTeAbHOI cdepe MOIYT OBITH OTHECEHBI: CPEACTBA HHAUBUAYAAU3ALUY — OPEHADL,
TOBapHble 3HAKM W 3asABKH II0 HUM; KHTEAAEKTYaAbHBIE PeCypChl, CBS3AHHBIE C
MUHHOBALIMOHHOM AESTEAPHOCTBIO,- TATEHTbl Ha M300peTeHUs], IIOAE3HBIE MOAEAH,
IIPOMBIIIACHHbIE 0OPA3LIbl U 3aIBKY 10 HUM; KOMIIBIOTePHbIE IIPOTPAMMBI U 6a3bl AQHHBIX;
HHTEAAEKTYaAbHBIE PECYpPChl, XapaKTEPHBIE AAS OTAEABHBIX BHAOB AESTEABHOCTH —
AWIIEH3UM Ha BHA AESTEABHOCTH; AOMEHHBIE MMEHa, KOTOpble TpeOyroT paspaboTku u
BEAEHIS 9AEKTPOHHOTO peecTpa cOOCTBEHHOCTH OpraHU3aIiH.

ITpumepoM GOPMAAMB0BAHHOIO U OPHUIMAABHO OXPAHSIEMOIO 3HAHHUS SIBASIOTCS
Pe3yAbTaThl Hay4HO-TexHUIecKOit AesiteabHOCTH (HTA ). OHI BKAIOYAIOT KaK Pe3yAbTaThl
paboT Mo AOrOBOpaM O NPOBEACHHM HMCCAEAOBAHMI M Pa3pabOTOK B COOTBETCTBHH C
TEXHIYECKUM 3aAQHHEM, KOTOpble OQUINAABHO IPUHATHL 3aKA3IUKOM, TaK M Pe3yAbTaThI
HHULMATUBHOM TBOPYECKOHN AESTEABHOCTH, KOTOpble (OPMAaAbHO He BKAIOYEHBI B
TEXHUYECKOe 3aAAHME U B OTYETHYIO AOKYMEHTALINIO, HO MOAYYEHBI UCIIOAHUTeAeM. Bee
3TO — HOBBIE 3HAHUS HAU PE3YAbTATHI HHTEAAEKTYAABHOM AESTEABHOCTH, Pa3MellleHHbIEe Ha
MATepHAABHOM HOCHTEAe B (pOpMe OPUIMHAABHON HHQOPMALMH, KOTOpAas SBASETCS
HeMaTepuaAbHbIM 06bexToM (Tabauma 1) [2].

B opraHusanusax Hay4HO-00pa3oBaTeAbHOH Cdepbl HAOAIOAAIOTCS CAEAYIOIIHe
po6AeMBI HCIIOAB30BAHUSI BCEX BHAOB MHTEAAEKTYaABHBIX pecypcoB u mpobaemst P,
CBSI3aHHBIE C HHTEAAEKTYaABHOM A€SITEABHOCTBIO:

"  Ou3HeC-IPOOAEMBI, OTHOCSIHECS K Cdepe OTBETCTBEHHOCTH OCYIeCTBACHUS

6usHeca (CBSISaHHI)Ie B OCHOBHOM C UCITIOAb30OBAaHHEM AAHHBIX PeCYpCOB),'
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"  mpaBOBbIe IIPOHAEMBI, 00YCAOBAUBAIOIINE PETUCTPALIUIO PECYPCOB U obecIe-

YEeHHE MX IIPABOBOM 3aIl[UTBI;

"  ympaBAeHUYecKHe IIPOOAeMBI, OIIpeAeAsIOlife y4eT pPecypcoB, IPHHATHE

pemenwit (Tabanma 2) [2].

Tabauya 1
I/IHTeAAeKTya.AI)HI)Ie pecypcChl OpraHu3anu
Pe3yabTaThI Hay4HO- PesyabTaTnr
XapakrepHucTuka TEeXHHYECKOH HMHTEAACKTYaAbHOH OnbIT COTPYAHHKOB
AeSITeAbHOCTH AeSITeABHOCTH
Omnpepesenue 3HaHue, 3HaHMe, IpeACTaBACHHOe Ha  |3HaHHe He BBIPAXXEHO Ha
[PEACTaBACHHOE B MaTepUaAbHOM HOCUTEAE, He  |MaTepHAAbHOM HOCHTeAe, HO
OTYETHOMH BOIIeAIllee B OTYETHI IIO MO3KET OBITh HCIIOAB30BAHO
AOKyMeHTaL[u1 aorosopam Ha HUOKP
Ipumepsr OTueTbl, KOMIIAEKT Crarb, pe3yAbTaThI HCCAC- TIpodeccuonasbHbIe HaBBIKH,
KOHCTPYKTOPCKOH AOBQHHI, OIIMCAHHe IIPOLIECCOB, |TBOPYECKHUIT TOTEHIIUAA
AOKyMeHTaIlM{ TeXHMYECKHX PelleHUi
Meropast mpaBoBoit  |[lareHTHOE, aBTOPCKOE, CMEXXHOE IIPaBO, CAy)KebHass 1 |CoraameHye MexXAy
OXpaHBI KOMMepuecKas TafiHa paboTHuKOM u paboropaTesem

Tabauya 2

ITpo6aemsI B 06AaCTH HCIIOAB30BAHHUST HHTEAAEKTYAABHBIX PECYPCOB

BusHec-nmpo6aeMb1

| ITpaBoBbIe poOAeMbI

| YapaBAeHYecKHe IpoOAeMbI

O6mue mpo6AeMsI AAST BCex BUAOB HIP

a) HeT KOOPAMHALIH TIPH CO3AAHHUH,
3ammTe 1 akcrayararpu VIP; B rom
YFICA€ U Ha YPOBHE HAIPaBACHUI ee
6usHeca.

6) HeAOOLIEHHBAIOTCS CYLECTBYIOMKE
HepeAOBble TEXHOAOTHH H OIIBIT
ynpasaenus MP, Haxopsmuecs Bue
cdepbI OpraHM3aImy;

B) caeakaMm aas MIP yaeAstieTcs
HEAOCTAaTOYHOE BHUMAaHKE

a) OpraHM3ALIMH He CACAAT 3a
CPOKaMU IIOAAEPIKAHIS
pecypca B crae;

6) MOHHTOPHHT HapyIIeHH#
COOCTBEHHBIX IIPaB U IIPaB
TPETHHX AMI| 32 [IPEACAAMH
KOMITAHHH BEAETCS
HeperyAspHO

a) OpraHM3AIHK He UMEIOT IOAHOM
uHbopMaImu o cymecTpyromux KP,
CTeIleH! MX 3alUIeHHOCTH, 06
KCIIOAB30BAHUH M LIEHHOCTH, U3-3a 1€er0
He IPUHUMAIOTCS AAeKBaTHbIE
pellenust, CHwKaeTcs leHHOCTh MIP;

6) OTCYTCTBYIOT CIIELMAAHCTI,
CIIOCOGHBIE pelaTh BeCh KOMIIAEKC
npobaem

WP, cBsa3aHHbIe C THHOBAIJHOHHOM AESITEABHOCTHIO

a) HeAOCTaTOUHOE
QHuHAHCHPOBaHHE COOCTBEHHBIX
paspaboTok;

6) 4aCTO OTCYTCTBYET KOOPAHHALIHS
PaspaboTOK K OHU BEAYTCS
Pa3pO3HEHHO;

B) HEAOCTATOUHO 3 $EKTHBHO
HCIIOAB3YIOTCSI MHHOBALIUH 1
paspaborku;

T) H306peTaTeAbCKas ACSITEABHOCTD
CTHMYAMPYeTCSI CAa60

a) cAa60 yperyAHpOBaHbl B3au-
MOOTHOIIEHHS MEKAY PabOTHU-
KOM U PaOTOAATEAEM IIPU OIIpe-
AEACHHHU ABTOPCKOIO BO3HA-
FPKAEHIL 32 OOBEKT HHTEA-
AEKTYaAbHOI COOCTBEHHOCTH;

6) MOHUTOPHHT HAPyLIEHUI
COGCTBEHHBIX HCKAIOUMTEABHBIX
IIPaB, HAPYIIEHUH IIPaB TPEThHX
AMIT, a TaKKe obecredeHus
[aTeHTHOM YHCTOTHI
paspaborox BepeTcst 6e3
HeOOXOAMMOI IIePHOANYHOCTH

a) OTCYTCTBHe y4eTa BodHuKatoujux 1P
no Bcent gernu: or HUOKDP a0
KOHEYHBIX IIPOAYKTOB;

6) caaboe BBITBACHUE OXPAHOCTIOCOBHBIX
TeXHUYECKHX PELIEHHH, a TAIOKe PEIeH I
0 1jeAeCO0OPa3HOCTH IIOAYIEHHSI OXPAHBI
AAS AAABHEHIIIErO MCIIOAB30BAHHS STHX
n3obpeTeHmt;

B) BbIBOA HHTEAACKTYAABHOR
COOCTBEHHOCTH 32 IPEAEABI OPTaHH3ALIAN
KOHTPOAMPYETCsl HeYeTKO;

T') OTCYTCTBYIOT perAaMeHTUpYIOLHe
AOKYMEHTbI, yCTaHABAMBAIOIIHe
MIPAKTUKY TPUHATHUSA PENIeHUN
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IlpaBa Ha pe3yABTATBI MCCACAOBAHMIT M Pa3pabOTOK OTPAKAIOTCS B AOTOBOPAX Ha
HHOKP, B poroBopax Mexay paboropaTereM M PabOTHHKOM IIO BOIPOCAM HHTEAAEKTY-
aabHo# cobersennoctu (MIC), B AOTOBOpax o mepepade TpaBa Ha MOAQYY 3asIBKHU, B COTAQ-
IIEHUAX MEXAY COABTOPaMH, a TAKKe B AMIIEH3UOHHBIX AOTOBOPaX U AOTOBOpaX YCTYIIKH.
OrcyrcrBre AOTOBOPOB MAM HEOAHO3HAYHOCTb B TPAKTOBKE UX ITOAOXKEHIH — Hanboaee pac-
IpOCTpaHeHHas IPUYMHA Pa3HOTAACHI U clIOpoB. I109TOMY BayKHBIM SBASIeTCS yperyAupOBaHue
TPYAOBBIX OTHOLIEHHIT C pabOTHIKaMH, cosparomumu F1C, 1o caeAyIoLiM HaIpaBACHHSM:

"  HX aBTOPCKOMY BO3HATPLKAEHUIO B COOTBETCTBHUM C TPeOOBAHISIMH 3aKO-
HOAQTEAbCTBA U OPTaHU3AILUM;

"  M3MEHEHHMI0O AOAKHOCTHBIX MHCTPYKUHMH M INpPOQUAAKTHKE HapyIleHMI
ABTOPCKUX ITPaB;

* npeporBpamenuo BbiBoAa VIC (M306peTenuil, mpoMpIIAeHHBIX 06Pa3LoB,
TIOAE€3HBIX MOAEAEH, HayYHBIX Iy OAMKALMI1) 32 PEeAEAbl OPTaHU3aLUH.

CaepyeT OTMeTHTD, 4TO IpepoTBpameHue BbiBoaa MC 3a mpepeAbl opraHusaruu
CBSI3aHO C IIOCTPOeHHeM cHcTeMbl ympasaeHus VP ¢ moMmompio OH3HeC-IIPOLIECCOB IO
BoLIBAeHMIO VP M NpMHATHIO pelleHMi O IATEHTOBAHHMHM, a TAKKe CTHMYAHUPOBAHMSA
H300peTaTeAbCKOM U PALIMOHAAN3ATOPCKOM AESITEABHOCTH.

B cootsercruu ¢ 3akonom ot 5.01.2013 r. N2 16-3 «O xomMmepueckoii TaitHe>» [3]
B OPTaHMU3aLUSIX AASL CBEACHUH, TIONMAAAIOIIYX IIOA €I0 ACHCTBHE, AOAKEH ObITb YCTAHOBAEH
peXuM KOMMepyecKOil TalHbI, KOTOPBIN, B YaCTHOCTH, IIpeAalloAaraeT o¢popMAeHHUe
coraameHuss O KOHQHAEHIMAABHOCTH C paboTHHUKOM. Ero 3aKkAlO4eHHIO AOAXHBI
IPeAIIeCTBOBATb AEHCTBHUS, HalpaBAeHHble Ha (OPMHPOBAHHE PEXHMA, B TOM YHCAE:
OlpeAeA€HHE COCTaBa CBEAGHMH, IIOAAEKAIIMX OXpaHe; OrpaHMYeHHMe AOCTyIa K
KOMMEPYECKON TalHe; Y4YeT AMI], IIOAYYMBIIMX AOCTYIl K KOMMEPYECKOH TalHe;
IpUMeHeHHe He 3alpeleHHbIX TEXHIYeCKUX CPEACTB M MeTOAOB 3aIJUThl MHPOPMAIIHH.

AHaAM3 COCTOSHMA M pa3BUTHSA CHCTEMbl YIIPAaBACHHS MHTEAACKTYaAbHBIMU
pecypcamu yHuBepcurera B 2005-2012 IT. MOKa3bBaeT CTAOHABHBIA POCT OCHOBHBIX
II0Ka3aTeAel OLleHKU Pe3YAbTATOB HayYHO-TeXHUIECKON U TBOPIECKOIt AesiTeabHOCTH. O6
9TOM CBHMAETEAbCTBYIOT AJHHbIE, XapaKTePHU3YIOI[Ue YUCAO IOAAHHBIX 3asdBOK M
noaydeHHbix nareHToB Ha OITC, n3paHHBIX MOHOTpaduil, yY4eOHUKOB, yeOHbIX ITOCOOHMIT I
APYTUX AOCTIKeHU (TabAnnpl 3 1 4).

Tabauya 3
Hcnoap3oBaHHe 00’5eKTOB ABTOPCKOTO IpaBa

Foast HcnoAp3oBaHne HAyYHBIX Pa3paboTok B yue6HOM mponecce
(u3paHHe MOHOTpadHit, yIeGHHKOB 1 y4eGHBIX 10 CO6HiT)
2008 320
2006 197
2007 256
2008 214
2009 157
2010 153
2011 121
2012 46
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Tabauya 4
CBeAeHUS O IOAAHHDIX 3a5BKAX M HOAYYEHHBIX HATEHTaX Ha 00beKThI
npombimaenHoi cobcrBernoctu (OIIC)

Toabr 2005 2006 2007 2008 2009 2010 | 2011 | 2012

KoanyecTBo mopaHHbIx 14 10 3 9 7 11 7 17
3asgBok Ha OIIC

KoamuecTo moaydeHHbIX 8 19 21 11 9 4 6 8
natenToB Ha OIIC

AaabHefilee COBepIIEHCTBOBAaHME HMHHOBALIMOHHON AESITEABHOCTH Ha OCHOBE
HCIIOAB30BAaHMSI HHTEAACKTYAaAbHBIX PECypCOB M Pa3BUTHSl HMHHOBALUH 3aKAAABIBAeT
PyHAAMEHT POCTa U 6AATOCOCTOSHIUS 9KOHOMUKH CTPAHBbL.
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The carried out analysis of intellectual resources in the course of innovative activity of the organisations of
scientifically-educational sphere allows to formulate experience and the basic problems of their use.

IMPORTANCE OF PROVIDING INFORMATION FOR
CONDUCTING EFFECTIVE LOCAL ADMINISTRATIVE POLICY

Chief Asst. Prof. Katia Strahilova, PhD
University of National and World Economy — Sofia,
Department of Public Administration and Regional Development

The paper discusses the implementation of local administrative policy and the role of
information technologies. The paper examines the basic questions of the construction of municipal
computer information systems and problems of this process.

1. Introduction in local administrative policy

Municipalities in Republic of Bulgaria are a major local authority. As such they
have separate budgets and their own policy on infrastructure, local services, health and
education. Nowadays the question for the development of new administrative services is
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an essential issue, including electronic services. For these reasons below we present the
main issues of the use of information technologies for local administration and imple-
mentation of local administrative policy.
2. Information technologies in municipalities
From the point of view of the contractor process for deciding on investments in
information technologies goes through the following stages:
¢ Identification of information needs and definition of information problem;
o Definition of the purpose and scope of the system and preparation of reference;
e Evaluation of economic efficiency (for private sector organizations — by
assessing the financial impact in public organizations by assessing the public
benefit);
e Development of the system.
The sequence of these actions can be developed as a corresponding sequence
(Figure 1).

Identification of Definition of the
information needs purpose and scope Evaluation of Development of
and definition of of the system and €Conomic tp ©
S . ) e o i the system
information preparation of efficiency d
problem reference

Figure 1. Development of information solutions in municipalities

As can be seen from the illustrated stages in the process, the evaluation phase of
economic efficiency has an important place and role. This process shows whether the building
the system is economically justified. Economic efficiency of investment in information and
communication technologies is associated with the risk assessment and the likelihood
computerized information system not to be programmed and implemented, or not to imple-
ment its functionality. Typically, investment decisions are made based on estimates, which are
based on historical data from past periods. The implementation of investments in information
and communication technologies is made in the above described sequence, depending on
economic conditions and the behavior of individual actors. Therefore, each project has the
opportunity to obtain different results than expected from the investment. Analysis of the risk
of obtaining negative results in the literature is called analysis of investment risk. It is designa-
ted as a valuation uncertainty to obtain the expected results of the investment and quantitative
analysis. The risk in evaluating investments in information and communication technologies
for local administrative policy should be primarily analyzed at four stages (Figure 2).
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Determination
ofrhe main
factors for
choosing

Deciding on
investments

Determining the
gignificance of
the indicators

Rask
management

Figure 2. Stages in the evaluation of investments in information and communication
technologies for local administrative policy

The main factors that affect the implementation of IT projects in local admi-
nistration are:
e Experience in the work of the contractor;
e Time factors;
e Financial conditions;
e Legislative requirements;
e Macroeconomic factors and others.
3. Conclusion
Finally, it should be noted that the information technologies are important in
order to have an effective local administrative policy and so are the role of risk analysis
and return in the process.

OOPMANN3ALMA NPUHLUUMNOB KITIACCUOUKALIUA
OKOHOMUYECKUX PUCKOB

Hpuna Baiuna, Crasanckuil ynusepcumerm

Explores issues of formalizing the principles of classification of economic risks, given the
major risks, and the next decade 2013

IToa puckoM 6yaeM MOHMMATb BO3MOXKHYIO OIIACHOCTb IIOTEPb, BBITEKAIOLIYIO U3
crienPUKU TeX MAM HMHBIX SBACHHH IIPUPOABI M BUAOB AEATEABHOCTH 4eAOBEYeCKOro
obmecrsa. Ilpu mccaepOBaHME (POpPMAAM3ALMN IPHHIHUIOB KAACCHPUKALUKM IKOHO-
MUYECKHX PUCKOB OyAeM MCXOAUTb M3 TOTO, UTO PHCKOM MOXHO YIIPaBASITB, T.e.,
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HCIIOAB30BATh Mepbl, II03BOASION[E B OIPEACACHHON CTeIleHH IIPOTHO3MPOBATb
HACTyIIAEHHE PHUCKOBOTO COOBITHS M IIPUHHUMATh Mephl K CHIDKEHHIO CTEIIeHH PHUCKA.
OcHOBO# QYHKITHOHUPOBAHUS 9PPEKTUBHOH CHCTEMBI YIPAaBACHHS 3KOHOMHYECKUMHU
PHCKAaMH CTAHOBHTCS MX KAACCUPUKAITHA.

ITop xaaccuuxamnmesl pucka cAeayeT IIOHMMATb paclpeAeAeHHe PHCKa Ha KOH-
KpeTHbIe IPYIIIIBI ITO OITPEeAEACHHDIM IIPH3HAKAM AAS AOCTIDKEHHS IIOCTABACHHDIX ITeAel.

Hayuno-060cHOBaHHas KAACCHQUKALMSA PUCKA IIO3BOASIET YETKO OIIPEAEAHUTbH
MeCTO KaXAOrO pHcKa B ux obmeit cucreme. OHa CO3A2€T BO3MOXHOCTH AAS
3¢ PpeKTUBHOTO IPUMEHEHHS COOTBETCTBYIOIUX METOAOB, IPUEMOB YIIPABACHUS PHCKOM.

Coraacto kaaccudukarpst Ilepemera A A, Illep6axosa I'.H. skoHOMMYecKue prcKu
PA3AMYAOT [I0 BHAY OTHOIIEHMS K BHYTPeHHeH U BHeIIHell cpepe 6aHKa. AOCTOMHCTBOM
KAACCUQMKAIIUK SIBASIETCSI CO3AAHHE OIPEACACHHOM CHCTeMBbl PHCKOB, BKAIOYAIOIIEi
OTAEAbHbIe PAa3HOBUAHOCTH PHCKQ, a 32 OCHOBY IIPHHIMAETCS AeA€HHe PHUCKOB Ha BHEIIHHE
U BHyTpeHHHE. DTO II03BOASIET PA3AEAUTD PUCKH, BOSHHUKAIOLIME BHE OAHKA, 1 OKa3bIBAIOLI[IE
BAVSIHHE HA OIIEPALINOHHYIO AESTEABHOCTh GaHKa M PUCKY, BO3HUKAIOIYE BHYTPH OaHKa, B
IpOLlecCe OCYIECTBAGHHS 0aHKOM CBO€Hl <«IPOMU3BOACTBEHHOI» AESITEABHOCTH. JTO
KOpeHHOe OTAMYHE ABYX KAACCOB PHCKOB OIpeAeAseT OTHOIIeHHEe K HMM CO CTOpPOHBI
GAHKOB, CIIOCOGbI KOHTPOAS M BOSMOXXHOCTH ympaBAeHws. [S, c¢. 125-127]. CoraacHo
YKa3aHHOM KAACCHQUKALMKM PHCKH IO BHAY OTHOIIEHMS K BHYTpeHHeH U BHeNIHeH cpepe
OaHKa KAACCUPHUIIMPYIOTCS CAEAVIOLIUM 00pa3oM:

Buemnne:

®  PUCKH, CBSI3aHHbIE C HECTAOMABHOCTBIO 9KOHOMUYECKOTO 3aKOHOAATEABCTBA U
TeKyIlell 9KOHOMUYECKON CUTYAI[UH, YCAOBHAMH HHBECTHPOBAHHUS U UCIIOAD-
30BAHMUS IPUOBIAL;

®  BHEIIHEIKOHOMMYECKUE PHCKH (BO3MOXKHOCTb BBEAGHHsS OTPAHUYEHHUIl HA
TOPTOBAIO U [IOCTABKH, 3aKPBITUS TPAHUI] K T.A.);

®  BO3MOXXHOCTb YXyALICHUS IIOAUTHIECKON CUTYAI|UH, PUCK HeOAQTOIPHSATHbBIX
COIIMAABHO-TIOAMTHYECKUX U3MEHEeHUH B CTPaHe HAH peTHOHE;

® BO3MOXHOCTb H3MEHEHHS IPUPOAHO-KAMMATHUIECKHX YCAOBHMH, CTHXHHMHBIX
6eACTBHIA;

e  KoAebGaHVS PHIHOYHOM KOHBIOHKTYPBI, BAAIOTHBIX KYPCOB H T.A.

Bayrpennue:

e  CBA3AHHBIE C AKTHBHBIMM ONeEPAIUAMH (KPEAMTHbIE, BAAIOTHbIE, PbIHOYHBIE,
pacdyeTHble, AM3UHTOBble, (AKTOPUHTOBBIE, KACCOBBIE, PHUCK II0 KOPPECIIOH-
AEHTCKOMY CYeTy, 0 pHHAHCHPOBAHHIO M UHBECTHPOBAHHIO U Ap. );

e  cBssaHHble ¢ 06s3aTeAbcTBaMH 6aHKa (PHCKU MO BKAAAHBIM M AEMIO3UTHBIM
OTeparysM, 110 IPHBAEYEHHBIM MeXK6aHKOBCKUM KPEAUTAM );

e  (CBs3aHHbIE C KAYeCTBOM YIIPaBAEHHUs OaHKOM CBOMMM aKTHBAaMH U [IaCCHBAMH
(mpolieHTHBIN PHCK, PUCK Hec6AAAHCUPOBAHHON AMKBHAHOCTH, HeTIAQ-
TEXECIIOCOOHOCTH, PHCKH CTPYKTYpbl KAaIlUTaAa, AeBEpPeAka, HEAOCTa-
TOYHOCTH KaIuTaAa 6aHKa );
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® CBA3aHHBIE C PHUCKOM peaAM3alMd (UHAHCOBBIX YCAYT (OmepaluoHHbIe,

TEXHOAOTMYECKIE, PUCKA HHHOBALWM, CTpaTernyecKue, OyXraATepckue,
AAMUHUCTPATHBHbIE, PHCKH 3A0yTIOTpebaeHHuit, 6esomacuoctn) [ S, c. 130].

IIpu paccMOTpeHHH Pa3AMYHBIX IMOAXOAOB K KAACCHUKALUN PHCKOB HEAb3s He

OTMETHTh MOPPOAOTHYECKYIO TabAMI)y PHCKOB KOMMepueckoro 6anka (cm. ¢urypy 1.),

npearoxernnyto Casunckoit H.A. [6, c. 89-91], KoTopas MOXeT HMCIOAb30OBaTbCS AASL

CO3AaHUA HHq)OpMaI_II/IOHHO—aHaAI/ITI/I‘IeCKOI;I 6a3bl  CHCTEMHOIO ONIPpEACAEHUI H
HUCCACAOBaHUSA 6aHKOBCKIX PHCKOB.
Mopodoarornyeckas nepeMeHHast Buap1 packa

1.2. @unanCcoOBbIN

1. Aorucruxa ceszedt (Tum
MOTOKA)

1.1. MarepuaabHBII

1.3. lu¢opmanmoHHbIit

2. Tun nponecca

2.1. VIHHOBaLIMOHHBII

2.2.
HndpacrpykrypHblit

2.3.
ITpousBoacTBeHHbII

3. Mecro B cucreme

3.1. Ha Beixope

3.2. B mponecce

3.3. Ha Boixope

4. Cy6bexTuBHSBIA GakTOp

4.1. VIHAMBYAYaAbHBINH

4.2. KOAAGKTUBHbBII

®Duz. 1. Moppororndeckas TabAHNa PACKOB KOMMepPYeCKOro 6anka
HUcrounnk: Capuackas H.A. [7, c. 90]

Takas KAaCCHUKAIMS MO3BOASIET ONPEAEAMTb MCTOYHUKH M BHUABI PHUCKA IyTeM
NPOCAEKMBAHUS CBA3eH: IIOTOK — TIIpollecC — CHCTeMHas XapakTepHCTHKa —
CyObeKTHBHBIH GaKTOP, a TAKOKe OPraHM30BATb CTPYKTYPY M HAIIPABACHHS KOMIIAEKCHOTO
aHaAM32a BO3HHKAIONUX PHCKOB.

OcHOBHBIE AOKYMEHTBI, KOTOPBIMU PYKOBOACTBYIOTCS PHCK-MEHEAXePbI 3aIlaAHbIX
KOMIIAaHMI B IIPAKTHYECKOH AESITEABHOCTH, pa3paboramsl BaseAbcKMM KOMHUTETOM IIO
6aHKOBCKOMY HAp30Py U HasbBAIOTCs IIpUHIMIBI GaHKOBCKOro Hapsopa [1]. Aammbrit
AOKYMEHT COAEPXMT 25 IPUHIUIIOB, peaAM3alMs KOTOPHIX IPU3BaHA MHHUMAAbHO
HeOOXOAMMBIM YCAOBHeM obecredeHHs: 3pPpeKTHBHOTO OAHKOBCKOTO HAA30pa, 4 TaKKe
KOMMEHTapuu K HHM, Oasupyromuecs Ha peKkoMeHaammsix bBaseabckoro xomurera u
AydIIe MeXXAYHAPOAHOM IIPAKTHKe B chepe GAHKOBCKOIO AeAd M GAHKOBCKOTO HAA30DA.
Cpeau BazeAbCKUX IPUHIUIIOB MOXKHO BBIA€AUTD [IPUHIMIIBI 6-15, CBsI3aHHBIE C PUCKAMHU
0aHKOBCKOH AesiTeapHOCTH. [IHTerpanms MoaaaBckoil 6GaHKOBCKOHM — (HHAHCOBOM
oryeTHOCTH ¢ MexxayHapoaHbsiMu CranpapTamu Qunancooit OTyeTHOCTH (MC®O)
HEeCOMHEHHO, IIOAYYUT CBOE PA3BUTHE B IPUMEHEHUH AAHHBIX IPHHIJUIIOB B OAHKOBCKOM
npaktuke. CoraacHo Meroposorun DBaseabckoro coraameHus IO KaIMTaAy,
«MexayHapoaHas KOHBEpTeHIHs H3MepeHHs KAalluTaAd U CTAHAAPTOB KallUTaAa: HOBbIE
nopxopbl» (ussectHoro kak Baseap II) B mpuHnMmax od¢deKTHBHOro 6GaHKOBCKOTO
Hap30pa AeHCTBYIOI[as CHUCTeMa KAACCUPMKAIIMKM PHCKOB IIPEATIOAATaeT CAEAYIONIMe
9KOHOMHUYECKHe PHCKH B OAHKOBCKOH AESITEAPHOCTH: KPEAUTHBIH PHCK, CTPAaHOBOH H
TpaHCPepHbI PUCK, PBIHOYHBIA PHUCK, IIPOLEHTHBIN PHCK, PUCK IOTEPU AMKBHAHOCTH,
OIlepalMOHHBII PUCK, IPABOBO PHCK M PUCK YXyALIEHHS peryTanuu [2].

B meaom mmMeeTcst MHOXX@CTBO Pa3AMYHbIX KAACCHPUKAIIUH 9KOHOMUYECKHUX PHCKOB,

Ppa3AMYIasaCh ITOAOKEHHBIMH B MX OCHOBY KpPHTEPHAMH. ITo HameMy MHEHHIO Hauboaee
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METOAOAOTHYECKH IIEAOCTHOM IIPEACTABASIETCST KAACCHPUKALINS GAHKOBCKUX PHCKOB, KaK
COCTaBHOM 4acTH SKOHOMHMYeCKHX, mpepsoxenHas Ilurepom C. Poysom [8, c. 156].
['pymIMpoBKa pHCKa MPOM3BOAMTCS IO BUAAM HAa OCHOBHble (KPEAMTHBIN PHCK, PUCK
HeCOAAQHCHPOBAHHOCTU AMKBUAHOCTH, PBIHOYHBIA PHCK, HPOLIEHTHBIA pHCK, PHCK
HEAOTIOAYYeHNsS TNpUOBIAM, PHCK  HENAATEeXECOCOOHOCTH) K AOHOAHUTEAbHbIE
(MHPASIMOHHBII PUCK, BAAIOTHDII PHUCK, HOAUTHYECKUI PUCK U PUCK 3A0YHOTpeOAeHHIt)
pHCKH. AOCTOMHCTBOM KAACCUQUKALUM SBASETCS TO, YTO B 3Ty CHCTeMy BKAIOUEHBI KaK
BHyTpEHHHe PHUCKH, BO3HUKAIOIIYE B IPOIiecce obecIedeHust COOCTBEHHOM AeSTeABHOCTH
0aHKa, TaK M BHEILIHNe PHCKH, CIIOCOOHBIE CYIIleCTBEHHO IOBAMSTD Ha pab0TOCIIOCOOHOCTD
U KOHKYPEHTOCIOCOGHOCTp 0aHKOBCKOM cucrempl. Ha ¢urype 2 mpepcraBaeHa
npeasoxenHas Ilurepom C. Poysom u sopaboraHHas aBTOpoM (OPMAAU3ALUSI BUAOB
KAACCHUKAIMHI PUCKOB C Y4€TOM FAABHBIX PUCKOB 2013 roaa 1 GAMDKAMIIEro ACSTHACTHSL.

| Kaaccupukanus puckos |

.

I'pynmupoBka BUI0B

. ,

| OCHOBHOIH ™  JlOHOIHHUTENbHBIH

o HH(bHﬂuHOHHLIH -
HecOaaHCHPOBaH- BaJIFOTHBIM
_— P _—
HOCTH JINKBUIHOCTH
BIHOYHBIH TIOJIUTUIECKHI
p| HENOMOTydCHNs > 3JI0yTIOTPEOIeHHI
pUObLTH
HeTIaTeKe-
—>
CIOCOOHOCTH
HpOHeHTHLIﬁ -
—>

Quz. 2. CrpykrypHasi cxeMa pOpPMAAN3AAA BHAOB KAACCHPHKAIIMH PHCKOB C yIeTOM

rAQBHBIX pHCKOB 2013 roaa 1 GAYDKAMIIEro AeCITHAETAS
Hcrounnk: Mopnduxamnus aBTopoM cxemsl kKaaccuukaruu [Turepa C. Poysa

He cMoTps Ha TO, 4TO CYHIeCTBYIOT U APYyTHe Hay4dHble KAACCUPHKAITMK IKOHO-
mmyeckux puckos (Illepemera A.A. u Illep6akosa I'H., Casunckoit H.A., T'oipas M.)
ABTOP CYUTAET, YTO C Y4ETOM CIeIMPUKH COBPEMEHHOIO COCTOSHHS MEXAYHAPOAHOM
6anxoBckoit cucrembr (MBC) xaaccupuxanmio ITurepa C. Poysa AAM NpakTHYecKOro
IPHMEHEHHS CAEAYET AOIIOAHHUTD:
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1. B rpynmupoBKy IO AOIIOAHMTEAbHBIM BHAAM PHCKAM BKAIOYHMTb CTPAHOBOM U
oIlepaIlMOHHbIe PUCKY;

2. AOOAaBHUTb HOBBII BHA — TAOOAABHBIE PHCKH MEXAYHAPOAHON OGAaHKOBCKOM
CHCTEMBI U BKAIOUUTH B €T0 KAACCHQUKALIIO pucky omubok IlenTpobaHkos,
XpOHUYecKHe AMCOaAaHCHI (UHAHCOBBIX CHCTEM, PHCKHM Kubeparak, pHCKU
0ECKOHTPOABHOCTH U IIOCAEACTBHIl IOAB30BAHUSI TAOGAABHOM KOMIIBIO-
TepHOI ceTblo MHTepHeT, a TaiKe PHCKH HeIpeACKasyeMOCTH HHPOpMa-
ITHOHHBIX TeXHOAOTHIL.

ITpu 5TOM I10A rAOGAABHBIMH PHCKAMH MEXAYHAPOAHOM 6AHKOBCKOM CHCTEMBI
CAeAYeT IOHMMATb PMCKM, OKasblBalollMe CyIeCTBeHHOe BAMAHME Ha (OpMHpOBaHUE
0aAaHCOB MUPOBBIX pUHAHCOBO — OAHKOBCKHUX CHCTEM U ObecredeHre ux Gecrepe6oiHO
u 3p GeKTUBHOM AATEAPHOCTH B 3aBUCHMOCTHU OT BEAUYHHbI U BO3MOXKHOTO BO3AEHCTBUA
MOABEP>KEHHOCTEM.

Heob6X0AMMOCTh BKAIOYEHMSI YKA3aHHBIX PUCKOB CBSI3aHA C OCOOEHHOCTSMH
COBPeMEHHOI0 PasBUTHA MUPOBOM 9KOHOMUKU 1 MEKAYHAPOAHON 6AaHKOBCKOM CHCTEMbI
Ha 2013- 2023 rr. C mpepocTepesKeHUsIMK OT TAOOAABHBIX PUCKOB BBICTYIIAIOT 9KCIIEPThI
Bcemuproro akoHomudeckoro popyma, obHapoposasmue 8 suBaps 2013 r. B AoHpoHE
HCCAepOBaHHME O TAoGaabHbIX puckax B 2013 roay.[9] BouiBaenHsle okcmepramu
ra06aAbHBIE PHCKH MOXKHO Pa3AEAMTb Ha COLMaAbHbIe (PacTyIuil pa3pblB MEXAY yPOBHEM
AOXOAOB HACEAEHWS), NMPUPOAHO — KAMMATHYecKHe (HeXBaTKa TPECHOH BOABI Kak
Pe3yAbTaT M3MEHEHHs KAMMATa IAAHEThI), TAOGaAbHblE PHCKM MHPOBON 3KOHOMHKU
(xpoHmyeckuil 6GIOAXETHDBI AepUUMT CTpPaH MHPA, NPOAOBOABCTBEHHBIN KpPHSHUC;
Ype3BbIYAiiHas BOAATHABHOCTD LieH Ha 9HePTOHOCHTEAU U IPOAOBOABCTBHE). B oTAeAbHYyIO
KAACCHQHUKALMOHHYIO IPYIITY I10 MHEHHIO aBTOPA L{eAeCOOOPA3HO BBIAEAUTD TAOGAABHEIE
PHUCKH  MEXAYHAPOAHOM 0aHKOBCKOI CHCTEMbI (CHCTeMHmﬁ $UHAHCOBBIA KPHU3HC,
BO3MO>KHBIN KPaX MEXXAYHAPOAHON GUHAHCOBOM CUCTEMDI H AD. ).

VccaepOBaHUE AEHICTBUTEABHO IIOAHHMAeT Cepbe3Hble MHUPOBbIE NMPOOAeMbL. JTO M
HEpPaBEHCTBO BO3MOXKHOCTeH (KaK CAEACTBHE, COLMAAbHAs HECTAOHABHOCTD U A€MOHCTPALH
BO BCEX PasBUTBIX CTPaHaX), HEBO3MOXHOCTD, & IIOPOI U HeXKeAAHUe TIOAUTHYECKHX KPYTOB B
Awmepuxe u B EBpore cripaButbcst ¢ mpo6aeMoit 6e30TBETCTBEHHOM OI0AYKETHON [IOAUTHKIL H
T. A. Taxum 06pasoM, BbIAEAUB FAQBHBIE PHCKE OAMDKAMIIETO ACCSITHACTHS, MOXKHO OLIPEACAUTD
HOPSIAOK HMX B3aMMHOTO BAMSHHUS: HEKOTOpble PUCKM M YIPO3BI, HAKAAABIBASICh, MOTYT
yCHAMBAaTh ApPYT Apyra. B poxaape ma 2012 r. ompepeAeHbl TPHM TAABHBIX CIieHApHs
«HAAOXeHHUsI PUCKOB>. OCHOBHOM M3 HUX, IT0O MHEHHIO COCTAaBUTEACH AOKAAAQ, CBSI3aH C TeM,
4TO YXyAIIAIOIHecs OKOHOMMYECKHMe YCAOBHSA CTaBSAT II0A COMHEHHE <« COITMAAbHBIHN
KOHTPAaKT> MeXAy TPOXAAHAMH M BAacTbio. Ha aTO HakaaabIBaeTcs yCHAMBAIOIIMHCS
NPOTEKIMOHM3M, HAITMOHAAM3M MU TIONYAM3M, M B pe3yAbTaTe 3TO MOXeT IIPHBECTH K
rA06aABHOMY ABFDKEHHIO MEPOBOM SKOHOMUKH [0 HUCXOASIeit crmpaas [9].

CpeAn IIpeATIOCHIAOK (OPMUPOBAHMS CHCTEMBI TAODAABHBIX 9KOHOMHYECKHX
PHCKOB BaXXHYIO POAb IO HallleMy MHEHHIO UTPaeT AOCKYTKOBBIN XapakTep 9KOHOMMKH.

HPI/I 9TOM MbI IIOHHMMAa€M AOCKYT KaK KyCOK, 4aCTb, 3A€MEHT HaHHOHaAbHOfI, peruo-
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HAABHOM MAU MHPOBOM 9KOHOMUKH. «/AOCKyTHas 9KOHOMHKA >, TOSBUBIIKCD B MioHe 2011
I. He WCIOAB30BAAACh KAK HAYYHBI TepPMMH, He CBS3bIBaAACh C OOIIeMHPOBBIMH
TEHACHIIWSIMH, & CKOpee KaK (paseOAOTHIECKUIl OOOPOT AASL YCHACHHS XapPaKTePHCTUKU
PEeroOHaAbHON SKOHOMHKH ABCTPAAMM — yBeAWYEHHE BAAIOTHBIX M KPEAUTHBIX PHCKOB,
CKauKM Kypca aBCTPAAMMCKOIO AOAAAPA, OCAAOAGHHME KPEAUTHBIX M HMHBECTHIJMOHHBIX
PBIHKOB, pocT 6e3paboTurby, uHAIIMHU U Ap. [3].

AockyrkoBast skoHoMHKa (anra. patchwork economy) mpepcrasaser co6oit
CETOAHS OAMH U3 HanboAee XapaKTepHbIX 9AeMeHTOB raobasusanun. [To HameMy MHeHHUIO
AOCKYTKOBAass 3KOHOMHKA IIPEACTaBAseT CO0OM COBOKYIIHOCTb PAasHOPOAHBIX 3KOHO-
Mudeckux cucreM (Hampumep, B pamkax EC okoHomuku crpan LleHTpasbHoil u
Bocrounoit Espombl ¢ opHo#t cropoust u 'epmannu uau @panimu, ¢ Apyroit) au6o
COBOKYIIHOCTb OKOHOMHMK HMEIOIIMX pasAMdHbIe CKOpPOCTH passutust (0T 9KcHo-
HEHIIMAABHOTO POCTa A0 KPH3HCHOTO COCTOSHHS). AOCKYTHOCTb B Pa3BUTHH OTAEABHBIX
9AEMEHTOB MHPOBOM JKOHOMHYECKOH CHCTeMbl NPOSBASETCS Ha BCeX IJTalax ee
craHoBAeHMs. Ho ee HebaarompusTHas pOAb CTaAd AKTHUBHO IIPOSIBASITHCS AHMIIb B
YCAOBUSX TAo6aAmsanuu MUpOBOro xossiicrBa [4]. CeropHs AOCKYTKOBOe pasBHTHE
MUpPOBOM 9KOHOMHYECKOI CHCTEMBI CTAAO TOPMO3OM TAOGAABHOTO 3KOHOMUYECKOIO
pocra. Oco6eHHO BEANKO BAMSHHE Pa3HOHAMIPABACHHOTO PA3BUTHS HA MEKAYHAPOAHYIO
OAHKOBCKYIO AESTEAbHOCTb. B OaHKOBCKOM CHCTeMe BeCbMa BEAUKH HAIlMOHAAbHBIE
HOPMaTHBHBIE Pa3AMYHs, KOTOpble B 3HAUMTEABHON Mepe BAMSIOT Ha (OPMHPOBAHHE H
QYHKIIMOHMpPOBaHUE SKOHOMMYECKMX PHCKOB. OJTO IIO3BOASET HaM CPOPMYAHUpPOBATH
TeopeTHIeCcKoe IOHSTHE «AOCKYTKOBasi 9KOHOMHKA B MEKAYHAPOAHOH GaHKOBCKOM
A€SITeABHOCTH>» KaK OAHO HX COCTAaBHbIX 0a30BBIX COOOPaKEHMIT B CHCTeMe IPEAIOCBIAOK
$OpMHPOBAHNMSA IKOHOMHYECKHX PHCKOB.

Takum 06pasoM, MPHBEACHHAST KAACCU(HKALIL M 9AEMEHTS], IIOAOXKEHHbIE B OCHOBY
9KOHOMMYECKOH KAACCU(HKAIMH, MMEIOT IIeAbI0 He CTOAbKO IEpeYHMCAeHHe BCeX BHUAOB
0AHKOBCKMX PHCKOB, CKOABKO ~AEMOHCTPALMIO HAAMYMS ONPEACACHHOR  CHCTEMbI,
II03BOASTIOIefi OaHKAM He YITYCKATb OTAEAbHbIE Pa3HOBHAHOCTH IPU OIIPEACACHHH CO-
BOKYITHOTO pa3Mepa PHCKOB B KOMMEPYECKOH I IPOU3BOACTBEHHOM cdepe. OcoOeHHOCTBIO
HAXOXXAEHHUS CTeIIeHH SKOHOMMYECKHX PHCKOB SBASITCS ero MHAMBHMAYAAbHAs BEAMYHMHA,
CBSI3AHHASI C IPHHSTHEM Ha Ce6si KOHKPETHOTO PHCKA [0 KOHKPETHOM GaHKOBCKOM OIIepaLiHIL
Bo MHOrOM OHa ompeAeAsieTcst CyObeKTUBHOM MO3UIMe N KAKAOTO OaHKa.
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HOBbIE MPUOPUTETbI B UHOOPMALIMOHHON
BE3ONACHOCTU B COBPEMEHHOM MWUPE

Caiiduxpamosa Auna
Eductus (Ilseyus)

CeropnsmHuil MUp 3TO MHp, B KOTOpoM IpaBur mHpopmarmsa. OHa o6pabars-
BaeTCs, HAKANAMBAETCs, XPAHUTCSA U MEepPeAAeTCs C MOMOIIbI0 PA3AMYHBIX JAEKTPOHHBIX
cpeacTB  cBasu. KommploTepusanus MHOTMX BHAOB UYEAOBEYECKOH AEATEABHOCTH
OTKpbIBA€T HAaM HOBble INIPeUMyIecTBa M BO3MOXHOCTH, CO3AaBas, IIPH 3TOM, HOBbIE
po0OAeMBI, paHee HaM HEH3BeCTHBIE.

Baxrble MHTepechl CyObEKTOB, TAKUX KAK, TOCYAAPCTBO, IOPHAIMECKIe U (PUMIECKIe
AUWIIA, BKAIOYAIOT KOH(PUAEHIIMAABHYIO KOMMEPYECKYI0 M IePCOHAABHYIO HHQOPMAIUIO,
KOTOpasi AOAXKHA OBITb IIOCTOSIHHO A€IKO AOCTYIIHOM, HO OAHOBPEMEHHO M HAAEKHO
3AlIMIEHHON OT HeIPaBOMEPHOIO ee HCIIOAb30BAHMS, HEXKEAATEeAbHOTO pasTAalleHus,
{aabcHPUKAIIY, HE3AKOHHOTO THPAKUPOBAHNS, OAOKIPOBAHIS UAH YHIITOXKEHHL.

CaepyeT OTMeTHTB, YTO B HACTOsIjee BpeMs OOABLIMHCTBO OPraHHM3aIjUil He
obecrieurBaeT HEOOXOAMMBIH ypOBeHb HHPOPMALIMOHHOM 6€30IaCHOCTH CBOMX aKTHBOB.
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HepocraToumbiit ypoBeHb obecriedeHns HHPOPMAIIMOHHON 0e30IMACHOCTH 00YCAOBAEH

dakTOpaMH, KOTOPbIe BKAIOYAIOT:

OBICTPOE YBEAMYEHHE KOAMYECTBA IOAB30BATEAE, NMEIOIX HEIIOCPEACTBEHHBII
AOCTYII K CPEACTBaM HH(l)opMauHOHme TEXHOAOTUHM U MAaCCHBaM AQHHBIX, a
TAKKe UX CA26asi IPaMOTHOCTD B BOIIPOCAX 6e30MacHOCTH;

OBICTPBII POCT KOAMYECTBA MEPCOHAABHBIX KOMIIBIOTEPOB, IIPUMEHSEMbBIX B
Pa3AMYHBIX BUAAX AEATEABHOCTH;

MOBbIIIEHNE YPOBHS AOBEpPHUSI K aBTOMAaTU3MPOBAHHBIM CHUCTEMaM YIIPaBACHUS
u obpaborku uHPopMaruu. MTHPOPMAIIMOHHBIM CHCTEMAM AOBEPSIOT CaMYIO
OTBETCTBEHHYIO PabOTy, OT BBIIOAHEHHS KOTOPOM 3aBHCAT KH3Hb U 0OAa-
rOCOCTOSIHHE MHOTHUX AIOAE;

pasBuUTHE M PACHPOCTPAaHEHHE KOMIBIOTEPHBIX CeTeH, TEepPPUTOPHAABHO-
PacIpeAeAeHHBIX CHUCTEM U CHCTEM C YAAACHHBIM AOCTYIIOM K COBMECTHO
HCIIOAB3YEeMBIM PecypcaM;

3HAYUTEABHOE yBeAMdYeHHe 00beMOB MHPOPMAIMH, HAKalAMBaeMOH U obpa-
OaThIBaeMOI1 C IOMOLIBIO PAa3AMYHBIX CPEACTB aBTOMATH3aL{UM;

COBpPEMEHHBII1 YPOBEHb PasBUTHUSI CPEACTB MHPOPMALIMOHHOM 6€30IIacCHOCTH
3HAYHUTEABHO OTCTAeT OT TEMIIOB Pa3BUTHS HHPOPMALIVOHHBIX TEXHOAOTHIT;
MHOTOYHMCACHHbIE Yﬂ3BI/IMOCTI/I 48 6pem1/1 B HPOFPaMMHOM U CeTeBOM
obecreveHnsax. JTO OOYCAOBACHO TeM, YTO COBpPEMEHHbIe HPOrpaMMHBIE
IPOAYKTBI H3-32 KOHKYPEHI[HH IIOIAAAIOT B IPOALKY C OLUIMOKAMM, HEeAOpa-
6O0TKaMM 1 HEKAYECTBEHHOM OTAAAKOL;

XpaHeHHe OOABIINX 00beMOB MHPOpPMALY, BKAIOYAsS M KOHQHAEHIIMAABHBIE
AQHHbIE, Ha 9ACKTPOHHbIX HOCUTEAAX;

OTHOIIeHHe K MHPOPMALUH, KaK K TOBapPy, YTO YBEAHIHBAET YPOBEHb KOHKY-
pPEeHIMH U IIPOM3BOACTBEHHOTO IIMHMOHAXA B OOAACTH IIPEAOCTaBACHUS
I/IH(l) OPMaLII/IOHHI:uIX YCAYI'j

HEAOCTAaTOYHbIM YpOBEHb CHCTEMbl 3aKOHOAATEABHO-IIPABOBOTO PEeryAHpOBa-
HHS OTHOIIEHMI B cdepe HCIIOAb3OBAHUSA H 3AIUTHI HHPOPMAIMH, YTO IIPH-
BOAUT K BOSHUKHOBEHHMIO U PAaCIPOCTPaHeHHIO KOMIIbIOTePHOM IIPeCTYIIHOCTH.

Taxum 06pasoM, HOBbIe TEHAECHLNN U TEXHHYIECKUI IMPOrPecC 3aMEeTHO YBEAUdH-

BaeT HaACKHOCTb I/IH(l)OpMaLH/IOHHbIX CHCTEM, HO M BAEKYT 3a CO60ﬁ IIOSIBA€HHE HOBBIX

HpOGAeM I/IHCPOPMEILII/IOHHOI;I 6630HaCHOCTI/I, CpeAr KOTOPBIX MOKHO BBIACAMTD OCHOBHBIE:

pUCcKH MHGOPMALIMOHHOM 6e30IIaCHOCTH IIPU BHEAPEHUM OOAAYHBIX BBIYHCAE-
HUI 1 IPOEKTOB C GOABIINMU MACCHBAMH AAHHBIX;

PHUCK KPOXH AQHHBIX C MOOMABHBIX YCTPONCTB, UCIIOAB3YEMBIX COTPYAHUKAMHU
AAS paboTbl;

PacxoA BpeMeHHU U CPEACTB Ha HCIIPaBAEHIe IPOOAEM BBIIIE, €M PACXOA Ha UX
IpeAYTIPEKACHUE;

yTeuKka KOHPHACHIMAABHBIX AQHHBIX - TI0 AAHHBIM MHOTHX aHAAMTHKOB OoAee ¥4

OpTaHU3ALMI CTPAAAIOT OT HECAHKIIMOHMPOBAHHOM YTEeUKH MHPOPMALY, B 60Ab-
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LIMHCTBE CAY4YaeB IIEPCOHAABHBIX AAHHBIX. Ha CeroAHsIMHMIT AeHb CAAGBIM 3BEHOM
B MHQOPMALMOHHBIX CHCTEMAX SBASIOTCS COTPYAHHKU OPTaHM3aLil KOMIIAHHH,
TaK KaK GOABIIMHCTBO yTeueK KOHPUAECHIINAABHBIX AAHHBIX CBSI3AHO C ACHICTBUSIMU
3AOHAMepPeHHbIX HHCAMAEPOB HAY C OOBIMHO HeOPEKHOCTBIO [IEPCOHAAR;

PUCKH, CBSI3aHHBIE C BUPTYAaAbHOM HHPPACTPYKTYPOIl - 06YCAOBACHBI TeM, UTO
KOHTPOAMPOBATh IIPOLIECC CO3AAHHS U IePeMeleHHs BHPTYAAbHBIX MAIINH

HaAMHOTI'O CAOJXKHEE, 1€EM B CAydae q)I/ISI/I‘IECKI/I.X CpeA.

Aast apdexruBHOrO 0becreveHmss HHGOPMALUOHHOM 6E30IIACHOCTH HEOOXOANMO

VAEAATD ocoboe BHUMaHue OCHOBHBIM BOIIpOCaM, CpeAH KOTOPBIX:

obecreueHre 3¢ PeKTHBHOTO 1 IPO3PAYHOTO YIPABACHUS HHGOPMALUOHHBIMU
PHCKaMH, IIOCPEACTBOM MOHHTOPHHTIA YPOBHS 3aIUTH 1 COOTBETCTBHUS, KOTO-
PBIiT CIIOCOO€eH OBICTPO BBIIBUTD U yCTPAHUTD YTPO3BI;

IIAQHUPOBAHHE IPHOPUTETOB ACHCTBUIT HA OCHOBE OM3HEC-PHCKOB, CBSI3AHHBIX
C IOTEHIMAABHBIMH MHITACHTAMY;

OBICTPOe HAXOXKAEHHEe MHPOPMALUU O AI0OOM KOMIIBIOTEPE, pa3BepThIBAHKE
IPOAYKTOB MAU OOHOBAEHHE KOHQUIYPAIIHIT 32 HECKOABKO CEKYHA;
IpHMeHeHHe KOMIIAGKCA PelIeHHH, BKAIOYAION[ETO POAEBbIe MOAEAM AOCTYIIa
Ha YpOBHE OTAEABHBIX AOKYMEHTOB M HMHQOPMAIIOHHBIX CHCTEM, a TaKXKe
MeXaHHM3MBI YIIPAaBACHHUSA AOCTYIIOM Ha OCHOBE 3THX MOAEARH;

OIIpeAeAeHHe IPABHA M KOHTPOAD HAA MCIIOAb30BAHHEM MOOUABHBIX yCTPOMCTB
C HCIIOAB30BAHHMEM Pa3AHYHBIX METOAOB 3alIUTBl U IIPOBEPKH YSA3BUMOCTHU
MOOHABHBIX IIPHAOYKEHHI IIPU HX BHEAPEHHUN;

IpPHHATHE peIIeHHd | OIpeAeAeHHEe IPHUOPUTETOB IIPU  YIPABACHHUU
HHIJUACHTAaMU ¥ IPEAOTBpPAlleHHH YIPO3, C UCHOAB30OBAHHEM BO3MOXKHOCTH
ydera OU3HEeC-KOHTEKCTA U COAEPIKIMOTrO HHPOPMALIMOHHBIX AKTUBOB;

bosee apPeKTHBHOE ObecredeHNe B3AUMOAEHCTBHS OTACAOB MHPOPMAIOHHOMN
0e30TacHOCTU € OM3HEC-IOAPA3ACACHMSMM B OPraHH3AIMX, a Takoke BHe-
ApeHHe KOPIIOPAaTHUBHOM KYAbTYPbI 6€30I1aCHOCTH.

ITpobaemsl HHPOPMAIIMOHHO 6€30IACHOCTH MOKHO IPUPABHHUBATD K IIpobAeMaM

6esonmacHoro 6usHeca B OEAOM, TaK KaK IIO MEpe€ Pa3BHUTHI M YCAOXHEHUS CPEACTB,

MeTOAOB M $OpM ABTOMATH3ALHMU IIPOLECCOB 00paboTKM MHPOPMAIMK [OBBINIAETCS U

3aBUCHUMOCTD OOIIeCTBA OT YPOBHS MHGOPMALIMOHHON 6€30MaCHOCTH MCIIOAB3YEMBIX UM

HHPOPMALIMOHHBIX TEXHOAOTUH M CpeACTB. TakuMm obpasoM, mpobOaema obecredeHuUs

I/IH(l)OpMaI_[I/IOHHOﬁ 6€30IaCHOCTH CTAHOBUTCS emle 6oaee CEPBESHOﬁ, 4TO IIpEAIIOAAraeT

IIpUMEHEHHE OPraHU3ANMAMH KOMIIAEKCA IIPAaBOBBIX, OPTraHH3AIlMOHHO-TEXHHUYIECKUX H

9KOHOMHUYECKHNX METOAOB obecrneyeHns HH(]?OPMaHHOHHOﬁ 6e30IacHOCTH.

1.

Hcnoan3yemple HCTOYHHKH:
www.is027000.ru

2. www.itsec.ru

3.

www.connect.ru
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INFORMATION RISKS DURING MEASUREMENTS
OF NOISE POLLUTION

Lyubomir V. Vladimirov Nikolai I. Kovachev
University of Rousse, Bulgaria
E-mail: lyvladimirov@uni-ruse.bg, nkovachev@uni-ruse.bg

A method for determination of the information uncertainty in noise measurements is
proposed. The criteria for evaluation of the information uncertainty is verified at first level. Then
the method for their determination is justified. The information risks are verified experimentally.

Key words: information, risk, noise, pollution.

The uncertainty is typical for investigation of noise pollution in the environment
[1,2]. The reasons are the entropity hierarchy, completeness, variability and lack of
knowledge, information and normative differences.

The purpose of the present paper is to propose a method for determination of the
uncertainty in information from imissions of noise pollution measurements. The
problems to be solved are: 1) Criteria definition for information uncertainty evaluation,
2) Justification of the definition method for information uncertainty evaluation, 3)
Experimental study and verification of the criteria.

Information uncertainty Ifunsec is presented as an summarized indicator of two
composites - Information inexactness — Ifexactness and information unclarity - Ifclarity
[1,2]. The information uncertainty is defined by the law of distribution Noise Distribution
of the A-weighted sound pressure level - L,s. Using Risk 4.5 software, 16 indiscrete
distributions law of the noise imission were checked: 1) Uniform; 2) Normal; 3)
Lognormal; 4) Logistic; S) Loglogistic, 6) Triang, 7) Exponent, 8) ExtValue; 9) Gama; 10)
Beta, 11) Weibul, 12) Rayleigh; 13) Pearson, 14) Gumbel, 15) Erlang, 16) Wald. 15
numerical characteristics of the distributions were set: Left X - left boundary value of the
imissions, Left P - left boundary of the confidence interval, Right X - right boundary of the
imissions, Right P - right boundary of the confidence interval, Diff. X - interval values of
the imissions, Diff. P - Confidence Interval, Minimum and Maximum - minimum and
maximum value of the imissions, Mean - mathematical expectation, m , Mode - Fashion,

Median - Median, Std. Deviation — standard deviation, 0, Variance - dispersion, 0'2,
Skewness - asymmetry, Kurtosis - kurtosis. The uncertainty is measured by the value of the

mathematical expectation L 4 of the measured A-weighted sound pressure level - Lya,,

. ) 2
standard deviation O L and variance Orpd -

The risk for information uncertainty of the measurements R for the imissions

Ifexact

is defined from the probability P for amending of the mathematical expectation,

standard deviation and variance in the defined boundaries for overall noise levels Lp y
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variation. Therefore three variants of it are used: 1) the average information risk -

R raei[m], 2) RMS information risk - R, ,.,[07], 3) Dispersive information risk -

R Ifexact[O'Z]. A check of the hypothesis of the laws of probability distribution is made.

Then are calculated the probabilities of the mathematical expectation, variance and
standard deviation of the imissions for their change at the preset intervals. For this
purpose the integrated functions of the distribution of the above laws and the analytical
dependences for calculation are derived. The program Calc.exe is used. The range for
the imissions variations which are considered here as mathematical expectation, standard
deviation and variance depend on the purposes of the study. They may vary in the preset

intervals of the defined meanings 7, & and ¢ and through the intervals determined
by the minimum and maximum value of the noise imissions, standard deviation, etc.
The information unclarity Ifclarity is determined by setting the 11 descriptors: 1.

Criteria for hypotheses testing about the laws of distribution: a) criterion of Pearson 2

b) criterion of Anderson-Darling, 4 — D), ¢) criterion of Kolmogorov-Smirnov K — 3§,
II. Number of the tested with RISK 4.5 distribution laws , III. Programs used for
processing of the experimental data, IV. Sample size; V. Duration of the noise exposition;
VL. Acoustic background in the area of measurement VII. Scheme of the measurements
and the location of measuring points; VIIL. Propagation medium; IX. Configuration of
the sources of noise, symmetry or asymmetry, dimensions, direction of sound, X.
Indicators of the area of the noise propagation; XI. Procedure for sampling formation -
consistent, combined or random.

[m], RMS risk -

For verification of the proposed criteria - averaged risk - Ry, .,

R i[O and dispersive information risk R [6°] are performed experimental

Ifexact
studies of the noise pollution in the air of the manufacturing environment, generated by
tailor manufacturing. The measurements were conducted in accordance with the
standards EN ISO 11201:1995, EN ISO 11204:1995 + AC 1997 and EN ISO 3746 in
their Bulgarian transpositions. The sample consist of 20000 values. The sampling rates
are 10, 15, 20 kHz . They are tested by the criterion of Pearson, Anderson-Darling and
Kolmogorov-Smirnov. The values of the information risks were obtained. The parameters
of the first ranked from the program Risk 4.5 law of distribution are presented in Table 1
at two sampling rates — 10 and 20 kHz .

Table 1
Information risks in noise pollution’s measurements
Sampling rate 10 kHz Sampling rate 20 kHz
Criteria Law 2 2
leé.mcl[m ] R(/&mct[a] leexact[o- ] leexacl[m ] leexaft[a] R(fbxact[o- ]
47| Logistic | 045117 | 062772 0,62119 0,63382 0,75261 0,75101
A—D| Beta | 052922 | 047833 0,47322 0,67228 0,74331 0,71821
K —S | Weibul | 0,50188 | 04338, 0,43561 0,66281 0,73811 0,72811
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The analysis of the results shows that the proposed criteria for information risk
uncertainty of the noise pollution values are sufficiently selective. A dependency of
increasing at higher sample rate is seen. The values of risks in relation of standard
deviation and variance are very close. Here's what you can use one of them. Laws of
distribution have a significant influence on the values of the criteria of information risk.
The difference between them is relatively small when the sampling rate of 20 kHz .

The foregoing gives us a reason to claim that the proposed method for evaluation
of the information uncertainty of noise pollution’s measurement is objective. The used
information risks on mathematical expectation, standard deviation and variance are
representative and sensitive. They allow consideration in probabilistic terms, and thus to
take into account the true nature of the variables.
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AHANU3 3TANOB PA3BUTUA TEHEBOW
UHO®OPMALIMOHHO SKOHOMUKU

Bopma I'puzopuii, acnupanm Moadasckoti Dxonomuueckoii Akademuu,
Bedywuii sxcnepm omdera unpopmayuonnoii besonacHocmu,
Hayuonaavnuiii Bank Pecnybauxu Moadosa

This article aims to analyze the roots of underground information economics, phases of its
establishment, and preconditions of its appearance. Important milestones are discussed and
outlined.

Bcrynaenne.

Ha ceropHsmmHmit AeHb, KQXADBI YEAOBEK, B TOM MAM HHON Mepe HCIIOAb3YIOIHI
BBIYHICAUTEABHYIO TEXHHKY, CTOAKHYACS C IPOOAEMO¥ TeHeBO HHPOPMAL[IOHHOMN 9KOHOMHUKHY,
OyAb TO BpeAOHOCHOE IIPOrPaMMHOe obecIiedeHHe, IOaBIIee Ha KOMITBIOTED HAM MOOHABHOE
YCTPOMCTBO, YKpaA€HHbIE IEPCOHAAbHbIE AQHHBIE, CITaM, TIOAYYEHHBIN Ha IAEKTPOHHYIO ITOYTY
HAV MOOHMABHBI TeAepoH. B mocaeaHee BpeMs BCE dalle TOBOPSIT O COOBITUSIX, TAK HAU HHAYeE
CBSI3AHHBIX C AQHHOM O0AACTBIO, HAXOASILEHCS Ha CTBIKE MHOIMX HayK: MHQOPMAILIHOHHO-
KOMMYHHKAIJHOHHbIX TEXHOAOTHI, 9KOHOMHUKH, OyXraATepHH, FOPHCIIPYAEHLIHHL

ITeabro AAHHOTO AOKAQAQ SBASIETCS BCECTOPOHHUI aHAAM3 OCHOBHBIX 39TAIIOB Pa3BH-
TS TeHeBOH MHPOPMAITIOHHOMN S9KOHOMUKHU.
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B AaHHOM AOKAaAe PACCMATPHBAETCS NPOOAEMHAs CHTyalus TeHeBOH HHpOpMa-
LIMOHHOF SKOHOMUKH, IIPEATIOCBIAKY €€ Pa3BUTEL, MCTOKH, BXKHbIE BEXM H COOBITHS, KAIOO-
YeBble € 9AeMEHTHI U YIACTHUKH: OOBEKThI H CYOBeKTh MHPOPMAIJMOHHBIX [IPECTYIIACHHIL.

Tenepasi nHGOPMaMOHHAA IKOHOMHKA - ASTEABHOCTD, CBS3aHHAS C UCCACAO-
BaHHEM, NPOEKTUPOBaHMEM, IIPOU3BOACTBOM, PpACHpPOCTPAaHEHHEM, IIOAAEPXKKOH H
UCIIOAb30BAaHKMEM KOMIIOHEHT MHQOPMAIIMOHHBIX U KOMMYHMKAIIMOHHBIX TEXHOAOTHUH,
CKpBIBaeMasi OT OOIIeCTBa U FOCYAAPCTBA, HAXOASIIASICS BHE FOCYAQPCTBEHHOTO KOHTPOASL
U y9€Ta, a TAKOKe, Yallle BCETo, SIBASIOAsCS IPOTUBONPABHOi. TakuM o6pa3oM, IpUINHOM
CyIecTBOBAaHHs TeHeBON HHPOPMAIlMOHHOMN SKOHOMUKHM ABASETCSA HaAMYHe YCAOBUH, Ipu
KOTOPBIX BBITOAHO CKPBIBATb CBOIO AESTEABHOCTD, AMOO OTAEABHbIE €€ dIAeMEHTHL.

B pasBuTum u cTaHOBACHHM TeHeBOM HHPOPMAIJMOHHON SKOHOMHKH MBI BBIAEASEM
TPH OCHOBHBIX 9TaIla, BpEMEHHbIE PAMKH M OCHOBOIIOAATAIOIIHe COOBITHS KOTOPBIX OYAYT
PaccMOTpeHb! ¥ IPOaHAAM3HPOBAHbI HIDKE:

AoxomnprorepHbiii. Ha paHHOM aTame QOpPMHPYIOTCS IPEANOCHIAKH Pa3BUTHA
TeHeBOM WMHGOPMALMOHHON OSKOHOMEKH: IOSBASIIOTCSL IIPOOOpPasbl BBIMHCAUTEABHOMN
TeXHUKH, pOPMUPYETCS 3aKOHOAATEABCTBO (OCHOBOM AASL KOTOPOTO BO MHOTOM CAY>KHT
PuMmckoe mpaBo), sKoHOMHMYecKue U byxraatepckue (ABOiTHOI yuér) acmektsl. K koHIY
AQHHOTO IIEPHOAJ, 9KOHOMHKM CTPaH y)Ke CTAAKMBAIOTCS C IIPOOAEMON TeHeBOi
9KOHOMHKH, ABOMHOM OyXraATepuu.

Pamnmit. Hagyaro paHHOrO aTama oTHOCHMTCA K cepepnHe 200ro Beka. JTOT Jram
XapaKTepeH MNOSBACHHEM IIePCOHAABHOIO KOMIIbIOTEpPA M €ro MACCOBBIM PacIpoCTpa-
HeHUeM, [TOsIBACHIEM ITepPBBIX XaKepOB, KOTOPhIe TI03)Ke HAYAAH OOBEAHHITCS B IPYIIIH-
pOBKH. BaXHOM XapaKTepHCTHKON AAQHHOTO 3Talld SBASETCS. OCOOEHHOCTH IIPUPOABI
BPEAOHOCHBIX IIPOrPaMM: OOABIIMHCTBO U3 HUX AMOO HECYT AECTPYKTHBHBIN, AMOO
HCCA€AOBAaTEAbCKUM XapaKTep.

Cospemennpiii. Ha panHOM 3Tame BcE pexke M peske BCTPEYAIOTCS XaKephl-OAHU-
HOYKM, MM Ha CMEHY IPHUXOAAT OPraHU30BaHHbIe IPYIIMPOBKU, KOTOphIE AHCTBYIOT Kak
eAMHBIN OTAQXKEHHbBIM MEXaHU3M: 4eTKO PACIpPeAeAeHBl POAM, 30HBI OTBETCTBEHHOCTH. B
3TOT IIepHOA HAbGAIOAQETCS CMeHa HAIPAaBAEHHOCTH BPEAOHOCHOTO IIPOTPaMMHOIO
obecrieyeHHsT C AGCTPYKTHBHBIX IjeAeil Ha KPAXY AAHHBIX, BBIMOTATEAbCTBO, HCIIOAB30-
BaHHe KOMITbIOTEepa >KepTBbl B CBOUX IeAsX, HAIPUMep, AASL PACCBIAKM CIIaMa, B KauecTBe
IPOKCH HAM «30MOu>» B 6oTHeTe. HabAr0paeTcss «KOMMepLHAAU3ALIUI>»> BPEAOHOCHOTO
nporpammHoro obecreuenus, ysssumocteit (1). AaHHBIt TepHOA XapaKTepusyercs
LIMPOKOMACIITAOHBIMU BUPYCHBIMU SIIUAEMUSIMY, HanpuMep, Zeus, Conficker. MHorue u3
XaKepOB, IIOSIBUBIINXCS Ha IIPEABIAYIIIEM 9Talle, CeJac CTAHOBATCS 9KCIIEPTaMH B 06AaCTH
nHpopmanuonHoit 6esonacHoctr (2). IuparcrBo Habupaer Bcé Goabmme 060pOTHI, Kak
u 6opbba ¢ aTHM siBAeHUEeM. B aTOM ITeproae MOsIBASIETCS TaKOe IIOHATHE, KaK XaKTHBH3M:
HCIIOAb30BaHHE KOMIIBIOTEPOB, KOMIIBIOTEPHBIX ceTeil M HH(OPMAIlMOHHO-KOMMYHH-
KaI[MOHHBIX TEXHOAOTHH KaK MHCTPYMEHTa AASl BBIPOXXEHHs CBOero mporecTa. B aror
[IepPUOA HAYMHAIOT HAOUpATh IIOIYAIPHOCTb MOOUABHBIE YCTPOMCTBA, M, KAK CAEACTBUE,

BCé Yaige 1 4ale CTaHOBATCA 0OBEKTOM aTaK 3AOYMDBIIIACHHHKOB. Ha6AIOAa€TC5I ITIOABACHHE
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BCE OOABILIETO KOAMYECTBA HMHPOPMALMOHHBIX AHAAOTOB IPECTYIACHHH M3 <«OOBIMHO>
KPUMHHAABHOM Cdepbl, TAKKX KaK BbIMOI'ATE€AbCTBO, IAHTAXK, IIITHOHAXK, OTMBIBAHIE ACHET.
3akAroueHue.

B aaHHOM AOKAape ObIAQ IPEATIPHHSTA MONBITKA OOO3HAYUTh OCHOBHBIE ITAIIbL
Pa3BUTHS TeHeBOM HHPOPMAIIMOHHON S9KOHOMUKH, BBIAGAUTD BOXKHBIE BEXU B €€ CTAHOBAECHMH,
OCHOBHbIE YepTbl, HPUCYIIHe KKAOMY u3 9ramoB. OYeBHAHO, YTO IPOOAEMA TEHEBOM
UHPOPMALFIOHHON S9KOHOMUKHU YXOAUT CBOMMH KOPHSIMH FAYOOKO B UCTOPHIO YEAOBEYECTBa,
9KOHOMHUKH, HH$OPMALIMOHHbIX TEXHOAOTHH, YeAOBEYECKOI IICUXOAOrUH. Bopbba ¢ AaHHBIM
SIBAEHHEM AOAXHA OCYILECTBASTBCSI HA MHOTHX YPOBHSIX: TAOOAABHOM, MEXAYHAPOAHOM,
TOCYAQPCTBEHHOM, PETHOHAABHOM H AQXKe KOPIIOPaTHBHOM.
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PERSONAL DATA DANGERS

Nicolae Turcan
United World College Red Cross Nordic

In this work, a major problem of security of personal data is discussed. Mobile applications,
which simplified data transfers, have also shown some threats that we should be aware of.

In the century of astonishing improvements, technology seems to occupy more and
more place in our lives. Nowadays, mobile application became extremely popular, bringing
plenty of advantages, but also stressing the security of personal data. Both
Google and Apple have announced that they have surpassed 700,000 apps in their app stores.
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This provides a tremendous amount of choice for consumers, and also enables businesses to
create and deploy custom apps to their workforce. However, for the security issues, it raises lot
of concerns. Regarding those facts, security officers must be extremely diligent in educating
their employees about dangers of their mobile data. It could take only one application to leak
data, being enough to cause infinite amount of problems for companies.

Reviewing apps from the Google and Apple stores, security has been found to be
lacking. Even the apps that we would think hold our trusted information: secret-banking
apps, are failing. Why are so many apps lacking some of the most basic security principles?
A reasonable excuse can be that Apple and Google have done an amazing job at making it
very easy to create apps. However, just because you can doesn’t mean you should.

A quick internet search will return huge amount of articles and sources about
creating Android and iOS apps. The marketing behind these sites is genius. They tell you
how easy it is to create your own app, how you don’t need to be familiar with
programming languages. These apps range in sophistication with some even creating
unique source code based on the platform that you are developing against. The real
unexpected problem is that none of these DIY programs teach or test for security flaws.

Those problems are predominantly caused by student. As more students acquire
mobile devices and start downloading applications at younger ages, data privacy is
becoming even more critical. It turns out that 6 out of 10 mobile apps are sharing
personal data that could put children in danger.

A report from the Federal Trade Commission examined hundreds of apps offered
for children in the Google Play and Apple App stores and the privacy disclosures and
practices they follow. The FTC found that most apps do not provide parents with
information about what data is being collected from their children, how it is being shared,
or who will access to it. Many of these apps connect to social networks and quietly send
information to third parties, such as ad networks and analytics companies, without
informing their parents about those actions.

Data privacy may not be top of mind for parents and teachers when it comes to
student devices, but it should be a priority. The FTC found that there was a fairly small
number of third parties collecting information from all types of apps. "This means the
third parties that receive information from multiple apps could potentially develop
detailed profiles of the children based on their behavior in different apps,” the
commission said in a press release on the report.

However, figuring out which apps share data is difficult. According to the report,
only 20 percent of apps disclosed any information at all about the app's privacy practices.
But almost 60 percent were sending information back to the app developer or, more
commonly, a third party.

And many apps contained links to other functions outside the app without
notifying users about them before download. Fifty-eight percent of apps contained ads,
but only 1S percent disclosed that before download. Twenty-two percent linked to social
networks, but only 9 percent disclosed that fact. About 17 percent allowed users to make
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purchases within the app, but notifications about that were not always prominent or
understandable.

The FTC is launching investigations to determine if app developers or stores are
violating the Children's Online Privacy Protection Act, which prohibits collection of data

on children younger than 13 without parental consent. It's also developing an education
program about mobile apps and privacy for parents, and it urges all involved in the mobile
app industry to offer more information, so that parents and children can understand the
data being collected and shared when an app is downloaded.

The FTC report focuses on parents and their role in protecting children, but
teachers and schools must also be aware in examining any apps recommended by or used
in class. Schools can also play an important role in spreading knowledge about data
privacy and safety to students as they become digital citizens.

One of the basic security principles that is often overlooked and even more often
misunderstood is the principle known as Defense-in-Depth. The premise behind
Defense-in-Depth is that each layer of security must be sound and protect the system with
its own merits, therefore if one layer of the security fails the next layer is there to back it
up. If however the system is designed with security flaws in place, the strategy of Defense-
in-Depth is weakened. The basics to Defense-in-Depth are present in both iOS
and Android apps, you just need to know where to look.

If an app is going to store private information or data then of course that
information/data must be encrypted. This is where the Defense-in-Depth strategy begins.
Apple and Google provide means to encrypt your information and data, but their
encryption is tied to the device passcode. The developer should not rely solely on a third
party to protect its information and data. By doing so, the Defense-in-Depth strategy does
not exist. The developer must create their own database structure, store the
information/data in their database, protect the database with separate encryption, then
that which is provided by the native operating system, encrypt the database with a
passphrase that is not the device password, and finally use the native operating system to
protect the database. In the scenario just described the app developer is supplying their
own security and then protecting their security with the security provided by Apple and
Google. Now, the infringer has to defeat Apple/Google security provided on the device,
which of course is protected by the device password. If the security of the device fails then
the infringer still has to defeat the security provided by the app.

A great solution for protecting your password for your networks is using a token.
That device generates new passwords for your bank accounts and not only, which are
available only for 30 seconds. This idea could prevent a lot of data leakage caused by the
wrong use of applications.

As a conclusion, I would like to state that the problem of mobile applications
regarding personal data dangers is very common right now, and is growing without stop.
We must implement solutions to secure ourselves, sooner we do it, less problems we’ll
have to face in the nearest future.
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HAMPABJIEHUA 3ALLATDbI ABTOPCKOI'O NPABA B CETU
MHTEPHET B PECNYBJIUKE BEJIAPYCb

Hpuna IInoin,
YO «Tomervckuii 20cydapcmeentuiii yHusepcumem
umenu Q. CxopunoL>

The approaches to the problem of legal regulation of copyright in the Internet and protection
of works in if.

CymecTByeT ABa aOCOAIOTHO IPOTUBOIIOAOXKHBIX IIOAXOAQ K PeIIeHHIO IIPO6AeMbI
IPaBOIo peryAMpOBaHUS aBTOPCKUX ITpas B ceTu VIHTepHeT:

1) HCKAIOYUTEAbHO CBOGOAHOE HCTIOAB3OBAHHE MPOM3BEACHHUIT;

2) BEPXOBEHCTBO 3aKOHOAATEABCTBA B CETH, TO €CTb HPABOBOE PeryAHpOBaHHE

00IIeCTBEHHbIX OTHOLIEHHUIT [0 HCIIOAb30BAHUIO TPOoU3BeAeHuIt B IHTepHerT.

CTOpOHHHUKH [IEPBOTO IIOAXOAA CUMTAIOT, YTO COOAIOACHIE aBTOPCKUX IIPaB B CETH
VeTepHeT Memaer ee aKTMBHOMY MH(OpPMAITMOHHOMY HamoAHeHHI0. OHH IpeAAaraior
OTPAaHUYHUTb YACTb ABTOPCKHX IIPaB, HAIPUMepP, PACUIMPUTb BO3MOXKHOCTH CBOOOAHOTO
HCIIOAB30BaHUS Npou3BepeHUH. CylecTByeT MHEHHE O TOM, YTO CAGAYeT He pacIIHpsTh
BO3MOXXHOCTb CBOOOAHOTO HCIIOAB30OBAHMSI IIpOU3BeAeHMIt B cern LIHTepHer, a
IIOAHOCTBIO Y3aKOHUTh CBOOOAHOE HCIIOAB30BaHUE 00OBEKTOB aBTOPCKOTO IIpaBa B ceTi. B
IIOAB3Y 3TOM TOYKM 3peHMS IIPUBOAAT AOBOABI O TOM, YTO M3HAYAABHO <«BCEeMHUpHas
[IAyTHHA>» CO3AABAAACH AAS TOTO, YTOOBI 00€CIIeYnTh CBOOOAHBIN AOCTYII IOAB30BATEACH K
pecypcaM, pasMmemeHHbIM B ceTH VIHTepHeT. A BBepeHHe OrpaHMYEHHMI IO HCIOAb3O-
BAaHUIO 00BEKTOB aBTOPCKOTO IIPaBa BeAET K HAPYLICHUIO IIPaBa [IOAb30BATEAS] HHTEPHET-
YCAYT Ha CBOOOAHBII AOCTYTI K HHPOpMAIIUHL.

CTOpOHHHKM BTOPOTO IOAXOAQ CYHTAIOT, YTO HAAO NPHHHMATbh AOTIOAHHTEAbHbIE
HOpPMAaTHBHbIE IIPABOBbIE AKTHI M HOPMbI, KOTOPble OYAYT A€TAABHO PErAaMeHTHpPOBATh
OTHOIIEHNS, CBSI3AHHBIE C HCIIOAb30BAHMEM OOBEKTOB aBTOPCKOTro mpasa B cetu MHTep-
HeT, U IIOMOTYT aBTOpaM Ooaee 3¢¢deKTHBHO 3amuTUTh CcBOM mpaBa. OAHaKo mpu
paspaboTKe M IPHUHATHH HOBBIX HOPMATHBHBIX aKTOB CAEAYeT YYHUTBIBATh CIIELUQHKY
«BCEMUPHOM MAYTHHBI» M HPHHIUIBL ee QYHKIMOHUPOBAHMUS, YTOOBI He IIPOUCXOAHAO
caepxuBaHue passuris cetu MurepHer.

ITpo6aeMy aBTOPCKOrO IpaBa MOXHO pelIUTh obecredeHHeM HapAeKalleid 3a-
IIUTHI IpOM3BeAeHNU B ceTu MHTepHeT ApYTrHMH, IOMUMO 3aKOHOAATEABCTBA, Crieludu-
9eCKUMU CPeACTBAMH.

Auckyccun o 3amuTe aBTOPCKUX IpaB B VIHTepHeTe BeAYTCS AOCTaTOYHO AABHO,
IIPEAAATAlOTCsl MHOTOYMCACHHbIE pellleHHa AAHHOTO Bompoca. HekoToprie poccuiickue
y4eHbIe B IIeAsIX pelleHs POOAeM aBTOPCKIX IIPaB B ceTH VIHTepHeT MpeAAaraloT U3AATD
HOBBII1 HOPMATHBHbII [IPABOBOI AKT O EAUHOM HHTepHEeT-peecTpe 00beKTOB ABTOPCKUX H
cMexxHbIx paB. OH obecreunA 6bl CO3AaHHME IIOAOOHOTO peecTpa CHAYaAd HA TOCY-
AAPCTBEHHOM YPOBHE, a 3aTeM IIOCAY)XHA OBl MOAEABHBIM 3aKOHOM MEXAYHApPOAHOTO
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YaCTHOTO IIpaBa M BO3MOXXHOM OCHOBOM AASl MEXTOCYAAPCTBEHHOTO COTAALIEHHS O
eAUHOM HHTEPHET-peecTpe 00beKTOB aBTOPCKUX U CMEXKHBIX IIPaB.

LleAb co3paHHA TaKOTO peecTpa — MPEAOCTABUTh ABTOPAM M HCIIOAHUTEASIM IapaHTHU
QUKCAMM MX ABTOPCKUX M CMEXHbBIX [IPaB U PACIOPSDKEHUS HMH, MCIOAB3YIO YAOOHBII
MeXaHU3M PErNCTPaLi OOBEKTOB MHTEAAEKTYaABHOM coOCTBeHHOCTH. Taxas permcrparyns
AOAKHA 00AAAATH HAOOPOM 3aKOHOAATEABHO 3aKPENACHHBIX XaPaKTEPUCTUK, KOTOPBIA
IIO3BOAUT €Ml He OBITh CAOXKHOM AASL CYOBEKTOB IIPAaBOOTHOIIEHMI, @ TAKKe MCKAIOYUT BO3-
MO>KHOCTD 3A0yTIoTpebaeHnit. OHa AOAYKHA COOTBETCTBOBATD CAEAYIOLIUM KPUTEPHSIM:

1) IpepAaraeMasi perucTpaLivs AOAKHA ObITH AOOPOBOABHOI, TO eCTh He Tpebyromeit

OT aBTOPOB 00s13aTeAbHOTO yuacTrsi. OAHAKO He AOAKHBI OTKA3bIBATh aBTOPaM B
3aIyTe KaKUX-AKOO [IPaB B CAydae OTKa3a OT YYACTHS B PETUCTPALIHK;

2) AQHHAs TIPOLIEAYPa AOAXKHA ObITh AuIIeHa MOcpeAHHKOB. B Poccmiickoit Qepe-
pauuy yXXe CyIeCTBYIOT CUCTEMBI, OCYIIECTBASIOIINE PETUCTPALMIO, CO3AAHHbBIE B
HeAsx obecriedeHHsT (UKCAIMM M 3AIIUTBl aBTOPCKHX IIPaB, HO B KOTOPBIX
MOCPEAHUKH I0PHAUYECKON HOPMOI IPEAYCMOTpeHbI M (PaKTUYEeCKH 3aAeHCTBO-
BaHbl. Kax IOKa3blBaeT INPAaKTHKa, ITOCPEAHHKH HAYUHAIOT 3AOYIIOTPEOASTH
3aKOHOM B I|eASX AWYHOIO OOOTallleHHs M CAa0OTHPYIOT BO3AOXKEHHbIE HA HHX
3aKOHOAATEABCTBOM QYHKITUH COAGHMCTBHUSA 3allfUTe TIPaB yYaCTHUKOB OTHONIEHNUH,
BBOAS ITOLIAMHBI M COOPBI B CBOIO ITOAB3Y 3a ITOCpPeAHNYeCKHe ycAyri. Ipu arom
OHU He BeAYT CTPOroi pUHAHCOBOM OTYETHOCTH;

3) TaKasi PErUCTPALYSI AOAXKHA OBITh 6€CIIAATHOM, AUCTAHI[HOHHOM, MTHOBEHHOT,
NIPUBaTHOM (To ecTb obecleynBaromen COXpaHeHMe B TaliHe MHPOpMaIUU O
AETIOHHPYEMOM OOBEKTEe MAM AMYHOCTH aBTOPA, €CAU OH PACIOPSIAUTCS 06
:—)TOM), a TaroKe He TpeOyIowell, B OTAUYHE OT APYTHX CYILIeCTBYIOLINX aHAAOTOB
(peI‘I/ICTpaI_[I/Iﬂ IIATEHTOB M IIAATHOE AENOHMpPOBaHHe (QHU3NYECKMX KOIUMI
pyKormceﬁ) MaTepHaAbHBIX U Bp€MEHHBIX 3aTparT.

Apyroil BapuaHT 3aIJUThl aBTOPCKUX IpaB B ceTu MHTepHeT — 3TO HCIOAb30BaHHE
3HaKa OXpaHbl ABTOPCKOrO IIpaBa (3Ha1<a KormpaﬁTa) U TEXHOAOTHH IAEKTPOHHO-
u(POBOI MOAINCH. 3HAK OXPAaHBI ABTOPCKOTO IIPaBa COCTOUT M3 TpeX HHPOPMATHBHbIX
9AeMeHTOB: 3Haka©, HarMeHOBaHHUS (I/IMeHI/I) PaBOO0AAAATEAS], TOAQ TIEPBOTO BBIITYCKA.
Ho Taxo#i 3HaK HeceT YHUCTO AeKAAPATHUBHYIO ¢yHKIHIO. CoBpeMeHHbIe HHYOPMAIIHOHHbIE
TeXHOAOTHH, TPUMeHsAeMble B MHTEPHeTe, MO3BOASIOT MCIIOAb30BaTh 3HAK KONMpaMTa B
MHOM KayecTBe, TO €CTb PeaAM30BbIBATb BO3MOKHOCTb €ro PEeaAbHBIX 3alIMTHBIX H
MHPOPMAIlMOHHBIX (YHKIMI HAa OCHOBE AETAABHOM IIPOIIEAYPBI IACKTPOHHOTO AOKY-
MEHTHPOBAHUS C HCIIOAb30BAHNEM TeXHOAOTHH IAEKTPOHHO-LIUPPOBOIL OATIHICH, ObecIie-
YHMBAIOINEH FOPUAMIECKYIO CHAY 9ACKTPOHHBIM AOKYMEHTaM.

CpaBHeHHe HCIIOAB30BAaHUS IPOLIEAYPHI IAEKTPOHHOIO AOKYMEHTHPOBAHHSA C
HCIIOAB30BaHIEM TEXHOAOTHMH AEKTPOHHO-IIPPOBOI MOAIIMCH C PerucIpanueil 06beKToB
HHTEAAEKTYaABHOM COOCTBEHHOCTH B €AMHOM HHTEPHET-peecTpe OOBEKTOB aBTOPCKUX U
CMe)XHBIX [IPaB [OKA3bIBAET IPEMYILeCTBa CII0CO0a 3aLUTHI PETUCTPALIMY B €AUHOM PeecTpe,
TaK KaK AASL TIOATIMCAHUSI AOKYMEHTA 9AEKTPOHHO-IU(POBOI MOAIMCHIO HAAO TIPHOOPECTH
KAIOY, YTO TpebyeT MaTepHaAbHBIX U BPEMEHHBIX 3aTpar. Taxke CyIeCTBYeT BO3MOXHOCTb
HECaHKIJHOHMPOBAaHHOTO AOCTYIIa K AAHHOMY KAIOYY ITyTeM €I0 B3AOMa.
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B zamapHOM cermeHTe ceTu VHTepHeT pacmpocTpaHeH APYroi CIIOCOO 3allUThI —
BOASIHBIE 3HAKM B 9AEKTPOHHBIX KOIISIX AOKYMEHTOB M H300paxeHuit. OHM HAHOCATCS C
IIOMOIIBIO CIIEIJUAABHBIX IIporpamMy. ITpr 0OBMHOM BU3YaABHOM PacCMOTPEHHH H300pKeHH
IIOAB30BATEAb He BHAWT KAKHX-AMOO 3aKOAMPOBAHHBIX ODO3HAYeHHIl — 3HAKA KOIMPAFTa,
HMeHH aBTOPa, Topa u3aanus. Ho npu npumenennu onpeAeAeHHOTO IPOrPaMMHOIO CPEACTBA
MOXXHO AOKa3aTh, YTO (afAbl COACPKAT AOTIOAHUTEABHYIO MHQPOPMAIHIO, YKAa3bIBAIONIYIO Ha
AWIIO, ee 3alicaBllee. BakHOM 0COOEHHOCTBIO BOASHBIX 3HAKOB SIBASIETCSl YCTOMYMBOCTD K
ATOOBIM OIepalsIM Hap H300pOKEHMeM: CKATHIO, H3MEHEHHIO pasMepoB, (opMara,
IIBETHOCTH, KOTOpPbIe He YHUUTOXAIOT U AMIIb CAA00 MCKKAIOT MX. OHU COXPAHSIOTCS AQKe
IpH IIeYaTH CHUMKA U ITOCAEAYIOIEM eT0 CKAaHHPOBaHHUM.

Ha paHHDBINI MOMEHT MCIIOAb30BAHUE BOASHBIX 3HAKOB SBASETCS CaMbiM 3¢ $eKTHBHBIM
CII0coOOM 3aIIUTHI ABTOPCKHX IpaB B cerd VIHTepHeT. OAHAKO CYIIECTBYIOT CIIELIAAbHbIE
IIPOTPaMMBbI, IIO3BOASIIOIIME BBMMCTHTb U3 H300PLKEHMsSI BOASHDBIE 3HAKM, HO IIPH 9TOM
OCTAIOTCSI CAeABI TAKOM YHCTKY. ITocAe pabOThI TAKOM IIPOTPaMMBI HeAb3sI OYAET BBIMHCAUTS, delt
KOTIMPAHT CTOSIA Ha M300PaKeHHH AO TOTO, KakK IPOrpaMMa MOpaboTaAd, HO MOXHO OIIPEACAHTD,
9TO 3TOT CHUMOK SIBASIETCSI IPOM3BOAHBIM OT APYTOTO, HA KOTOPOM €CTh BOASIHbIE 3HAKHL.

MOXHO CAEAATh BBIBOADI, UTO CYIIECTBYIOT ABA AOCOAIOTHO HPOTHUBOIIOAOYKHDIX ITOA-
X0AQ K PeIIeHMIO IIPOOAeMbI IIPAaBOTO PEryAMPOBAHMS aBTOPCKUX IpaB B cetn KHTepHer:
CBOOOAHOE HCIIOAB30BAHHE IPOM3BEACHMI U BEPXOBEHCTBO 3aKOHOAATEABCTBA B CeTH.
Hanboaee mpremMaeMbIM CAGAYeT CUMTATb IIOCACAHHI, TaK KAK COBpeMeHHOe ODIIecTBo elrje
He IOTOBO K CBOOOAHOMY HCIIOAB30BAHHIO OOBEKTOB aBTOPCKOrO IIpasa B ceTu VIHTepHer,
II09TOMY 11eAeCOOOPA3HO YCOBepLICHCTBOBATb 3aKOHOAATEABCTBO B 9Toi cdepe. ITommmo
IPaBOBOT'O PEryAMPOBaHMUS aBTOPCKUX IIPaB B ceTu MIHTepHeT MOXKHO HCIIOAB30BaTh CPEACTBA
3AITUThI IPOM3BEACHMUIT B CETH: CO3AAHHE eAUHOTO HHTePHeT-peecTpe 00BeKTOB ABTOPCKUX U
CMEXHDbIX ITPaB, MCIIOAb30BAHHE 3HAKA OXPaHbI ABTOPCKOTO MPaBa X TEXHOAOTHH JAEKTPOHHO-
1 PPOBOH IOAITHCH, HAHECEHHE BOASHbIX 3HAKOB.

TPEBOBAHUA NO 3ALLUTE UHOOPMALIAN OT YTEYKU
3A CYET NOBOYHbIX SJIEKTPOMATHUTHbIX U3NTYYEHUN

A. Axmadnonos
Llenmp paspabomxu npozpammmolx npodykmos u annapamno-npozpammHolx
xomnaexcos npu TYUT (LIPIIIT u ATIK npu TYUT) 2. Tawxenm

In this work considered different types of check and testing, as well as requirements on protection
information from the leakage to the account of side electromagnetic radiating and noise pickups

Anaauz q)I/ISI/I‘IeCKI/IX Iponeccos pa60TI)I TEXHUIECKNX CPEACTB M OPITEXHHKH
ITIOKAa3bIBAET, YTO B OKPYXKAIOIIEM HX IIPOCTPAHCTBE M OTXOAAIINX IIEIIX BO3HUKAIOT HH-
4)OPMaI_lI/IOHHbIe CHUI'HAABI, KOTOpPbIE MOIYT 06Hapy>KI/IBaTIJC5[ Ha 3HAYUTEAPHBIX PaCCTOA-
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HUAX OT cospaiomux ux Texumdeckux cpeacts (TC). DTo 06CTOATeAbCTBO MOXeT
HCIIOAB30BAThCS TEXHIIECKOH pa3BeAKOIL.

CpeAcTBO 3amuTHl MHPOPMALME AOAKHO OLIEHHMBATHCSA COOTHOLIEHHWEM CHrHaA/
IIOMeXa Ha IpaHuIle KOHTPOAHPYEMOI 30HBL

YcoBepureHCTBOBaHNEe 00OPYAOBaHMS, YMEHbIIAIOIETO IIOOOYHBIX 9AEKTPOMArHHT-
HbIX u3AydeHuit 1 HaBopok (IIDMIUH) oT 060pyAOBaHKS TepeAadH AAHHBIX, H 3aIUTa OT
yreuku mHopMmanuu depes IIDMIUH orT KaGeAbHBIX AMHME CBSI3H OCTAIOTCS OOABIION
POOAEMOIL. Hpo6AeMa IIDMUH aas KabeAbHBIX ceTeil aKTyaAbHa AMIIb B CAydae
HCIIOAB30BAHMS B HUX MeAHBIX Kabeaeill. CHMMeTpuyHble KabeAM Ha OCHOBE BHUTBIX IIap
uMeroT BoaHOBoe conporuBAerne 100 Om. CuMmeTpudHbIe BUTbIE IIAPbl pa3pabOTaHbI AAS
HepeAayr CUTHAAA B < CHMMETPUIHOM PeKHMe>, TakKe KaK «APPepeHITHaABHBIH PexXUM
nepepaun>. CHMMeTpHYHAsl Ilepepdya IPEATIOAAraeT pPaBEHCTBO TOKOB, TEKYIIUX IO
IPOBOAAM BHTOM ITapbhl B IPOTHBOMOAOXKHBIX HAIIPaBACHMSX. B MACAABHOM CAydae H3AY-
YeHHSI B 9TOM pexxuMe oTCyTcTBYIOT. Ha mpakTuke npeaAbHbIe peXKMMbI He AOCTIDKHMBI U B
KabeAbHON AMHHMU BCErAd MPHCYTCTBYET <«HECHUMMETPUYHDBIA PEXHM>» II€PeAAuH, T.e.
HeypaBHOBELIeHHAs! COCTABASIONIAS TOKOB. B «HeCHMMETPHYHOM pexXrMe> H3AYYeHUS OT
060VX IPOBOAHHKOB CKAAABIBAIOTCS], YTO IPUBOAUT K 3HAYUTEABHBIM U3AYYEHUSIM OT BUTOMN
mapsl. «HecnuMMeTprYHbIN pesKuM> MOSIBASETCS B pe3yAbTaTe PaboThl OKOHEYHOro 060py-
AOBaHUS, AeEKTOB U He HACAABHOCTH KabeAeil.

Teoperuyeckas OIjeHKA pUCKa IIepeXBaTa O4YeHb CAOXKHA, HO UCIIOAb30BaHHEM TPeX
KAQCCUYECKUX METOAOB MOXKHO AOCTHYDb II€AM HeCHMMETPHYHOIO PeXHMa>» C IIOMOIIbIO
U3MepeHHs:

« IIAPA3UTHOI COCTABASION|EH TOKOBOTO AQTUHKA;

 HAIpsDKeHHs, KOTOPOe HAaBOAUTCS HA COTAACOBAHHOI IAPAAAEABHON CHAOBOI
AVHUH.

B x0pe paboT Ha AQHHOM 9Talle BBINOAHSIOTCS CAEAYIOIIHE BHABL IIPOBEPOK H

TeCTHPOBAHU:

* [pPOBepKa MeCT OAKAMNIIETO AOCTYIIA K AMHUSIM CBSI3H OCHOBHBIX TEXHIYECKUX
cpeacts u cucreM (OTCC), BCIIOMOraTeAbHbIX TEXHUYECKHX CPEACTB U CHCTEM
(BTCC), umXeHepHbIX KOMMYHHKALMl U METAAAOKOHCTPYKIMil, MMEIONIHX
BBIXOA 32 IIPEAEABI KOHTPOAUPYEMOI1 30HbI;

* IpoBepKa NMPOKAAAKHU Ilereil SAeKTPOIMTAHMUS M IIUHBI 3a3eMACHHUS] dAEKTPO-
nuraaus OTCC u BTCC na ob6bekrax;

e IPOBEPKA MPOKAAAKU AUHHM IIOXXKAPHON M OXPaHHON CUTHAAM3ALINM;

e IpPOBepKa IPOKAAAKA KOMMYHHMKALIMHA M METAAAOKOHCTPYKIIMM;

« mposepka mpoxaapku Kabeaeit OTCC u BTCC. IIpu HaAMYMH COBMECTHOTO
npobera mpoBepKa AAMHBI ITpobera M pasHOCA AMHHI CBS3H MEXAY c000i u
MeTaAAOKOHCTPYKIIUSIMU;

« TIpOBepKa pa3MelleHHs TEXHUYECKUX CPEACTB, YYaCTBYIOIIUX B 06paboTke
KOHQUAEHITMAABHON HHPOPMAITHH;

* IpoBepKa CBOEBPEMEHHOCTH U IPABHABHOCTH KATETOPHPOBAHUS TEXHHIECKUX
CPeACTB;
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[OBepKa Ha COOTBETCTBHE TPeOOBAHIAM PYKOBOASIINX AOKYMEHTOB IIO
IIPAaBUABHOCTH pPa3MelleHNs U HCIIOAb30BaHUs cpeAcTB OBT;

[pOBepKAa BBIIOAHEHHs TpPeOOBaHUI IIPEAIMCAHUI HA OSKCIAYATALUIO U
HOPSIAOK 9KCIIAYaTAITY TeXHUYECKUX CPEACTB;

IpOBepKa KadecTBa YCTAHOBKU MU IOPSIAKA OIKCIAYaTal[UM CPEACTB 3aIUThI
uHpOpMAIMY;

IpOBepKa BBIIOAHEHHS PEKOMEHAAIMH, U3AOXKEHHBIX B  3aKAIOUEHHAX
(npeAanaHHﬂx) IO IIpOBepKe TEeXHHIECKUX CPEACTB;

IpOBepKa IPUMEHHMOCTH HMEIONMUXCS TEeCTOBBIX IIPOIPAMM AASL AQHHOTO
HCCAEAYEMOTO TEXHHIECKOTO CPEACTBa;

[POBepKa OpPraHU3aLMH TECTOBOrO peXHMMa paboThl ¢ y4eToM TpebOBaHMIL,
HAKAAABIBAEMBIX ITApaMeTPaMH HCIIOAb3yeMOH KOHTPOAbHO-U3MEPHUTEABHOMN
anmapaTyphl:

usMepenue yposreit [IDMIH 1 HaBOAOK HH$OPMATUBHBIX CHTHAAOB Ha oOBbeKTax:
9ACKTPHUYECKOM COCTaBASIOIIEH;

MarHUTHOMW COCTABASIIOIIEN;

IpoBepKa HAAWYHSA NTAPa3sUTHOMN IeHepalnuy, H3MepeHre PeaAbHOTO 3aTyXaHH B
OITACHBIX HAIPABACHUSIX U AMHHSX, HMEIOIIMX BBIXOA 3a TI'PaHHIBI KOHTPO-
AMPYEMOM 30HbI;

HU3MepeHHe IIapaMeTpOB IPHMEHSIEMBIX CPEACTB 3alqUTbl (HUABTPOB B
OTXOASIIMX AMHHSAX aKTUBHOTO 3aIIyMACHHS U T.A.;

OILleHKa BO3MOXKHOCTH YTe€YKH MHQPOPMAIMU 32 CYeT HEPABHOMEPHOCTH TOKa
HOTpeOAEHHUS U3 CeTH dAEKTPOIUTAHUS;

OIleHKa BO3MOXXHOCTH YTeYKM MHQPOPMAIMU IIPU AKTUBHOM BO3AEHCTBMU HA
CBT BBICOKOYACTOTHOIO BO3AEHCTBHS M HaBA3bIBAHUA.

TpeboBanus o 6e30MacHOCTH HHPOPMALIUU BKAIOYAIOT B Cebs:

OLIEHKY BBIIIOAHEHHUS IIPOBEpseMBIX TPeOOBaHUI IO 3aliuTe HHGOpPMALUKM U
BO3MOXXHOCTH ee 00paboTky;

OLIEHKY IIOAHOTSI IIPEACTABAEHHOM AOKYMEHTAIIH II0 HCIIOAB30BAHHIO CPEACTB
3aIUTBI HHPOPMALHIY;

PEKOMEHAALMH U IIPEAAOXKEHMS II0 YCTPAHEHHIO BBIIBACHHBIX HEAOCTATKOB,
CHICTeMBI 3aI[UTHI HHPOPMALMU Ha OOBEKTAX B COOTBETCTBHH C YCTAHOBACHHBIMU
TPeOOBaHISIMU ¥ COBEPLICHCTBOBAHMUIO 9TOM CHCTEMBI, & TAIOKE PEKOMEHAALHIL IT0
KOHTPOAIO 33 GYHKIJUOHMPOBAHHEM CUCTEM B OOBEKTE;

YCTAHOBKA B HE3AIUINEHHBIX KAHAAAX CBSI3H, AMHISX, IIPOBOAAX U KabeAsx,
BBIXOASIIHX 32 IIPEAEABl KOHTPOAHPYEMOI1 30HbI, COOTBETCTBYIOIIUX PUABTPOB
AASL 3QIUTHI BBICOKOYaCcTOTHBIX T'C;

IIPOKAAAKA IIPOBOAOB U KabeAeil B 9KPAHUPYIONIHIX KOHCTPYKIJHSIX;
COIPOTHBAEHHE 3a3eMAUTEAS] HE AOAKHO IpeBhmaTh 4 OM M 3a3eMASIOMMIT
KOHTYP AOAXKEH HAXOAUTbCS B [IPEAEAAX KOHTPOAUPYEMON 30HbI;

KabeAn 3AeKTPOCHAOKeHMS HeOOXOAMMO pasMeIlaTh B IPEAEAaX KOHTPOAU-
pyeMoii 30HbIL.
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SECURITATEA INFORMATIONALA iN ERA TEHNOLOGICA

Irina Babard, Marin Lupu
Academia Militard a Fortelor Armate ,Alexandru cel Bun”

The development of the means of communication, the shift of the emphasis towards the
services economy, with a stress on the technological enhancement have known an irreversible
evolution, and have led to results under celerity circumstances and with the engagement of minimal
resources. Moreover, an ever visible aspect is the outstanding role of the information as resource
and means of ensuring the economic and social progress.

From this point of view, the approach of the elements related to the organizational security
and its performances — such as that of managing security incidents — is permanently one of the
current themes from a theoretical but especially practical perspective.

Introducere

La inceputul mileniului IIL, in epoca informatizarii globale, devin si mai actuale
cuvintele lui Winston Churchill, care afirma ci cel ce ,poseda informatia, stipineste
lumea". Intr-adevir, informatia este unul dintre principalele active ale business-ului
contemporan si ale administrarii de stat, activ care necesiti protectie.

Intreaga societate in momentul de fati se confrunti cu una din cele mai profunde
transformari din intreaga ei existentd, in care rolul informaticii este determinant. Traim
astdzi o lume in care sute de milioane de calculatoare, deservind utilizatori foarte diversi,
sunt interconectate intr-o infrastructurd informatici globald, numiti de specialisti si
Cyberspace (Spatiul Cibernetic). Specialistii cautd si gisesc, cu o vitezd de-a dreptul
incredibils, solutii tehnice pentru dezvoltarea capacititii de comunicatie a calculatoarelor
si pentru sporirea calititii serviciilor de retea oferite. Totodati societatea se adapteaza din
mers noilor tehnologii informatice, invitind sa traiasci in aceasti lume noud, dominati
de calculatoare §i comunicatiile dintre acestea.

Securitatea sistemului informatic.

La ziua de azi este evident ci sfera informationald, ca factor de organizare a
societitii contemporane, are o influenta activa in situatia politici, economicd, de apéirare
si alte componente ale securititii statului. In mare parte, integritatea lumii contemporane,
ca societate globald, este asiguratd de schimbul informational.

Globalizarea, este un fenomen amplu dezbitut, nu putea si nu influenteze
aspectele legate de securitatea nationala, de amenintirile privind siguranta oamenilor si
informatiilor, a institutiilor nationale si internationale. Extinderea la scara globala a
utilizarii diferitelor mecanisme de prelucrare §i comunicare a informatiilor, de control al
activitatilor a condus si la aparitia nevoii de a lua in considerare noile aspecte ce
influenteazi securitatea spatiului cibernetic global.

Implementarea activi si multilaterald a tehnologiilor informationale a determinat
transformarea structurii societatii mondiale, conducind treptat spre disparitia frontierelor
nationale. In toate domeniile de activitate au aparut noi structuri functionale, la baza
carora se afld Reteaua. Acestea sint §i corporatiile transnationale, si economia electronici
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(e-economia), si asocierea colectivelor stiintifice, care lucreazi asupra unor probleme
comune, dar se afla in diferite regiuni ale planetei. Dar aceste schimbari au atins si partea
negativa a vietii umane. Structurile de retea au devenit baza criminalititii mondiale.

Retelele de calculatoare sunt structuri deschise, la care se pot conecta un numar
mare §i uneori necontrolat de calculatoare. Complexitatea arhitecturali §i distributia
topologici a retelelor conduc la o marire necontrolati a multimii utilizatorilor cu acces
nemijlocit la resursele retelei- fisiere, baze de date, rutere etc. de aceea putem vorbi de
o vulnerabilitate a retelelor ce se manifesti in diferite moduri. Din aceastd cauzi un aspect
crucial al retelelor de calculatoare, in mod special al comunicatilor pe Internet, il
constituie securitatea informatiilor. Utilizatorii situati la mari distante trebuiesc bine
identificati-in mod tipic prin parole. Cu pérere de rau si sistemele de parole au devenit
vulnerabile, atit datorita hacker-ilor care si-au perfectionat metodele cat si datoritd
alegerii incorecte a parolelor de catre utilizatori. Necesitatea de securitatesi de
autenticitate, apare la toate nivelele arhitecturale ale retelelor.

In lume s-a creat spatiul informational global unic, in care s-a manifestat o
confruntare geostrategica informationald intre marile puteri, pentru atingerea
superioritatii in spatiul informational mondial, in special in megapolisuri, centre-cheie ale
societitii informationale globale. Aceasta insi provoaci frecvent situatii critice, deoarece
omul de astizi este practic permanent supus stresului.

In conditiile intersectarii cu noile provociri si amenintari ale naturii, la care omul
incé nu a reusit sa se adapteze si sd elaboreze contramasuri, o actualitate deosebita capata
activitatea de asigurare a securitdtii activitatii sale vitale - securitatea in sensul larg
cuprinzind toate domeniile activititilor umane.

Securitatea nationald si economia sint total dependente de tehnologiile informationale
si de infrastructura informationald. Nucleul infrastructurii informationale, de care depinde
omenirea, se afla Internetul. Utilizarea de catre infractori a tehnologiilor informationale si
telecomunicationale, in primul rind a retelei Internet, prezintd un pericol serios in procesul de
promovare a securitatii societitii la nivel global. Cea mai importanti problema de care sunt
preocupati utilizatorii Internetului este problema securitatii informationale.

Utilizarii tehnicii de calcul in majoritatea domeniilor vietii, precum si conectarea
calculatoarelor in retele internationale a dus la faptul ci infractiunea comisi cu ajutorul sau
prin intermediul calculatorului si fie mai divers, mai periculoasa §i mai prezenti la nivel
international. La studierea factorilor generatori de actiuni criminale s-a demonstrat ca
retelele de comunicare si calculatorul modern prezintd caracteristici specifice care sint de
mare utilitate pentru criminali i implicd serioase dificultiti pentru potentialele victime si
pentru aplicarea legii (probleme complexe de securizare a sistemelor, diversitatea sistemelor
hard si soft, lipsa de experientd a multor utilizatori, anonimatul comunicirii, criptarea si
mobilitatea internationald). Grupurile care activeazi in domeniul crimei organizate,
profesionisti in spionajul economic si serviciile secrete din intreaga lume exploateaza deja
aceste noi caracteristici ale actiunilor criminale cibernetice. Multe guverne, multi oameni de
afaceri, multi utilizatori particulari nu realizeazi pericolul la care sint expusi prin aceste noi
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conditii de comitere a crimei, nici semnificatia protectiei impotriva crimei cibernetice i nici
ciile tehnice si legale de contracarare a amenintarilor infractorilor.

Odata cu avantajele i transformirile pozitive pe care le aduce globalizarea la
nivelul natiunilor, nu este lipsitd de aspecte ce ridicd, de multe ori, probleme si ingrijorare,
intre care un loc din ce in ce mai important il ocupa problematica securizarii spatiilor
cibernetice, cu atit mai mult cu cit fenomenul terorismului a luat o amploare fird
precedent, inclusiv terorismul informational.

In zilele noastre, este din ce in ce mai evident ci, gruparile teroriste utilizeazi pe
larg Internetul pentru asi atinge scopurile subversive. Printre cele mai bine reprezentate
sint migcarile de gherild latino-americane, care dispun de o tehnica informatici de inalta
performanta si, de multe ori, de masive finantiri ce provin din fondurile unor capi ai
traficantilor de droguri. In conditiile existentei Internetului, teroristii au posibilitatea de a
lansa atacuri greu detectabile din orice punct al globului. Ei pot infecta sistemele
informatice cu virusi complecsi, care ar putea provoca disfunctionalitati grave in sisteme.

Calculatoarele au facut ca multe activititi economice si se desfigoare mai ugor, dar in
mod similar, ele au facilitat si multe activitati ilegale. Utilizarea tehnologiilor informationale si
comunicationale a permis ca vechile infractiuni (de exemplu furtul de bani) si beneficieze de
noi modalitti de realizare si a creat noi posibilititi de frauda (dirijarea de fonduri de citre
personalul angajat, ,de incredere”, care are sarcina de a actualiza fisierele).

Infractiunile comise cu ajutorul calculatorului, impotriva afacerilor sau pe seama
companiilor economice, sint comise de angajati, considerati persoane de incredere, sau de
persoane din afara organizatiei (hackeri, concurenti neloiali, grupe criminale). Calculatorul, ca
instrument al crimei, este foarte puternic. El nu numai ci faciliteazd comiterea crimei, dar si
conferd infractiunii un caracter devastator si face extrem de dificild identificarea autorului.
Retelele globale de sisteme informatice extind zona expusid infractiunii si fac ancheta,
urmirirea judiciari i arestul mult mai dificile. Un hot care furi o carte de credit obtine acces la
o0 sumd mult mai mare decit cea la care ar avea acces un hot care furd un portofel. Informatii
confidentiale privind afacerile pot fi furate din calculatoare §i sisteme de comunicare verbali
fara sd rimina vreun semn care si indice interventia unui tert prin ,fortarea usii".

Printre alte consecinte negative ale informatizarii, cauzate de dereglarea securitatii
informationale, se numari terorismul si huliganismul informational. Daca hacherii
patrund in memoria sistemelor computerizate pentru satisfacerea ambitiilor proprii, apoi
cracherii mai §i ,storc" bincile informationale. Asemenea ,specialisti" sint extrem de
periculosi pentru sistemele computerizate care dirijeaza rachetele de luptd, arma cosmica
si nucleard. Consecintele amestecului lor ,profesional” nu este greu de ghicit. Acest lucru
poate deveni o tragedie nu numai pentru o tard, dar §i pentru intreaga omenire.

Nivelul de securitate al calculatoarelor si al retelelor instalate in banci, intreprinderi,
administratii §i organizatii militare rimine nesatisficitor. O demonstreazi miile de
exemple de penetriri realizate de piratii informatici, sabotaje, hold-up-uri electronice
soldate cu milioane de dolari transferati.

Atacurile cibernetice asupra retelelor informationale ale oricirei tari pot avea
consecinte grave, cum ar fi intreruperea functionirii unor componente-cheie, provocarea
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pierderilor de venituri §i proprietiti intelectuale sau chiar pierderea vietilor omenesti.
Contracararea unor astfel de atacuri necesitd crearea unor componente riguroase, cum
inci nu exista in prezent, daci se doreste reducerea vulnerabilitatilor §i prevenirea sau
diminuarea fortei capacitatilor indreptate impotriva infrastructurilor critice.

Ca rezultat al globalizarii factorilor economici, politici si militari, al expansiunii
retelelor si sistemelor informationale globale, guvernele lumii, organizatiile internationale
sint nevoite sa-si concentreze §i mai mult eforturile asupra asigurarii securititii globale,
pentru ci acum riscurile sint mai mari ca oricind, din cauza efectului de propagare in lant.
Daci pina la aparitia retelei globale asigurarea securitatii sistemelor informationale era o
problemai de politicd nationald, in momentul de fati la stabilirea strategiilor si politicilor
de securizare a spatiului cibernetic trebuie luate in considerare si aspectele de
compatibilizare si standardizare la nivel global.

Pe de o parte, foarte putine unitati au proceduri stricte in vederea asigurarii securitatii
informatiilor. Pe de altd parte, la nivel national existd proceduri foarte riguroase privind
secretul de stat. De reguli, existd o ierarhie a ceea ce este cunoscut sub numele de clasificare,
prin care orice document si alte elemente importante sint incadrate intr-o anumita categorie.

Se practica doua strategii de baza pe linia securitatii nationale:

1. Tot ceea ce nu este interzis este permis.

2. Tot ceea ce nu este permis este interzis.

In multe tari de pe glob, accesul la informatiile nationale este controlat prin legi
privind secretul de stat, folosindu-se cea de-a doua strategie.

Statul, ca subiect de bazi in asigurarea securitatii informatiei prin intermediul
organelor puterii legislative, executive si judiciare, trebuie sa asigure crearea conditiilor
privind realizarea securititii si coordonarea actiunilor de securitate.

Scopurile securitatii informationale trebuie si fie stabilite pe baza priorititilor
constante ale securititii nationale ce corespund sarcinilor de lunga durata ale dezvoltarii
mediului informational al societatii, incluzind:

- apdrarea intereselor nationale ale statului in conditiile globalizarii proceselor
informationale §i formarii retelelor informationale globale;

- asigurarea organelor puterii si conducerii de stat, persoanelor fizice si juridice
cu informatie veridici, completd si oportund, necesara pentru luarea deciziilor;
prevenirea incilcirii integritatii resurselor informationale de stat, utilizarii lor
nelegitime si ineficiente;

- realizarea drepturilor cetitenilor, organizatiilor si statului in vederea obtinerii,
difuzirii §i utilizarii informatiei;

- sustinerea normelor democratice, in special a principiilor de interactiune a
statului, societatii §i persoanei in mediul informational, in calitate de agenti
realmente egali ai relatiilor democratice;

- protectia informationali a cetitenilor.

Activitatile de baza trebuie orientate pe urmitoarele directii: depistarea, evaluarea
si pronosticarea surselor de pericol pentru securitatea informationald, elaborarea unui
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complex de misuri §i mecanisme pentru realizarea acesteia; crearea bazei normativ-legale
de asigurare a securititii informationale, coordonarea activitatii organelor puterii si
administrarii de stat, structurilor menite si asigure securitatea informationala; dezvoltarea
sistemului de asigurare a securititii informationale, perfectionarea organizirii ei, a
formelor, metodelor §i mijloacelor de prevenire si neutralizare a pericolelor securitatii
informationale, lichidarea consecintelor prejudicierii.

Dependenta de informatie este tot mai mare, chiar periculoasi. Existd state care
depind totalmente de informatiile oferite de componentele spatiului cibernetic national.
Blocarea acestuia timp de citeva ore poate si conduci la instaurarea haosului in tara
respectiva, afectind, in bund masuri, si securitatea sistemului informational global.

Expertii au declangat o noud ofensivi pentru perfectionarea legislatiei, intirirea rolului
agentilor de profil si perfectionarea produselor pentru prevenirea si descoperirea delictelor
informationale §i informatice. Degi fenomenul infractionalitatii informationale afecteaza
majoritatea institutiilor publice si private, cu consecinte de nebanuit, el capiti accente
catastrofale cind este vorba de siguranta si apdrarea nationald, unde sistemul informational are
o importanti vitala in prelucrarea informatiilor si in asigurare fundamentirii deciziilor.

Tata de ce se impune cu acuitate necesitatea acordarii unei atentii sporite securititii
informatiilor, in primul rind prin asigurarea unei corecte clasificiri a lor, dar si prin
elaborarea unor strategii coerente de securizare a spatiului cibernetic.

Concluzie

Securitatea informationald este un domeniu mult prea vast §i cu prea multe
domenii conexe pentru a fi detaliat complet undeva. Lumea este in continud migcare,
cerintele de securitate §i confidentialitate cresc pe zi ce trece, amenintrile tin pasul.

Acest scurt articol a avut rolul unei introduceri generale ale principalelor aspecte
din securitatea electronica din ziua de azi.

In concluzie accentuim ci noile conditii ce implici dezvoltarea societatii informa-
tionale pe baza utilizarii retelelor informationale globale, dezvoltarea schimbului informational
transfrontalier, globalizarea sistemului economiei mondiale §i cresterea nivelului informatizarii
necesitd scoaterea in evidentd a factorilor care anterior nu reprezentau amenintiri consi-
derabile. Acesti factori fac ca securitatea intereselor nationale in sfera informationala si fie un
element important al securitatii nationale a statului.

Bibliografie

1. Bellamy BJ. Vulnerability Identification and Remediation Through Best Security
Practices, SANS Institute, 2002.

2. Grime R.- Implementing Vulnerability Scanning in a Large Organisation, SANS
Institute, June 2003.

3. Lundin E,, Jonsson E. Survey of Intrusion Detection Research, Technical Report nr.
02-04,2002.

4. Patriciu Victor-Valeriu, Pietrosanu-Ene Monica, Bica Ion, Cristea Costel-Securitatea
informatici in UNIX i INTERNET, Editura Tehnica, 1998.



68 - Conferinta Internationald, editia a X-a Jubiliara, 19 Aprilie 2013

S. Patriciu Victor-Valeriu, Pietrogsanu-Ene Monica, Bica Ion, Priescu Justin-Semnituri
electronice §i securitate informatici. Aspecte criptografice, tehnice, juridice si de
standardizare, Editura BIC ALL, 2006.

6. Petersen R.Security Breaches: Notification, Treatment and Prevention, EDUCAUSE
review, July/August 2005.

7. Vasilescu Andrei, Rachieru Dan, Vasile Irina, Filip Luminita, Vasilescu Elena-Ghid de
aplicare a recomandarilor europene referitoare la confidentialitatea comunicatiilor,
INSCC, decembrie 2005.

8. Walters N. —Into the Breach: Security Breaches and Identity Theft, AARP Public
Policy Institute, July 2006.

MAIN STAGES IN DEVELOPMENT OF SOFTWARE
APPLICATIONS IN TELECOMMUNICATIONS

Asst. Prof. Natalia Futekova
University of National and World Economy — Sofia,
Department of Information Technologies and Communications

The paper examines the main stages in the development of software applications in
telecommunications. The paper presents the characteristics and peculiarities of the processes of
analysis, design, software, programming, testing and user training. On this basis, conclusions and
recommendations are formulated.

1. Introduction

The software applications are complex systems that have many characteristics in its
functionality, terms of architectural organization, steps in deployment and more. On the
other hand, the field of telecommunications has a number of characteristics. In our
opinion, no one can give a simple answer to the question of what exactly are the stages of
implementation of software applications for telecommunications, as well as their duration
and efficiency. We maintain a sequence of stages of implementing similar software, which
gives a finishing process and allows making timely and appropriate decisions in this area
of the economy.

2. Main stages

The main stages in the development of software applications in telecommunica-
tions are given in Figure 1.

Stage 1 “Business Research” is the starting point from which begins the
implementation of the software application. At this stage we will mainly have to conduct a
detailed study of the analyzed firm or company in which the software application is
implemented. We need to provide all necessary information for subsequent rounds. We



SECURITATEA INFORMATIONALA 2013 -69

do mainly planning activities throughout the project implementation and for this purpose
we should examine the business environment. The characteristics of the analyzed
company are also exploring the desires and needs of the client. Here the main emphasis is
on the unsolved or partially solved problems in the subject area and their implications for

A

making management decisions.

Stage 6, Use of the
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Stage 1 , Business
research”
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Stage 2, Analysis”

Stage 3

Staged
JJmplementation™

..Development and
design™

"

Figure 1. Main stages in the development of software applications in
telecommunications

Stage 2 “Analysis” is the second major stage in the process of full implementation of
the application. It aims at a detailed study and analysis of existing business processes and their
impact on the final result achieved in the implementation. In this phase we should focus on
defining the detailed work schedule and proper project scope definition. We believe that, on
this base implementation, the team involved should prepare a model of project management
and should determine the appropriate approach in the design of the system architecture based
on a comparative analysis of knowledge in theory and applied in practice design methods. This
gives us a reason to define criteria, indicators and benchmarks for success and development of
a plan for identifying, planning and controlling risk.

Stage 3 “Development and design” comes after the stage of analysis. Its aim is to
create complete project documentation on the design of a system implementation. To
achieve this it is necessary that we develop a training plan in detail and plan for
dissemination of results. Important part of this stage is to manage the state information
and execution of project management proposals and quality management. During this
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stage of implementation it is necessary to create conceptual, technical and security system
design implementation. This means achieving a complete pipeline system and creating
the necessary conditions for the creation and development of additional functionality.

Stage 4 “Implementation” has the primary goal of full program implementation
(programming) of already designed system functionality. At this stage we need to create
the necessary functionality that has been researched and designed based on the results of
the previous stages. This stage also carries out the development project set up to design,
development of design functionality of the system and the development of scenarios for
testing the main use cases.

Stage S5 “Installation of the system” has as main task the designed and
implemented ERP system to be installed in accordance with the plan made and to
become a fully functioning software application. At this stage we must achieve final
completion of system readiness, planning and conducting user training, performing
testing and user acceptance.

Stage 6 “Use of the system” aims that the ERP system is finally delivered to the
client and moved to her work in real life. It should not be said that at this stage the
system’s lifecycle ends because it is needed a period in which the system is observed and
maintained. This is a prerequisite for the development of the system. At this final stage we
should mainly focus on the completion of the project, planning the use of the system in
real conditions, creating conditions for project support and review the results. All this
creates conditions for the development and management of change.

3. Conclusion

Finally, it should be noted that in this material we have made an inventory survey
of the key steps in developing and deploying software applications in telecommunica-
tions, as a prerequisite for improving information security of the business.

NMPOBJIEMbl UHCAUAUNHIA

Tamvana Yukapésa,
Moundasckas xonomuueckas Axademus
(Pecnybauxa Moadosa)

The purpose of this article is to study the problems of insiding and the means which are used
in order to withstand the actions of insider. Persons who are not attentive with confidential
information are the object of this article.

IIposeaénnoe B 2003 roay mccaepoBaHHe B paMkax mporpammbl «HHpopma-
LIMOHHAsI 6e30IIaCHOCTh>» MOKa3aA0, 4T0 90% OPUCHBIX PabOTHHKOB FOTOBBI Pa3rAACUT
KOHQHAEHIINAABHYIO HH(OPMALIHIO, HAIIPUMEP CBOU IIAPOAH, 33 KAKYI0-AHOO YCAYTy HAM
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BO3HArpaxpeHue. JTo npuMep «KBu Ipo KBO>», TO eCTb «yCAyra 3a YCAYTy>», OAHA U3
TeXHUK COLMAAbHOM mmkeHepur. K caMocrosTeAbHBIM HelpepHaMepeHHBIM HHCaHAepaM
IPUMEHHMM AQHHBIN TEPMHUH «COLMAAbHAS HEDKeHepus» [ 1,2,4].

OueHb BBIFOAHO OBITH MOTHBMPOBAHHBIM HHCAHAEPOM, IPOAAIOIMM KOHQH-
ACHITHAABHYI0O MHQOPMAIMIO BOBHE. JTO KAACCHYECKMI IpHMep HMHCaiAepoB. XaiHPHX
Kubep B pepare 2008 ropa BeIpydna 60Aee 7 MUAAMOHOB AOAAAPOB, IIPOAAB IIPUBATHYIO
6a3y cBoero ObIBIIEr0 paboTOAATeAs] M3 AMXTeHITeiHHCKOro 6amka LGT Hemernxum u
OpuraHckuM criericAyx6am. HarasiaHo AOKa3aHO, 4TO NPUOBIABHO 3aHMMATHCS OAHKOB-
cKkuM HHCatiaom [2].

WHcafiauHr, mo HameMy MHEHHIO, — 3TO YIpo3a AAS IPEeAIpUsTHs, KOTAd KOHOH-
AeHIMaAbHASI THPOPMALSI CTAHOBUTCS IGAMMHOM UAY YaCTUMHO ITyOAUMHON; KOTAQ B 06X0A
IperpapaM MOAMTHKH 0e30IIACHOCTH 3AOHAMEPEHHbI HHCAMAEp IOAY4aeT AOCTYI K
KOHQUAEHIIMAABHOM HMHQOPMALIIM U CIOCOOCTBYeT —YCTAHOBAGHHMIO BpPEAOHOCHOTO
IPOrPaMMHOIO 0becIIeueH st Ha CBOKO MAIIIIHY KOPIIOPATUBHOI'O IIOAB30BATEASL

Hncaipep - pa60THm< OpPraHM3ALUY, UMEIOIMNA AOCTYI K KOHQHAECHIIMAABHOM
HHOPMAIIUH, HEAOCTYIIHOM APYTHM AHIIAM, MAM IIMPOKOMY KpyTy Amm. Taxxe, cA0BO
MOXKeT HeCTH HeTaTHBHBIM OTTeHOK. Hampumep, Aumo, omy6AnkoBaBiiee KOHQU-
AEHIIMaAbHYI0O MHPOPMALIUIO, AU IlepepaBliee e€ AMIjaM, He UMEIOIIMM AOCTYII K AAHHOM
uHpopmanyu [2].

CaepyeT BBIAGAMTD OCHOBHBIE MOTHBBI HMHCaiiauHra. CpeAM HHX OCHOBHBIMHU
SABAAIOTCA CAEAYIOLIYE:

- BO-IIEPBbIX, MHOTHE COTPYAHHKH T'OTOBBI HA MHCAHAMHT B3aMeH Ha Kakoe-An00
BO3HArPaXkKAEHHE;

- BO-BTOPBIX, HHCAHAUHT — 9TO OYeHb IPHOBIABHOE 3AHSTHE AAST HHCAHAEPOB;

- B-TPETbUX, AASl CAMOTO IPEANPHATHUS, IOABEPralOIerocs HHCAHAMHTY, 3TO
OueHb YOBITOYHOE U BPEAOHOCHOE COOBITHE.

Aas 3amuTH KOHQHAEHIIMAABHON MHPOpPMAIIMKM M IIPEAOTBpAIlleHUs e€ yTeuku

HCIIOAB3YIOTCS CAEAYIOIIHME CPEACTBA TPOTUBOCTOSHUA ACHCTBHAM HHCakAepa:

- OrpaHMYeHHE AOCTyNa IIOAKAIOYA€MBIX K  KOMIIBIOTEPY  HOCHTEAeH
HHPOPMAIIMH, YTOOB He OBIAO BO3MOXKHOCTH CKOIMpPOBAaTb 0a3y AAHHBIX Ha
$ASII-HAKOMUTEAD, K IIPUMEPY;

- TPOBEpPKa BXOAAIEN M UCXOAAIIEN SACKTPOHHOM IIOYTHI, MCIIOAB3YEMOM AAS
CBSI3U C AMLJAMH, KOTOPBI€ He SBASIOTCS [IEPCOHAAOM IIPEATIpUSTHS [2];

- YCTaHOBKAa OTpaHMYEHHMH Ha IPHKpPENACHHE BHYTPEHHHMX AOKYMEHTOB B
MM ChbMaX BHEIIHEM TOYTHI;

- OpraHM3aLMsI AOCTYIA AASL OOMeHa BHYTPEHHHUMH AOKYMEHTAMU TOABKO IIO
BHYTPEHHEN KOPIIOPAaTUBHON 3AEKTPOHHOM IOYTE;

- pa3paboTKa AAEKBATHOM NOAMTHKH Mep 0e30IIaCHOCTH HAa OCHOBE 3aKOHHO-
AaTEeAbHOM 6a3bl;

- obyueHHe IepcOHaAA 3alIUTe KOHPUAEHIIMAABHBIX AQHHBIX OPTaHHM3ALUU AASL
U30eXaHMs HellPeAHAMEPEHHOIO MHCANAUHTA, AASL 3AIMUTHI OT <«COLIHAABHOM
HIDKEHEPHI> ;
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ITpo6AaeMa HHCAMAMHIA AOBOABHO-TAKHM OCTPO BBIPOKEHA, TakK OBIAO U Tak OGYAET, HO
IPYHAMATH HeOOXOAUMBIE Mepbl OOPBObI C Hell BCE paBHO HYXKHO. AAs 60pbOBI € ITHM SIBAe-
HUeM — BCe CPEACTBA XOPOLLIH, TOABKO UCIIOAB30BATh HX HY>KHO PAlIOHAABHO U IPOAYMAHHO.

PyKOBOACTBO HPEATIPUSITUIT AOAKHO OBITh BCETAQ IPOMHGOPMUPOBAHO O TOM, YTO
HeT a6COAIOTHO MAEAABHOM IIOAUTHKY 6e30IIaCHOCTH Ha IIPAKTHKe, U OIPEACASHHAS AOAS
YIPO3BI BCETAQ BHCHT HaA MPEANpHSITHEM. DTOT GaKT AOAXKEH BCE BpeMs IIOACTEIMBATDH
AASL TIEPHOANYECKUX IIPOBEPOK IIEPCOHAAQ, AHAAM3A U [IOBBILICHHUS CTENIEHN 9AEKTPOHHOM
samursl uHpopManuu. Ho 9T0 He 3HAUMT, 4TO OIOAKET AASL TAKHX MEpPOIPHSTHIL
Ge3rpaHuYeH, HAIPOTHB, OH AOAKEH OBITb MOUTH BCEIAQ HIDKE OLIHOYHON CYMMBbI PHUCKa
TIOSIBACHHS TAKOM YIPO3bI U eé AUKBAAALHH [3].

Pa3BuBaTh OPraHM3ALMOHHBIN, TEXHUYECKUI YPOBEHb IPEANPHSATUS 9TO Ode-
BUAHBIM 006Pa3oM HEOOXOAMMO C IIEABIO OIIEPEAUTD ACHCTBHUS U IAAHBI [IPOMBIIIASIIOLIIX
Ha phIHKE HHCAMAEPOB.

TexHUYECKUI YpOBEHDb IIPEANPHATHS MOXHO Pa3BUBATD CACAYIOIMM HabopoM
IIPOTPaMMHBIX CPEACTB M HHCTPYMEHTOB AASL 3aIUThI AQHHBIX [ S]:

- Cisco Security Agent (CSA) - o6beAuHseT B OAHOM pelIeHHH pasAMdHblE
3aIUTHBIE MEXaHU3MBI M (YHKUUM O IPEAOTBPAIIEHHIO ATAK, 3AIIUTH OT
BPEAOHOCHOT'O KOAQ, 6AOKMpoBaHUs yTeuky nHpopManuu depe3 USB-nopTsr u
APYTHe BHeIIHHUe yCTpoiicTBa [6];

- Cryptic Disk — npraosxeHie 03BOASIET A€TKO M HAAEKHO 3aIIHPPOBATD AUCKH
U OTAEABHBIE PAa3AEABL HA BUHYECTEpe, 3alIUTHB UX OT HeCAaHKIIHOHUPOBAHHOTO
AOCTYIIa [TAPOAEM; TIPH 9TOM BCSI HHGOPMAI[Hs], HAXOASIIASICS Ha 3AIHUIIEHHOM
AMICKE HAM 3aIIEChiBaeMast Ha Hero, GyAeT aBToMaTHIecKu mudposaTses [7];

- Safe'n'Sec - mporpaMMHbIT MOAYAD, BBITOAHO OTAHMAETCS OT GOABIIMHCTBA TIPHAO-
SKEHHM, TPeAHA3HAYEHHBIX AAS OfecredeHMs] Oe30MACHOCTH; CACAUT 3a aKTHB-
HOCTBIO Pa3HOOOPA3HBIX MPHUAOKEHHH, POLJECCOB, A TAIOKe 32 ATaKaMH U3BHE U
OAOKHpYeT AI0Oble IOTEHIJUAABHO OIIACHDBIE AEHCTBUS, aHAAMBHPYS He KOA
IIPHAOIXKEHNIT, @ MX aKTUBHOCTB; Safe'n'Sec MOXKeT 3aIUTHTb AQKe OT CAMBIX HOBBIX
BUPYCOB, KOTOpBIe emé He OBIAM CO3AAHBI HA MOMEHT YCTAHOBKH IIPOrpaMMbl Ha
xommbioTep [8];

- Zlock — yruAuTa AAS 3aIMUTHI OT KOIUPOBAHMS MHPOPMALU HA MOOHAbHbIE
HakonuTean [9-10].

Hapsiay ¢ ncrioap3oBaHieM roTOBBIX IIPOTrPAMMHbIX IIPOAYKTOB, OIIMCAHHBIX BBIILE,
CAEAYeT PpEKOMEHAOBATb: AAS OPTaHM3AMM IIPABMABHON CHCTEMbI PasrpaHUYeHHUs
AOCTyIIa K MHOPMALMU — IPUMeHeHHe MATPUIHOIO PasTpaHUYeHNs] AOCTYIIOM KO BCEM
9AEKTPOHHBIM (afiAaM U AOKYMEHTaM IPEANPUSTHS; AASL 3alUTHl ONEPAIJMOHHOM
CHCTEMBI KXKAOM pabodeil CTaHIMM MPEANPUSITHS — HCIOAB3OBAHHE BCEMH
COTPYAHHKAMU B 0053aTEABHOM HOPSIAKE CAOXKHOTIO, TPYAHOIIOAOMPaEMOro Iapoas or 8
CHMBOAOB AASl CaHKIJMOHUPOBAHHOIO BXOAQ B CHCTEMY; AASl IIPaBHABHON paboThI
OIEPALIOHHOM CHCTEMBI Ha BCeX PabOdYMX CTAHIMSIX QUPMBI - OTKAIOUEHHE HEHCIIOAb-
3y€eMBIX CAYXX6 AASL 3aIIUTHI KOMIIBIOTEPOB OT BHEIIHAX yrpo3 [11].

B Bompocax MHPOPMALMOHHON 6e30IaCHOCTH HEOOXOAMMO OBITH BCETAd OCTOPOX-
HBIMH 1 BHUMATEAbHBIMH, YTOOBI [IPOIPECCUPOBATS, F He 3a0bIBATH, YTO «3HAHUE — CHAA>.
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10.

11.
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I'puropmit Bopre «Kaaccuduxanus uHcaiiaepo>» http://security.ase.md/materials/
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WBan Dabenko «IHcafipep: CyTb sIBA€HHS, YIpO3bl, IIPOTHUBOAEHCTBUSI>»
http://www.security.ase.md/publ/ru/pubrul01/2.pdf
Anexceit Komapos «3amura or uHcaiipepa> http://www.osp.ru/search/?text=Asexceii+
Komapos+«3amura+or+uncaitpepa>» &section=all&sTime=
3unanpa I'yaka, Oavra I'emosa «OpraHusanys mporpaMMHO-aNIapaTHOMN 3aIfUTHI
nHPOpMALMK OT MHCAMAepoB> http://www.security.ase.md/materials/si2010/32-
pag_102-106.pdf
Pemenne Cisco Security Agent aAf IpeaOTBpalieHHS YTeYKM AAHHBIX
http://www.lwcom.ru/solutions/doc.php?do=read&doc=72
Kospipes A.A. MH$opMalMOHHBIE TeXHOAOTMH B O9KOHOMHKE H YIIPaBA€HHH:
Yueb6rux /A.A.Kossipes. —CII6.: F3a-Bo Muxaitaosa B.A., 2000. — 360 c.
Kones N.P., Beasie A.B. Mlnpopmanuonnas 6esomacHocts npeanpusirust. — CII6.:
BXB-ITerepbypr, 2003. - 752 c.
Menavaukos B. 3ammra uHPOpMAMM B KOMIIBIOTEPHBIX CHCTeMaX. — M.
Aaexrpourpopm, 2005.- 102 c.
ZECURION - 3amura napopmarmu ot yredek (DLP) http://www.zecurion.ru/
products/zlock/
SurfControl E-mail Filter. MakcuMasbHas 3aliyMTa BXOAANIEH M HMCXOASINEHN
9AEKTPOHHOM IOYTHI OT CIIaMa, BHPYCOB M HEXEAATEABHBIX MATEPHAAOB
http://www.surfcontrol.ru/products/email/

PROTECTIA INFORMATIILOR CLASIFICATE,
iN ERA INFORMATIONALA

Tulian Mihdescu
infoprotect.md
The presentation makes a brief analysis of classified information security management
system, particularly information protected by acredidate IT systems, which store, process or

transmit classified information.

Securitatea nationali este reprezentati de starea de legalitate, de stabilitate

economici, politicd si sociald care conduce la fundamentarea existentei si dezvoltirii

statului §i mentinerea ordinii de drept, respectarea drepturilor si libertitilor fundamentale

ale omului, de aceea informatiile cu relevantid in acest domeniu necesiti o atentie

deosebitd, manifestati prin secretizarea informatiilor.
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De-a lungul timpului au existat categorii de informatii care au fost exceptate de la
accesul liber si neingradit al oricarui cetitean, limitare justificatd de autorititile statului, dar de
multe ori contestati pentru incilcarea drepturilor omului. Mass-media si opinia publici au
contestat in nenumarate randuri, faptul ci multe informatii au fost exceptate de la liberul acces
in mod nejustificat sau printr-o clasificare excesiva, dar existd si informatii care necesiti un
anumit nivel de protectie atunci cind interesele nationale, unele masuri de protectie a
persoanelor, datele de identificare ale acestora, concurenta loiald, anumite proceduri judiciare,
interese economice §i politice strategice ale unui stat, impun luarea acestor tipuri de masuri.

In orice stat exista informatii de interes public si informatii care nu sunt destinate
publicititii, care datoritd importantei lor necesita un anumit nivel de protectie, fie ca
diseminarea neautorizati a lor ar aduce prejudicii persoanei fizice, juridice sau mai grav, ar
produce daune intereselor nationale, securitatii nationale sau oridinii publice. Asadar
indiferent de necesitatea ce a dus la protectia informatiei, acest fapt reprezinti o
restrangere a liberului acces al peroanelor previazut majoritatea legilor fundamentale ale
democratiilor dar si in numeroase reglementari internationale.

Masurile restringerii liberului acces la informatii trebuie aplicati intr-un mod
nediscriminatoriu, realizati in concordanti cu reglementarile internationale privind drepturile
omului, fiind foarte importantd o educare a cetiteanului privind aspectele care conduc la
restrictionarea liberului acces si motivarea importantei limitrii. De-a lungul timpului au fost
inregistrate cazuri de clasificate excesiva a informatiilor din partea organelor administratiei
publice cu atributii in domeniu apirarii, ordinii publice si sigurantei nationale.

Situatiile de limitare a accesului sunt clar definite, atit de Constitutie, de legile in vigoare
ale statelor democratice, cit si de acte la nivelul Uniunii Europene sau al Aliantei Nord Atlantice.

In majoritatea statelor democratice, informatiile exceptate de la liberul acces, vizeaza:

1. informatiile secrete de stat din domeniul aparirii, ordinii publice si sigurantei
nationale
informatiile secrete de serviciu
informatiile privind datele cu caracter personal, potrivit legii
deliberirile autoritatilor si informatiile de interes economic, daci sunt clasificate

A o

informatiile privind activititile comerciale, daci prin publicarea lor se aduce
atingere principiilor concurentei loiale
6. informatiile privind procedurile judiciare, daca furnizarea lor vor aduce atingere
unui proces echitabil
7. informatiile care prejudiciazi masurile de protectie a tinerilor
8. informatii privind proceduri de ancheta penaldi sau disciplinard daci
dezviluirea lor afecteaza rezultatu final al anchetei
Noua erid informationald a impus majoritatii statelor membre ale Uniunii Euro-
pene si NATO, gestionarea informatiilor clasificate in format electronic.
In vederea acreditirii de securitate a sistemelor informatice si de comunicatii care
stocheazd, proceseazi sau transmit informatii clasificate, se impun anumite misuri
specifice. Astfel exista metode specifice de acreditare care stabilesc cerintele aferente
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procesului de acreditare a entitatilor evaluatoare a produselor si solutiilor de securitate IT
precum si a sistemelor informatice si de comunicatii.

Foarte importantd este stabilirea structurilor si a personalului cu atributii in
domeniul INFOSEC principalele responsabilititi ale acestora, in scopul asiguririi
protectiei corespunzitoare a informatiilor NATO sau UE clasificate.

In contextul aderirii la Uninunea Europeani si la Alianta Nord-Atlantici, majoritatea
statelor din UE au incheiete intre ele, acorduri reciproce de protectie a informatiilor clasificate.
Deasemenea acestea, detin structuri de legiturd ca NOS (NATO Office of Security).

In Romania, organismul de legitura cu NOS, este Oficiul Registrului National al
Informatiilor Secrete de Stat (ORNISS), cade joacd rol de Autoritate Nationald de
Securitate, ce se afli in subordinea Guvernului Romaniei. ORNISS, desemenea este
responsabil cu implementarea politicilor de protectie a informatiilor clasificare apartinind
Uniunii Europene. Astfel structurile de securitate, care au atributii de protectie a
informatiilor clasificate, la nivelul fiecarei insitutii publice sau agent economic, gestionar
sau emitent de informatii clasificate, in vederea aplicirii misurilor de protectie a
informatiilor NATO sau UE clasificate, sunt obligate sa isi infiinteze un Registru Intern,
subordonat nemijlocit Registrului Central al ORNISS.

Echivalenta nivelurilor de clasificare a informatiilor NATO - UE:

N.A.T.O. U.E.
NATO COSMIC TOP SECRET TRES SECRET UE/ EU TOP SECRET
NATO SECRET SECRET UE
NATO CONFIDENTIAL CONFIDENTIEL UE
NATO RESTRICTED RESTREINT UE
NATO UNCLASSIFIED LIMITE UE

BHYTPEHHUI KOHTPOADb B CUCTEME
KOPITIOPATHUBHOTI'O YIIPABAEHU

Ilasrosa Aurus
Oxonomunecxas Axademus Pecnybauxu Mordosa (ASEM),
IT& IS Management SRL, Pecnybauxa Moadosa

B nocaepnee Bpems oTMedeHa TEHAGHIIMS K U3MEHEHHIO POAU BHYTPEHHETO KOHTPOAS
B CHCTeMe KOPITOPATUBHOTO YIIPaBACHHS, O3KMAASL OT HEro COAEMCTBHUS B AOCTIDKEHMH IeAeit
6usHeca. CrcTeMbl KOHTPOASI B TOH MAM HHOM (OpMe CYIIECTBYIOT B KOKAOM KOMIIAHUM, HO
HeOOXOAUMO OTMETHTB, 9TO HpakTuka Gpopmuposanms B Pecrrybanke MoAaAOBa TOAHOLIEHHBIX
CHCTeM BHYTPEHHETO KOHTPOASI TOABKO HAUMHACT CKAAABIBAThCSL

IIpu mocrpoenuu cHCTeMbl KOPIIOPAaTUBHOTO YIIPABAECHHS B KOMIIAHMU BaXKHBIM

saBasgerca obecredeHue IIPO3PAYHOCTH YIPABACHYECKHX H 6usHec IIpOLEeCCOB  AAA
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PYKOBOACTBa KOMIIAHHK U ee COOCTBEHHMKOB, KAK OCHOBBI IPHHATHS 3QPeKTHBHBIX U
CBOEBPEMEHHbIX YIPABAGHYECKUX pelleHMi. BaHoN cocTaBAsiomel KOPIOPAaTHBHOIO
YTIpaBACHHS SIBASETCS OpPTaHM3aIMsA CHCTEMbl BHYTPEHHETO KOHTPOAS, IOCPEACTBOM
KOTOPOI 00eCIIeYnBaAeTCsI COXPAHHOCTD AKTHUBOB, BhIIBACHIE U MOOUAU3AIINS NMEIOLINXCSL
PecypcoB, HeOOXOAMMBII YPOBEHDb YIIPAaBAEHMS PUCKaMH, (pOPMHUPYIOTCS YCAOBUS AAS
HOBBINIEHHS 3P PeKTUBHOCTH KOPIIOPATUBHOTO YIIPaBACHHS.

Kaxxpas ympaBaeHueckas QyHKIUS, peaausyeMas B KOMIIAHHHY, HHTEIPHPOBAHA C
OAHOM MAM HECKOABKMMM KOHTPOABHBIMHU ITPOIIEAYPAMH, YTO B CBOIO OUepeAb BbI3bIBAET
3aTPYAHEHHMS AASL OTAGACHIS KOHTPOABHOM QYHKIIUM MAM ITPOIIEAYPHI OT YIIPaBACHYECKHX.

CucreMa BHYTpeHHErOo KOHTPOAS KOMIIAHHM XapaKTePU3YETCS CACAYIOIUMU
KOMITOHEHTaMU:

o KoHTpoAbHasl cpepa M HPaBCTBEHHBIM KAMMAT — 33AAI0T TOH (YHKIIMOHHPO-

BaHMS KOMITAHUH M SBASIOTCS OCHOBOH AAS ADYTHX KOMIIOHeHTOB. KoHTpoAbHasS
Cpepa BKAIOYAeT 3THYeCKHe I[eHHOCTH M IPO¢eCcCHOHAAbHYIO KOMIIETeHIIUIO
IepPCOHAAA KOMIIAHWH, CTHAb PabOTbl PYKOBOACTBA, PasTpaHHYEHHEe IIOAHO-
MOYHI U 0653aHHOCTEN;

¢ VYmpaBaeHHEe U OIleHKAa PHCKOB - 3aKAIOYAeTCS B BBIABAGHHM M aHaAM3e Kak
BHYTPEHHUX, TaK ¥ BHEIIHHX PHCKOB, CTABSIINX [TOA YITPO3Y AOCTIDKEHHe IjeAelt
KOMITAaHHH, a TaK)Ke pearpoOBaHNH M BHEAPEHHH MEXaHU3MOB CHIDKEHMS BbIS-
BAEHHBIX PUCKOB;

o HudopmarinorHoe obecrieyeHre U CBSI3b — BKAIOYAET BBIIBACHHE, COOp 1 aHAAU3
HeOOXOAMMOM MHGOPMALUM, IIO3BOASIOIIEHl IIEPCOHAAY HCIIOAHSTb CBOH
obszanHocTn. MHPOpPMAIIMOHHBIE pecypchl 00eCIeYHBAIOT HAEHTHPUKALHIO,
XpaHeHUe U obMeH CBOEBpeMeHHOM HHPpOpMaLuell B IOAXOASIIeH popMe;

¢ CymecTByiomue KOHTPOAbHbBIE TIPOIIEAYPBI - KOHTPOAbHbIE MEPOIPHATUS BKAIO-
YajoIljie TIOAMTHKY M IPOIICAYPBI, KOTOpble IOMOTAIOT TapaHTHPOBATh, YTO
PACTIOPSDKEHMSI  PYKOBOACTBA  BBIIOAHSIIOTCS, M HEOOXOAUMbBIE INATH  AAS
IpeAOTBpAIlleHHs] PHCKOBBIX CHUTYaIlUH CAGAAHBL AEMCTBUS IO KOHTPOAIO
NpPeApHHMMAIOTCS B PaMKaxX BCell KOMIIAHMHM, Ha BCeX YPOBHSX M BO BCeX
CTPYKTYPHBIX MOAPA3ACACHISX, BKAIOYAsl KOMITAGKC TaKHX Mep, KaK COTAACOBaHMS,
paspelIeHys], IIOATBEPXKAEHIS, IIPOBEPKH, OO30PBI BCEX BHAOB AESTEABHOCTH
KOMITQHHH, 0becIiedeHre 0€30I1aCHOCTH [IEPCOHAAA H AKTUBOB KOMITAHHY;

e MOHUTOPHHI CPeACTB KOHTPOAL - IpoIiecc OLleHKH 3¢ PeKTUBHOCTH PyHKITHO-
HUPOBAHUS CHUCTeMbl BHYTPEHHEro KOHTPOAS B TedeHHe OINpPeAeACHHOTO
nmepuopa. AAHHBIM IIpoIlecC BKAIOYAeT aHAAM3 U OI€HKY OpPraHM3alluu |
$YHKITMOHUPOBAHHS CPEACTB U MEP KOHTPOAS, MAAHMPOBaHUE M OCYIeCTBACHHE
HEOOXOAMMBIX ~ KOPPEKTHPYIOIVX  MEpPOLPHSTHH,  AAANTHPOBAHHBIX B
3aBHCHMOCTU OT M3MEHEHUH B OKPYXKAIOIIeld CpeAe, NMPOBEPKY BHITOAHEHHUS
Tpe6OBaHMIT BCeX BHYTPEHHUX IIOAOXKEHHUIT KOMITaHUH.

KaskAbIil 13 KOMIIOHEHTOB CHCTeMBI BHYTPEHHET0 KOHTPOAS OKa3bIBaeT BAUSHME Ha

ee KauecTBO U Pe3yAbTaTUBHOCTb.
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O¢PeKTHBHOCTD M KA4eCTBO CHCTeMbl BHYTPEHHErO KOHTPOAS HAXOAATCS B
IpsSMOM 3aBUCHMOCTH OT AEHCTBHH PYKOBOACTBA, TaK KaK KOHTPOAD SIBASETCS BaXKHOM
cocraBasiiomell mpolecca ynpaBaeHus. IIpu aToM cucTeMa BHYTPEHHErO KOHTPOAS
AOMKHA paspabaTeiBaTbCs M QYHKIMOHMPOBATh CTPOrO B IIPEAEAAX YTBEPKACHHOM
OPraHU3ALMOHHOM CTPYKTYPhl KOMIIAHMM M B PaMKaX BBIIIOAHAEMbIX 3aAa4 CTPYKTYPHBIMU
noppaspesenmsiMi. HeapexBaTHoe yBeanmdeHHe 06beMa KOHTPOABHBIX IIPOLIEAYP MOXET
IIPUBECTH K IOTePe KOHTPOAS, B TOM YHUCA€ U Hap KPUTUYHBIMH IIPOIleCCaMHL.

B 3aBHCHMOCTH OT pa3MepOB KOMIIAHHH M Pa3HOOOpA3HS ee BHAOB AESTEAbHOCTH
dopMupyeTcs OpraHM3allMOHHAs CTPYKTYypa M OIPEAEASeTCS ee BAMSHUE Ha Pe3yAbTaThbl
AeSTeABHOCTH KoMIaHuK. OT CTeneHH AeTAAM3AIMH MHQPOPMAIMH, ONHUCHIBAIONIEH OpraHu-
3aL[HOHHYIO CTPYKTYPY KOMIIAHHH, 3aBUCHT 3 eKTHBHOE pacnpepeseHre QyHKIME M 3apa4
MEeXAY CIPYKTypHBIMU IIOAPA3ACACHKSIMH. De3 IOAHOLEHHOR ©  PaboTocrocobHoOM
OPTaHM3ALMOHHOM CTPYKTYPBI HEBO3MOXHO 00eCrednTsh 3¢ PeKTHBHOCTD CHCTEMbI KOPIIOpa-
THBHOTO YIIPaBACHUS U BHYTPEHHEI'O KOHTPOAS B KOMITaHUM.

PeraamenTaIpis A€ATEAbBHOCTH KOMIIAHHU TAK)Ke OKa3bIBaeT CyIeCTBEHHOE BAMSHUE,
KaK Ha KOPIIOPAaTHBHOE YIPaBAEHHUE, TaK U CHCTeMYy BHYTPEHHEro KOHTpOAs. Peraamenrarus
AEATEABHOCTH CTPYKTYPHBIX IOAPA3ACACHHI M ITePCOHAAA KOMIIAHUH BKAIOYAeT ITOAOYKEHHs,
PperaaMeHThl, IPOLEAYPhl M MHCTPYKIMK. BaKHO OTMeTUTD, YTO OTCYTCTBME peraaMeHTaIlu|
PsiA2 GU3HEC-IIPOLIECCOB IPUBOAUT K TOMY, YTO OPTaHM3AIUsI KAYeCTBEHHON CHCTEMbI BHY-
TPEHHEro KOHTPOASl CTaHOBHTCS HeBO3MOXHOH. OTCYyTCTBHe peraaMeHTaljuHl IIPOIIeCCOB
TaKOKe SBASETCA CAGACTBMEM BOSHUKHOBEHMS IPOTHBOPEYUIi B CICTeMe KOPIIOPATUBHOTIO yIIpa-
BAEHM, pa3MbIBaHHEM I'PaHUI] OTBETCTBEHHOCTH PYKOBOAUTEAEH CTPYKTYPHBIX TOAPA3ACACHUIL.,

HNudopmanmonnas uHPpacTPyKTypa KOMIAHUH, A TAKXKe UCTIOAb3yeMble HHPOpMa-
IIMOHHbIE PeCypPChl, BAUSIOT Ha KA4eCTBO M HAAEKHOCTb MHPOPMALHOHHOTO 0OMeHa Kak
BHYTPH KOMIIAHHM, TaK U C TPETbUMU CTOPOHaMHU. B mpsMoii 3aBUCHMOCTH OT HCIOAB-
3yeMbIXx MHGOPMAIMOHHBIX CHCTeM HAXOAUTCS M oObecIedeHHe CBOEBPEMEHHOCTH H
TIOAHOTBI TOAAEPKKHM MHPOPMAITOHHbIX 3aIIPOCOB OTBETCTBEHHbIX AUII.

B xoMmaHuH He MOXeT OBITh Pe3yAbTATHBHOM CUCTEMBI BHYTPEHHEr0 KOHTPOAsS 0e3
HaAQKEHHONM M 2(QPeKTUBHON CHCTeMbl YIpaBaeHHs puckamu. Ilpu aroMm 1eabio
BHYTPEHHETO KOHTPOASl IIPU IIOCTPOEHMH CHCTEeMbl YIIPABAGHUS PHCKAMH SBASETCA
BHeApEHME B TeKyIue OM3HeC IPOLIeCChl KOMIIAHHMH TAKMX KOHTPOABHBIX IIPOLIEAYD,
KOTOpbIe IO3BOASIOT MUHHMM3HPOBATh BEPOSTHOCTb HACTYIAGHHS PHCKa AMOO ero
nocAeACTBHS. B3aumopeiicTBue cucreM BHYTPEHHErO KOHTPOAS U YIPaBA€HMS PUCKAMM
ompepeAseTcs, Kak 3apada CHCTeMbl BHYTPEHHEro KOHTPOAS BOBAeYeHMs IIepCOHaAa B
yIIpaBA€HHE PUCKAMU, BCTPAUBAs B GH3HEC-IIPOLIeCChl KOHTPOABHBIE IIPOLIEAYPBL

OTaaxxeHHbIe CHUCTeMbl BHYTPEHHEIO KOHTPOASI M YIIPAaBAGHMS PUCKAMHU ITO3BOASIOT
00ecreunTD 3alHIeHHOCT KOMIIAHHH, BBISIBUTb PHCKH, CGOPMUPOBATD U CKOPPEKTHPOBATH
IAQH MEpOINpISTHI [0 MUHHMHU3AIMA ¥ PEArHPOBAHHMIO HA PHCKH, OTAAAMTH OM3HeC
IPOL}eCChI KOMIIAHUH H 00€CIIeYNTb OTBETCTBEHHOCTD 33 KOHTPOAD U YIIPaBA€HIe PUCKAMIL

VY4YacTHUKaMM CHCTeM BHYTPEHHEro KOHTPOAS M YIPABACHUS PUCKAMU SBASIOTCA
BCe COTPYAHHMKM KOMIIAaHMH, a (yHKIMOHHPOBAaHME AAHHBIX CHCT€M OCHOBBIBAETCS Ha
OpUHIKIIE NOAOTYETHOCTH BCeX ee YYaCTHHUKOB. B KauecTBe IpPaKTHKU HCIOAB3YeTCA
3aKpeIIAeHHe BAAAEABIIEB KAIOUYEBBIX PHCKOB, HA KOTOPBIX BO3AOXKEHA OOS3aHHOCTH IIO
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PeryAIpHOM aKTyaAM3allMd PUCKOB M NEPCOHAAbHAS OTBETCTBEHHOCTb 332 OpPTraHM3aIlUIO
PabOThI [0 YIIPaBAEHHIO PUCKAMU.

Cucrema BHyTpeHHEro KOHTPOAS SBASIETCS OCHOBOM KOPIIOPaTHUBHOTO YIIpaBAe-
HHS, TIOCPEACTBOM I'PaMOTHOTO IPOEKTHPOBAHMUS U HCIIOAb30BAHH KOTOPOH CHIDKAETCS
HEeOIPeAeACHHOCTb, YMEHbIIAIOTCS PUCKH, TeM CAMbIM IIO3BOASISL CO CTOPOHbI B3TASHYTD Ha
AESTEAPHOCTb KOMITAaHUH B L]@AOM.

CucreMa BHYTpeHHEro KOHTPOAS SBASIETCS OAHOM U3 QYHKIWME YIIPABAGHHS AASL TIO-
CTOSIHHOTO HAOAIOA€HIS U IIPOBepKH (PYHKIMOHMPOBAHUS KOMIIAHUHU C LIeABIO OLEHKU 000-
CHOBAaHHOCTH ¥ 3 ¢eKTMBHOCTU IPUHSATHIX YIIPABACHYECKMX PEllleHHM, BHIABACHUS U IIPeAy-
IpeXXAEHIS HeOAATOIPUSITHBIX CUTYALiL. BHe 3aBHCHMOCTH OT POAQ M MACIITa0a AESITEABHOCTH
KOMITAHHMH B OCHOBE BHHMMAHHUS AOAKHA OBITH YeTKO BBICTPOEHHAs, OTADKEHHAS, THOKas U
CBOEBpEMEHHO PearkpyIolrast Ha AF0Oble I3MEHEHIs CUCTeMa BHYTPEHHETO KOHTPOASL.
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UNCERTAINTY OF THE INFORMATION IN ANALYSIS OF THE
ENVIRONMENTAL AND ERGONOMIC RISK OF EQUIPMENT
FOR ENVIRONMENTAL PROTECTION

Plamen M. Manev Lyubomir V. Vladimirov
University of Ruse, Bulgaria

The purpose is to analyze the uncertainty of information analysis in environmental and
ergonomic risks arising from the operation of facilities for environmental protection. For its
implementation are solved two problems. Firstly it is analyzed the uncertainty of the information
environment. Then it is revealed the unclarity in the use of the conceptual apparatus.

Key words: information, risk, uncertainly, vagueness.

The information insecurity envelopes all spheres of the public life. Most often it is
interpreted as uncertainty, unclarity and even inadequacy. It can be seen as ambiguity,
suspicions, problematic, using fuzzy and/or alternating linguistic apparatus and more. So
defined the information environment carries a vague, unverified, and the fuzzy and
occasional character — all the elements of an insecurity. The use of this information in the
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process of building different models, including models of risk, can cause any serious errors,
incorrect results, and as a result - wrong decisions.

The purpose of the paper is to analyze the insecurity of the information environment
and to insurance, seen as a stage in the complex process of risk analysis arising from the
equipment for environmental protection. For its implementation it is necessary to solve the
following tasks: 1) insecurity analysis of the information environment, 2) the disclosure of the
unclarity, arising from the use of the conceptual apparatus.

The risk analysis is a complex and multi-component process, incorporating the
definition and the identification of the risk elements. It is an integral part of risk
management and, in turn, includes a number of components to be analyzed. The critical
point in the procedure is to identify dangers and to define the likely scenarios of danger
phenomena and events. The judgments about the severity of injury and probability of
occurrence are based on it. On its fundament the different possible combinations of
events leading to damage with specific weights and probabilities of occurrence and the
realization is made and risk assessment.

For detailed identification of risk factors that generate dangers it is necessary to
have a huge data base. It is a function of the nature of component data that have varying
degrees of uncertainty, since they are random variables.

For the unsecurity analysis of information insurance in risk analysis from the
operation of facilities for environmental protection, a system of defining and interpreting
basic classes, categories, groups and units for risk uncertainty in measurements is
developed [1]. The system includes definitions and interpretations of uncertainty
taxonometric units. The two main types of insecurity were used and on them it is based a
hierarchical structure. Two multi-component areas of insecurity are defined: Region L
Uncertainty and Region II. Uncertainty (n -meaningfulness). For the purposes of this
study the constituent components are adapted to the problems of information security
risk assessment from the operation of facilities for environmental protection.

In the hierarchy of information insecurity, the uncertainty has lowest level, and the
reasons for their appearance is considered as a function of: 1) measurement of variables -
environmentally and ergonomically danger phenomena, impacts, effects, 2) variability of the
indicators over the time and space, and 3) linguistic errors in formalization of the dangers of
facilities for environmental protection, 4) differences and discrepancies in the opinions
between experts about the risk structure, S) various methodologies to measure the
environmental and ergonomic risk and the resulting variety of decisions; 6) inconsistent
prioritization of the critical events occurring in the environment and the management of the
equipment for environmental protection. These reasons spelled quantifiable indicators of
uncertainty. The uncertainty of risk models should be considered, as modeling is widely used,
and sometimes the only method of analysis and risk assessment.

The iinadequacy of the information when modeling the environmental and
ergonomic risks is due to: 1) the variability and randomness of the processes in
investigated facilities to protect air, water, soil and waste in their local ergonomic
systems and their place in the global urban systems, 2) ignorance or incomplete
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knowledge of the elements of the surveyed facilities, 3) incorrect formalization of the
structure of the investigated systems, 4) subjective errors in analytical risk analysis, S)
the occurrence of insufficiently known natural phenomena. These discrepancies with
the objectivity of critical phenomena, impacts and effects leads to inaccurate
determination of the risks parameters, which deceives and leads to incorrect
management decisions.

The unclarity (n -meaningfulness), in analogy to the uncertainty is the second
factor in the information insecurity analysis and risk assessment of facilities for
environmental protection. Its subjective component is associated with feeling, perception,
and perception of risk. There are errors arising in the communication of subjects with
different temperament and character. The information perceived as a danger in some
situations may seem to other situations as safety. Consequently, priority ranking tasks for
protective, corrective - reducing or compensative actions need to be rearranged, but their
temporal ranges must be substantially changed.

All the concepts must be used in a clear and understandable to participants in the
processes way. This can be done by just linguistic modeling of critical events having ecological
and ergonomic nature. Therefore, the most important is risk - linguistics and its component
the risk - lexis. The causes of unclarities in the information are generally associated with the use
of fuzzy terminology and words that do not conform to conventional and specialized
terminology used in the identification, analysis, evaluation, management and risk reduction.
For a detailed presentation of the correct information it should be used linguistic diversity.
Must be used words with precise meaning of natural language researchers. When using foreign
words in the terminology, which inevitably required, they must be accepted in the theory of
ecological and ergonomic risk. This is the way of creation of simple and approachable
linguistic model of risk situations and events, including in the field of analysis and risk
assessment of the operation of facilities for environmental protection.

The ways and methods of formalization of causality and the semiotics of risk are
two other characteristics of the risk - linguistics. The ignorance or failure to comply with
the rules of phraseological description of causality in the emergence and development of
risk factors at the first and non-accepted, verification and testing of the basic risk items,
syntactic rules and semantic rules and axiomatic in the second one are causes of linguistic
ambiguity nature. As consequences of the above reasons it can be understand the analysis
of the documentation describing originated and implemented critical events. In the
documents, records, declarations, conclusions for accidents, anthropological and natural
disasters and accidents have used phrases, expressions, phrases, and definitions that make
information unusable and unfit. For a description of such events it should be used
concepts, even out of context should be clear and precise and to prevent the
manifestation of variety of meanings.

In the present paper it is revealed in details the uncertainty of information when
analyzing the risk from implementation of the equipment for environmental protection.
The uncertainty in terms of the information environment and unclarity (n -mea-
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ningfulness) arising from the use of specific terminology were considered. The critical
nodes and the levels of hierarchical structure for defining and interpreting the major
taxonomic classes, categories, groups and units of the insecurity in the analysis of
environmental and ergonomic risk facilities for environmental systems were analyzed.

References
1. Vladimirov, L. Riskmetric in environmental security. Monograph. Varna, Varna Free
University, 2009.

METPUKU TECTUPOBAHUA - HEOBXOAMMOCTD
OBECIMNEYEHUA KAYECTBA MPOrPAMMHOIO NMPOAYKTA.

Cmopox Oxcana, ASEM

This article is about different metrics. A metric is a measure. A metric system is a set of
measures that can be combined to form derived measures. Two main types of metrics are described,
they are: initial metrics and determined metrics.

Ilpu npOeKTHPOBAHMM M CO3AAHMH KAKOTO-AMOO IIPOAYKTa CyIIeCTBYeT
HeOOXOAMMOCTD OLIHHTh €ro KadeCTBO, T.e. CTEIeHb COOTBETCTBUS IIPHCYIHX
xapakrepucTuk TpeboBaHmsaM. OAHMM 13 TpeOOBaHHI, IPH IPOEKTHPOBAHUM
IIPOTrPaMMHOTO IIPOAYKTA, KAaK IIPABHAO, SIBASIETCS OTCYTCTBHe OMMHOOK B pabore
IPOrpaMMbl, HO, KaK U3BECTHO, YCTPAHHTb A0COAIOTHO BCe OIIHMOKU HEBO3MOXXHO, B CHAY
IIOCTOSIHHO MEHSIOIIeNCs BHEIIHeH CPeAbl M COOTBETCTBEHHO IIOCTOSHHO MEHSIONIMXCS
TpebOBaHMUIL, HO MX KOAMYECTBO AOAXKHO OBITh CBEAGHO K MHHHMMYMY. AASL BBLIBACHHS
OIMOOK HEOOXOAMMO IIPOBOAUTH PAa3HOTO POAA PAbOTHI IO TECTUPOBAHMIO KadecTBA
IPOAYKTAa. A AAS IPHHATHS pelleHns 006 OKOHYAHHWH TECTHPOBAHIS, HEOOXOAMMO
HCIOAB30BaTh METPUKM TeCTHPOBaHHA M KadecTBa. OHM IIO3BOASIOT  OLIEHHUTD
XapaKTePHUCTUKY IPOAYKTA, CTEIIeHb IIOKPHITHS TeCTaMU (YHKITMOHAABHOCTH U APYTOE.

CoraacHo  MexxpyHapopHOMY  cTaHAApTy ISO  14598:  Metpuka-  aro
KOAMYECTBEHHbI MACIITab ¥ MeTOA, KOTOPBIA MOXeT HCIOAB30BATBCS AAS M3MEpPeHHS.
MOXHO BBIAGAUTH ABa OCHOBHBIX THIIA METPUK: METPUKM II€pPBHYHbIE, METPHKU
Bbraucasiemble [ 1]. TlepBudHble METPHKH — 9TO Te, KOTOPbIe HAKAIAUBAIOTCS B Pe3yAbTaTe
TECTHPOBAHUSI, HAPUMEP, KOAUYECTBO HAMAEHHBIX 0aroB, BpeMs, 3aTpadyeHHOe Ha IPOTOH
TECTOBOTO CIjeHapHs, CTOMMOCTb TECTUPOBAaHHS U T.A. OHHU SBASIOTCS OCHOBOH AAS
AHAAM33 TEHACHIMH. BbIraMcAsieMble METPHMKH HCIIOAB3YIOTCS AAS HEIOCPeACTBEHHOM
OIIEHKM KayecTBa IPOAYKTA, a TAIOKe AAS OLeHKH 9$(PeKTHBHOCTH CaMOro IIporiecca
TeCTHpPOBaHUsL. B TabAuIax HrDKe IpUBEAEHBI HEKOTOPbIE IPHMEPHI YIIOMSHYThIX BUAOB
MEeTPHK U X OIHCAHHE.
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Tabauya 1
IlepBuuHbIE METPHUKH

Haspanune meTpuku

Onucanne MeTpuKH

KoaAnuecTBo HaiipeHHBIX

6aros (Opened Bugs)

TTosBoAsieT KOCBEHHO OLICHUTDb KBaAI/I(l)I/IKaLII/IIO pa3pa6omm<os, A TAKXKE MCITIOAB3YETCSA
AASL paci€eTa 3aTpar, HeO6XOAl/IMb1X Ha yCTpaHEHHE, HalAEHHbIX Aeq)eKTOB.

Henposepennsie Tect

AaHHa}I METPHKaA ITIO3BOASIET O6paTPITb BHHMAHHE HaA Te q)YHKI_[PIOHaAbHOCTPI

KeFChI IPOAYKTA, KOTOPbIe He MOTYT OBITh IPOBePEHBI U BhIBUTH puunHbl. Hanpumep,

(Not Run Test Cases) OHa MO>KeT YKa3bIBaTh Ha [IAOXO€ OIMCaHHe TPeGOBAHMUI1 B IPOEKTHON
AOKYMEHTAIIUH, Ha HeKBAAMQHUITUPOBAaHHOCTb TECTHPOBIINKA, HA HEKa4eCTBEHHYIO
pabory paspaborduka u Ap.

Koanyecrso EcAu oT peAnsa K peAusy sHaUeHHE METPHUKU YBEAUUHBAETCS], TO 9TO MOXKET

[epeoTKpbIBaeMbIX 6aros

( Reopened Bugs)

O3HAYaTh, YTO TPeHOBAHMS K PYHKIJMH IOHMMAETCS I0-PA3HOMY Pa3pabOTIMKOM K
TeCTHPOBIIUKOM, TeCTHPOBIIIE He TOYHO OIMHUCAA AedeKT, pa3paboTdmk
HeKauyeCTBeHHO UCTIPaBASeT AeQeKT.

Koarectso 6aros o npu-
opurety (Bugs by Priority)

BoAbIIOe KOAMYECTBO 6aroB ¢ BBICOKMM IIPHOPUTETOM MOSKET YKa3bIBATh Ha
HeBepHOe TOHUMAaHe TpeOOBaHMUIT Pa3paboTINKaMIL

Bpewms rectuposanmns
(Time of testing)

3OTa MeTpHKa MHPOKO MPUMEHSETCs IPH HAAHMPOBAHHHI Pa3AMYHBIX BUAOB
TeCTHPOBaHMs U pa3paborke Gr0pKeTa. BpeMeHHbIe 3aTPaThl HAIPSIMYIO 3aBUCST
OT CAOXKHOCTH CHCTEeMbI, OIIBITA IIPOEKTHPOBIIUKOB, Pa3pabOTIMKOB 1
TECTUPOBILIUKOB, OT AETAABHOCTU TPeOOBAHMI M HX AOKYMEHTHUPOBAHHIO.

Kpome onucaHHbIX B TabAUIlE METPHK CYIIECTBYET elje OTPOMHOE KOAMYecTBO [2]:

YAQ4HO M HeypauHo mpoiigennsie Tect keiichl (Passed/Failed Test Cases), oTkpbirbie/

3akpbiTble/ mepeoTkpbiThie/oTkAOHeHHbIe Aedexthi (Opened/ Closed/ Reopened/

Refused Bugs ), xoAmdecTBo AeeKTOB MO NMPUOPHUTETY/Cepbe3HOCTH/BAXKHOCTH AAS

6usneca (Bug Priority/Severity/Business Importance), 06beM TeCTUpOBaHHS, CTOMMOCTD

TeCTHPOBAHUS U APYTHE.

Tabauya 2
BeruncasieMpie METPHKHA

Ha3Banmne METPpHKH

Onucanne METPpHKH

VaauHo mpoiipeHHsle /

IIPOMAEHHbIE TECT KeWChl B IIPO-

LIeHTHOM ~COOTHOIIEHUU
Failed Test Cases)

Heypauno |[Ipu ycaoBuH, 4TO Bceraa HaipeTcst XOTs 651 1 6ar, 3HaYeHHE METPUKH
OT peAmsa K PeAMsy AOAKHO CTPEMHTbCs K OeckoHewHocTH. Ecam
(Passed/

3HAY€HHE HE YBEAMYHNBAETCS, 3HAUUT HeOﬁXOAPIMO O6PaTI/ITb BHHUMaHHE
Ha KBa.AI/ICl)l/[KaI.II/HO KOMAaHADI Pa3pa60T‘iI/IKOB.

OTKAOHEHHbIE / OTKPBITBIM

(Rejected/Opened Bugs)

6aram|Ecan B TIPOLJEHTHOM COOTHOIIEHMH KOAMYECTBO OTKAOHEHHDBIX 6aros
BEAUKO, 3TO MOXKET O3Ha4yaTb, 4YTO pa3p360'mm<14 M TECTHPOBIIMKH IIO

PasHOMY  TpAKTYIOT $yHKM Aubo

TECTUPOBIIMK HE OY€Hb TOYHO OIMCaA Hp06AeMY, Pa3pa60T‘II/IK HE JKeAaeT

OIMCaHKe «pedexToM>.

HAW HE MOXKET UCITPAaBUTD r[p06AeMy, AMO0 He CIMTAeT 3TO OIMHOKOI.

ITaoTHOCTS OIIMO0K

OTa MerpHKa IIOKa3bIBA€T OTHOWIeHHWe obmiero umcaa AedexrTos B
IPOrPaMMHOM ITIPOAYKTe K KOAMYECTBY CTPOK B MCXOAHOM Kope. Ha
OCHOBE OTCAEXXHBAHUSA AMHAMUKU U3MEHEHHUS 3HAYeHUs dTON METPUKH,
AEAAIOT BBIBOA O HEOOXOAMMOCTH IIPOAOAKEHHS PAabOT MO TeCTHpO-
BAaHMIO HAU MX IPEKpaljeHHIO.

IToAaHOTA TEcTUpOBaHUS

Merprka yKasbIBaeT Ha TOTOBHOCTb IIPOAYKTA K BBIXOAY Ha phiHOK. OHa
BBICUMTHIBAETCS KaK OTHONIEHHE INAAHHPYEMOIO TeCTOBOTO Habopa K
TIOAHOMY T€CTOBOMY HabOpY BBeACHHOMY B IIPOTPaMMY Ha AAHHBIN MOMEHT.

Ha IIPAKTHKE 3TO CACAATb AOCTATOYHO CAOXXHO, IIOCKOABKY 3Ta IIPOLIEAYPa
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SIBASIETCSL OYeHb IPOMO3AKOM. Taioke TpeOGOBAaHUS K IIPOAYKTY MOIYT CO
BpeMeHeM MEHAThCS M COOTBETCTBEHHO MOTYT MOSBASTBCS BCe HOBBIC
TeCTB, a CTapble MOTYT MOCTENIeHHO CTAHOBUTCS HEAKTYaAbHBIMIL

Heo6X0AUMO OTMETHTB, YTO BBIMICASIEMBIX METPHK FOPA3A0 OOAbIIE IIEPBUYHBIX, IOC-
KOABKY B 3aBHCHMOCTH OT BHAQ IIPOAYKTA, OT (YHKITHOHAA], HA3HAYEHHUS H APYTHX KpUTEepHeB
AASL KOKAOM MHPOPMAIMOHHOM CHCTEMBbI BBIYHCASIEMbIe METPUKH BHIBOASTCS MHAUBHUAYAABHO,
XOTSI CYLECTBYIOT U OOIIie, HEOOXOAMMBIE AAS OLIEHKH Ka9eCTBA AF0OOI0 IPOAYKTA.

BriBop

CymecTByeT HeCKOABKO Kaaccuuranuii MeTpuk. Ha Mo#t B3rasia, Hanboaee yAaqHOI
SIBASIETCS Pa3AeAeHHe UX Ha BbIMHCAsIeMble M IIepBUYHbIe METPHKH. B 3aBUCHMOCTH OT IIPOeKTa,
MeHeAKepbl UIMEIOT BO3MOXKHOCTb BbIOPATh M PACCUUTHIBATD Te, KOTOPBIE ABASIOTCS Hanboaee
MOAXOASIIUMY AASL TIPOeKTa. MeTpUKH BasKHBI IIPU OIpeAEACHHUH Ka4ecTBa, MOMEHTa OKOH-
YaHUS TECTUPOBAHUS MAU MOMEHTA, KOTAQ IIPOEKT MOXKET OBITh IIPEACTABACH [IOAb30BATEASIM,
AAS BBIIBAGHUSL PA3AMYHBIX OIIMOOK TECTHPOBAHIS U IIPOEKTHPOBAHIUS U APYTO€.

Awnreparypa:
1. Paxmanos, TumdyeHko «MeTpUKU B COBpEMEHHOM TeCTUpOBaHMU>». HaydHo TexHu-
veckuit Bectauxk CIIGTUTMO (TY). Beumyck 10. 2003r.
2. http://www.protesting.ru/qa/metrics.html - saexkrponnas crares «MeTpuku 10
obecrieueHNIO KagecTBa>

SECURITATEA CIBERNETICA SI SECURITATEA NATIONALA.
CAZUL REPUBLICII MOLDOVA

Alexanru BURUC, Dan NISTOR
Academia Militard a Fortelor Armate ,Alexandru cel Bun”

The daily activities taking place in any country are nowadays critically dependent on a
stable and secure cyberspace, particularly those touching on the economic and national security
dimensions. However, cyber crimes and cyber attacks have increased dramatically in the last few
years, highlighting the need for governments around the world to take necessary measures in order
to protect its citizens, their businesses, the national economy and the critical national operations.
That is why this essay presents an overview of the concept of cyber security, the main cyber threats
and their implications for national security strategies, revealing the level of importance given to this
dimension of the national security, the current regulations and resources identified for this sector.

Introducere

Lumea in care triim devine din ce in ce mai interdependents, iar acest lucru se
datoreazi in mare parte evolutiilor din domeniul tehnologiei informatiei si comunicatiilor.
Aceasta interdependentd crescAndi genereazd numeroase avantaje, cit si dezavantaje,
avand in vedere faptul ca institutii publice §i companii private au devenit aproape in
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totalitate dependente de sistemele informatice pentru a indeplini activititi importante.
Asadar, guvernele de peste tot in lume trebuie si se pregiteasca pentru a face fatd unor
provociri noi care pot apirea in spatiul cibernetic, deoarece viata de zi cu zi a oricirui
cetitean, economia nationald, precum si securitatea nationald a oricirui stat depind in
prezent de stabilitatea i securitatea spatiul cibernetic.'

Securitatea cibernetici a fost in scurt timp implicata de la disciplina tehnici la un
concept strategic. Globalizarea si internetul a dat indivizilor, organizatiilor, si natiunilor o
noud putere incredibila, bazatid pe dezvoltarea tehnologiilor de retea. Pentru fiecare —
studenti, soldati, spioni, propagandisti, hackeri, si teroristi — adunarea de informatii,
comunicatiile, diverse fonduri si relatiile publice sau digitizat si revolutionalizat.

Corelatia securitate cibernetica — securitate nationala

In consecinti, conflictele militare si politice la moment au o dimensiune cibernetica,
dimensiunea i impactul cireia sunt dificile de prezis, i lupta in spatiul cibernetic poate fi mai
importanta decit evenimentele ce au loc pe un camp de lupti de pe suprafata terestra. Ca si
teroristii, hackerii au gisit success hackerii au gisit succesul in mass-media hype pura. Casiin
cazul armelor de nimicire in mas, este dificil si te rizbuni asupra unui atac asimetric.

Natiunile sunt intr-o dependenta crescinda de sistemele complexe si tehnologiile
informationale. In cele mai multe cazuri, Tehnologiile de comunicatii si informatica au
actiuni directe asupra securititii nationale si economice care de obicei si sunt subiecte ale
dezmembririi de la o multime de factori atit generati in cadrul natiunii cit si din afara
hotarelor acesteia. Liderii guvernelor si din sectorul privat se confrunti cu riscuri si
vulnerabilititi cibernetice. Aceasta incertitudine se datoreazi complexititii si interco-
nectivitatii tehnilogiei implicate pentru suportul sistemelor critice.

Asigurind securitatea si vitalitatea economici inseamni ci natiunea data trebuie si
administreze securitatea ciberneticd in concordanta cu consideratiile economice, sociale
si politice. Inclusiv in cadrul strategiei de securitate cibernetici se stabilesc capacititi de
management al incidentului national de securitate a computerelor.

De obicei aceastd capacitate poate lua forma unei sau a amai multor echipe de
raspuns la incidentele cu caracter cibernetic (informational).”

Dezvoltarea rapida a tehnologiilor moderne de informatii si comunicatii — conditie
sine qua non a edificirii societatii informationale — a avut un impact major asupra
ansamblului social, marcidnd adevirate mutatii in filozofia de functionare a economicului,
politicului si culturalului, dar §i asupra vietii de zi cu zi a individului.

Practic, in prezent accesul la tehnologia informatiei si comunicatiilor reprezinta
una dintre premisele bunei functioniri a societitii moderne. De fapt tinta atacurilor
cibernetice va fi infrastructura sistemului cibernetic (fig. 2) care este vulnerabil la diverse
actiuni intreprinse.

! http://www.caleaeuropeana.ro/securitate-securitate-cibernetica-national-romania-cepe

? Best Practices for National Cyber Security: Building a National Computer Security Incident Management
Capability
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Figura nr. 1. Surse de amenintiri cibernetice aupra securititii nationale’
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Figura nr. 2. Tinte si surse ale riscurilor cibernetice

Spatiul cibernetic se caracterizeaza prin lipsa frontierelor, dinamism §i anonimat,

generand atit deopotriva, oportunititi de dezvoltare a societitii informationale bazate pe

cunoastere si riscuri la adresa functionirii acesteia (la nivel individual, statal si chiar cu

manifestare transfrontalier3).

Cu cit o societate este mai informatizata, cu atit este mai vulnerabild, iar asigurarea

securitatii spatiului cibernetic trebuie si constituie o preocupare majord a tuturor

actorilor implicati, mai ales la nivel institutional, unde se concentreaza responsabilitatea

elaborarii si aplicirii de politici coerente in domeniu.”

! ITU national cybersecurity strategy guide, Dr. Frederick Wamala (Ph.D.)
2 Strategia de securitate cibernetica a Roméniei (proiect)
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Astfel in cadrul Republicii Moldova s-a format centrul pentru securitatea cibernetica'
care asigurd securitatea informationald a autorititilor administratiei publice in spatiul
cibernetic prin intermediul colectarii §i analizei informatiei ce tine de atacuri cibernetice,
precum si intreprinde misuri urgente si eficiente de protectie a resurselor informationale.”

Tabelul Nr. 1
Serviciile acordate de citre centrul de raspuns la incidentele de securitate
cibernetici (CERT (Computer Emergency Response Team)

Proactive Reactive Support

* Anunturi privind evenimente |* Alerte si atentionari privind  |* Analize de risc aplicate la nivel local si
din domeniu. aparitia unor activitati la nivel national privind

* Anunturi privind amenintéri premergitoare atacurilor infrastructurile cibernetice
nou-identificate pe plan * Gestiunea incidentelor la nivell* Planificarea asiguririi functionarii
national §i international. national, in cooperare cu continue §i a recuperarii in caz de

* Cercetare si informare privind | celelalte echipe dezastre;
noutitile tehnologice in * Diseminarea rezultatelor * Pregatirea echipelor de tip de rispuns
domeniu. investigatiilor incidentelor de | la atacul cibernetic, a echipelor de

* Realizarea, la cerere, de auditari] securitate cibernetica, cu audit in domeniul securititii retelelor,
de securitate sau teste de respectarea prevederilor cu prioritate a celor incluse in
penetrare. acordurilor de cooperare infrastructura critica nationald

* Buletine de securitate. incheiate cu partenerii.

Totodata, credem ci este necesar de a se aborda un nivel mai ridicat de securitizare
a infrastructurii digitale, deoarece la nivel mondial atacurile cibernetice sunt din ce in ce
mai frecvente si mai complexe. De aceea, Republica Moldova a avut in vedere anumite
obiective care intre timp au fost indeplinite.

Infrastructuria critici si sarcinile CERT (Computer Emergency Response Team)

Sarcinile de dirijare cu riscurile cibernetice, ce ar trebui sa se solutioneze pentru

asigurarea securitatii cibernetice a infrastructurii critice in conformitate cu A. A. Koxnonos,
A. B. Cnukapyxk sunt:

1. constituirea unor structuri model si tipizarea obiectelor infrastructurii critice;

2. stabilirea categoriilor dupa pericole pe baza modelelor de referinta ale
riscurilor. Evaluarea riscurilor de incilcare a securitatii cibernetice;

3. Construirea profilelor de bazi de protectie (in acest context ,profil de
protectie” se are in vedere toate cerintele in ceea ce priveste securitatea
cibernetici) pe categorii functie de baza normativ juridici existents;

4. Controlul calitatii dupa cerintele:

a. adecvat;
b. inchiderea ,completi” a celor mai periculoase, amenintiri si a posibilelor
riscuri cibernetice;

! Hotirirea Guvernului Nr. 746 din 18.08.2010
*http://cert.gov.md/desprecsc.html



SECURITATEA INFORMATIONALA 2013 - 87

c. verificarea la consistent3;
d. lipsa de redundants;
e. lipsa efectului distructiv.

5. concretizarea profilelor de protectie pe obiecte si pe grupuri de obiecte;

6. aducerea profilelor de protectie actuale la nivelul cel mai superior;

7. concentrarea regulati periodici a datelor de indeplinire a profilelor de

protectie;

8. prelucrarea informatiei in timp real in ceea ce priveste cerintele de securitate;

9. aprecierea riscurilor de incredere a securitatii cibernetice. Identificarea

vulnerabilititilor, ,locurilor inguste”, combinatiilor periculoase, formarea si
justificarea programelor nationale si regionale, masuri si actiuni de mésuri a
securitatii cibernetice;

10. Controlul de citre o comisie de inspectie a veridicititii datelor prezentate de

satisfacere a securititii cibernetice.'

In cadrul proiectului Strategiei Nationale de Securitate a Republicii Moldova se
evidentiazi ca pornind de la cresterea rolului tehnologiilor informationale in domeniul
securitatii statului, institutiile abilitate vor intreprinde actiuni pentru asigurarea securitatii
si administrarii eficiente a sistemelor informationale nationale atat la nivel juridic, cat si
functional prin reducerea factorilor principali de risc, precum atacurile pe retea
(cybercrima) virusii informatici, vulnerabilitatea softurilor, neglijenta sau rea-vointa
utilizatorilor gi conectarea neautorizati a persoanelor terte.”

In acest sens, o atentie importanti trebuie acordati infrastructurii critice (IC), prin
care se intelege acele elemente materiale (echipamente, instalatii, lucriri de arti,
capacititi de transport etc.), organizationale (retele de transport, sisteme energetice,
productie si distributie, produse petroliere si gaze naturale etc.) si informationale (fluxuri
si retele de transmisii de date, procedure etc), vitale pentru buna desfisurare a vietii
sociale i sustinerea evolutiilor economice, intr-un climat stabil de securitate. Agresiunile
pot fi realizate ca urmare a unor fenomene naturale (cutremure, inundatii, aluneciri de
teren etc) sau ca urmare a unor actiuni umane, accidentale sau intentionate, cu o forma
fatisa sau mascatd, factorul risc fiind datorat stabilitatii si lipsei de flexibilitate ale
infrastructurilor critice. Vulnerabilititile IC sunt impartite in functie de proprietiti,
intalnind astfel vulnerabilitati acceptabile, critice sau inacceptabile, intelegdnd totodata
prin vulnerabilitati la adresd IC incapacitatea protejarii sistemului de securitate in dauna
calamititilor naturale, a accidentelor sau a penetrarii de catre surse exterioare.’

Observam astfel faptul ci statul tinde sa nu riména singurul subiect in ceea ce priveste
accesul la putere prin intermediul cyber-spatiului, intrucét din ce in ce mai multe corporatii sau
ONGe-uri pot actiona liberi pe internet, cu att mai mult cu cit dispun de o tehnologie proprie

! 3apaun ynpaBaeHus KubepprckaMu 1 Kubep6e30IacHOCTBIO KPUTHIECKIX HHPPACTPYKTYD HALMOHAABHOIO
MacimTaba;

* Proiect Strategia Securitatii Nationale a Republicii Moldova;

3 http://geopolitics.ro/implicatii-ale-dezvoltarii-cybers-spatiului-asupra-securitatii-nationale-ii;
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si foarte avansatd, profitind in acelasi timp de presiunea civici la care statul este supus pentru a
face publice cit mai multe date. Aceasti cregtere a actorilor poate duce citre escaladarea unor
conflicte ca urmare a unor posibile interese §i/sau viziuni diferite.

Concluzii

La moment existd o tendintd majora ca térile lumii si se alieze pentru a asigura
securitatea cibernetici.!

Dupa noi tendinta este una sindtoasa atit timp cit acest fel de amenintiri sunt
prezente in fiecare din natiuni. Comunul acord de a descuraja atacurile cibernetice
reprezinti o fortd de neinvins.

Ca urmare a acaparirii serviciilor financiare, de informare, de socializare, de
educatie s.a., internetul devine cea mai importanti componenta a infrastructurii critice
(IC), fapt ce face din securizarea sectorului IT o prioritate de bazd privind securitatea
multor state ale lumii.

In ceea ce priveste gestionarea amenintarilor cibernetice, acestea tind si treaca cat
mai mult din zona militara catre cea de intelligence.

Maisurile destinate operationalizarii Sistemului National de Securitate Cibernetici
trebuie armonizate cu eforturile pe dimensiunea protectiei infrastructurilor critice, respec
tiv cu evolutia procesului de dezvoltare a capabilititilor de tip CERT (Computer Emer-
gency Response Team).

In varianta optimi, Sistemul National de Securitate Cibernetici (SNSC) trebuie
sa dispuni de o structura flexibila, adaptativa, are sa inglobeze apabilitati de identificare si
anticipare, resurse si proceduri operationale de prevenire, reactie §i ontracarare si
instrumente pentru documentare si sanctionare a autorilor atacurilor cibernetice.

Un recent raport al companiei de software antivirus Kaspersky Lab a aritat ca
Moldova este una din tirile cele mai expuse riscurilor cibernetice, chiar in acest moment
patru sisteme informatice ale Executivului, Ministerului Apararii si ambasadelor
moldovenesti fiind atacate de un virus foarte puternic, numit ,Octombrie Rosu®, care
tinteste cu precadere téri din fostul bloc sovietic.”

Acesta fapt prezintd inci odatd argumentul ci Republica Moldova ar trebuie si se
mobilizeze in ceea ce priveste securitatea cibernetici pentru a nu pati ca si in cazul Estoniei.

Este necesara implementarea, la nivel national, a unor standarde minimale
procedurale si de securitate pentru infrastructurile cibernetice, care si fundamenteze
eficienta demersurilor de protejare fatd de atacuri cibernetice §i si limiteze riscurile
producerii unor incidente cu potential impact semnificativ.
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CRM B OBJIAKE

E.3z2apdan, CoKyx
Mousdasckas IxoHomuueckas Axademus

CRM cucreMbr AAA Da60TbIC KAVMEHTAaMHU HAa CETOAHSIIHUM AEHb TIOAB3YIOTCS

IIOMyASIPHOCTBIO 33 CYeT PA3BUTHS TEHAEHIMH K IIOAHOM aBTOMATH3AL[MH OH3Hec-
npornecco xomnanuil. CoBpeMeHHbIe CHCTeMBI YIIPAaBACHUS B3aUMOAEHCTBHEM C KAHEH-
TAMH IIO3BOASIIOT IIOBBICHTb YPOBEHb MPOA®XK, O00eCHeurBalOT — ONTUMH3AIHIO
MapKETHHIOBBIX CTPATeTHi, YAydlleHHe YPOBHSI OOAYKHBAHHMS KAMEHTOB ITyTeM
COXpaHE€HHS IIEPCOHAAPHBIX AQHHBIX M HCTOPHH onepaum?r C HHMH, MOACpPHHU3AIHHN
OHM3HeC-IpOLieAyp U AaHAAM3A MX Ppe3yAbTaToB. IHpopMamus B COBpeMEHHOM MIUpe
IPEACTABASET OTPOMHEHIIYIO IIeHHOCTb M 3aYacTyl0 IPUHOCHT OTPOMHbIE IPUOBIAK
KOMIIAHMM. 3aIUuTa AAQHHBIX OT HECAHKIMOHMPOBAHHOIO AOCTYyIIA CO CTOPOHBI
KOHKYPEHTOB HMAM APYTHX IIOCTOPOHHHUX AHI| SIBASIETCSI HEOOXOAMMBIM YCAOBHEM AAS
HapeXXHOM U opdexkTHBHONM paboTsl A06Oi ¢upmbl. Besomacmocts B CRM
CHCTeMaX TaKXKe UTPAET AAAEKO He IIOCAEAHIOIO POAb.

CRM cucreme AAsl pabOTHI HEOOXOAUMA HUHTETPALSI BO BHYTPEHHME CHCTeMbI
KOMIIAHHUM: TIOAYYEHHEe AOCTYIIA K Pa3sAMYHOM KOMMepYecKod MHPOpMaIuM O KAMEHTAX,
0asaM AQHHBIX, MCTOPUM OIl€pAIjiil, COBEpPIIEHHBIX KAMeHTaMH. I1opA0OHbBIe cBepeHHS
SIBASIFOTCSL «AQKOMBIM KYCOYKOM> AASI KOHKypeHTOB. IToaTomy, 6esomacrocts B CRM
CHCTeMaX AOAKHA OBITb Ha BBICIIEM yPOBHE, 0COOEHHO B ITAQHE 3aINUTHI HHPOPMALIHHL.
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Ha AaHHBII MOMEHT OOAa4HBIE TEXHOAOTHH IIOAB3YIOTCS BCe OOABIIEN IIOIy-
ASIDHOCTBIO B CBSI3 C JKEAQHHEM IOBBICHTb OIIEPATUBHOCTb pelleHUs OM3Hec-3aAa4 U
60aee 9¢PEKTHBHO YIPABAITH OU3HEC-IIPOLIECCAMU.

Tepmun “o6aako” moppasyMmeBaeT mop cob0il HHOPACTPYKTYPY CEpBEPOB H
YCTPOMCTB XpaHEHMs AAHHBIX, IPEAOCTABASIIONIUX MITHOBEHHbIN KPYTAOCYTOYHBIN AOCTYII
U 00'be ANHEHHBIX B OAHO MHGOPMALIMOHHOE IIPOCTPAHCTBO.

Bamu aaHHble, XpaHsmuecs B 00AaKe, MHOTOKPaTHO AYOAMPYIOTCS, pacipe-
AEASIFOTCS M XpAHATCSL Ha Pa3HBIX HOCHTEASX, YTO MUHIMHU3UPYeT HOTePU HHPOPMALIUH.

PaccMoTpuM psip $aKTOpOB, KOTOpbIE Hallle BCErO SIBASIOTCS HMPUYUHON MOTEPH
AQHHBIX HAU HECAHKIIMOHMPOBAHHOIO AOCTYIIA, U CPABHUM KAACCHYECKOe CepBEpHOe
XpaHeHMe AQHHbIX U 00AaUHOE.

1. Kpaska AaHHBIX

Ipaxridecky BceM COTPYAHHKAM KOMIIAHHU HM3BECTHO, TA€ HAXOAUTCSI KOPIIO-
PaTUBHBIN CepBep, U Kakas HHPOPMALMI Ha HeM XPAHUTCS. TeopeTHUdecKy, ero MOXKHO
BBIKPAcTh, MHGOPMALIMIO MOXXHO CKOIIMPOBATH, K CEPBEPY MOXXHO IIOAYYUTH AOCTYIL IIO
AOKAABHOW CETH M YAQACHHO.

B caydae ¢ 06AaKOM HUKTO He 3HA€T, IA€ KOHKPETHO XPaHSTCS BAIIHM AAHHbIE, K HIM
HEBO3MOXHO ITOAYIHUTb GHU3HYECKHUI AOCTYIL

2. IIopua 06opysoBanms

EcAu Bbl XpaHHUTE AQHHBIE HA AOKAABHOM CEPBEPE AU HA CBOEM KOMIIBIOTEPE, BbI He
3aCTPAXOBAHbI OT BBIXOAQ 060PYAOBAHUSI U3 CTPOS, 0COOEHHO 5KeCTKUX AUCKOB. Ecan y Bac
HAADKeHa CHCTeMa AyOAMpOBaHMS MHPOPMALMU M COXPAHEHUS Pe3epBHBIX KOIHUI, 9TO
IpUBEAET K OCTaHOBKe PaboTHl Ha 1-2 AHS, B MHOI CHUTyaluM BBl IIOTepsieTe AQHHbIE
0e3BO3BpATHO.

B ofaake Bce MOCTPOEHO TakuM OOpas3OM, 4YTO IOTEPsI AAHHBIX H3-32 MOAOMKH
000pyAOBaHHsI HEBO3MOXHA. Bce 060pyAOBaHME HPOXOAUT PETYASPHYIO IIPOBEPKY, a
AQHHbBIE MHOTOKPATHO AYOAMPYIOTCS Ha PAa3AMYHBIX CEPBEPAX.

3. U3parne napopmanuu NpaBoOXpaHHTEABHbIMH OPTaHAMH

B cayuae XpaHeHHS AQHHBIX B OOAaKe HHKTO He CMOXKET IPMHTH M OIeYaTaTh Ball
cepBep. A QyHKUMS “KpacHOM KHOIKK IIO3BOAMT BaM, B CAy4ae HEOOXOAMMOCTH, MOMEH-
TAABHO 326A0OKHPOBATH AOCTYII K OOAAYHBIM AQHHBIM CPa3y AASI BCEX COTPYAHHKOB KOMITAHHIL

4. Kn6eparaka — B3AOM AQHHBIX

Kubeparaku 1 IpOMBINIAEHHBIA IIMMOHAX — 9TO CTPAX, MPULIEAINNI U3 [OAU-
BYACKUX CLIeHApHEB, B KOTOPbIX BCE IIOAPOCTKU MEUTAIOT IIOAYIHTb AOCTYII K 0a3e AQHHBIX
00O “Pomamika”.

Kak mpaBuao, Kaxaas Kubeparaka — 9TO COAUAHBIN Oroaxer. Hale BCero LjeApio
aTax SIBASETCS AecTabuAn3anis paboTsl mybanaHbix web-caitros. Ecan aTaka coBepuraercst
Ha aKKayHT B IIPUBATHOM 30HE, CHCTEMa MOMEHTAABHO pearupyer U GAOKHpPYeT ero,
coobIasi O MOIBITKE B3AOMA IIPaBOOOAAAATEAIO U, €CAH TPeOyeTCsl, MEHsSeT PeKBU3HTbI
AOCTYIIa, OCTaBASIS 3AOYMBILIACHHIKOB HU C YeM.



SECURITATEA INFORMATIONALA 2013 -91

Ha apannblit MOMeHT B MOAAOBe, CPABHHTEABHO MaAO KOMIIAHHI, cepoil ses-
TeAbHOCTH KOTOPOI siBAsieTcst CRM B 06aake. Mbl SIBASIEMCS IPeACTABUTEASIMY KOMITAHUA
Cred-Info, xommanus ocroBaunast 8 2009 roay, koropas ocymecrsasier BHeppeHre CRM
CHCTEMBL.

B nexoropsix CRM cHcTeMax AAsL paBOTBI HEOOXOANMBI CIIeLIHaAbHbIE IAEKTPOH-
Hble KAIOYH, KOTOpble IPEACTABASIOT co60it He6OAbIIOe YCTPORCTBO (UM, MEXAY MPOYHMM,
COBCEM HEAOpOTOe), BbIIOAHEHHOE B BHAE OpEeAOKa M COAepiKaljee YHMKAABHBIA KOA.
OAeKTpOHHBIA KAIOY IoAKAtodaercs k USB-mopry xommbiorepa. OH BBIAAETCS BceM
KAMEHTaM KOMIIAHMY, KOTOpble NPHOOpEeAN TOBap MAM 3aKAa3aAM YCAYIY M SBASETCS
HAEHTHPUKATOPOM AMIHOCTH KAMEHTA AASL AAABHEHNIINX 3aKa30B.

CAeAyIOIIUiT TOAXOA XapaKTepeH AAS KPYIHbIX ¥ MHOro¢yHKimoHaabHbx CRM-
cucreM yposus Oracle Siebel. O 3axatouaeTcs BO BKAIOYEHHU B CHCTEMY BCEX IPOLIEAYP
MHOPMALMOHHON 6e30IaCHOCTH, KOTOPbIE MOKHO peaAn30BaTh. TaKoil IyTb MO3BOASET
obecreunTs MaKCHMaAbHYIO 6€30IaCHOCTb AQHHBIX B CHCTEME, OCOOEHHO IIPH PeaAn3aliui
MHOTOIIOAB30BATEABCKON PabOTHl B HPHAOXKEHHH. MOXHO CKpBIBATH AQHHBIE OAHOTO
[IOAB30BaTeAs OT APYIMX, THOKO pa3AeAsITh IIpaBa HA YTeHMe, 3aIlUCh, H3MeHeHUe
uHpopManuy, CobUpaTh CTATUCTUKY PabOTBI KAXAOIO IIOAB3OBATEAs, CTPOUTbH
AMHAMUYECKHe MPOQHAM IIOBEAEHHS, 4TO II03BOASET OOHAPYKUTh IOAOSPUTEABHYIO
aKTUBHOCTh I10Ab30BaTeAeil. Hampumep, MOXHO CBOEBPEMEHHO BBISIBUTH IIOIBITKY
CKaYaTb 6a3y AAHHDIX KAUEHTOB HAHM O3HAKOMHTBCSI ¢ KOHTAKTAMH OOABLIOrO KOAUYECTBA
3ammcest u3 BA, TO ecTb - BBIIBUTD CAY4ail, KOTAQ COTPYAHHK OOpalaeTcs 3a pabounit AeHb
K COTHe 3aIIHCell, XOTSI BCerAa PaboTaA TOABKO C ACCATBIO.

Ho panexo He Bce HeoOXOAHMMbBIE IIPOLEAYPBI 3AIGUTBl HHPOPMALMH MOXKHO
peasusosars BHyTpr CRM-cucremsl. Hanpumep, peaansanus B IpUAOKEHUM aHTUBUPYCA
HAM MEXCETEeBOIO 9KpaHa CMBICAA He uMeeT. TeM He MeHee, 9TH CPEACTBA 3aIUTBI
HEOOXOAMMO HCIIOAB30BATbh AAL TOTO, YTOOBI 3AIUTUTb MPHAONKEHHE OT ATaK M3BHE U
3apaxeHHN BHYTpU ceTH. KOHKpeTHBII HAOOp AOIIOAHHTEABHBIX CPEACTB 3alUThI
HeOOXOANMO OIIPeAEASITb B KOKAOM KOHKPETHOM CAyYae, OH OyAeT 3aBHCETh OT ofmieit
apxuTeKTyphI ceTH, oT apxurekTypbl CRM-crucremsl, OT pasaeAeHHs IPaB [OAb30BaTeAEH
¥ THIIOB 06pabaTbiBaeMoil B Heil HUHPOPMALHIL

Coueras BblierepeYrCAEHHBIE METOADBL, Mbl [TOAYYHM TPETHIl [IOAXOA K 3aljuTe
uapopmaruu B CRM - kombunuposanssiil. OH IpeAycMaTpUBaeT KOMIMASIIIHIO BHELTHHIX
CpEACTB 3alllUThI I/IH¢OPM3LII/H/I H IIPpOLIEAYP, BCTPOEHHBIX B IIPHAOKEHHE U 6331)1 AQHHBIX
CRM. 3JTOT moAXOA B HaMOOABILIEN CTElEeHHM pPacIpPOCTPaHEH, MOCKOABKY SIBASETCS
YHHBEPCAABHBIM.
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JIEKTPOHHbIA JOKYMEHTOOBOPOT
N 3AWLNUTA AAHHDbIX

T'aruna Arexcandposua Illerersiesa
Tomenvckuii 2ocydapcmeennviii ynusepcumem um. O. Ckopunot

Premises of application of security features of the electronic documents this in case of use,
electronic document management. Problems simultaneous use of paper and electronic documents
are revealed. Approaches to information security in automated data handling are considered.

B KOMMepYecKON AESTEABHOCTH CETOAHSI 9AEKTPOHHBIM CIIOCO60M 06pabarsl-
BaeTcsi 0koAO0 80% wuuopMmaruu. Ilo-mpexxHeMy OCHOBHBIM HOCHTEAEM e€e, COIPO-
BOXKAQIOLINM BCe OU3HEC-TIPOLIECChl, OCTAETCS AOKYMEHT.

AOKYMEHT — 3TO COBOKYIIHOCTb TPeX COCTABASIIOIIHIX:

" HOCHTEAB;
= popma;
" aKTHUBHU3ALMS ONIPEAEACHHOM AESTEABHOCTH.

VIMeHHO HEKOTOPast AESITEABHOCTD U IIPEBPAILaeT AAHHbIE B AOKyMeHT. Ho poxymeHT
[IepecTaeT CyIeCTBOBATh, ECAH B AAABHEMHIIIEM He ITOAPa3yMeBaeT IPOLEAYPhl 00paboTKH.
dopma AOKyMeHTa TeCHO CBSI3aHA C XapaKTePOM AAAbHEFIIeH AeSTEAbHOCTH, OHA IIO-
POXKAAET HEOOXOAUMOCTD AOKYMEHTOB. IIpu 9TOM He CyIecTBeHEH HOCHTEAD HHPOPMALHIH,
OYMa)KHBIF HAM 9AEKTPOHHbIN AOKYMEHT HTPAIOT OAUHAKOBYIO POADb B OHU3Hec-mporeccax. B
Peciybavke Beaapyc mnpusar u ycremno peaausyercst 3akoH «O6 3AeKTpOHHOM
AOKYMEHTe M 3AeKTPOHHOH LHU(PPOBOH IIOAIMCU>»>, COTAACHO KOTOPOMY <ITOAAMHHBIN
JAEKTPOHHBII AOKYMEHT IIPHUPABHUBAETCS K AOKYMEHTy Ha OYMa)XHOM HOCHTEAe,
HOAIIHCAHHOMY COOCTBEHHOPYYHO, U IMEET OAVHAKOBYIO C HUM IOPUAUIECKYIO CUAY>.

OAeKTpOHHbIE AOKYMEHTHI II03BOASIIOT IIEPEMECTUTD LIEHTP TSDKECTH KOMIIBIOTEPHOM
TEXHOAOTMH C TPAAUIIMOHHDIX CTPYKTYPUPOBAHHBIX AA(paBUTHO- LI POBBIX AAHHBIX Ha [IOTOKH
AQHHBIX, AOTIOAHEHHBIE GOABIINMY 06beMaMy HeCTPYKTYPUPOBAHHOTIO TEKCTa, H300pasKeHHMIT,
3ByKa, BHAEO U rpaduku. Taxue AOKyMeHTbI CMOTYT TAKKe BKAIOYATh IMIIEPTEKCTOBBIE CBSI3H,
nepepaborannsle OLE - OODBeKTB, TEKCTOBble OOBEKTHI M DEASIIOHHBIE AQHHBIE.
OAEKTPOHHBIT AOKYMEHT OyAeT OrpaHHdeH TAKUMM [IApPaMeTPaMH KaK ero COAEPIKHMOE,
CTPYKTYpa AQHHBIX, OPMATHI M CTAHAAPTHI PEXXUMA [IEPEAAIH U, CAMOE BOKHOE, XapaKTep ero
HCroAb30BaHIsLIIpy M3MeHeHMH AFOOOrO M3 OTHX IIAPaMETPOB COOTBETCIBEHHO OyAer
MeHATbCsE AOKyMeHT. OH 6yAET OTKPBITBIM, THOKHM, 3AAIITHPYEMBIM, MHOTOMEPHBIM.

3a HECKOABKO AT KOHIJEIIIHS 9AEKTPOHHOIO AOKYMEHTA [IOAYUYMAQ CBOE Pa3BUTHE
OT 00BIMHOrO rpaduyeckoro obpasa AOKYMEHTa AO HAEH YIPABACHUS AOKYMEHTaMH.
CeroaHsI AOKYMEHT - 3T0 popMa 3HAKOMOTO BHA2, 06paboTKa KOTOPOMN IPOUCXOAUT C
[IOMOILIBI0 [TOCAEAOBATEABHOIO IIPHMEHEHHs TEeCHO B3aMMOCBSI3aHHBIX TEXHOAOTHMI B
pamKax Tak HazbiBaembix Crcrem YrpasaeHus Jaekrpornbivu Aokymentamu (CYA) uan
Electronic Document Management Systems (EDMS).

OAEKTPOHHDIA AOKYMEHTOOOOPOT B KOMMEPUECKOH AESITEABHOCTH - 9TO, B IEPBYIO
OuepeAb, BOSMOXXHOCTD (1 HEO6XOAMMOCTD) CBOGOAHOTO 06MeHa AAHHBIMH M AOKYMEHTaMH C
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mapTHepamu 1o 6usHecy. CAeAOBaTeAbHO, A0 HEAOOPOCOBECTHBIN IMAPTHEP MOXET
HOAYYUTb AOCTYII Y1 K BHyTPeHHelH KOHPUAEHIIMAAbHON MHPOPMaIUK IPEATPUSTUSL

Orpomuslit yrpaBaeHIecKuil 9QQPeKT B caMoil GAMDKAMIIel MepCIeKTHBE CYAUT
IIEPEX0A OT AEKTPOHHOTO AOKYMEHTOOOOPOTa B OTAEABHBIX AOKAABHBIX OQHCHbIX CETSIX K
eAMHOH CHCTeMe AOKyMeHTOOOOpOTa TEPPUTOPUAABHO PACIIPEACACHHON CHCTeMbI
OpraHHU3alLHi, KOTOPYIO MOXKHO C TOYKH 3peHHs AOKyMEHTOO60POTa pacCMATPHBATD KaK
OAMH €AMHBIN BUPTYaAbHBIH oduc.

BaxHo 3aMeTHTb, YTO B YCAOBHAX aKTHBHOTO IIePeXOAd K IAEKTPOHHOMY
AOKYMEHTO060pOTy OYM@KHBI AOKYMEHTOOOOPOT IIPOAOAXAET, M B 0603pUMOM
OyayiieM 6yAeT IPOAOAKATD OCTABAThCSI 3HAYMMOM COCTABASIOIIEH AOKYMEHTOOOOpOTa.
CAeAOBaTeABHO, B 9THX YCAOBMSX BCerAd OyAeT BO3HMKATH NpobAeMa OAHOBPEMEHHOIO
YIpaBAeHHUSI OYMAKHBIM 1 9AEKTPOHHBIM AOKYMEHTOOOOPOTOM, COXpAaHEHHUS LIeAOCTHOCTH
AQHHBIX, 3aIJUTA UX OT HECAHKITMOHMPOBAHHOIO UCIIOAb30BAHMA U MOAMPHUKALIUH.

B ofmem cAydae OAMH H TOT XXe AOKYMEHT MOXKET B TedeHHe BCEro CBOEro
JKU3HEHHOTO IIMKAQ CYIECTBOBATh B 9AEKTPOHHOM M OYMa)KHOM BHIAE, IIPUYEM HHOTAQ
OAHOBPEMEHHO MOTYT CYIeCTBOBaTh OYMaKHbIE M DAEKTPOHHBIE 9K3EMIIASIPHI OAHOTO H
TOrO JXe AOKyMeHTa. Takum o06pa3oM, paspeseHHMe KOHTPOAS 32 OyMaKHBIMH U
9AEKTPOHHBIMU AOKYMEHTAMU BHOCHT ITyTaHUITY M, B KOHEYHOM CY€Te, IPUBOAUT K IIOTEpe
KOHTPOASL 32 AOKYMEHTOOOOPOTOM MpEAlNpHATHS B LleAOM. 'AaBHas 3apada 3aech -
€CTeCTBEHHBIM 00pa3oM, B PAMKAX AMHON CHCTeMbl, 00eCIIednTh KOHTPOAb HaA BCEMH
UIIOCTACSMU AOKYMEHTA, a TAKXKe 3aIUTy MHPOPMAIIMU He3aBUCHUMO OT €€ HOCUTEAS.

VIMeHHO 9A€KTPOHHBIM AOKYMEHT SBASIETCS OCHOBHOM Yyrpo30i HHPOPMAITHOHHOM
0€30I1aCHOCTH KOPIIOPATUBHBIX CHUCTEM K CHCTEM YIIPABAEHMS B3aUMOOTHOIIEHISIMH C
xanentamu (CRM-cucrem), T.K OpPraHM3alMsi M TEXHOAOTHS 3alUTBl OyMaKHBIX
AOKYMEHTOB OTpaboTaHa BeKaMH, 2 AHAAOTHYHbIE MePbI IIPUMEHUTEABHO K 9ACKTPOHHOMY
AOKYMEHTY 4acTO Hed(pPeKTHBHBL.

Oos3areaprpiM  aast Kopmoparusubix u CRM-cucreM siBasercsi TpeboBaHue
obecrieueHre 3aIUTHI AAHHBIX. M 9TO TpeboBaHMe B OOABIIMHCTBE CHCTEM BBITOAHSETCS
32 CYeT TPAAMIMOHHBIX CPEACTB IIaPOABHOM 3allUThl, Pa3rPAaHUYEHUS AOCTYIIA,
MEXXCEeTeBOM U aHTUBUPYCHOM 3allJUTHL.

Bmecre c TeM, aHaAM3 MOKa3bIBAaeT ABHYIO HEAOCTATOYHOCTDb 3TUX CPEACTB , TaK KaK
OHU He YYUTBIBAIOT HaAMYHe YeAOBeYeCKOro ¢aKkTopa - HHCaHAepPHOM ONIACHOCTH, HaAUYKe
TaKMX KaHAAOB YTeYKH MHPOPMalMU KaK CAy4alHbIM HECAHKIIMOHMPOBAHHBIA AOCTYII,
HepexBaT dIAEKTPOHHbIX AOKYMEHTOB, TIePeAaBaeMbIX 110 KaHAAAM CBA3HU U T.IL.

HanboAee ysI3BUMBIMM  COCTAaBASIOIIUME ~ OU3HEC-CPEABI  SIBASIOTCSL  KAHAABI
IIepeAAUr AAHHBIX, 9AeKTPOHHAsI [104Ta, OH3HeC-TIPUAOXKEHHSL.

Hapymenus HOpMaAbHOrO QYHKIIMOHMPOBAHHUS OM3HEC-IPOLIECCOB MPHBOASLT K
9KOHOMUYECKUM IIOTEPSIM IIPU BEACHHH 9AEKTPOHHOIN KOMMEPINM, HAaHOCHTCA yIiep6
HUMUAXKY U peITyTallii KOMIAHUU.

C 1eABIO CHIDKEHHUS] PHCKOB OOABIINX GHHAHCOBBIX IOTEPb IPEAITPUSITHS AOAKHDI
HHBECTHPOBATh CPEACTBA B HHCTPYMEHTBl oO0ecredeHus 0e30MACHOCTH K 3TH
HHCTPYMEHTHI TeM AeHICTBeHHee, YeM peKe OHU HCIIOAB3YIOTCS B OH3Hec-coobmecTBe.
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IToMuMO TpaAMIIMOHHBIX ACLIEBBIX, XOPOIIO M3BECTHBIX KaK IIOAb30BATEASM, TaK U
3AOYMBIIIACHHUKAM, IOSIBASETCA PSIA CPEACTB, NMPEACTABASIOIUX HHTEPeC UMEHHO AAS
CHCTEM 9AEKTPOHHOTO AOKYMEHTOO60pOTA.

K TakuM cpeACTBaM OTHOCHTCS, B IEpPBYIO O4YepeAb ABYX- M MHOTO(AKTOpPHAS
ayrenTudukanusa. Hampumep, Bxoa B cECTeMy BO3MOKeH ITOCA€ BBOAA AMYHOTO MAPOAS U
HCIIOAB30BAHUSI OAHOPA30BOTO IApOAs, IIOAyYeHHoro mo SMS Ha 3apaHee 3ape-
TUCTPUPOBaHHBIN TeaePpoH. ['POMO3AKOCTD TAKMX M AHAAOTMYHBIX METOAOB OIPaBABI-
BAaeTCs UX XOPOIIeH 3alIUIeHHOCTBIO B TOM YHCA€ U OT IIOAb30BaTEACH, IIPEATIOUUTAIOIIHX
TaK Ha3bIBaeMble «CAAObIE TAPOAK>.

HHTepecHO TEXHOAOTHEN MOXET OBITb TOAOCOBAS AyTEHTHPHUKALNS JHAIUTEABHOE
KOAMMECTBO Pa3paboTOK B 9TOM cdepe UMeeTCsI yoKe CeTOAHS, IIPOEKTHI BHEAPEHIIS II0OAOOHBIX
MEXaHHU3MOB YK€ OIIMCAHBI B AUTEPAType U UCIIOAb30OBAHBI Ha MPAKTUKE. JDTO MOXKET OBITb
ayTeHTHUKAIIHA 110 KAIOUEeBOH Pppase, ayAUO-TIAPOAU AOCTYIIA K MHPOpMALIH.

IToMHMO TEXHOAOTHII, CBSI3aHHBIX C KCIIOAB30BaHHMEM OHOMETPHYECKHX ayTE€HTH-
$UKaTOPOB, HUMEIOTCA TAKKe IPOrpaMMHO-AIIIApaTHbIe pelleHUs, Takyue KaK aBTOHOMHbIE
KAIOUM AASl TeHepalluM OAHOPAa3OBbIX mapoaed, cuurhiBaTean RFID-merox, xpumro-
KaAbKYASITOpBI, IIPOTrpaMMHbIe M aMIlapaTHble >XeTOHbI (Toxensr), 9AEKTPOHHBIE KAIOUH
pasamunbix Turos - Touch Memory u Karou/cMapr-Kapra, a Taoke OGUOMETpHUYECKie
UACHTUPUKAITMOHHbIE KAPTBL.

SECURITATEA INFORMATIEI PERSONALE

Elena Paximadi, Ion Petrosisin
Academia Militard a Fortelor Armate ,Alexandru cel Bun”

In prezent un rol important i se acordd securititii informationale. Codarea informatiei, in
trecut i in prezent, a dus la cresterea securitdtii informationale. Criptarea mapelor si fisierelor a
dat posibilitatea utilizatorilor de a-si partaja informatia de infractori informationali.

Introducere

In societatea modern, un rol tot mai important il joaci calculatoarele si toate
mijloacele electronice de comunicare, de depozitare, si de prelucrare.

Pentru a fi utilizate tehnologiile informationale in diverse domenii, este necesar si se
asigure siguranta si fiabilitatea acestora. Sub notiunea de securitate (in sensul cel mai larg), se
subintelege capacitatea sistemului de informatii pentru a pastra integritatea si eficienta de
influentele accidentale sau deliberate externe. Utilizarea tehnologiilor informationale a dus la
dezvoltarea rapida a diferitelor metode de protectie a informatiei: codarea si criptografia.

La un singur calculator pot opera mai multi utilizatori, fiecare avind informatia sa si
in acest caz securitatea informatiei este la cel mai mic nivel. Acest fapt a dus la necesitatea
aparitiei parolei la calculator.
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Codurile sunt o transformare care opereazi la nivelul cuvintelor sau frazelor.

Criptografia este arta si stiinta ascunderii semnificatiei unei comuniciri impotriva
unor intercepitori neautorizati [2].

In sensul larg, codificarea poate fi, de asemenea, numita si scanarea textului,
imagini (informatii este convertitd de la o reprezentare vizuala in digitald), si chiar
introducerea textului de pe tastiera.

Continutul de baza

Necesitatea utilizirii metodelor criptografice rezultd din conditiile in care existd
stocarea gi schimbul de informatii.

Cel mai simplu model de criptosistema se poate de prezentat in asa mod:

Inamicul

Individul A Individul B

A
A 4

Figura.1 Model de criptosistema.

De exemplu, in protectia datelor stocate pe calculatorul dumneavoastri, puteti
presupune ci utilizatorul A si B — sunt 2 persoane de lucru. In acest caz, ,canalul de
informatie” este un hard disk pe care sunt stocate datele.

Un model de codare este codul lui Cezar. Ce consti din literele alfabetului latin,
fiecarei litere i se atribuie un numir din intervalul [0,25].

alblc|dle|f|glhfi[j]k |l m|njo [p|qr |s [t |u [v |[W[x |y |z
0| 1] 2| 3| 4/5]6]|7]|8|9{10] 1] 12({13[14[15{16{17[ 18| 19| 20| 21| 22| 23] 24| 25

Figura.2 Cheia pentru codul lui Cezar.

Regula de inlocuire poate fi descrisa dupa cum urmeaza: litera cu indicele i se
inlocuiegte cu litera i+3 (mod 26), unde ,mod 26” inseamni restul impartirii numarului
i+31a 26.

alblc|dfe|flglhli]j|lk [1 |m[n Jo [p|q [r |s [t Ju |v [w]|x |y
die|f|g|hfi|j [k|l |mn Jo [p |q [r |s |t |u [v |w]x |y
Figura.3 Rezultatul aplicirii codului lui Cezar.

N
)
=n

Este posibild generalizarea codului lui Cezar, in care litera cu numarul i este
inlocuiti cu litera ce are numirul i+k (mod 26).

In baza generalizirii codului lui Cezar se creazi o aplicatie Excel cu 6 coloane in
care se introduc formulele de calcul in conformitate cu expresiile din fig. 4.
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A | B |C] D | E | F A | B Je| b | E | F |
1 | Caracterul Indicele K I+k Restul Modificarea 1 |Caracterul Indicele K I+k  Restul Modificarea
2 a 0 5 |=B2+$C$2 |=MOD(D2.26) |[=LOOKUP(E2,$B$2:9B$27,9A$2:$A$27) |- a 05 5 5 f
3 b 1 =B3+$C$2 |=MOD(D3,26) |=LOOKUP(E3,$B$2:$B$27,$A$2:$A$27) 3 b 1 6 6 g
4 c 2 =B4+$C$2 |=MOD(D4,26) |=LOOKUP(E4,$B$2:$B$27,$A$2:$A$27) 4 c 2 7 7 h
5 d 3 =B5+$C$2 |=MOD(D5,26) |=LOOKUP(ES,$B$2:$B$27,$A$2:9A927) |- d 3 8 8 i
6 e 4 =B6+$C$2 |=MOD(D6,26) |=LOOKUP(E6,$B$2:$B$27,$A$2:$A$27) 6 e 4 9 9 i
7 f 5 =B7+$C$2 |=MOD(D7,26) |=LOOKUP(E7,$B$2:$B$27,$A$2:$A$27) 7 f 5 10 10 k
8 g 6 =B8+$C$2 |=MOD(D8,26) |=LOOKUP(E8,$B$2:$B$27,$A$2:9A%27) |5 g 6 11 1 1
9 h 7 =B9+$C$2 |=MOD(D9,26) |=LOOKUP(E9,$B$2:$B$27,$A$2:$A$27) 9 h 7 12 12 m
10 i 8 =B10+$C$2 |=MOD(D10,26) |=LOOKUP(E10,$B$2:$B$27,$A$2:$A$27) | i 8 13 13 n
11 i 9 =B11+$C$2 |=MOD(D11,26) |=LOOKUP(E11,$B$2:$B$27,$A$2:$A%$27) | i 9 14 14 (]
12 k 10 =B12+$C$2 |=MOD(D12,26) |=LOOKUP(E12,$B$2:$B$27,$A$2:$A$27) |2 k 10 15 15 P
13 1 11 =B13+$C$2 |=MOD(D13,26) |=LOOKUP(E13,$B$2:$B$27,$A$2:$A$27) | | 11 16 16 q
14 m 12 =B14+$C$2 |=MOD(D14,26) |=LOOKUP(E14,$B$2:9B$27,9A$2:$A$27) | m 12 17 17 r
15 n 13 =B15+$C$2 |=MOD(D15,26) |=LOOKUP(E15,$B$2:$B$27,$A$2:$A$27) |is n 13 18 18 s
16 o 14 =B16+$C$2 |=MOD(D16,26) |=LOOKUP(E16,$B$2:$B$27,$A$2:$A$27) | ] 14 19 19 t
7 p 15 =B17+$C$2 |=MOD(D17,26) |=LOOKUP(E17,$B$2:9B$27,9A$2:9A$27) |7 P 15 20 20 u
18 q 16 =B18+$C$2 |=MOD(D18,26) |=LOOKUP(E18,$B$2:$B$27,$A$2:$A$27) | q 16 21 21 v
19 r 17 =B19+$C$2 |=MOD(D19,26) |=LOOKUP(E19,$B$2:$B$27,$A$2:$A$27) |ia r 17 22 22 w
2 s 18 =B20+$C$2 |=MOD(D20,26) |=LOOKUP(E20,$B$2:9B$27,9A$2:$A$27) |x= s 18 23 23 x
2 t 19 =B21+$C$2 |=MOD(D21,26) |=LOOKUP(E21,$B$2:$B$27,$A$2:$A$27) | t 19 24 24 y
2 u 20 =B22+$C$2 |=MOD(D22,26) |=LOOKUP(E22,$B$2:$B$27,$A$2:$A$27) |z u 20 25 25 z
3 \ 21 =B23+$C$2 |=MOD(D23,26) |=LOOKUP(E23,$B$2:$B$27,$A$2:$A$27) | v 21 26 0 a
24 w 22 =B24+$C$2 |=MOD(D24,26) |=LOOKUP(E24,$B$2:$B$27,$A$2:$A$27) |2« w 22 27 1 b
P X 23 =B25+$C$2 |=MOD(D25,26) |=LOOKUP(E25,$B$2:$B$27,$A$2:$A$27) |25 X 23 28 2 c
% v 24 =B26+$C$2 |=MOD(D26,26) |=LOOKUP(E26,$B$2:9B$27,$A$2:$A$27) |= y 24 29 3 d
bl z 25 =B27+$C$2 |=MOD(D27,26) |=LOOKUP(E27,$B$2:$B$27,$A$2:$A$27) |=r z 25 30 4 e

Figura.4 Formulele Excel de calcul.

De asemenea se poate de criptat si fisierele din mapd pentru a nu permite
infractorului si efectuieze diferite operatii cu informatia din mapa. Acest lucru se pate de
efectuat la calculatoarele ce au instalat sistema de operare Windows XP si sitema de
fisiere NTES (New Technology File System) [1]. Edectuind clic deapta pe fisierul necesar
sau pe mapa necesara alegem optiunea Properties apoi selectim butonul Advanced si in
caseta apirutid bifim optiunea Encrypt contens to secure data. Figierele criptate se

deosebesc de cele necriptate prin culoarea verede a denumirii fisierului.
Goers. o (2]
2]

- . Y
@ Criptare. doc Criptare,doc T 21X
Microsaft Word Docurment =

20 KB gqéclrfémft ord Document AT

Archive and Index attributes

[Fie is ready for archiving

[FFor fast searching, allow Indexing Service to index this file

Compress or Encryp attributes
[ Compress eontents ko save disk space

[IEncrypt contents ko secure data

5

rtuies; Elnsaderty Clridden

Figura.$ Criptarea fisierelor.

Un alt mod de protejare a informatiei, este introducerea parolei figierului, utilizind
optiunea General Options din meniul Tools, introducind parola si confirmind-o mai apoi.

In cadrul studierii temelor ce tin de efectuarea calculelor pentru tragere, profesorii la
crearea formulelor corecte, in aplicatia Excel, protejeazi unele celule (pentru a nu da voie
studentilor si modifice valorile corecte), prin aplicarea optiunii Protection din meniul Tools.
Intii de toate se deblocheazi toate celulele, selectind toati foia de calcul, mai apoi din meniul
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Format alege optiunea Cells/Protection si deblocheaza optiunea Locked. Selecteaza informatia

necesari (acea informatie ce trebuie blocatd) si din nou parcurge drumul din meniul Format

alege optiunea Cells/Protection si blocheaza optiunea Locked si Hidden. De la optiunea

Protection alegem suboptiunea Protect Sheet si pentru acest diapazon se va introduce parola

pentru a nu da posibilitate altor utilizatori si introduca modificari.

E ¢ f= %
savein: | () My Documents v|® 1@ X i i - [feckn il L“; Moo Yo @@ X i
(Sasus b Del é =
A (Dol ads
§ [)0owrloads Rename. My Recent || =)Farmats Save Options.
My Recent | |[(5)Formats Documents ||
Documents || Sy Games Brint (@i Games [ Aways crests backun
S = ol Py (B | Clae
@ & E : —
o vap e . ooton By vidos R D ]
{3 Wathemmer Batte March Properties . gya;“_aghm‘j;:;:‘; PR R
\ Vi G-Ohl ONLINE 3 5 -G
% gz:m‘vw e ICption: [ A - P e ]
General Options. . iy Documents
My Documents oK Cancel
My aﬁ.ﬂ:ev My Computer
'ﬂ Fleame:  [Backl s M (e ] 'ﬁ Flename: [Booke. s vl [ ]
Places S8 28 1P [picrosoft fies Excel Workbaok (* k) v Ceamd ] Places Save 35 1yPe! | bicrosoft Offce Excel Workbook (%) v Cancel
Figura.6 Utilizarea optiunei General Options.
t
A | B | ¢ D [ E [ F [ & [ H ]
1 1] 3 3
7 1 4| Protect Sheet g|
% g g Protect worksheet and contents of locked cells
5 4 7 Eassword bo unpratect shest:
& 5 g I |
7 B 9
l i e /] f thi fshe
El g 11 users of this worksheet to;
10 9 12 ocked cells
KT 10 13 [¥] 5elect unlocked cells
— Format cells
12 " 14 I Format calumns
13 12 15 ] Format rows
14 [Cinsert calumns
M5 [ 1nsert rows o
o [ 1nsert hyperlinks
|16 | Delste columns
17 [CDelete raws v
18
19
£
21
Figura. 7 Introducerea parolei pentru celulele evidentiate.
Concluzie

Informatia - o resursi care trebuie protejati, de aceea intr-un ritm mai rapid trebuie

de a dezvolta echipamente de asigurare a sigurantei informationale mai complexe.

Daci luam in consideratie informatia ca o marfi, atunci securitatea informatiei

poate duce la economii mari. Daunele care pot fi cauzate de protectia necorecti a

informatiei duc la un cost enorm, decit protejarea corecta.

Expresiile matematice ce au fost introduse prin intermediul aplicatiei Excel pentru

codul lui Cezar, dau posibilitate studentilor s inteleaga mai bine utilizarea calculatorului

in aplicarea securititii informationale.

1.

Referinte

http://ru.wikipedia.org/wiki/NTFS

2. OPREA, D. Potectia si securitatea informatiilor. 2003. Iasi, Editura ,Polirom”
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MASURILE SECURITATII CIBERNETICE IN SOCIETATEA
INFORMATIONALA

Claudia Hlopeanicov, Sergiu Munteanu
Academia Militard a Fortelor Armate ,Alexandru cel Bun”

Potential of the information society is increasing due to technological development and
multiple access paths. In this context, the proper course of business of security systems requires a
Sfunctional IT system. IT security management systems are a key factor in the effective exercise of a
company to protect data and conducting electronic transactions while the work of several
institutions, businesses depend on their own computer system.

Among the main technical means implemented by companies whose business modern society,
it could be mentioned that they can not perform optimally without a well-tuned system: antivirus,
backup, training on the importance of implementing and tracking security measures.

Introducere

Societatea imbritiseaza din ce in ce mai mult tehnologia informatiei. Informatia
care pani nu de mult avea la baza hértia, imbraci acum forma electronici. Informatia pe
suport de hartie mai este inci rezervatd documentelor oficiale, acolo unde este necesari o
semnaturd sau o stampild. Adoptarea semniturii electronice deschide insd perspectiva
digitizarii complete a documentelor, cel putin din punct de vedere functional.

Acest nou mod de lucru, in care calculatorul a devenit un instrument indispensabil §i un
mijloc de comunicare prin tehnologii precum posta electronica sau Internetul, atrage dupa sine
riscuri specifice. O gestiune corespunzitoare a documentelor in format electronic face necesara
implementarea unor mdisuri specifice. Misurile ar trebui sa asigure protectia informatiilor
impotriva pierderii, distrugerii sau divulgirii neautorizate. Cel mai sensibil aspect este acela de a
asigura securitatea informatiei gestionata de sistemele informatice in noul context tehnologic.

Securitatea informatiei este un concept mai larg care se refera la asigurarea integritatii,
confidentialitatii si disponibilitatii informatiei. Dinamica tehnologiei informatiei induce noi
riscuri pentru care organizatiile trebuie s3 implementeze noi masuri de control. De exemplu,
popularizarea unitatilor de inscriptionat CD-uri sau a memoriilor portabile de capacitate mare,
induce riscuri de copiere neautorizati sau furt de date.

Lucrul in retea si conectarea la Internet induc si ele riscuri suplimentare, de acces
neautorizat la date sau chiar frauda.

Dezvoltarea tehnologica a fost acompaniati si de solutii de securitate, producatorii de
echipamente si aplicatii incluzind metode tehnice de protectie din ce in ce mai performante.
Totusi, in timp ce in domeniul tehnologiilor informationale schimbarea este exponentiala,
componenta umand riméne neschimbata. Asigurarea securititii informatiilor nu se poate
realiza exclusiv prin masuri tehnice, fiind in principal o problemi umana.

Majoritatea incidentelor de securitate sunt generate de o gestiune si organizare
necorespunzitoare, §i mai putin din cauza unei deficiente a mecanismelor de securitate.

Este important ca organizatiile si constientizeze riscurile asociate cu utilizarea
tehnologiei §i gestionarea informatiilor si si abordeze pozitiv acest subiect printr-o
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constientizare in rdndul angajatilor a importantei securitatii informatiilor, intelegerea
tipologiei amenintarilor, riscurilor si vulnerabilititilor specifice mediilor informatizate si
aplicarea practicilor de control.

Riscuri si amenintari

Amenintiarile specifice spatiului cibernetic se caracterizeazd prin asimetrie si
dinamicd accentuati si caracter global, ceea ce le face dificil de identificat si de contracarat
prin masuri proportionale cu impactul materializrii riscurilor. In prezent, confruntirile
cu amenintarile provenite din spatiul cibernetic la adresa infrastructurilor critice, avand in
vedere interdependenta din ce in ce mai ridicatd intre infrastructurile cibernetice si
infrastructuri, precum cele din sectoarele financiar-bancar, transport, energie si aparare
nationala. Globalitatea spatiului cibernetic este de naturd si amplifice riscurile la adresa
acestora afectdnd in aceeagi misura atat sectorul privat, cat si cel public.

Posibilitatea ca sistemele informationale computirizate ale unei institutii si fie
insuficient protejate impotriva anumiti atacuri sau pierderi este numit de citre
Straub(1998) risc de sistem. Pe de altd parte, putem spune ci riscul este considerat ceva
subiectiv care se referd la un viitor care existd doar in imaginatie. Conform lui Turban
(1996) riscul este defenit ca posibilitatea unei amenintiri materializate.[7] Riscul este in
contextul sistemelor informationale computerizate, suma amenintirilor (evenimete care
pot cauza daune), vulnerabilitatilor si valoarea informatiilor expuse:

RISC = AMENINTARI+VULNERABILITATI+VALOAREA INFORMATIILOR

Informatiile stocate electronic au anumita valoare. Un incident care va afecta negativ
informatiile stocate electronic va afecta si individual institutia care depinde sau foloseste
informatiile respective. Reprezentarea schematica sugestiva a conceptelor privind securitatea

sistemelor informationale si relatiile acestea este propusi in standardul CCITSE'.
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Figura 1. Conceptele privind securitatea sistemului informational.

! Common Criteria for Information Technology Security Evaluation.



100 - Conferinta Internationald, editia a X-a Jubiliara, 19 Aprilie 2013

Un model al efectivitatii securitatii unui sistem informational este propusi si de
citre Kankanhali(2003). Conform acestui model angajamentul managerilor de virf,
dimensiunea institutiei, eforturile de disuasiune §i prevenirea acestora sunt considerati ca
factorii cei mai importanti.[7]

& My Y
Dimensiunea Eforturile
Organizatiei Disuasive
.
B ™
Sustinerea Severitatea Severntatea |
Managementului Disuasiunii Disuasiunii
b, A A
e y
Tipul Eforturils
Activitatilor Preventive
S A

Figura 2. Model al efectivitatii securitatii unui sistem informational.

Pentru evaluarea potentialului atacurilor posibile este necesar si fie intelese
expertiza, motivatia si intentia potentialilor atacatorilor. Un atacator care selecteazi
sistemul in functie de insecuritatii pe care acesta le prezinti este diferit de un atacator care
selecteazd pentru atac un sistem anume, pentru a comite anumite fapte.

Amenintarile la adresa spatiului cibernetic se pot clasifica in mai multe moduri, dar
cele mai frecvent utilizate sunt cele bazate pe factorii motivationali si impactul asupra
societatii. In acest sens, putem avea in vedere criminalitatea cibernetici, terorismul
cibernetic si rizboiul cibernetic, avind ca sursa atat actori statali, cAt si non-statali.

Principale persoane care genereaza amenintiri in spatiul cibernetic sunt:

- persoane sau grupari de criminalitate organizata care exploateazd vulnera-
bilitatile spatiului cibernetic in scopul obtinerii de avantaje patrimoniale sau
nepatrimoniale;

- teroristi sau extremigti care utilizeaza spatiul cibernetic pentru desfisurarea si
coordonarea unor atacuri teroriste, activititi de comunicare, propaganda,
recrutare i instruire, colectare de fonduri etc., in scopuri teroriste;

- state sau actori non-statali care initiazi sau deruleazi operatiuni in spatiul
cibernetic in scopul culegerii de informatii din domeniile guvernamental,
militar, economic sau al materializarii altor amenintiri la adresa securitatii
nationale.

Masuri de securitate

Multe atacuri privind securitatea cibernetici provin din interiorul ei. La atacurile
interne se referi furt de parole (care pot fi utlizate sau vandute), spionaj industrial, anga-
jati nemultumiti care tind de a cauza daune angajatorului, sau simpla utilizare neco-
respunzitoare. Majoritatea acestor incalciri pot fi solutionate cu ajutorul ofiterului de
securitate a companiei, care monitorizeaza activitatea utilizatorilor retelei.



SECURITATEA INFORMATIONALA 2013 -101

Atacurile directe asupra retelelor pot lua diferite forme, si multe dintre acestea sunt
posibile datorita modului in care opereazi suita de protocoale TCP/IP". Fiecare protocol
din suita TCP/IP comunica pe un anumit canal, numit numdr de port, well-known port
number. De exemplu, protocolul de transfer al hiper-textului, HT'TP? opereazi pe portul
80, iar protocolul de transfer de fisiere, FTP’, opereazi pe portul 21. Existd, de fapt, peste
1.000 de numere de port binecunoscute si fiecare din aceste porturi reprezinti o
potentiala cale pentru un atac la adresa retelei dumneavoastri. Firewall-urile furnizeaza o
strategie pentru blocarea acestor porturi.[1]

O altd modalitate prin care sunt concepute atacurile directe implica informatii
importante, cum ar fi numele de logare si parolele, care sunt aflate de un cracker care
foloseste programe de spionaj, cum ar fi sniffer-ele de protocol. Un cracker poate sta in
afara retelei dumneavoastri, pe Internet, i intercepta transmisii de date care pot oferi
suficiente informatii pentru un atac direct asupra retelei interne.

Asupra unei retele IP pot fi realizate o serie de tipuri diferite de atacuri:

- spionajul electronic (eavesdropping). Cunoscut si sub numele de adulmecati
sniffing sau spionaj (snooping), spionajul electronic reprezinti capacitatea de a
monitoriza traficul din retea, deoarece acesta este in format nesecurizat. in esent3,
cel care spioneazi foloseste un fel de program de monitorizare a retelei.

- atacurile parolelor (password attacks). Aceste atacuri sunt, de reguld, un
rezultat al spionajului electronic. Din momentul in care cel care a spionat a
reusit si giseascd un cont valid (deoarece aceste informatii nu sunt intot-
deauna protejate in reteaua interni), atacatorul poate obtine accesul la retea si
poate afla informatii cum ar fi utilizatori valizi, nume de calculator si
localizarea unor resurse. Acest lucru poate duce la modificarea, stergerea sau
re-rutarea datelor din retea;

- ingelarea adresei IP (IP spoofing). Un atacator este capabil si isi asume o
adresd IP legali si s obtina acces la retea;

- atacurile de tip man-in-the-middle (om la mijloc). Atacatorul este capabil si
monitorizeze, captureze §i si controleze date intre dispozitivele emitent si
receptor;

- atacurile de tip denial-of-service (refuzarea functiondrii). Atacatorul capati acces la
retea si apoi trimite date nevalide serviciilor i aplicatiilor din retea, ceea ce
determina ca aceste servicii de retea si functioneze inconsecvent sau si fie inchise.
Acest tip de atac se poate materializa, de asemenea, sub forma unei inundari cu
date directionate asupra unui anumit serviciu sau calculator, ceea ce determini o
supraincircare gi o oprire a serviciului sau calculatorului. Acest tip de atac a fost
folosit in mod repetat pentru a dobori site-uri web de pe Internet.

I Transmission Control Protocol/Internet Protocol.
> Hypertext Transfer Protocol.
3 File Transfer Protocol.
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Administratorii de retea folosesc tot felul de strategii pentru a preveni aceste tipuri
de atacuri. Ruterele securizate reprezinti o modalitate de protejare a retelei interne, la fel
ca firewall-urile.

O alti metodd implici implementarea securititii protocolului internet (Internet Protocol
Security, IPSec), care este o suiti de servicii de protectie i protocoale de securitate bazate pe
criptografie ce pot fi folosite pentru securizarea retelelor interne, retelelor care folosesc solutii de
conectivitate WAN' si retelelor care profita de avantajul solutiilor de acces la distanta.

Securitatea cibernetici unei retele, indiferent care este marimea acesteia, va necesita,
probabil, mai multe strategii. Aceasta inseamna ci trebuie si creati un plan de securitate pentru
reteaua dumneavoastrd. Dupi ce aveti un plan, il puteti implementa, folosind instrumentele de
securitate hardware sau software corespunzitoare. Securitatea retelelor este, cu sigurantd, un
subiect foarte la modi si extrem de important pentru activitatea oricirui administrator de
retea. Securizarea unei retele nu este insa o sarcini ugoara. Chiar gi marile companii, cum ar fi
Yahoo! si Microsoft, au fost ocazional lovite de astfel de atacuri.[1]

Concluzii

In concluzie, pentru a trata toate aspectele referitoare la securitatea unei retele
trebuie abordate doua aspecte protectia la atacurile din interior si la atacurile din exterior.
De asemenea, protectia unei retele de calculatoare nu se realizeazi doar la nivel logic, al
aplicatiilor, ci si la nivel fizic, al securitatii echipamentelor. Un echipament, aflat intr-o
locatie public, in care au acces multiple catogorii de persoane, sunt mult mai suspectibile
la atacuri la nivel fizic decat cele situate in locatii cu control strict al accesului.

O buni practici ne invati ca politicile de securitate trebuie aplicate la toate nivelurile
ierarhice ale unei retele de calculatore, nu doar la nivelul access, unde se regisesc utilizatorii
finali. De asemenea, utilizarea programelor de protectie antivirus si firewall pentru protejarea
calculatoarelor si serverelor este necesari la orice nivel al retelei de date.

Pe misuri ce institutiile devin din ce in mai dependente de buna functionare a
sistemelor informationale, problema securititii devine din ce in mai iportanta.
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INFRACTIUNILE INFORMATIONALE SI SPIONAJUL
INFORMATIONAL

Roman Gojan, Iulian Stan
Academia Militard a Fortelor Armate "Alexandru cel Bun”

Furtul informatiei

Adesea, Internetul este perceput ci o vasti bibliotecd digitald. Numai World Wide
Web —ul (www) oferd aproximativ un miliard de pagini cu date si informatii, iar cea mai
mare parte a acestora sunt gratis. In acest fel, activistii au la indemina un instrument util cu
ajutorul caruia pot sa localizeze documente cu caracter legislativ, declaratii politice oficiale,
analize si comentarii pe diverse teme de interes, alte chestiuni cu relevanti pentru misiunea
lor. De asemenea, ei pot obtine nume si detalii de contact referitoare la factori de decizie din
cadrul agentiilor guvernamentale ori guvernelor pe care speri si le poata influenta.

Activistii pot identifica grupuri similare ori persoane cu aceleasi preocupiri si
aduni informatii referitoare la potentiali suporteri ori colaboratori.

Existd numeroase programe si aplicatii care ajuta la colectarea de date si informatii,
cum ar fi: motoarele de ciutare, listele de distributie e-mail, camerele de conversatii
online (chat) si forumurile de discutii. De asemenea, multe pagini de Web ofer chiar ele
facilitati de ciutare in propriile baze de date.

In general, administratiile cu iz totalitar recunosc beneficiile aduse de serviciile
Internet in cresterea economici, insd percep libertatea cuvintului in cadrul Retelei ca pe o
noui amenintare la adresa stabilititii (securititii) lor.

Falsificarea informatiei

Fapta de a introduce, modifica sau sterge, fard drept, date informatice ori de a restrictiona,
fard drept, accesul la aceste date, dacd fapta are ca rezultat obtinerea de date necorespunzdtoare
adevdrului, in scopul de a fi utilizate in vederea producerii unei consecinte juridice.

a) Obiect juridic special consti in relatiile sociale referitoare la increderea
publicd in siguranta si fiabilitatea sistemelor informatice, la valabilitatea si
autenticitatea datelor informatice, a intregului proces modern de prelucrare,
stocare §i tranzactionare automata a datelor de interes oficial sau privat.

b) Obiect material este reprezentat de datele informatice asupra cirora isi indreapti
atentia faptuitorul. Datele informatice care apar pe monitor sau la imprimanti sub
formi de caractere alfanumerice cu inteles pentru utilizatori sunt reprezentate la
,nivel fizic” (al maginii de calcul) sau pe suportul de stocare de a ingiruire logica de
stari ,0” si,,1” corespunzitoare unor variatii de tensiune.

Actionind asupra acestor date (sau introducind unele noi) este echivalent cu a
actiona (prin intermediul procesorului) asupra ingiruirii de ,0” si ,1” si , implicit, asupra
mediilor de stocare (Hard-Disk, floppy-disk, memorie flash, CD, DVD etc.).

a) Subiectul activ (autorul) poate fi orice persoani responsabili penal.
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Manipularile frauduloase de acest gen sunt, in general, realizate de catre initiati in
stiinta alculatoarelor ori de persoane care, prin natura serviciului, au acces la date si
sisteme informatice.

Participatia este posibila in toate formele sale: coautorat, instigare ori complicitate.

b) Subiectul pasiv. In cazul acestei infractiuni, subiectul pasiv va fi persoana fizici

sau juridicd prejudiciatd in propriile interese si fatd de care se produc conse-
cinte juridice (de ordin patrimonial, moral ori social) in urma contrafacerii
datelor informatice.

Subiect pasiv adiacent (secundar) va fi proprietarul, detinitorul de drept ori
utilizatorul autorizat al sistemului informatic. Cu titlu de exemplu, falsificarea datelor
informatice s-ar putea realiza sub urmatoarele forme:

- inserarea, modificarea sau stergerea de date in cAmpurile unei baze de date
existente la nivelul unui centru de evidenta informatizati a persoanei, unei
banci sau societati de asiguriri etc.

- prin actiunea directa a fiptuitorului asupra tastaturii ori prin copierea datelor
de pe un suport de stocare extern;

- alterarea documentelor stocate in format electronic, prin modificarea sau
stergerea directd a cuvintelor etc.

Intr-o abordare tehnici mai complex3, falsul informatic va lua una din urmatoarele
forme:

¢ Simularea postei electronice;

¢ Simularea hyperconexiunilor;

e Simularea Web-ului

Simularea EMAIL-ului

Posta electronici pe Internet este deosebit de simplu de simulat, motiv pentru care, in
general, mesajele email nu pot fi credibile in lipsa unor facilititi cum sunt semniturile digitale.
Ca exempluy, si considerdim schimbul de mesaje intre doud hosturi Internet. Schimbul se
produce folosind un protocol simplu care foloseste comenzi cu caractere ASCIIL Un intrus
poate introduce cu ugurinti aceste comenzi manual, conectindu-se prin Telnet direct la portul
Simple Mail Transfer Protocol (SMTP). Hostul receptor are incredere in identitatea hostului
emititor, astfel ca hackerul poate simula cu usurinta originea mesajului prin introducerea unei
adrese a emitatorului diferitd de veritabila adresi a hackerului. In consecint3, orice utilizator
fard privilegii poate falsifica sau simula mesaje de email.

Simularea Hiperconexiunilor

In sectiunile anterioare s-a discutat despre unele atacuri hacker impotriva comuni-
catiilor TCP si Telnet. Aceasti sectiune, care discuta simularea hiperconexiunilor, precum
si urmitoarea, care detaliaza simularea in Web, explica unul dintre atacurile folosite de
hackeri impotriva calculatoarelor care comunici prin protocolul de transport pentru
hypertext (HTTP). Hackerii pot construi atacuri asupra protocolului de autentificare a
serverului Secured Socket Layer folosit la crearea de browsere si servere de Web sigure,
cum sunt cele ale firmelor Microsoft si Netscape.
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Asa cum numele DNS sunt subiecte ale simulirii DNS (adici un server DNS ofera
o adresi de Internet falsi), la fel si URL-urile sunt expuse simulirii hiperconexiunilor, caz
in care, o pagina indicd un nume DNS fals al unui URL. Ambele forme de simulare duc la
un alt site Internet decit cel dorit. Totusi, simularea hiperconexiunilor este mai simpla din
punct de vedere tehnic decit simularea DNS.

Daca utilizatorul examineazd meniurile browserului si vizualizeazd sursa docu-
mentului sau informatia despre document, va observa ci identitatea autentificati a
serverului nu este cea presupusi.

Simularea WEB-ului

Simularea Web-ului este un alt tip de atac hacker. La simularea Web-ului, hackerul
creeazd o copie convingitoare, dar falsa a intregului Web. Web-ul fals este o reproducere
exactd a celui veritabil, adici are exact acelasi pagini si conexiuni ca §i adevaratul Web. Cu
toate acestea, hackerul controleaza integral falsul Web, astfel incit intregul trafic de retea
intre browserul victimei si Web trece prin sistemul hacker.

La executarea unei simuliri a Web-ului hackerul poate observa sau modifica toate
datele trimise de la victimi la serverele Web. De asemenea, hackerul are controlul
intregului trafic returnat de serverele Web citre victima. In consecinti, hackerul dispune
de multiple posibilititi de exploatare. Dupd cum am mai aritat, cele mai cunoscute
metode de pitrundere intr-o retea sunt interceptarea si simularea. Interceptarea (sniffingul)
este o activitate de tip supraveghere, deoarece hackerul urmireste traficul de retea in mod
pasiv. Simularea este o activitate de interceptie, deoarece hackerul convinge un host ca
este un alt host credibil, care poate primi informatii.

Cheia atacului prin simularea Web-ului este ca serverul hackerului si se afle intre
victima si restul Web-ului. Dupa cum am maij aritat, acest aranjament este cunoscut sub
numele de atac prin intermediar.

Sabotajul informatic

Intrarea , alterarea , stergerea sau suprimarea de date sau de programe pentru
calculator sau ingerinta in sisteme informatice in intentia de a impiedica fuctionarea unui
sistem informatic sau a unui sistem de telecomunicatii.

Obiectul juridic: se refera la relatiile sociale in legatura cu dreptul de proprietate al
proprietarului si utilizatorului de sistem informatic sau sistem de telecomunicatii pentru
ca acesta sa functioneze corect, la parametrii proiectati, fara perturbatii produse
prin actiune nefasta a unor infractori.

Subiectul activ: Poate fi orice persoana responsabila penal cu precizarea ca autorii
de regula, au cunostinte teoretice si practice in domeniul lucrului cu sisteme informatice.

Latura obiectiva: Elemental material consta intr-o actiune de interventie intr-un
sistem informatic si anume de intrare, alterare, stergere sau suprimare de date sau de
programe pe calculator sau ingerinta in sisteme informatice in intentia de a impiedica
functionarea unui sistem informatic sau a unui sistem de telecomunicatii.

Latura subiectiva: Infractiunea se savarseste numai cuintentie, directa sau

indirecta.
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Spionajul informatic

Reprezinta activitatea de obtinere de date si informatii care constituie secrete de
fabricatie (de creatie) in scopul folosirii lor pentru obtinerea unui avantaj material ilicit.

Altfel definit , prin spionaj informatic se intelege - obtinerea prin mijloace
nelegitime sau divulgarea , transferul sau folosirea fara drept sau fara nici o alta justificare
legala a unui secret commercial sau industrial in intentia de a cauza un prejudiciu
economic persoanei care detine dreptul asupra secretului sau de a obtine pentru sine sau
pentru altul avantaje economice ilicite.

Obiectul juridic: 1l constituie apararea secretelor comerciale, violarile de secrete
comerciale etc.

Obiectul material:1l reprezinta suporturile de informatii (discuri magnetice, flexibile,
banda magnetica etc.)in care se afla inregistrate secretele comerciale si industriale.

Subiectul activ: Orice persoana responsabila penal, desi persoanele care faptuiesc
trebuie sa cunoasca modul de lucru cu astfel de echipamente.

Latura obiectiva: Element al material consta intr-o actiune de obtinere de secrete
comerciale si industriale cu urmarea imediata folosirea acestora pentru obtinerea unor
avantaje materiale ilicite. Intre actiunea ca atare si urmarea imediata trebuie sa existe
o legatura de cauzalitate.

Latura_subiectiva: infractiunea trebuie sa comisa cu intentie, directa sau indirecta,
iar faptuitorul sa urmareasca realizarea unui prejudiciu economic sau de a obtine un
avantaj economic illicit.

Accesul neautorizat

Consti in accesul fara dreptla un sIstem sau o retea informatica prin violarea de
securitate.

Obiectul juridic: 1l reprezinta relatiile sociale referitoare la inviolabilitatea
securitatii sistemului informatic .

Obiectul material: Consta in entitatile materiale care reprezinta sistemele sau
retelele informatice

Subiectul activ: Poate fi orice persoana responsabila penal . Autorii unor astfel de
infractiuni au denumirea de hakeri, care sunt experti in calculatoare si in retelele de
calculatoare , familiarizati cu spargerea masurilor de securitate luate pentru protectia
calculatoarelor sau a retelelor de calculatoare.

Latura obiectiva: Elemental material al infractiunii se realizeaza prin actiunea de
intrare neautorizata ( fara drept) intr-un sistem sau o retea informatica. Urmarea imediata
consta in utilizarea acestor date cu scopul de a obtine un venitilicit. Intre actiune si
urmare trebuie sa fie o legatura de cauzalitate.

Latura subiectiva: Infractiunea de acces neautorizat se comite cu intentie directa
sau indirecta . Forma de vinovatie din culpa exclude raspunderea penala pentru
infractiunea de acces neautorizat.

Interceptarea neautorizata de informatii

Fapta care consti in interceptarea fara drept si cu mijloace tehnice de comunicatii
cu destinatie , cu provenienta si in interiorul unui system sau al unei retele informatice .
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Obiectul juridic: 1l reprezinta relatiile sociale cu privire la dreptul fiecarei persoane
la o viata privata neperturbata.

Obiectul material: Consta in suporturile materiale prin care se realizeaza co-
municatiile.

Subiectul activ: Poate fi orice persoana responsabila penal.

Latura obiectiva: Consti intr-o actiune de interceptare prin mijloace tehnice in
vederea ascultarii continutului comunicatiilor , obtinerea continutului datelor , fie direct,
accesand sistemul informatic si folosindu-l fie indirect, recurgand la procedee electronice
de ascultare clandestina. Urmarea imediata consta in obtinerea informatiilor private si
folosirea lor in scop propriu ilicit. Intreactiune si urmarea imediata trebuie sa fie o legatura
de cauzalitate .

Latura subiectiva: Aceasta infractiune se comite numai cu intentie directa sau
indirecta. Culpa nu este sanctionata.

Alterarea datelor sau programelor

Consti in actiunea de alterare in orice modalitate a datelor sau programelor pentru
calculator.

Obiectul juridic : se protejeaza dreptul de autor cu privire la integritatea datelor
sau programelor pentru calculator.

Obiectul material : il reprezinta suportul material (disc mobil, disc compact, disc
dur, etc.) in care se afla inregistrate datele sau programele.

Subiectul activ : orice persoana care indeplineste conditiile cerute de legepentru a
raspunde penal.

Latura obiectiva : elemental material este dat de alterare neautorizata de date sau
programe pentru calculator cu urmarea imediata producerea de pagube proprietarului.
Intre actiunea ca atare si urmarea imediata trebuie sa fie olegatura de cauzalitate.

Latura subiectiva : forma de vinovatie este cu intentie , directa sau indirecta.
Culpa nu este sanctionata.

Tipuri de infractori

In evidentierea aspectelor de ordin criminologic, expertii in analiza
infractionalitatii informatice propun luarea in considerare a patru categorii principale in
care pot fi impartiti acesti indivizi, astfel:

- Hackeri

- Phreaks si Crackeri

- Traficantii de Informatii si Mercenarii

- Teroristii informatici si Cyber-extremistii

Dupa cum se poate observa, in lista nu este prezenta categoria de indivizi care
folosesc mediul virtual sau tehnologia Hi-Tech pentru a obtine castiguri financiare ilicite.

Mass-media (si nu numai) obisnuiesc sa trateze aceasta categorie de infractori
drept "cyber-criminali”, "hackeri”, "infractori digitali" etc. din considerente care tin mai
mult de gradul de atractivitate si comercial al articolelor sau stirilor de presa, fara a realiza
ca, in realizarea actului infractional, acesti indivizi nu sunt cu nimic mai presus de "colegii
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lor de breasla" care comit furturi, talharii, delapidari, inselaciuni etc. Potrivit Online
Hacker Lexicon, un Hacker il gasim in oricare din urmatoarele ipostaze:
- persoana pasionata de explorarea detaliilor sistemelor informatice
- persoana ca programeaza cu entuziasm si are performante notabile
- persoana demna de a fi apreciata (the hack value)
- persoana careia ii place provocarea / emulatia intelectuala de depasire creativa
sau de evitare a limitarilor
- intrus care incearca sa descopere informatii precise cu multa curiozitate si
insistenta

In functie de modul in care abordeaza sistemele informatice, putem identifica:

White Hat Hackers - hackeri care acceseaza neautorizat sisteme informatice, prin
inlaturarea masurilor de securitate, insa nu cu motivatie infractionala declarata, ci cu
intentia de a dovedi de ceea ce sunt in stare. Din punct de vedere criminologic, ei sunt
constienti de rezultatele faptelor pe care le savarsesc, nu le urmaresc, sperand in mod
"inexplicabil” ca acestea nu se vor produce.

Grey Hat Hackers - hackeri care actioneaza asupra sistemelor informatice in baza
unei rezolutii mentale aflate la granita dintre etica si intentia criminala.

Ethical Hackers - sunt acei hackeri care isi dovedesc, organizat, abilitatile tehnice
de penetrare a sistemelor informatice, insa doar in baza solicitarilor responsabililor cu
securitatea IT din cadrul organizatiilor sau institutiilor interesate de descoperirea
propriilor vulnerabilitati virtuale. Ei sunt, insa, obligati (prin contract) sa pastreze secretul
asupra operatiunilor efectuate ori breselor de securitate identificate.

Script Kiddies - persoane, nu neaparat specialisti IT sau cunoscatori ai
domeniului, care acceseaza neautorizat sisteme informatice folosind in acest sens anumite
utilitare de sistem, programe sau aplicatii dedicate, cel mai adesea scrise (concepute) de
profesionisti. Este cazul celor care incearca sa "sparga” parolele de acces in sistem sau
asociate conturilor de posta electronica ori plaseaza in sistemele informatice vizate
programe de interecetare a codurilor generate prin apasarea tastaturii (keyloggere).

Crackerii reprezinta acea categorie de "infractori virtuali" care isi propun si adesea
reusesc sa acceseze sistemele informatice vizate, in principal prin violarea masurilor de securitate.

Odata intrati in sisteme, crackerii actioneaza, de cele mai multe ori, in sens
distructiv, provocand pagube sau perturband grav functionarea tehnicii de calcul prin:
introducerea de virusi, viermi sau cai troieni, prin furt ori distrugere de date informatice,
restrictionarea accesului la resurse pentru alte categorii de utilizatori etc.

Phreaks - definesc acea categorie de cybercriminali care se concetreaza cu
precadere asupra sistemelor de telecomunicatii cu unicul scop de a efectua convorbiri
gratuite. (engl. Phone bREAKS)

Spre deosebire de hackeri sau crackeri, traficantii de informatiisau mercenarii se
implica activ in comiterea de infractiuni cibernetice avand drept principal scop spionajul
economic, politic ori militar dar si alte avantaje, precum: influenta, respect in bransa sau
chiar castiguri financiare importante.
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Acestia sunt preferati de persoanele sau organizatiile interesate intrucat prezinta
"avantajul” disocierii rapide angajat - angajator in cazul unui esec.

Terorismul informatic (si, pe cale de consecinta, teroristii informatici) reprezinta
inca un concept greu digerabil pentru marea majoritate a statelor. Nu exista nici macar o
definitie unanim acceptata. Pana in prezent nu au fost identificate cazuri relevante, insa in
perspectiva dezvoltarii acccentuate a tehnologiei informatiei si a cresterii gradului de
dependenta a societatii si mediului de afaceri de infrastructura de comunicatii si IT ne
putem astepta in viitor la o concretizare a acestui tip de amenintare.

Cyber-extremistii - acestia folosesc intens infrastructura de comunicatii si
tehnologia informatiei, in special Internetul, pentru a initia sau coordona propagarea de
idei care incita la ura pe temei de rasa, religie sau apartenenta sociala ori pentru a instiga
mase de oameni la un comportament antisocial. Discutii aprinse exista inca pe marginea
incadrarii in aceasta categorie si a celor care activeaza in spatiul virtual din convingere,
care propovaduiesc "cuvantul’ anumitor religii (culte, secte etc.) ori impartasesc/
disemineaza ideile unor grupuri de presiune (genluptatori pentru drepturile omului, activisti
pentru protectia mediului, protectia animalelor etc.) si care, intr-un anumit context dat, pot
fi considerati de catre autoritati drept antisociali.

Exemple software pentru spionaj si infractiuni informationale

Mail Nukers.

Sunt programe care bombardeazi o cisuta de postd electronici cu un numir mare
de mesaje (care de obicei depiseste 10000). Acest bombardament duce la blocarea sau
chiar pierderea unei cisute de e-mail. Majoritatea acestor programe au optiuni care
permit trimiterea de mail-uri anonime.

Net Nuke.

Acest program are o multime de versiuni, desi toate au acelasi efect si mod de
operare: trimit un pachet nedefragmentabil prin retea, astfel incat cind computer-ul tinti
va incerca sa-] defragmenteze, nu va reusi decat sa blocheze portul de retea.

Concluzii

Expansiunea tehnologica i sciderea preturilor sistemelor informatice, creaza on
mod indirect posibilitatea diversificirii modalititilor de onfaptuire a ilicitului, extinderea
valorilor si relatiilor sociale puse on pericol, marirea prejudiciilor i cresterea exponentiala
a numdrului de infractori virtuali.

De aceea este necesar ca on viitorul cit mai apropiat, si se poati vorbi despre aparitia stiin-
tei dreptului penal informatic, pentru a onlocui aplicarea dreptului penal societatii informatice,
asa cum este cazul acum. Dar pentru aceasta este nevoie de un efort conjugat, interdisciplinar.
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ESTIMAREA CANTITATIVA SI CALITATIVA A
RISCURILOR INFORMATIONALE

Rodica Bulai, drd UTM

This paper briefly describes the quantitative and qualitative risk assessment methods with
attention on its advantages and disadvantages when applied in information security.

Estimarea riscurilor informationale atrage dupa sine doua abordiri diametral opuse:
cantitativa si calitativa. Acestea sunt diferite prin natura metricii pe care o utilizeazi.
Abordarea cantitativi pune in aplicare doud elemente fundamentale, §i anume
probabilitatea ca un
anumit eveniment si aibi loc i pierderea estimativi asociati cu acel eveniment.
Se recomandai ca pierderile si fie estimate pentru o perioadd de un an, astfel se
poate determina:
- Pierderile Anuale Estimate insuméand dupa categorii de amenintiri: (PAE_ai),
- Pierderile Anuale Estimate insuménd pe categorii de bunuri: (PAE_bj), si
- Totalul Pierderilor Anuale Estimate pentru perechile bun/amenintare: PAE.
In ambele cazuri de calculare a pierderilor totale, pe categorii de amenintiri sau pe
categorii de bunuri, rezultatul trebuie si fie identic. Astfel, se poate genera o matrice
amenintdri/bunuri §i PAE-urile corespunzitoare fiecirui bun, respectiv, fiecirei
amenintiri si PAE-ul global:
Matricea amenintdri / bunuri

Bunul bl Bunul b2 Bunul bn PAE ai
Amenintarea al V1xEl V2xE1 VnxEl PAE al
Amenintarea a2 V1xE2 V2xE2 VnxE2 PAE a2
Amenintarea am V1xEm V2xEm VnxEm PAE am
PAE _bj PAE_bl PAE_b2 PAE_bn YPAE
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In aceasti matrice, Vj este valoarea bunului bj, iar Ei - frecventa de producere a
amenintarii ai in decurs de un an.

Se identificd masurile care pot duce la reducerea vulnerabilitatii fatd de amenin-
tarea cea mai costisitoare. Intotdeauna se are in vedere ci unele masuri se pot aplica
pentru mai multe categorii de amenintiri ori pentru mai multe categorii de bunuri.

Selectarea masurilor de control trebuie si se tind cont de realizarea urmitoarelor
obiective:

- valoarea Rentabilititii Investitiei cAt mai mare: RI = r_cxPAE a-C c,unde C c¢=
Costul anual pentru aplicarea controlului ¢, r_¢ = indicele de eficacitate pentru
controlulcsi PAE_a = Pierderile Anuale Estimate pentru amenintarea a.

- minimizarea PAE (Pierderilor Anuale Estimate).

Avantajele aborddrii cantitative

- Aprecierea si rezultatele sprijind o analizd statisticd semnificativi, deoarece
abordarea calitativi se bazeaza pe metrica si procesele obiective independente
substantiale.

- Valoarea confidentialitatii, integritatii si disponibilititii informatiei sunt
exprimate in termini monetari cu analiza rationald . Aceasta faciliteaza inte-
legerea pierderilor asteptate.

- Luarea de decizii legate de bugetul securitatii informatiei este sprijinitd de o
baza credibild de apreciere a costurilor/ beneficiilor pentru maisurile de ate-
nuare a riscurilor.

- Performanta pentru managementul riscului poate fi urmariti si evaluati cu
usurinta.

- Riscul este mai bine inteles, iar rezultatele de apreciere a riscului sunt deduse si
exprimate intr-o manierd clard. Valoarea monetard, procentajele si probabi-
litatea sunt estimate la cota anuala.

Dezavantajele aborddrii cantitative

- Pentru executarea unei aprecieri cantitative a riscului sunt necesare instru-
mente automatizate certificate i o bazi de cunostinte asociati. Sunt de
asemenea necesare eforturi manuale.

- Este necesard adunarea unei cantititi considerabile de informatie despre
informatia tinta §i mediul tehnologiilor informationale utilizate.

- Cercetarea pericolului asupra populatiei si a frecventei pericolului trebuie si fie
desfagurate prin eforturile proprii ale utilizatorului, atunci cand nu existi o bazi
de cunostinte relevanta.

Multi experti sustin ci o abordare pur cantitativi nu este practica datoritd posibilului
impact pe arie extinsa al unui incident si dificultitii de masurare a unei valori numerice pentru
multi din acesti factori. Prin urmare, poate fi necesara si folosirea unei abordari de tip calitativ.

Aprecierea riscului de tip calitativ reprezinta procesul de evaluare a riscului pe baza
analizei diferitelor scenarii care exploreazi impactul potential si posibil al diverselor inci-
dente §i amenintari.
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Majoritatea metodologiilor de apreciere calitativa a riscului utilizeaza un numir de

elemente interconectate: amenintiri, vulnerabilititi si bunuri. Astfel, riscul poate fi

determinat prin: R=Valoarea bunului+Vulnerabilitate+ Amenintare.

Matricea de evaluare a riscurilor

lAmenintarea 0 1 2
Vulnerabilitatea| 0 1 2 0 1 2 0 1 2
Valoarea 0 0 1 2 1 2 3 2 3 4
lbunurilor 1 1 2 3 2 3 4 3 4 S
2 2 3 4 3 4 S 4 S 6
3 3 4 S 4 S 6 S 6 7
4 4 S 6 S 6 7 6 7 8

De asemenea, este necesar de a se tine cont de cateva ipoteze foarte importante

pentru estimarea calitativi a riscurilor, si anume:

1. Fiecare bun are valoarea sa si fiecare bun este vulnerabil sau nu.

2. In cazul in care un sistem este vulnerabil, existd cel putin o amenintare care

poate fi realizati (amenintirile si vulnerabilititile depind unele de altele).

3. O amenintare are o anumita probabilitate de a fi realizatd, in dependenti de

anumite circumstante.

4. O amenintare are anumite consecinte care depind de unele circumstante.

Bazandu-ne pe ipotezele de mai sus, riscul poate fi calculat dupa urmatoarea formuli:

R=Valoarea bunului*Probabilitatea*Impactul, unde
Probabilitatea=Vulnerabilitatea+ Amenintarea.

Matricea modificatd de evaluare a riscurilor

IAmenintarea Probabilitatea 1 2 3
Impactul
. 1 2 3 1 2 3 1 2 3
(consecinta)

Valoarea 1 1 2 3 2 6 3 6 9
lbunurilor 2 2 4 6 4 8 12 6 12 18
3 3 6 9 6 12 18 9 18 27
4 4 8 12 8 16 24 12 24 36
S S 10 15 10 20 30 15 30 45

Avantajele aborddrii calitative

Calculele sunt simple, de la sine intelese, nu este necesara determinarea valorii
monetare in ceea ce priveste confidentialitatea, integritatea si disponibilitatea
informatiei.

Nu este necesard estimarea costurilor misurilor de atenuare a riscurilor
recomandate sau calcularea costurilor/beneficiilor. Se adreseazi unei indicatii
generale a zonelor de risc semnificative.

Dezavantajele aborddrii calitative
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- Aprecierea si rezultatele riscului sunt in esentd subiective att in ceea ce
priveste procesul, cit i metrica. Datele metrice independent obiective nu
sunt utilizate.

- Perceptia asupra valorii bunurilor tintd nu este dezvoltata pe o bazi monetara
obiectiv, ceea ce ar putea si nu reflecte valoarea efectiva supusi riscului.

- Nu este posibila urmarirea performantei managementului riscului in mod
obiectiv, din moment ce toate masurile sunt subiective.

Cu toate acestea, nu este posibila desfisurarea unei aprecieri pur calitative a

riscului. In realitate, cele doua abordari au un caracter complementar, si de aceea sunt
recomandate de a fi, intotdeauna, puse in aplicare in combinatie.
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TEHAEHUWU PACNPOCTPAHEHUA YITPO3
WHOOPMALMOHHON BE3OMNMACHOCTU

Aopowes Amumpuii, Kopreerro Orvea
YO «T'omervckuii 2ocydapcmeennulil yHusepcumem
umenu Opanyucka Cxopunvi> (Tomers, Beropyccus)

In article attempt to carry out the analysis of threats of information security popular now is
given. On the basis of reports of the leading companies in the field of information technology
tendencies of distribution of the basic categories of threats are described.

B mocaepHUE TOABI Ilepep PYKOBOAUTEASIMH OOABIIMHCTBA KOMIIAHHI OCTPO BCTaA
BOIIPOC O COKpAIIeHUH H3AEPXKeK, B TOM YHCAe U B cdpepe HHPOPMAIMOHHBIX TEXHOAOTHUH, TAe
3aTpaTbl HEKOTOpOe BpeMs POCAU PeKOpAHbIMU TeMmamu. B konme 2008 ropa MHorue
KOMITAHUH ITPEAIIOYAH 3aHSTDb BbDKHAATEABHYIO IIO3UILIMIO, COKPATHB AO MUHIMYMa 3aTpaThl HA
WT. OpHako IOAOOHAS CTpaTerys He MOXKET OBITh AOATOCPOUHO, B CBSI3H C TeM, 4TO GOAb-
IIMHCTBO KOMITaHUM uMeloT cepbesHble M T-uHPpacTpykTyphl, KOTOpble IPOYHO HHTErpH-
poBaHbl B 6usHec, 1 Aast MHOTHX 0TKa3 oT M T npakrirdecku o3HadaeT 0TKa3 OT OM3Heca.

Bce MT-3aTpaTbl yCAOBHO MOXKHO Pasp€AMTb Ha TPU BHAQ: 3aTpaTbl, OPHEHTH-
pOBaHHBIE Ha IIOAAEPKKY, Ha OOHOBAeHUs, HAa MHHOBanuu. O4YeBHAHO, YTO 6e3 3aMeHbI



114 - Conferinta Internationald, editia a X-a Jubiliara, 19 Aprilie 2013

BBIIIEAIIETO U3 CTPOS 00OPYAOBaHHS, He OOOMTHCb, OT PACXOAHBIX MAaTEPHAAOB TOXE
HEBO3MOXKHO 0TKa3aTbCsl. OAHAKO, MHOTHE IIPOEKTHI M3 KATETOPHU «OOHOBAEHUSI>, TaKHe
KaK IepeXOp Ha HOBble MEPCOHAABHBIE KOMIIBIOTEPB, OOHOBAEHHE BEPCHIl IPOrpamM,
MOIyT OBITH OTAOXeHBI. IIpy 9TOM, Kak I[OAArarOT aHAAUTHUKH, pacxoabl Ha WT-6eso-
IIACHOCTb IIOTPEOYIOT AOIIOAHUTEABHBIX MHBECTULHIL.

IToHATP HEOOXOAMMOCTb HHBECTHULMA B HMHGOPMALMOHHYIO 0€30IIaCHOCTh B
[IEPHOA YPe3aHHs OI0AXKETOB ITOAYAC AOCTATOYHO CAOXKHO. OTAAQYa OT TaKHMX MHBECTHIIUI
BBIP@)KAETCS HE B TOM, YTO CAYIHAOCH U IIPHHECAO IIPUOBIAB, @ B TOM, Y€r0 He CAYIHAOCH U
9TO, IIPEAOTBPATHAO YOBITOK.

CymecTByl0OT KOAMYECTBEHHBIE METOAUKH OILIeHKM BO3BpaTa WHBECTHIUHI OT
BHEAPEHIS CHCTeM 0e30IacHOCTH (ROI) [1]. OAHY 13 HUX MOXXHO BBIPa3UTb GOPMYAOI:

ROI= (Cl*Nl + G N+ C*Ns + ... + Cn*Nn)/TICf
rae Ciu C,...C, — cpeaHSIS CTOMMOCTD MHIHAEHTA HHGOPMALHOHHOM 0€301acHOCTH;
Ni u N...N, — KOAU4eCTBO HHIIMAEHTOB HHPOPMAL[IOHHOM 0€30IIaCHOCTH B TOA;
TIC - cTOMMOCTD TOKYIIKK 1 BHEAPEHHS PelieHHs] HHPOPMALIMOHHOM 6e301acHOCTH.

AaHHYIO METOAMKY HCIIOAB3YIOT KaK AASL CTOMMOCTHOTO, TaK M AASL KQUeCTBEHHOTO
aHAAM3a YTPO3 MHPOPMALMOHHOM 6e30MaCHOCTH. AAS KaueCTBEHHOTO aHAAM3a MOXKHO
BhI6paTh HanboAee BaXKHbIE KaTeropuu yrpo3 (BUpyCHble aTakH, Xakepckue ataku, DDoS-
aTaKW, UHTEePHET-MOUIEHHUYECTBO, UHIMAEHTbl MHPOpMaruonHoil 6esomacoctu (IM-
areHThI), HMHIMAGHTbl HMHQPOPMAIMOHHON 6E30TMacHOCTH MO BHHE <«MOGHABHBIX>
COTPYAHHKOB, IIOTEPH 110 IIPHYHHE HECOOAIOAEHHUS TPeOOBAHMUI, IOTEPH OT ASITEABHOCTH
MHCAlAEPOB, yTEUKU AAHHBIX) U U3Y4HTb, KaKHe M3 BUAOB YIPO3 HMEIOT TEHACHLHIO K
YMEHBIIEHHIO, A KaK/e — K YBEAIEHHUIO.

Bupycol. B mocaepHee BpeMss He HaOAIOAQeTCs CHIDKEHHME TEMIIOB POCTa
BPEAOHOCHOTO IIPOrPaMMHOr0 obecrmedeHus. EsxeAHEBHO MOSIBASIIOTCS AECSITKH TBICSY
HOBBIX U MoAMMKanMil yxe cymecTsyomux BupycoB. C 2000 ropa cobampaercs
9KCIIOHEHI[HAABHBIN XapaKTep POCTa KOAMYECTBA BHPYCHBIX IIpOrpaMM. AaHHbINA 6HU3HeC
IPHOOpeTaeT 9AEMEHTHI TPYIIIOBON PaboThl, IPUCYILHE MPOLECCy HAMCAHUS CAOXKHOTO
KOMMepPYeCKOro IPOrpaMMHOro obecrederust. PacteT KOAUYECTBO TPOSIHCKUX IIPOrPaMM,
HAIpaBAEHHBIX Ha Kpaxy MHPopManuu o OAaHKOBCKUX akkayHTax. KubeprpecrymHuku
IPOAOAXKAIOT MPOSIBASITH HOBBIIIEHHBIN HHTEpPEC B IIOMCKe HOBBIX YSA3BUMOCTEH B IIOITY-
ASIPHOM IIPOrPaMMHOM obecIiedeHny, B epByIo oepeas B MS Office u MS Windows, Tem
6oaee uro B crpaHax CHI ocrpo crouT Bompoc o AHIjeH3HOHHOM HCIIOAb30BAHUH AAHHBIX
IPOTPAMMHBIX IPOAYKTOB.

He caeayer 3a6b1BaTh PO poCT aTrak Ha MOOUABHbIE TeAeOHBI IPHU APAAAEABHOM
UX KOMMepPIIMAAU3ALUN. JTOT IPOLIECC CTAHOBUTCSI CAEACTBHEM YCHUAEHUSI KOHKYPeHI[UH
KHOepPIPeCTYIHUKOB Ha TEXHOAOTHYECKOM YPOBHE U UX AKTHBHOM 60PBODI 32 yBeAndeHIe
9HCAQ 3aPAKEHHBIX KOMIBIOTEPOB. I10 Mepe TOro Kak Bce GOABIIE YCTPONCTB MOAKAIOKO-
vaercst K IHTepHeTY, KOAUYECTBO YTPO3, CBSI3AHHBIX C IIPOHUKHOBEHHEM B HUX BHPYCOB,

TaKXKe pacCTeT.
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Pocr xmbepmnpecrymrocru. Xakepckme ataku, DDoS-aTaku, uHTepHeT-MO-
LIEHHMYECTBO HAIPSAMYIO CBSI3aHBI C pocToM KubepmpecrymHocTd. OcobeHHO 9TO 3a-
METHO B IIepHoA Kpusuca. V3-3a HEXBaTKH A€raAbHbIX pabOYMX MeCT, aKTyaAbHBIM CTa-
HOBHTCSI HEAETAABHBI 3apab0TOK, [P 3TOM IIPOUCXOAUT BCE OoAbIIast AP PepeHIraLis
KHOEpIPECTYIIHUKOB, a KaXKAAS AESTEAPHOCTb B 3aBUCHMOCTH OT TPYAOEMKOCTH H
OIIACHOCTH MPUOOpETaeT CBOK PHIHOYHYIO LieHy. 10 Mepe pasBUTHS CHCTEM HHTEpPHET-
GaHKIHIA Pa3BUTHE [TOAYYAIOT QHILKHT, IIEABI0 KOTOPOI'O SIBASETCS IOAYIEHHE AOCTYIIA K
KOHQHUAEHITMAABHBIM AQHHBIM IIOAb30OBaTeAel, M (AapMUHT — aBTOMATHYECKOe Ilepe-
HallpaBA€HHe II0Ab30BaTeAs Ha (aabuBbii BeO-cafit. IloamoApHasS KuOepaKOHOMHUKA
CTaHOBHTCSI MEXXAYHapOoAHOIL. Ha uepHOM KrbeppbIHKe Aydine BCero mpoARETcst HHGOpMAIs
0 KPEAUTHBIX KAPTaX AAS AOCTYIIA K GAHKOBCKUM CYETaM U IEPCOHAABHbIE AAHHbIE IPAKAAH.

IM-arenTsl M conuasbHble ceTH. HexoTopoe Bpems Hasap B MHTepHer-
IPOCTPAHCTBE IIMPOKO 0OCY)KAAAACH TeMA JKECTKOTO KOHTPOAS AocTyma B MHTepHeT Ha
pabore. Opnako xoHuemnnus Web 2.0 cBHAeTeAbCTByeT, YTO OOLjeHHE C AYYIIMMHU
IPEACTABUTEASIME CETEBOrO COOOIIECTBA — 9TO OrPOMHDIN MTOTEHIMAA AAS KOMITAHMH.
3ampemaemMble OAHO BpeMs BO MHOIMX KOMIIAHMSX Iporpammsl Skype u pasamdmbre
MECCEHAXepPBl YKe aKTHBHO HCIIOAB3YIOTCS B CHAY CBOel OKOHOMHYHOCTH. A B
COLIMAABHBIX CeTSX «CHAUT> ITOAABASIOIee OOABLIMHCTBO COTPYAHHKOB Kak B pabodee
Tak U B Hepabouee Bpems. ColjarbHas aKTHBHOCTb COTPYAHHKOB PpacTeT, M IIpoO-
KOHTPOAMPOBATD, TA€ LIEAEBOI, a TAe HelleaeBoil web-pocTyr, ouens caoxkuo. Yem 6oabire
COIIMAABHON AaKTHUBHOCTH — TeM Bblle PHCK YyTeuku uHPopMmanuu. Kpome Toro,
COIIIAAbHbBIE CEeTH CTAHOBSTCS OCHOBHOHM MMINEHBIO aTaK, TaK KaK COAEpXKAT Iepco-
HAABHYI0 HHPOPMALIUIO, KOTOPasi MOXKET ObITh UCIIOAb30BAHA 3AOYMBIMIAEHHUKAMU.

«MoO6HuAbHBIE> COTPYAHHMKH. VI3BECTHO, YTO C yBeAMYEHHEM KOAMMECTBA <«MO-
OHMABHBIX> COTPYAHHKOB BepOSITHOCTb HHIMAeHTOB 1B Bo3pacraer. Moxer pacr Ko-
AVMYECTBO KOMAHAMPOBOK, B KOTOPBIe COTPYAHHKH €AyT ¢ oducHbM HOyTOyKoM. OducHsie
COTPYAHHUKHI MOIYT [IEPEXOAUTD Ha PEXXUM PaboTsl U3 A0Ma. Tak YTO HepeAKH CAyda, KOraa
OQUCHBII HOYTOYK CTAHOBUTCS AOMAIIIHUM, & AOCTYII K HEMY ITOAYYaeT BCS CEMBSL.

CootBercrBue TpeboBanusam u cranpapram UB. B nocaeanne roast Bce 60Ablie
OTEeYeCTBEHHBIX KOMIIAHHI BBIXOAUT HAa MEXAYHAPOAHBIN PBHIHOK, paboTaeT B TeCHOM
HHTETpaliMi C 3amapHbIMK maprtHepamu, u ux HWT-undpacrpykrypa Bce B 6oablieit
CTEIEHH TTOATAAAET IIOA TPeGOBAHIS MEXXAYHAPOAHBIX CTaHAApPTOB 110 M T-6e30macHocTH.
OueBHAHO, YTO OTCYTCTBHE y OTEYEeCTBEHHBIX KOMIIAHHMI CHCTEM 0e30MaCHOCTH MEKAY-
HApPOAHOTO YpPOBHS TOPMO3HT IIEPCIIEKTHBBI HX COTPYAHHMYECTBA C 3aIlaAHBIMH
npeAnpuATHIMUA. Heo6X0ANM aHAAM3 CYLIECTBYIOIUX Mep 3alUTHI U IIPUBEACHUE UX B
COOTBETCTBHE C TPeOOBAHUSIMU CTAHAAPTOB.

Hucaiipeppr. C TOUKM 3peHHS MOTHBOB PAa3AHYAIOT XAAATHDBIX, MAaHHITYAHPYEeMBIX,
OOIDKEHHDIX, BHEAPEHHDBIX HHCAMAEPOB U T.A. OUEBHAHO, YTO AASI [IEPEXOAQ COTPYAHHKA U3
KaTeIOPUU «AOSIABHBIN>» B KATETOPHIO «HHCARAep> OOAee YeM AOCTATOYHO: YBOABHEHHE, OT-
mycK 0e3 copepskaHist, orMeHa 60HycoB. COraacHo OIpocaM, B 3aIlAAHBIX CTPaHax A0 45% cay-
KAIIAX TOTOBBI ITePeAATh KOHKYPeHTaM KOPIOPaTHBHYIO HHPOPMALIHIO B CAy4ae YBOAbHEHHSL.
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Bce BrpimeckasaHHOe CBUAETEABCTBYET IOBBINIEHHH PUCKA HHIUACHTOB HHPOpPMa-
nuoHHOM 6e3omacHocTH. CAeAOBaTeAbHO, BO3MOXKHBIE IIOTEPH OT HHX OYAYT pacTu
GbICTpee, HEXEAU CTOMMOCTb BHEAPEHHUs pelieHus MHPOpPMaLMOHHO 6e3omacHocTu [2].
MO>KHO YTBEpPIKAATH, YTO BAKHEHIIIM aKTHBOM A0OOM COBPEMEHHOM KOMITAHUH SIBASIETCS
uHpopManus. Kak m BCAKMA KPUTHYECKH BXHBIH aKTHB, MHQOPMAIMSA HYKAAeTCS B

3alllUTE, a B CAydae €€ YTEYKU KOMIIAHHS HECET AOBOADPHO CEPbE3HbIE y6bITKI/I.

Awnreparypa
1. http://www.trainings.ru/library/dictionary/roi/
2. http://www.securelist.com/ru/analysis

MHOOPMALMOHHAA BE3ONACHOCTDb
WHBECTULMOHHON [EATENbHOCTU NPEANPUATUA

Pemesosa Examepuna MaxcumosHa,

Baadumupckuii 2ocydapcmesennuiii ynusepcumem

um. A.I'. u H.I'. Cmoaemoswvix, Poccus

Aopoxos Muxaur Arexcarndposud,

Xapuvkosckuil HAYUOHAAbHBLT IKOHOMUMECKUT yHUBEpCUmME,
Xapvkos, Ykpauna

The purpose of this article is research of a problem of the accounting of uncertainty in case of
support of information security of acceptance of the investment decision. Based on results of the
detailed comparative analysis of existing methods, possible ways of overcoming of their
shortcomings by means of use of the device of the theory of fuzzy sets and in particular type-2 fuzzy
sets are considered.

BakHBIM ycAOBHEM CTAOMABHOrO (YHKIHOHHPOBAHMS K PasBUTHI AK0OOrO
KPYIIHOTO TIPEANIPUATHS SBASETCS 3Q(PeKTHBHAS MHBECTUIIMOHHAS IOAMTHKA, KOTOpas
BeAET K YBEAHYEHHIO O0OBEMOB IIPOM3BOACTBA, POCTY AOXOAOB, a, CAEAOBATEABHO,
HApaIIUBAaHUIO JKOHOMHYECKOro moTeHnmasa. OOmMpHAS INpakTHKa IMPOBEAEHUS
PeaAbHBIX IPOTHO3HBIX pPACYeTOB MHBECTUIIMOHHOTO IIPOEKTa CBHAETEABCTBYeT O
He0OXOAMMOCTHU BCECTOPOHHETO ydeTa PA3AUYHbIX BUAOB HEOIIPEASACHHOCTH IIPH OLjeHKe,
NAQHMPOBAHUH U YIIPAaBACHUH HHBECTUITMOHHBIMH IIPOEKTaMH.

AeHCTBUTEAPHOCTD TAaKOBa, 4YTO BAMSHHME (AKTOPOB HEONPEAGACHHOCTH Ha
paccMaTpuBaeMble IIPOEKTHI MPHBOAUT K HAPYLIEHHIO HHPOPMALIMOHHON 6e30IacHOCTH
HMHBECTHIHOHHON AEATEAbHOCTH IPEeATIPHATHS, KOTOpOe IMPUBOAUT K HEOXXHAAHHBIM
moTepsiM, YOBITKAM, AKe B TeX IPOEKTaX, KOTOphle MepPBOHAYAABHO IIPU3HAHBI

9KOHOMUYECKH IjeAecOOOpasHBIMH  AAs  mpeanpusitus. Ilop  uHOpMalHOHHOM
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0e30IIaCHOCTBI0 MBI IIOHMMAeM CTelleHb AOBepusl K HHPOpPMAIMH, KOTOpAas IIpeA-
CTaBASI€TCS TOI-MEHEAXMEHTY, IIOAYYeHHOHN B pe3yAbTaTe AHAAMTHYECKON MOAIOTOBKHU
HHBECTHIMOHHOTO IIPOEKTa.

Yuer HeoNpeAeAeHHOCTH MHPOPMALIUK U er0 3P PeKTUBHOCTh HAMPAMYIO 3aBUCAT OT
BBIOOpA MHCTPYMEHTApHsi, Ha OCHOBE KOTOPOTro OyAeT obecIiednBaThcsi HHGOPMALOHHAS
6e30IaCHOCTD PeNIaeMbIX IPEATIPHSATHEM HHBECTULMOHHBIX BOIPOCOB. DTall 000CHOBAHMUS
U BBIOOpA HMHCTPYMEHTApHs, OOeCIeYMBAIOLIEro MpHEeMAEMYHO (OPMAAH3AIMI0 HeOoIpe-
AGACHHOCTH U AAEKBAaTHOE pelleHHe 3aAAY, BOSHMKAIOIMX IIPH YIPABACHHU PeaAbHBIMU
HHBECTHUIIMSIMY, SIBASIETCS KpaiiHe BaXHBIM. HeoOOCHOBaHHBIM U KAK, CAEACTBHE, He
[PABUABHBII BBIOOP, B OCHOBHOM, IIPUBOAMT K HEAAEKBATHOCTH CO3AAHHBIX MOAEAe,
IIOAYYEeHHIO HEBepPHBIX PEe3YAbTATOB B IIpOIlecCe UX IIPHMEHEHHS H, COOTBETCTBEHHO,
BO3HUKAET HeAOBEpHUe K OAYIEHHBIM Pe3yAbTaTaM, i HTHOPHPYIOTCS BHIBOABI HA MX OCHOBE.
BcaeacTBHe Uero, U IPOMCXOAUT HAPYLIEHHsT HHPOPMAIIMOHHOM 6€30IIaCHOCTH, KOTOpbIE B
CBOIO O4YepeAb BeAyT K HeOOOCHOBAHHOMY U 3a4acTyl0 H30BITOYHOMY PACXOAOBAHMIO
(UHAHCOBBIX CPEACTB, KAK CAMOT'O IIPEAIPHATHUS, TAK K HIHBECTOPA.

B Hacrosimee BpeMs B SKOHOMHYECKOH HPAKTUKE IIOA HEONPEDEAEHHOCHbIO TIO-
HHMAeTCSI HEIIOAHOTA FAYM HETOYHOCTb HHPOPMALIMU 00 YCAOBUSIX PEAA3ALIUU [IPOEKTA, B
TOM YHCA€ O CBS3aHHBIX C HUMH 3aTPATaX M Pe3yAbTATaxX.

Mcxoas U3 IpUBEAGHHOTO BbIIIE ONHCAHMS HEOIPEACACHHOCTH, MOKHO BBIAGAHTD
cAepyromye $paKTOPBI, KOTOpbIe XapaKTePHBI AAS AIOOOrO HHBECTHIIMOHHOTO IPOEKTa U
HAIIPSIMYIO BAUSIOIIHE Ha HHPOPMAITMOHHYIO 0€30IIaCHOCTD er0 PeaAU3aIiHu:

"  HeONIpeACAeHHOCTb HCXOAHBIX AAHHBIX;

"  HeOIPeACACHHOCTDb BHEIIHEH CPeAbl;

"  HeOIPeAEACHHOCTD, CBA3AHHAS C XapaKTePOM, BAPHAHTAMU M MOAEABIO pea-
AV3AIUH ITPOEKTA;

"  HeOIpeAeAeHHOCTDb TPeOOBaHUI, IpeAbsaBAseMbIX K 3¢ dexrusHOCTH UIT.

YuurbiBasg $aKT HAAUYUS HEOIPEACACHHOCTH IIPH IIPOBEACHHU HHBECTHIIOHHOTO
AHAAHM33, MOXHO CAEAATDb BBIBOA O TOM, YTO KAACCHYECKHe CTATHCTUYECKUE METOADI, TAKHe
KaK memod Koppekmuposku cmasku duckonmuposanus (npemus 3a puck); memod docmo-
sepHblx IK6UBAAEHMO6 (K0IPPuUYLenmos 00CMOBEPHOCILL); AHAAUS HYBCHBUMEALHOCTIU
noxasameaeil apPexmusrocmu; memod Ccyenapues; MeTOAbl Teopuu WUrp (kpuTepwmit
MAKCHMFHA, MaKCHMAKCa M Ap.); NOCMpOeHUe <«AepeBa peuieHuil>; uUMUMAayuoHHoe
modeauposanue 1mo Meropy Monume-Kaparo, oxaxyrcs HedspPeKTHBHBIMH U AAAYT He
o6bexTHBHbIEe (HEaAeKBATHBIE) PE3YABTATHL, YTO B AOAKHON Mepe He 06eCIIednT COOTBeT-
CTBYIOLYI0 HMHGOPMALHOHHYIO 0e30IIaCHOCTb M IIPHUBEAET K IIOBBIIIEHHOMY H HeOo-
IPaBAAHHOMY HCIIOAb30BAHHIO MHBECTHIIHIL.

AAsL pellleHHsI AQHHOM TIPOOAEMBI HEKOTOPBIMH HUCCAEAOBATEASIMH IPEAAATAIOTCS
METOABI U MOAEAM OIIEHKM HHBECTHIMOHHBIX IPOEKTOB B YCAOBMSX PHCKa M HeOIpe-
AEACHHOCTH Ha OCHOBE allllapaTa TeOPUH HeYeTKHX MHOXECTB, IO3BOASIOIIHI cPOpMU-
POBaTh IIOAHBIN CIEKTp CIleHapHeB PeaAH3alluy MHBEeCTUIMOHHOrO mpoekra. Ilpu aToM
pelleHye IPUHUMACTCS He Ha OCHOBE HECKOABKHX OIIeHOK 9$)eKTHBHOCTH IIPOeKTa, HO
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IO BCell COBOKYIHOCTH 9THX oIleHOK. OskrpaeMasi 9peKTHBHOCTD MPOEKTa He SBASETCS
TOYEYHBIM IIOKA3aTeAEM, & IIPEACTABASIET COOOM ITOAe HHTEPBAABHBIX 3HAUEHHI CO CBOUM
pacmpeaseAeHHEM  OXHAAHUH, XapaKTepU3YIOIUMCS (YHKIHeH IPHHAAASKHOCTH
COOTBETCTBYIOIETO HeYeTKOrO YHCAA. A B3BellleHHAs IIOAHASI COBOKYIIHOCTb OXKHAQHHI
IIO3BOASIET OIIEHHTb HHTETPAABHYIO Mepy OXXHAAQHMS HEraTHBHBIX pPe3yAbTaTOB
HMHBECTHITHOHHOTIO ITpoIjecca.

Pa3paboraHHble B HACTOsIee BpeMS PasAHYHbIE AATOPHUTMBI OLIEHKH 3(eKTHB-
HOCTH WHBECTHIIMOHHBIX IPOEKTOB B YCAOBHSX HEOIPEACACHHOCTH OpPHEHTHPOBAHBI B
OCHOBHOM Ha He4YeTKHe MHOXECTBAa IIepBOTO IOpsAKa. IIpoBeas aHaAM3 K3BeCTHBIX
AATOPUTMOB OLIEHKH', 2 TaK K& 9KOHOMHYECKUX YCAOBHIl PeaAM3aljill MHBECTHLIMOHHBIX
IPOEKTOB, MOXKHO CACAATh BBIBOA O TOM, UTO B PSIA€ CAyJaeB HedeTKHe MHOXKeCTBA IIEPBOTo
HOpSIAKA HE MOIYT O0eCredynTdh MOAyYeHHe HAMAYYIIErO PELIeHUS] BBHAY HEAOCTATOYHO
000CHOBaHHOrO BbIOOpA IapaMeTPOB MOAEAHPOBAHMS, a IOUCK 3PPEKTUBHBIX pelleHHI
COLIPOBOXKAQETCSL  3HAYMTEABHBIMU BpeMEHHBIMH 3aTpaTaMd H3-32 HeOOXOAMMOCTH
BBIITOAHEHH . MHOTOKPATHBIX PeaAH3aIIUIl HCIIOAb3yeMbIX METOAOB, MOACAEH 1 AATOPUTMOB C
IIeAbIO BBIOOpA HAMAYYINNX ITapaMeTpoB. Tak jke HeAb3sl He OTMETHUTb TOT (aKT, YTO IIPU
NPUHATUH UHBECTUIIMOHHOTO pelleHUs] BO3HUKAIOT Pa3AMYHbIE BUABI HEOIPEACACHHOCTH,
KOTOpble TPYAHO OIKCaTh C IIOMONBIO HEYETKUX MHOXECTB IIEPBOrO IIOPsSAKA. IJTO
IPOMCXOAUT H3-3a TOTO, YTO IIPH HCIIOAb30BAaHMU HEYETKUX MHOXECTB IIepPBOTO IIOPSAKA
HeOOXOAMMO TOYHOE 3apaHHe IPAaHUIl GYHKUMM IIPHHAAAEXKHOCTH, YTO B CBOIO O4epeAb
HeceT HeAOIYCTUMOE MOAEABHOE YIPOIeHHe B K TOMY e HeKOPPEeKTHO CHIDKAeT CTeIleHb
HeoIpeAeAeHHOCTH OTHOCUTEABHO OLIeHUBAaeMOTO ITPOeKTa.

Heuerxye MHOXeCTBA BTOPOTO IIOPSIAKA SIBASIFOTCS 0000IIIeHIEM HEYeTKIX MHOXKECTB
HepBOTro MOPsAKA. AATOPUTM OLleHKH 3¢ PeKTUBHOCTH HHBECTUIIMOHHbIX IIPOEKTOB Ha OCHOBE
HEYeTKUX MHOXKECTB BTOPOTO IIOPSAKA COCTOUT U3 CAEAYIOITHX ITAIIOB:

1. Munnuasusanys — BEI6OP HCXOAHOM COBOKYITHOCTH MHBECTHIIMOHHBIX IPOEKTOB.

2. 3apaHME HCXOAHBIX IApPaMeTPOB MHBECTHUIIMOHHBIX IIPOEKTOB Ha OCHOBE

9KCIIEPTHBIX OL}eHOK C IPe0OpasoBaHUeM HX B HHTEPBAABHYIO $OPMY.

3. Boi6op Bua2 GYHKIUU IPHHAAAEXKHOCTH.

4. 3apaHue mapaMeTpoB QYHKIIHH IPHHAAAESIKHOCTH.

S. Pacuer 3HaueHMIl KpUTepHeB OIleHKM HAa OCHOBE HMHTEPBAABHON MaTeMAaTHKH

aast HM2 (3HaueHus a-cpe3os nokasateas 9P PeKTUBHOCTH).
6. TlocrpoeHue ¢yHKUMIt THpUHAAAEXKHOCTH AAsl Kaxkporo UIT (crpostcs
COOTBETCTBYIOIHUe TIAPHI 3HAYEHHHT HA OCHOBe PyHKIMH random).

7. Aedassuduranus IOAyIeHHDIX HEUETKUX Pe3yAbTATOB.

8. BripeaeHne 06AaCTH HAXOXACHHMS HAWAYYIIEro pemeHus (MCIOAb3OBaHUe
MeToA0B Min u Max).

9. HaxoxpeHHe HaMAY4LIETO pelleHWs M3 BbIOPAaHHOM 00AACTH Ha OCHOBAaHUU
KOMIIPOMICCA MEXAY AOIYCTHMbBIMH PHCKaMH M ITPOTHO3UPYEMBIM AOXOAOM.

! 3enuyk A. V1, Illamkun A. M. Heverkas MOAEAb OLIEHKM HHBECTHULMOHHBIX IpoekToB // Becrrux BIY,

Cepus: CHCTeMHBIH aHAAM3 M HHPOpPMAIOHHbIe TexHoAorur, 2008, Ne 1, C. 117-123
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TakuM 06pasoM, MoxeT OBITb pellleHA AKTyaAbHAs HA CETOAHSIIHMI AeHb 3aAdda
obecrieyeHst HHPOPMALIMOHHON 0€30IACHOCTH PUHAHCOBOTO OIOAXKETUPOBAHIS B YCAOBUSIX
HEOIIPEACACHHOCTH, OCHOBaHHAs HAa HEYeTKOM IapaMeTpH3alii MCXOAHBIX AQHHBIX.
VlcrioAb3yst pacCMOTpEHHBIH AATOPHUTM, MOXKHO PaccCYUTaTh TpeOyeMble MOKA3aTEAU 9KO-
HOMMYECKOH 3 PeKTUBHOCTH MHBECTHIIHOHHBIX IIPOEKTOB U IO COBOKYITHOCTH OIPEACAHTD

HanboAee BBITOAHBIN KaK AASL HHBECTOPQ, TaK U AAST DYKOBOAMTEASL.

ONbIT EC NO PASPABOTKE HOPMATUBHO-NPABOBON
BA3bl B COEPE KUBEPBE3OINACHOCTU

IOpuyx Bumanauii Anamoauesuy
)

akcnepm HITO "Llenmp uccaedosanus npobrem pecuoHarbHozo
u mexncdynapodrozo compydnuuecmea” (Avsos, Yxpauna)

Over the last two decades, the Internet has had a tremendous impact on all parts of
European society. Information and communications technology has become the backbone of
economic growth. To outline the EU’s vision in this domain and protect cyberspace from misuse the
European Commission has developed proposal for a Cybersecurity strategy of the European Union.

CrpeMuTeAbHbIe TeMIIb! pa3BUTHA LIHTepHeTa peBpaTHAN BCEMUPHYIO CETh B HEOTbEM-
AEMYI0 4acTb MHPOBOH M eBpOIeHcKoi sKOHOMHUKH. COrAacHO pe3yAbTaTaM HMCCACAOBAHHA
MeXAYHAPOAHOI KoHcaaTiHroBo kommannu McKinsey Global Institute "Bawsrue Hureprera
HA OKOHOMMYECKHIl POCT M 6aarococrosmue obmectsa’ [1], akTuBHOe wHcHOAB3OBaHUE
KOMITAHIISIMEL MAAOTO ¥ CpeAHero GusHeca IIHTepHET-TEXHOAOIMI CIIOCOOCTBYET eXXETOAHOMY
yBeardermio BBIT TpuHaaiaTy KpymHe K MUPOBBIX 9KOHOMUK B CpepHeM Ha 3,4%.

ITapaaAeAbHO € POCTOM YpPOBHSI HCIIOAb30BaHMsI KIHTepHeTa MaAbIM M CPeAHUM
6usHecoM, B EBpomneiickom Coro3e IPOMCXOAUT aKTUBHBII MPOIjeCC HHTerpaIuu uHPop-
MALJMOHHO-KOMMYHUKauoHHbIX TexHoaoruit (MKT) npakrudecku Bo Bce, B T.4.
CTpaTerHMyecKHe, OTPACAM HAIIMOHAABHBIX 9KOHOMHK. HapymieHue mTaTHOro pexxuma
QYHKIMOHUPOBAHKS HHPOPMALIOHHBIX M CETEBbIX CUCTEM Ha 00BEKTaX CTPATErHIeCKOrO
3HaYeHHS MOXKET IIPUBECTH K KaTaCTPOPUIECKIM IOCAEACTBISIM.

WurepHer-ayautopus EC Ha ceropHs cocraBasieT okoAo 72% HaceAe€HHS ITOAHU-
THYECKOH OpraHHM3allMM, a BCEMUpPHAs CeThb PAacCMATPUBAETCS KaK HeOTbeMAeMas Me-
AMIHAS IAOIIAAKA M CPEACTBO KOMMYHHKAIMU obmectBa. IToATBepskaeHHEM ITOMY
MoxKeT cAyxuts pemrerne Oepepaasnoit cysebnoit maaarer OPI' ot 24 suBapst 2013 roaa,
COrAacHO KOTOpoMy VHTepHeT M 9AeKTPOHHAs [IOYTa IIPM3HAHBI B CTpaHe 0a30BBIMH
HOTPeOHOCTSIMU YeAOBEKA.

AKTHBHOe HCIoAb3oBaHHe VHTepHeTa opraHaMH roCyAapCTBEHHON aAMHMHECTpa-

OUH, MHTErpanmus HKT B CTpaTEru4eCKue OTpPpaCAM SKOHOMMK IIPEBPATHAN BCEMHPHYIO
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ceTb B HOBYIO cdepy mpoTuBoOOpCTBa MexXAy rocypapcrsamiu. Illupokoe ucroab3oBanue
BCEMHPHOM CeTH KOMMEpYeCKHMMH OpraHH3alMsIMH M HaceAeHHeM EBpocorosza aag
ynpaBAeHHsS (pUHAHCOBBIMH PeCypcaMU IPUBEAU K CTPEMHTEABHOMY PacCIpOCTPaHEHHUIO
TPaHCTPAaHUYHBIX KUOEPIIPECTYNHbIX IPYNIMPOBOK U COOTBETCTBYIOIEIO YBEAUYEHHUS
ypoBHs HepoBepus HaceaeHns EC k MHTepHeTy. COraacHO pe3yAbTaTaM HCCAEAOBAHHS
Espomeiickoit Komuccnn, Ha ceropns okoao 40% MurepHer-moabsoareaeit crpan EC
CYHUTAIOT PEAABHOH YIpo30il BO3MOXKHOCTb KOMIIPOMETAIHH IIepCOHAABHOM HHPOPMAITHU
B ceTH, a 38% OMacaioTcs MPOBEAEHHI PUHAHCOBbIX OH-AAMH TpaH3aKLumil [2].

B OTAMYME OT TPAAMIMOHHBIX YIPO3 eBpoIeiickoil 6esomacHOCTH (Hampumep,
MEXAYHAPOAHON TOPTOBAM AIOAbMH, HAPKOTHUKAMU H T.A.), TIPOTHBONPABHAS AEATEAb-
HocTh B MHTepHeTe xapakTepusyercs psiAOM ocobeHHOCTell. B GoAbIIMHCTBe cAydaes
HCTOYHMKY KHOepaTak HEBO3ZMOXHO OTCACAUTD U YCTaHOBHUTb, ATAKH IIPOBOASITCS OBICTPO
U cKpbITHO. OTCYTCTBHE TPAHUI] B BUPTYaAbHOM IIPOCTPAHCTBE MOXXET IIPUBECTU K TOMY,
4TO araka Ha oAaHy u3 crpaH EC Mo)keT HaHeCTH 3HAYHTEABHBIN yIlepb AAS Bceit
opraHuzanuu. JT0 06yCAOBAMBAET HEOOXOAMMOCTD Pa3pabOTKH HOBBIX MEXaHU3MOB IIPO-
THBOAENCTBIS KHOePYrpo3aM.

B xoae BricTynaenus Ha BcemupHOM axoHOMUYeckoM popyme B AaBoce B SHBape
2013 roaa xomuccap EC no mupposoit moantuxku H.Kpoec mopuepkHyaa, uTo oAHOM U3
CaMbIX PacIIpOCTPaHEHHBIX OIIMOOK eCTh HeBepHOe TOAKOBaHMe KHbOep6e30macHOCTH KaK
FICKAIOYMTEABHO TeXHMYecKoro 3apanus [3]. T'aaBHbM cy6bexToM obecmevenus 6eso-
[IAaCHOCTHU KHOEPIPOCTPAHCTBA B HHTEpecax OU3Heca i 00IecTBa SIBASIETCS TOCYAQPCTBO, a
AESITeABHOCTD 110 TIOBBILIEHUIO YPOBHS KHOepOe30IMacHOCTH AOAKHA IPOUCXOAUTH Ha BCEX
YPOBHSIX M PACCMATPHUBATHCSI KAK CTPATErNIeCKas 00IieeBPOIIeiCKas 3aAada.

C measto cospanms cucrembl kubepbesomacHoctu EC, ocHOBHOe BHHUMaHUe
eBPOIIENCKIX OPIaHOB YAEASIETCS BOIIPOCY pa3pabOTKU COOTBETCTBYIOLIEl HOPMAaTHUBHO-
npaBoBoil 6a3pl. HecMOTpst Ha 3HAYUTEABHBIN IPOrpecc B 3TOM BOIPOCE, FOTOBHOCTD
MOAUTHYIECKON OpPTraHU3alUH U OTAEABHBIX CTPAH-YYACTHHI] K IIPOTHBOAEHCTBHUIO IIO-
TEHIIMAABHBIM KHOEpPYIpo3aM OCTaeTcs HEeAOCTaTOYHOM. JTOT (akT, B YaCTHOCTH,
HoAdepKuBaeTcss B pesoatonuu Eppomapaamenra "Ilo Bompocam kubepsamursl u
o6oponst” (Report on Cyber Security and Defence) Ne 2012/2096 (INI) or 22 nos6ps
2012 ropa [4]. B pokymeHTe 0c060 OTMeYaeTcsi yBeAUdEHHE YIPO3 OT MCTIOAb30BAHHMS
BUPTYaAbHOTO TIPOCTPAHCTBA TEPPOPUCTUYECKMMH OpraHu3anusaMu (kubepreppopusm),
KOTOpble O0AAAQIOT AOCTATOYHBIM IIOTEHIJMAAOM AASL TIPOBEAEHHs Kubeparak ¢
kpurudeckumu aast EC mocaeacTBrsaMu.

K ocHOBHBIM HepocTaTKaM crcTeMbl kubepbesomacuoctu EBpocorosa oTHOCATCS:

- OTCYICTBUE EAMHOM eBPOIIEHICKON CHCTEMbl pearMpoOBaHKs Ha Kubeparaky,
€AUHDBIX HAIMOHAABHBIX CTAHAAPTOB, a TaKkKe YHHPUIMPOBAHHOIO KaTe-
FOPHMAABHOTO alIiapara B cdpepe Kubepbe3omacHoCT;

- HeAOCTAaTOYHBIl YPOBeHb KOOPAMHALIUM AESTEABHOCTH MeXAY HaAHAITHO-
HAABHBIMU M HAaIIMOHAABHBIMH TPRKAAHCKMMH M BOSHHBIMU OpTaHaMHU B cdepe

0€30IacCHOCTH KHOEPIIPOCTPAHCTBA;
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- HHU3KUIT YpOBEHb MEKXI'OCYAAPCTBEHHOr0 0O0MeHa HHPOpMaIiuest 0 Kubepyrposax;

- HEAOCTaTOYHBIN YPOBEHb T'OCYAAPCTBEHHO-YAaCTHOTO COTPYAHUYECTBA;

- 3HAYMTeAbHas AMCIIPOIOPIHMS YPOBHS TOTOBHOCTH K IIPOTHBOAEHCTBHIO
KubepyrposaM Ha HarfoHaAbHOM ypoBHe. Ha ceroams Toasko 10 u3 27 crpan
EC orpaboTasn COOTBETCTBYIOLjHE HAIIMOHAABHBIE CTPATerHH KuOepOeso-
MACHOCTH;

- HeAOCTaTOYHOe (QUHAHCHPOBAHHE MEPONPHUATUHN IO NMPOTUBOAEHUCTBUIO KH-
Gepyrposam.

C neapio GOpMHUpPOBaHHS OOIIEeBPOIIENCKOrO MOAXOAQ K YAYUIIEHHIO YPOBHS be-
3omacHocTH KubeprpocrpaHcTsa 7 ¢eBpaas 2013 ropa Espomeiickas Komuccus mpea-
craBuaa "Crpareruto kubepbesomacoctu EC: orkpsiroe u 6e3omacHoe Kubep-
npocrpanctBo” [S]. B AOKyMeHTe c$OPMYAMPOBAHSBI IITh CTPATETUYECKUX IPHOPUTETOB
EBpocorosa B cdpepe yAyumIeHNs: ypOBHs 6€30I1aCHOCTH KHOePIPOCTPAHCTBA:

- AOCTIDKEHHe YCTOMYMBOCTH HHPOPMAIIMOHHBIX CUCTEM K KHOepyrpo3am;

- PaAHMKAABHOE yMeHbIIEeHHe YPOBHS KHOepIpeCcTyIIHOCTY;

- pa3spaboTKa IIOAUTHKH M CO3AQHHE IOTEHIMAAd B cdepe KubepoOOPOHHI B
pamxax O6mjeit MOAUTHKY 6€30IIaCHOCTH K 060POHEI;

- paspaboTKa IIPOM3BOACTBEHHBIX M TEXHOAOTHYECKHMX DecypcoB B cdepe
KubepOe3omacHOCTY;

- CO3paHHE COTAACOBaHHOM MexayHapopHoit moautvku EC B cdepe 6Geso-
IIACHOCTH KMOepIIPOCTPAHCTBA.

KaroueBbiM GakTOpOM yAydIIeHHS YPOBHS KubOepbHe30macHOCTH pacCMaTpUBAeTCs
npussiTre "ANpeKTHBBI II0 6e30ImacHOCTH ceTelt 1 MHGOpManuu'. AOKyMeHT IIpeAycMa-
TPHUBAET yCTPaHeH!e CYLIeCTBYIOLIero "AOOPOBOABHOIO pearHpOBaHUS YACTHOTO CEKTOPa
Ha KHOEPUHIMAEHTHI K BBeACHHE MeXaHH3Ma OO0S3aTeAbHOIO HHQOPMHPOBAHUS
HAIIMOHAABHBIX OPTaHOB O (aKTaX BHLIBAEHHBIX Kubepyrpos. [IpepsoskeHHass HopMa OyaeT
PacIpoOCTpaHATbCA Ha ONpPEAGACHHBIM IepeyeHb YACTHBIX CTPYKTYp, BKAIOYas
OpraHusaliuy 0GAHKOBCKOM, 9HePreTUYecKOH, TPAHCIIOPTHOM M T.A. CHUCTEM, KOTOpBIe
HMEIOT CTpaTerudeckoe Aas besomacHoro ¢pyukrunonuposanmsi EC sHaueHue.

ITpeacraBaennsie Espomnerickoit Komuccueit mpepAOKeHHs BCTYILAT B CHAY IOCAe
ux paccmorpenus Eppomnefickum IlapaamenTom.

Takum obpasom, obecreuenne KubepbesomacHocTH paccMaTpuBaeTcs Espo-
nefickuM CoOI030M KAaK KAIOUEBOH (aKTOp AAAbBHEHIIETO0 SKOHOMHYECKOrO poCTa HU
yAyulIeHHsT 6AarococTosHus obmjecTBa. B CBSA3M C 3THM, IMOAMTHYECKAas OPTaHU3AIMSI
BeAET aKTHUBHYIO AESITEABHOCTD B HAIIPAaBACHHH Pa3pabOTKH HEOOXOAMMOIO HOPMATHBHO-
IIPaBOBOTO PETryANPOBAHIUsI 6€30I1aCHOCTH KUOePIIPOCTPAHCTBA.

Anteparypa:
1) McKinsey Global Institute, The great transformer: The impact of the Internet on
economic growth and prosperity [Oaextponnsii pecypc] — Pexum aocryma:
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http://www.mckinsey.com/insights/mgi/research/technology and_innovation/th
e_great_transformer

2) European Commission, Cyber security report [Daexrponusiit pecypc] — Pexum
AOCTyTIA:
http://ec.europa.eu/public_opinion/archives/eb_special 399 380 en.htm

3) Neelie Kroes, Speech: EU Cybersecurity Strategy [Daexrponnstit pecypc] — Pesxxum
Aocryma: http: //europa.eu/rapid/press-release SPEECH-13-51_en.htm

4) European Parliament, Resolution on Cyber Security and Defence [Daextponusiit
pecypc] — Pexxum poctyma: http://www.europarl.europa.eu/sides/getDoc.do?type=
TA&language=EN&reference=P7-TA-2012-457

S) Cybersecurity Strategy of the European Union [Daexrponssui pecypc] — Pesxum
aocryma: http://ec.europa.eu/information_society/newsroom/cf//document.cfm?
doc_id=1667

SAFETY OF ELECTRONIC COMMERCE IN BULGARIA - SAFE
OR RISKY METHODS OF WORK

Tsvetelin T. Borisov
Student,"D.A.Tsenov” Academy of Economics,
Svishtov, Bulgaria

In this report we review any possible attacks against the Internet electronic commerce and also we
have listed some of the most common attacks and existing problems. At the same time this report will
provide advice and recommendations for improving more safe usage of electronic systems.

With the advent of the new modern technology at the beginning of the XXI
century in the field of electronic commerce, users of such systems are becoming a target
of many abuses of their personal information. Each system is designed to promote and
facilitate trade and payment, but to use it we have to provide lots of personal data (gender,
age, residence, address, etc.). With this data, e-commerce systems are an easy target for
possible attacks, the main goal of which is the personal information.

Most - frequent attacks in e-commerce, according to some authors (the online
edition http://www.nlcv.bas.bg') are:

Attack on the basis of predicting - online information is transmitted between
computers via the so-called TCP / IP packets, called simply packets which to be able to move
need two coordinates. The first coordinate is called IP address of the computer receiver of
information and the second one is the unique serial (consecutive) number of the package.

' types of threads - http://www.nlcv.bas.bg/bulgarian/vidove.htm



SECURITATEA INFORMATIONALA 2013 -123

Attack via copying - this attack is carried out by monitoring, reviewing and
copying of any separate packet or sets of packets on the entire TCP stream for a specified
period of time or when the necessary resources on the computer which is controlled by a
hacker are available of total TCP traffic. In this way the full information of the entire
network is gathered in one place, allowing in a relaxed environment to dismantle all
packages, including the detection of certain passwords and procedural specifics.

Attack via camouflage - here the main idea is, that the hacker could masque
himself/herself as a client and on his behalf (using his IP address) to start or continue the
already started session with the server by sending synchronized packets. The next step is
to carry out a series of actions aimed to preserve the server condition in which it is
currently at the moment. By doing this in the most cases the server ignores the masking
and although in most cases the attacker’s computer can receive data from the server, or it
can send data to it and this is a serious potential threat.

Recommendations to consumers using the Internet for e-commerce
according to one of the most-secured online Banks, i. e. Piraeus':

Protect the user's computer — in order to do that you have to install and use
antivirus and antispyware software on line. It will protect you from viruses and spyware.
Always keep monitoring if you have installed the latest version of the above programs and
update them with the latest virus definitions. Remember, that new viruses appear every
hour and not updated software may not be able to detect and block them.

The security in making online transactions by using additional identification
scheme and certificates should be increased - There are additional methods of
protection in any system which is used in the Internet, such as electronic certification
systems and additional methods of identification. In most cases this kind of certificates
are installed on your computer, which increase the protection level of security.

Proven methods of secure payment has to be used, for instance such as PayPal
and shop only from traders registered in this system. If there is a problem with your good
it can get some of your money back as a guarantee up to a certain value, according to the
region in which you are located. The Bulgarian version of PayPal is called ePay. These
systems are reliable, because after you sign up and your credit / debit card is verified
shopping trader doesn’t have access to its data or validator.

It is strongly recommended to avoid shopping from online stores which require
payment by credit card, and in which you need to enter numbers and validator. If you
decide to do that, collect all available information about the trader company (physical
address, telephone numbers, etc.) and t keep it until you receive the ordered goods.

On the other hand except, usage of reliable systems on the Internet we have to care,
about one of the most important things — the password. In the official website of
Microsoft” you may find the following tips about the choice of a password:

! Advices for how to use internet safe - http://www.piraeusbank.bg/ecPage.asp?id=251005&lang=1&nt=96
> Microsoft - http://windows.microsoft.com/bg-bg/windows7/tips-for-creating-strong-passwords-and-passphrases



124 - Conferinta Internationald, editia a X-a Jubiliara, 19 Aprilie 2013

o Tobe atleast eight characters long

¢ Not contain an username, real name or company name

e To be more than one word

e To be different from your previous passwords

In conclusion we can say that e-commerce unite a lot of technology within,

offering a convenience for its users. We witness a boom in the IT field, which has its pros
and cons. Therefore, it can be concluded that to solve the problems with the security of e-
commerce we need to find a solution for the issues related to the protection of the
technologies used for their realization.

References:
1. Types of threats - http://www.nlcv.bas.bg/bulgarian/vidove.htm
2. Tips for safe Internet use-http://www.piraeusbank.bg/ecPage.asp?id=251005&
lang=1&nt=96
3. http://windows.microsoft.com/bg-bg/windows7/tips-for-creating-strong-
passwords-and-passphrases

PREREQUISITES AND DISADVANTAGES IN E-COMMERCE

Boryana Todorova
Academy of Economics “D. A. Tsenov”, Svishtov, Bulgaria

In our modern way of living, new technology is developing and it is everywhere around us. We can
use it not only in the office or at home, but everywhere else outdoors. Web-based devices are perfect
solution to be in touch with everyone and to run business in every point of the world. E-business and e-
commerce nowadays are very easy and available way for shopping. Unfortunately, there are some
problems which have to be solved in order to increase the number of e-shops consumers. Security in
Internet is important way to secure your data and personal information and your system and technology.

The number of customers which use electronic services is increasing in every
second. Emerging new technologies allow mobile and permanent access to web
environment. This is a prerequisite to increase the need for electronic applications, sites,
programs and communication systems. Internet clients are few because they are not
informed about the countless opportunities that it provides. Although e-commerce is
everywhere around us and it enters our customers habits as an available and easy way of
shopping. According to Bulgarian E-commerce association it is expected a surge in 2011
about 50% in using e-shops. In comparison with the other members of European Union
Bulgaria has very poor results of e-commerce, i.e. only around 2-4 % of Bulgarians are
active clients of Internet shopping [1]. The main reason is psychological attitude and
distrust in these systems.
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The most popular way of shopping is the traditional way when you can see, touch and
even try the goods. But now there are some new ways of trading and buying goods. For
example, in the UK there are dedicated television channels and they offer only goods which
you can buy via telephone. Another way is online shopping. But at the same time there are
some problems which could arise when it comes to delivery. Many customers complain of
goods’ quality which turns out not to be the same as it was written in the offer, or it is not the
same as it looks on the web site. Also some orders may have been lost during the delivery time.
One of the problems in using e-shops in Bulgaria is that your order will be delivered only by
courier and you must pay extra money which discourage customers. Fortunately, according to
European customer centre in Bulgaria problems with delivery have significantly decreased, the
goods recently are with good quality and without defects [2].

The problems indentified are distrust in local firms and manufactures, which
offer usage of e-shops and e-services. Other disadvantages are: bad customer service;
low quality products; long-period for delivery and lack of variety in payment process [1].
Products that we buy via Internet are not always with the same size, quality or origin, and
this is a prerequisite not to use Internet as main source of goods. Payment process must
assure clients about their resource security and they must feel free and safe in using e-
shops. 85% of Bulgarian customers pay their money in cash when the delivery comes, and
only 15 % think that Internet is safe enough to trust the system and provide their data.

In Bulgaria there are many opportunities in using e-shops and e-commerce. The
problems which the country must solve are to make people trust and use Internet for
shopping and to know that it is a safe place for their data and money. E-commerce allows
rich variety of products, so you can choose the most comfortable time for yourself to shop,
and also you can choose the way of payment. Distant access is one of the main functions
of system components for complex security of information. It contains devices for
identification and authentication, devices for authorized access of using a computer
system, devices for event registration [2].

One of the threats when you use Internet as an alternative way of trading is
the existing of viruses and security of personal information and data resources.
There have been many cases in which we may think that the computer or another
technology system has been infected by a virus when a client has used Internet. For
crackers and hackers this is a good way to steal data from your computer and to abuse it.
When it comes to money and transactions customers and e-shops providers must be
more careful and this must be the safest place in web site. We had witnessed, or maybe
even were victims, of criminal usage and stealing money from credit and debit cards. Bank
accounts can be affected by thefts if websites do not offer adequate security [3].

There are methods such as encryption, digital signature and certification, which
are common ways to provide security. The first method contains one or more algorithms for
encrypting, keys which use those algorithms and systems for managing the keys. According to
the method for encrypting in the very beginning the text is processed by those algorithms for
encrypting and the keys are sent later to the correspondents.. This method has two very
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important advantages - the key can be used with one algorithm for sending messages to people
and if the key somehow became known then it can be changed without changing the
algorithm. The second one, digital signature, is equivalent to the traditional signature, which is
applied when the transaction is initialized and the information is not changed or destroyed. It
can be used in two ways - with one secret key, which can be used by the two-parties or with
two secret keys - one key for every single party. Electronic certificate is a digital document
which connects the public key with certain consumer or application. This relation ties the
identification of the person who possesses keys, which will be used for encrypting and
signature [3]. These three methods are an important and irreplaceable way for ensuring the
information will be not used improperly.

In conclusion we can argue that the e-business sets many challenges in front of
corporations, firms and organizations in every world economy. Before Bulgarian
economy and Bulgarian community the solution for these problems is related to many
other different problems of economical, social, political, cultural, moral nature. The
morality of using Internet and the security of personal information and data are the main
reasons why the e-business is not a preferred way for shopping. Along with technology
development e-commerce will be known and easy way to buy products and goods, due to
its offering f a high variety of goods and an easy way of ordering them.

References:
1. Lukanov B., Which is the biggest problem in the development of e-commerce in our
country? <http://www.biservalov.net/blog/problemi-na-elektronnata-targovia>
2. Annual Report European Consumer Center, Bulgaria, 2011
Kraev L., Kraeva V, Emilova P., E-Business, Faber 2009.
4. Pandev S, Ecommerce Threads & Solutions < http://www.ezinearticles.com/?
Ecommerce- Threats-and- Solutions&id=884278>
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