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Abstract. The evolution of the cyberspace domain and its accompanying management 
tools has ushered in an era characterized by the emergence ofnew forms of confrontation: 
cy ber blockades and cy ber sanctions. This development has paved the ways for enhanced 
capabilities in economic management, the expansion of diplomatic and trade 
relationships, and ultimately, the safeguarding of national interests at an unprecedented 
level. This paper presents the results of an analysis of these new categories, elucidating 
their interconnectedness, and highlighting the evolution and continued development of 
these two domains, particularly within cyberspace. The authors draw attention to the new 
dimensions of confrontation within the cyberspace realm, encompassing explicit and 
hidden threats to individuals, society, and the state. 
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1. Introduction

The interactions between users, information systems, and their components can traveISe 

several distinct stages: cooperation, integration, competition, and confrontation. It is 
noteworthy that these stages span across various domains, including political, military, 
economic, technological, social, and ideological. Interaction and confrontation manifest 

themselves at multiple levels, encompassing the global, strategic, tactical, and individual 
spheres. The significance of this topic is greatly magnified in the context of each nation's quest 
to safeguard its national interests concerning cybersecurity [1]. A crucial observation arises 

from [2, 3], emphasizing the unique characteristics of the cyberspace domain when compared 
to other domains. 

Firstly, cyberspace is a product of human creation. Secondly, military and civilian 

(diplomatic, trade, etc.) capabilities in other domains are managed through and by means of 
the cyber domain. Thirdly, distinguishing between military and civilian aspects of cyber 
operations is often challenging and occasionally impossible due to their intricate 

intertwinement. Fourthly, attributing operations conducted within cyberspace is an 
exceedingly complex endeavor (Fig.I). 

Not too long ago, humanity recogniz.ed only two domains, namely land and sea. 

However, with the relentless advancement of science and technology, new domains such as 
aerospace, information, and most recently, cyberspace have emerged. It is imperative to 
fundamentally reevaluate the systemfor managing cyber risks in these new conditions [4-8]. 

2. Literature Oveni.ew

It is important to acknowledge that the first and the most comprehensive work on the 
subject of cyber blockades can be found in the works of [9-10], and [11]. A. Russel, in 
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