
Sustainability and Economic Resilience in the 

Context of Global Systemic Transformations 

DOI: https://doi.org/10.53486/ser2025.24  
International Scientific and Practical Conference,  

4th Edition, March 27-28, 2023, Chișinău,  Moldova 

 

Academy of Economic Studies of Moldova, ISBN 978-9975-168-27-4 (PDF).   228 

 

THE RELATIONSHIP BETWEEN FINANCIAL INFORMATION 

SECURITY MANAGEMENT AND CORPORATE RISK 

MANAGEMENT 

Mesut ATASEVER 

PhD, Associate Professor  

 University of Uşak, Uşak, TÜRKIYE 

Email: mesut.atasever@usak.edu.tr  

ORCID: 0000-0002-7189-7551 

Ercan ÖZEN 

Dr., Professor  

University of Uşak, Uşak, TÜRKIYE 

Email: ercan.ozen@usak.edu.tr  

ORCID: 0000-0002-7774-5153 

Abstract: In the globalized business world, financial information security management (FISM) and 

corporate risk management (CRM) have become critical elements for ensuring business 

sustainability and gaining a competitive advantage. The security of financial information not only 

protects the financial integrity of businesses but also supports long-term success by enhancing 

reputation management, regulatory compliance, and stakeholder trust. However, the necessity of 

addressing the relationship between financial information security and corporate risk management 

within a holistic framework has not been sufficiently emphasized in the literature, especially with 

the increasing threats in cybersecurity. This gap creates uncertainties regarding how businesses 

should integrate financial information security into their risk management strategies. The purpose 

of this study is to analyze the interaction between financial information security management and 

corporate risk management and to provide a practical and applicable framework for integrating 

financial information security into business risk management strategies. The study examines how 

financial information security management is integrated into corporate risk management processes 

(risk identification, assessment, response, and monitoring) and its impact on organizational 

performance (cost reduction, efficiency improvement, and competitive advantage). Considering 

major financial crises and cyberattacks, the global impact of financial information security threats 

on businesses, national economies, and the global financial system is increasingly being discussed. 

In this context, the study highlights the critical importance of FISM and CRM for businesses and 

presents concrete examples of the risks that may arise if these two concepts are not considered 

together (data breaches, financial losses, reputational damage, legal sanctions). The study 

systematically reviews existing approaches in the literature (such as ISO 27001 and the NIST 

Cybersecurity Framework) to contribute to the development of effective financial security and risk 

management policies for businesses.This study employs qualitative research methods, including a 

literature review and expert opinions. By analyzing current studies and industry reports, the 

relationship between financial information security and corporate risk management is examined in 

depth.In conclusion, integrating financial information security management with effective 

corporate risk management policies plays a crucial role in enhancing business sustainability, 

gaining a competitive advantage, and reducing costs. Businesses must adopt a holistic management 

approach that incorporates cybersecurity measures, financial risks, and regulatory requirements. 

This comprehensive approach is essential for ensuring long-term success and maintaining a 

competitive edge in today's dynamic business environment. 

Keywords: Financial Information Security Management, Corporate Risk Management, 

Cybersecurity, Risk Assessment, Risk Management Strategies, Data Security, Regulations. 

UDC: 005.934:005.334:657.1 

Classification JEL: G32, M15, M42, G34 

https://doi.org/10.53486/ser2025.24
mailto:mesut.atasever@usak.edu.tr
mailto:ercan.ozen@usak.edu.tr


Sustainability and Economic Resilience in the 

Context of Global Systemic Transformations 

DOI: https://doi.org/10.53486/ser2025.24  
International Scientific and Practical Conference,  

4th Edition, March 27-28, 2023, Chișinău,  Moldova 

 

Academy of Economic Studies of Moldova, ISBN 978-9975-168-27-4 (PDF).   229 

 

1. Introduction 

In today’s rapidly evolving digital economy, financial information security has 

become an indispensable pillar of corporate risk management. Organizations operate in an 

environment characterized by increasing complexity, regulatory scrutiny, and a growing 

number of cyber threats that pose significant risks to financial stability. Ensuring the 

confidentiality, integrity, and availability of financial data is no longer just a technological 

challenge but a fundamental component of corporate governance and strategic risk 

management. (Rampini et al., 2019) 

At the core of this relationship lies the understanding that financial data is one of 

the most valuable assets an organization possesses, and its protection is crucial for 

maintaining operational continuity, stakeholder trust, and regulatory compliance. 

Traditionally, corporate risk management focused primarily on financial, operational, and 

market risks, with an emphasis on mitigating losses through insurance and internal 

controls. However, in recent years, the scope of risk management has expanded to include 

a more integrated, strategy-driven approach that encompasses digital threats, cyber risks, 

and financial information security. (Dhar, 2013) 

To address these emerging risks effectively, organizations must implement robust 

financial information security management systems that align with broader Enterprise Risk 

Management (ERM) frameworks. A well-structured ERM approach enables companies to 

assess vulnerabilities, mitigate cyber threats, and ensure that financial data remains secure 

against unauthorized access, fraud, and disruptions caused by external events. (Managing 

Information Security Risk, 2011) This holistic integration not only strengthens 

cybersecurity resilience but also enhances an organization's ability to anticipate and 

respond to crises more effectively. 

The necessity of this alignment has become even more apparent in the wake of 

global disruptions such as the COVID-19 pandemic, which exposed vulnerabilities in 

corporate financial systems and highlighted the importance of digital resilience. The 

evolving threat landscape now includes sophisticated cyberattacks, ransomware incidents, 

and large-scale data breaches that can cause financial and reputational damage. (Ismanu et 

al., 2021) In response, organizations must adopt a proactive stance, integrating financial 

information security into their corporate risk management strategies to ensure sustainable 

growth and long-term success. 

By embedding financial information security into corporate risk management 

frameworks, organizations can achieve greater transparency, enhance decision-making 

processes, and safeguard their competitive advantage. A well-integrated approach fosters a 

culture of risk awareness and preparedness, enabling companies to navigate uncertainties 

with confidence. Moving forward, businesses must continue to invest in advanced security 

technologies, employee training, and regulatory compliance to mitigate evolving threats 

and ensure the resilience of their financial ecosystems. 

2. Literature Review and Conceptual Framework: Financial Information 

Security and Corporate Risk Management 
The literature review on the interplay between financial information security and 

corporate risk management reveals a progressive evolution of thought and practice in the 

domain of information security within corporate structures. The exploration begins with 

(Wu, 2007), who underscores the necessity for organizations to strike a balance between 

security and productivity. The author emphasizes the critical role of user training and the 

importance of presenting a business case for investments in information security, 
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particularly in light of regulatory pressures such as the Sarbanes-Oxley Act (SOX). This 

foundational work sets the stage for understanding the growing complexity of information 

systems and the legal ramifications of security breaches, thus highlighting the imperative 

for robust information security measures. 

Hatsu, Ujapka, and Mpimwood (2015) build on this foundation by examining the 

implementation of information security systems within Ghanaian banks. Their study points 

to the necessity of proactive fraud risk assessments and emphasizes the relationship 

between effective information systems auditing and overall banking performance. This 

work illustrates the practical implications of governance frameworks in managing risks 

associated with cyber threats within the banking sector, aligning with the earlier insights of 

(Wu, 2007) regarding the critical need for rigorous information security protocols. 

In the same year, (Horia IONESCU & Dana VILAG, 2015) delve into the integration 

of risk management within corporate governance, positing that the Board of Directors plays a 

pivotal role in overseeing the effectiveness of risk management strategies. Their analysis 

connects financial management with corporate governance, asserting that as globalization 

increases market volatility, the importance of financial risk management intensifies. This 

perspective broadens the understanding of risk management, framing it as an essential 

component of corporate strategy that influences financial performance. 

Musa and Clift (2017) introduce a framework for managing cybersecurity risks, 

emphasizing the need for corporations to adopt flexible and repeatable processes. Their 

findings advocate for the incorporation of security considerations into the development 

cycle of organizational systems. This work aligns with the earlier discussions on the 

necessity of high-level oversight in risk management and the operationalization of security 

policies across the organization. 

Continuing this trajectory, (Ionuț, 2017) shifts focus to the evolution of risk 

management practices in response to the dynamic nature of cyber threats. The author 

critiques traditional approaches and suggests a more strategic alignment between 

cybersecurity and business risk management. This perspective reinforces the notion that 

cybersecurity is not merely an IT concern but a strategic imperative that requires a 

comprehensive understanding of organizational risk. 

Rios Insua et al. (2019) further contribute to the discourse by proposing an 

adversarial risk analysis framework for cybersecurity. They highlight the limitations of 

existing risk assessment methodologies, advocating for a more nuanced approach that 

considers intentional threats. This critical evaluation of current practices underscores the 

need for organizations to refine their risk analysis processes to better anticipate and 

mitigate cyber threats. 

Brunner et al. (2020) expand on the conceptual frameworks by exploring the status 

quo of risk management practices in information security within the DACH region. Their 

research emphasizes the importance of asset inventory management and the systematic 

identification of security risks, providing a structured approach to implementing effective 

information security measures that align with organizational goals. 

Uchendu et al. (2021) conduct a systematic review of cybersecurity culture, 

identifying key challenges and current practices in fostering a security-conscious 

environment within organizations. Their findings resonate with previous studies by 

highlighting the importance of cultivating a robust cybersecurity culture as a means of 

enhancing overall security posture. 

Guerin (2022) addresses the implications of emerging governance issues and the 

heightened importance of cyber risk management for board directors. The author discusses 

the evolving role of digitalization in auditing and the necessity for organizations to 
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adequately prepare for cyber threats, particularly in sensitive sectors such as healthcare and 

extractive industries. This work reinforces the critical need for strategic oversight in 

managing cybersecurity risks. 

Finally, (Klumpes, 2023) explores the coordination of cybersecurity risk 

management within the U.K. insurance sector, emphasizing the importance of integrated 

monitoring systems and the growing demand for cyber insurance. The author highlights the 

challenges faced by firms in balancing compliance with value-added services, thereby 

illustrating the complex landscape of cybersecurity risk management in contemporary 

business environments. 

Through this comprehensive review of the literature, it becomes evident that 

financial information security and corporate risk management are increasingly interlinked, 

necessitating a strategic approach that encompasses both governance and operational 

practices. The evolution of thought reflected in these studies underscores the critical 

importance of adapting to the complexities of the modern digital landscape. 

In today's interconnected business environment, Financial Information Security 

Management (FISM) and Corporate Risk Management (CRM) have become indispensable 

components of sustainable business practices. Financial information security involves 

safeguarding sensitive financial data from unauthorized access, cyber threats, fraud, and 

data breaches. It ensures the confidentiality, integrity, and availability of financial data, 

which is crucial for maintaining trust among stakeholders, ensuring regulatory compliance, 

and preserving competitive advantage. 

On the other hand, corporate risk management encompasses a broader spectrum, 

including financial, operational, strategic, and compliance-related risks. Traditionally, risk 

management was viewed through the lens of financial controls and insurance mechanisms. 

However, with the increasing reliance on digital technologies, businesses are now exposed 

to more complex risks, including cyber threats, ransomware attacks, and digital fraud. As a 

result, corporate risk management has evolved into a holistic discipline that integrates 

financial security measures with strategic decision-making processes. 

The relationship between FISM and CRM lies in the recognition that financial data 

is not just a transactional component but a strategic asset that must be actively protected. 

Integrating financial information security into corporate risk management enables 

organizations to proactively identify, assess, and mitigate cyber and financial risks in a 

cohesive manner. This integration helps businesses minimize financial losses, enhance 

resilience, and strengthen regulatory compliance. 

Despite its significance, the synergy between FISM and CRM is often overlooked 

in both academic literature and practical applications. Many organizations still treat 

financial security as an isolated IT function rather than an integral part of enterprise-wide 

risk management. Addressing this gap requires a structured approach where financial 

information security is embedded within risk assessment frameworks, operational policies, 

and strategic decision-making. 

By establishing a strong connection between financial security and risk management, 

organizations can create a robust defense mechanism against emerging threats. This study 

explores how businesses can systematically integrate FISM into CRM frameworks to 

enhance organizational performance, reduce costs, and ensure long-term sustainability. 

3. The Need for an Integrated Approach to Financial Information 

Security and Risk Management 

The literature surrounding the integration of financial information security and risk 

management highlights a growing recognition of the need for a cohesive approach to 
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address the multifaceted challenges posed by cyber threats and operational vulnerabilities 

within financial institutions. The studies reviewed span several years and geographical 

contexts, providing a comprehensive understanding of the evolving landscape of 

information security. 

In 2015, (Hatsu et al., 2015) examined the implementation of information security 

systems and IT audits in Ghanaian banks, underscoring the necessity of proactive fraud 

risk assessments and management processes. Their findings revealed a significant 

relationship between information systems auditing and bank performance, yet they noted a 

lack of literature on the impact of these systems in Ghana, emphasizing the urgent need for 

improved controls. 

(Loretta Collins, 2015) further contributed to the discourse by exploring the 

security risks associated with wireless networking. The study highlighted the 

vulnerabilities inherent in wireless systems, which are often exacerbated by inadequate risk 

management practices. The theoretical framework employed underscored the importance 

of assessing risks to protect valuable information assets, a theme that resonates with the 

findings of (Hatsu et al., 2015) regarding the necessity of robust security measures. 

(Adonis & Sibongiseni Ngcamu, 2016) conducted an empirical investigation into 

information management systems at a South African financial institution, revealing significant 

deficiencies in training and preparedness among employees. Their study illustrated how a lack 

of understanding of information security policies could lead to detrimental consequences, 

echoing the need for comprehensive training programs and robust information management 

practices highlighted by (Hatsu et al., 2015) and (Loretta Collins, 2015). 

(Reimers & B. Scheepers, 2016) shifted the focus to non-financial risk management 

within retail banks, identifying challenges in integrating these practices into strategic 

processes. Their qualitative research indicated that operational and business risks, often 

overlooked in favor of traditional financial risk assessments, require greater attention to 

enhance organizational performance. This highlights an essential gap in the existing 

literature, suggesting that a more integrated approach to risk management could yield 

significant benefits. 

(Cole et al., 2017) brought attention to the economic implications of security 

breaches, particularly in the context of the EU General Data Protection Regulation 

(GDPR). Their findings emphasized the importance of understanding information security 

within a broader economic framework, reinforcing the notion that effective risk 

management is crucial for maintaining customer trust and organizational integrity. 

The study by (Sirma et al., 2019) on information security policies among SACCOS 

in Kenya further emphasized the role of employee training and awareness in mitigating 

insider threats. Their research underscored the necessity of fostering a culture of security 

within organizations, aligning with the earlier findings that highlighted the critical role of 

training in effective risk management. 

(Brunner et al., 2020) investigated the status quo of information security risk 

management practices in the DACH region, revealing a tendency for ad-hoc approaches 

among employees. Their empirical findings pointed to significant challenges in the reliable 

evaluation of risk exposure, suggesting that a more systematic and integrated approach is 

essential for effective decision-making in information security. 

Recent contributions by (Wan et al., 2023) and (Javaheri et al., 2023) have focused 

on the specific risks associated with fintech lending and cybersecurity threats in the 

financial sector. (Wan et al., 2023) highlighted the necessity for fintech firms to 

comprehensively identify and manage various risks, including technological and regulatory 

risks, while (Javaheri et al., 2023) called for an urgent update of defense mechanisms to 
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counter the rapidly evolving cyber threat landscape. Both studies reinforce the imperative 

for an integrated approach that encompasses all facets of risk management within financial 

information security. 

Collectively, these articles illustrate a critical need for financial institutions to adopt 

an integrated approach to information security and risk management, recognizing that the 

complexities of modern threats demand a cohesive and comprehensive strategy. 

In an era of increasing digitalization and interconnected business operations, 

financial information security and corporate risk management can no longer be treated as 

separate disciplines. The complexity and frequency of cyber threats, such as data breaches, 

ransomware attacks, and financial fraud, have made it essential for businesses to integrate 

financial information security into their broader risk management strategies. However, 

many organizations still approach these areas in isolation, leading to inefficiencies, 

vulnerabilities, and heightened risks. 

A fragmented approach to financial information security and risk management can 

result in gaps in risk identification, delayed responses to security threats, and increased 

regulatory non-compliance. For instance, while corporate risk management frameworks may 

address financial risks such as credit and market risks, they often fail to incorporate 

cybersecurity threats that directly impact financial stability. Conversely, financial 

information security strategies tend to focus on technical measures such as encryption, 

firewalls, and access controls without aligning these efforts with broader corporate risk 

management objectives. This disjointed approach prevents organizations from developing a 

comprehensive risk mitigation framework that accounts for both financial and cyber threats. 

An integrated approach to financial information security and corporate risk 

management ensures that organizations can identify, assess, and mitigate risks holistically. 

By embedding financial security measures into enterprise risk management (ERM) 

frameworks, businesses can enhance their ability to detect financial vulnerabilities, prevent 

fraud, and ensure business continuity. This approach also improves decision-making by 

providing a more accurate risk assessment that includes both cyber and financial threats, 

ultimately reducing potential losses and operational disruptions. 

Regulatory bodies and industry standards, such as ISO 27001 and the NIST 

Cybersecurity Framework, emphasize the importance of aligning information security with 

enterprise risk management practices. Compliance with these standards requires businesses to 

integrate cybersecurity measures into their financial governance policies, ensuring a proactive 

rather than reactive approach to risk mitigation. Furthermore, organizations that adopt an 

integrated approach are better positioned to protect their reputation, enhance stakeholder trust, 

and gain a competitive advantage in an increasingly volatile business environment. 

The need for an integrated approach to financial information security and corporate 

risk management has never been more critical. Organizations must transition from siloed 

risk management strategies to a unified, proactive, and strategic framework that addresses 

both financial and cybersecurity risks comprehensively. This study explores how 

businesses can achieve this integration to improve resilience, ensure regulatory 

compliance, and strengthen financial performance in the long run. 

4. Integration of Financial Information Security into Corporate Risk 

Management Processes 

The integration of Financial Information Security Management (FISM) into 

Corporate Risk Management (CRM) is essential for ensuring a comprehensive and 

proactive approach to organizational risk. Financial data is one of the most critical assets of 

any business, and its protection is directly linked to corporate stability, regulatory 
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compliance, and stakeholder confidence (Analyst1, n.d.). However, in many organizations, 

financial security measures are implemented as standalone IT functions rather than being 

embedded within a broader risk management strategy. To effectively mitigate risks and 

ensure business resilience, companies must integrate financial information security into 

corporate risk management processes at every stage, including risk identification, 

assessment, response, and monitoring. 

The first step in integrating financial information security into corporate risk 

management is to identify potential threats that could compromise financial data integrity. 

This includes both internal threats, such as employee fraud, human error, and system 

failures, and external threats, such as cyberattacks, ransomware, and financial fraud 

(UpGuard, 2024). A risk assessment framework should be employed to evaluate the 

likelihood and potential impact of these threats on business operations. Techniques such as 

vulnerability assessments, penetration testing, and predictive analytics can help 

organizations gain a clearer picture of their risk exposure (NIST, 2020). 

Once risks are identified, businesses must develop and implement mitigation strategies 

that align financial information security with corporate risk management goals. This includes 

deploying strong encryption methods, multi-factor authentication, real-time monitoring 

systems, and incident response plans (NIST, 2020). Additionally, access control mechanisms 

should be established to limit data access only to authorized personnel, reducing the risk of 

internal fraud and data manipulation. A well-defined cybersecurity policy should also be 

integrated into the company's overall Enterprise Risk Management (ERM) framework, 

ensuring that financial security risks are managed alongside other corporate risks, such as 

operational, strategic, and compliance risks (UpGuard, 2024). 

Financial information security risks are constantly evolving due to advancements in 

technology and changes in regulatory requirements. Therefore, continuous risk monitoring 

and compliance management are critical to sustaining an integrated approach (Analyst1, 

n.d.). Organizations should leverage Artificial Intelligence (AI) and Machine Learning (ML) 

to enhance their monitoring capabilities and detect anomalies in financial transactions. 

Furthermore, adherence to global standards such as ISO 27001, NIST Cybersecurity 

Framework, GDPR, and the Sarbanes-Oxley Act (SOX) ensures that financial security 

policies remain aligned with international best practices (UpGuard, 2024). 

By embedding financial information security into corporate risk management 

processes, organizations can minimize financial losses, enhance resilience, and improve 

decision-making capabilities. An integrated approach not only strengthens a company’s 

financial stability but also safeguards its reputation and long-term success in an 

increasingly volatile business environment. 

5. Global Financial Crises, Cyber Threats, and Their Business Implications 

In today’s interconnected world, businesses face unprecedented challenges due to 

the increasing frequency and complexity of global financial crises and cyber threats. These 

risks not only disrupt financial markets but also pose significant threats to corporate 

stability, operational efficiency, and long-term sustainability. The integration of financial 

information security management (FISM) with corporate risk management (CRM) has 

become imperative in mitigating these risks and ensuring business resilience. 

The Impact of Global Financial Crises 

Global financial crises, such as the 2008 financial crisis and the economic 

disruptions caused by the COVID-19 pandemic, have highlighted the vulnerability of 

businesses to external financial shocks. These crises often lead to: 
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▪ Liquidity constraints and capital shortages, making it difficult for businesses 

to sustain operations. 

▪ Regulatory changes, requiring companies to enhance transparency and 

compliance measures. 

▪ Market volatility, increasing the risks associated with financial transactions 

and investments. 

During financial crises, the need for robust financial information security becomes 

even more critical, as companies must protect their assets from fraudulent activities, cyber 

exploitation, and insider threats that tend to rise during economic downturns. 

The Growing Threat of Cyber Attacks 

While financial crises present macroeconomic risks, cyber threats introduce 

operational and reputational dangers that can severely impact business continuity. High-

profile cyberattacks, such as ransomware incidents and data breaches, have demonstrated 

how vulnerable financial data is to exploitation. Key cyber threats include: 

▪ Data breaches, leading to financial losses, legal penalties, and reputational 

damage. 

▪ Ransomware attacks, where businesses are forced to pay large sums to regain 

access to their critical financial data. 

▪ Phishing and social engineering, targeting employees to gain unauthorized 

access to corporate financial systems. 

Cyber threats are no longer just IT concerns; they are strategic risks that demand an 

integrated approach within corporate risk management frameworks. 

Business Implications and the Need for a Resilient Strategy 

The convergence of financial crises and cyber threats requires businesses to adopt a 

proactive and adaptive risk management approach. Organizations must: 

▪ Develop comprehensive risk assessment models that incorporate both 

financial and cybersecurity risks. 

▪ Enhance data encryption, multi-factor authentication, and real-time threat 

detection to protect financial information. 

▪ Align regulatory compliance frameworks with international financial security 

standards to mitigate legal and financial repercussions. 

By integrating financial information security into corporate risk management, 

businesses can enhance their resilience, maintain market confidence, and secure long-term 

growth in an unpredictable economic and digital landscape. 

6. Key Best Practices in Financial Information Security and Risk 

Management 

Risk-Based Approach to Security 

Organizations should conduct regular risk assessments to identify vulnerabilities in 

their financial systems. Implementing a tiered security strategy ensures that high-risk areas 

receive greater protection. 

Data Encryption and Access Control 

End-to-end encryption protects financial data from unauthorized access during 

transmission and storage. Role-based access control (RBAC) limits access to sensitive 

information based on user roles and responsibilities. 
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Continuous Monitoring and Incident Response 

Real-time threat detection systems can identify anomalies before they escalate into 

serious breaches. A structured incident response plan (IRP) ensures quick containment and 

mitigation of cyber threats. 

Regulatory Compliance and Governance 

Companies must adhere to international financial security regulations, such as 

GDPR, SOX, and PCI-DSS, to avoid legal and financial penalties. Regular compliance 

audits help organizations align with evolving regulatory frameworks. 

Employee Awareness and Training 

Since human error is a major factor in security breaches, cybersecurity training 

programs should be implemented to educate employees about phishing, social engineering, 

and secure data handling practices. International Standards in Financial Information 

Security and Risk Management ISO/IEC 27001 – Information Security Management 

System (ISMS):  

▪ Provides a structured framework for managing sensitive information securely. 

▪ Helps organizations implement a risk-based approach to financial data 

protection. 

NIST Cybersecurity Framework 

A widely adopted framework for improving cybersecurity risk management in 

organizations. Defines five core functions: Identify, Protect, Detect, Respond, and Recover. 

Basel III Regulations 

Focuses on strengthening financial institutions' resilience to economic and 

operational risks. Includes requirements for liquidity risk management and stress testing to 

prevent financial instability. 

COBIT (Control Objectives for Information and Related Technologies) 

A framework that aligns IT security with business risk management. 

Helps organizations ensure data integrity, availability, and confidentiality. 

GDPR (General Data Protection Regulation) & PCI-DSS (Payment Card Industry Data 

Security Standard) 

▪ GDPR emphasizes data privacy and protection for financial transactions. 

▪ PCI-DSS ensures secure handling of cardholder data in financial institutions. 

The Role of Standards in Strengthening Corporate Risk Management 

By adhering to these best practices and standards, organizations can: 

▪ Enhance financial data protection and reduce the risk of cyber incidents. 

▪ Improve regulatory compliance, avoiding penalties and reputational damage. 

▪ Strengthen corporate resilience, ensuring financial stability and business 

continuity. 

A proactive and standardized approach to financial information security is no 

longer optional but a necessity for businesses aiming to stay competitive and secure in an 

increasingly digital world. 

7. Methodology 

This study employs qualitative research methods to explore the relationship 

between Financial Information Security Management (FISM) and Corporate Risk 

Management (CRM). A systematic literature review and expert opinions form the 

foundation of the research, providing a comprehensive analysis of existing frameworks, 

https://doi.org/10.53486/ser2025.24


Sustainability and Economic Resilience in the 

Context of Global Systemic Transformations 

DOI: https://doi.org/10.53486/ser2025.24  
International Scientific and Practical Conference,  

4th Edition, March 27-28, 2023, Chișinău,  Moldova 

 

Academy of Economic Studies of Moldova, ISBN 978-9975-168-27-4 (PDF).   237 

 

challenges, and best practices in integrating financial security with corporate risk 

management strategies. 

Qualitative Research Approach 

Given the complexity of financial security and risk management, a qualitative 

approach was chosen to gain in-depth insights into how organizations manage financial 

data security while addressing corporate risks. This method allows for an exploratory and 

interpretative examination of various factors influencing financial security practices in 

organizations. 

Data Collection Methods 

1. Literature Review 

▪ A systematic review of academic journals, industry reports, and regulatory 

guidelines was conducted to identify prevailing theories, frameworks, and 

standards (e.g., ISO 27001, NIST Cybersecurity Framework). 

▪ Peer-reviewed sources from Scopus, Web of Science, and Google Scholar 

were analyzed to ensure credibility and relevance. 

▪ The review focused on case studies illustrating real-world applications of 

financial information security management in corporate risk strategies. 

2. Expert Opinions 

▪ Semi-structured interviews were conducted with financial security experts, 

risk management professionals, and IT security specialists to gain practical 

insights into industry challenges and solutions. 

▪ The experts were selected based on their professional experience (minimum 

10 years) and involvement in cybersecurity or risk management in financial 

institutions or multinational corporations. 

▪ Key themes emerging from these discussions included cyber risk trends, 

regulatory compliance challenges, and effective mitigation strategies. 

Data Analysis Process 

1. Thematic Analysis 

▪ The collected qualitative data (literature findings and expert interviews) were 

analyzed using thematic coding to identify patterns and emerging trends. 

▪ Thematic categories included financial data security challenges, risk 

mitigation strategies, regulatory frameworks, and corporate governance 

influences. 

2. Comparative Analysis 

▪ Findings from different industries (financial services, technology firms, and 

manufacturing companies) were compared to understand variations in 

financial security risks and management approaches. 

▪ International best practices and regulatory requirements were evaluated to 

develop a practical integration model for businesses. 

Sampling and Selection Criteria 

▪ The literature review focused on studies published between 2010 and 2024, 

ensuring that both foundational theories and recent developments were covered. 

▪ Experts were selected using purposive sampling, targeting professionals from 

finance, cybersecurity, and risk management fields with significant experience 

in corporate governance and regulatory compliance. 
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▪ Industry reports from organizations such as ISO, NIST, and the Basel 

Committee on Banking Supervision were also incorporated to provide a 

broader perspective on financial risk management. 

Conclusion on Methodology 

By integrating systematic literature review and expert perspectives, this research 

aims to develop a practical and applicable framework for aligning financial information 

security management with corporate risk management. The combination of thematic and 

comparative analysis ensures a comprehensive and multi-dimensional understanding of the 

subject, bridging the gap between academic research and real-world business practices. 

 8. Findings and Discussion 

The findings of this study reveal that the integration of Financial Information 

Security Management (FISM) with Corporate Risk Management (CRM) is not only 

essential but increasingly urgent in today’s complex business environment. The analysis of 

the literature and expert opinions suggests that financial data security and corporate risk 

management are two interdependent domains that, when properly aligned, can create a 

more resilient, competitive, and sustainable organization. 

Key findings include: 

1. Increasing Complexity of Financial Information Security Risks 

The growing number and sophistication of cyber threats, such as ransomware 

attacks, data breaches, and phishing, were identified as significant challenges facing 

businesses. Financial institutions, in particular, are high-risk targets, as they manage 

sensitive financial data and are prime candidates for cyberattacks aimed at exploiting 

vulnerabilities. A significant number of experts reported that the risks associated with 

financial data breaches have escalated in recent years, creating a higher demand for 

integrated risk management frameworks. 

2. Inadequate Integration between FISM and CRM 

Despite the critical need for aligning FISM with CRM, many organizations still 

manage these two domains as separate silos. This fragmented approach leads to 

inefficiencies in risk mitigation strategies, particularly in terms of cybersecurity. The study 

found that many organizations were focused on financial performance and traditional risk 

management practices without addressing the growing significance of cyber risks in their 

overall risk management strategy. 

3. Lack of Comprehensive Frameworks for Integration 

Although there are numerous frameworks and standards available (e.g., ISO 27001, 

NIST Cybersecurity Framework), the research revealed that many organizations still 

struggle to implement these frameworks in a holistic manner. A recurring theme among 

experts was the need for a tailored, organization-specific approach to integrate financial 

information security seamlessly into the broader corporate risk management strategy. 

4. The Role of Regulatory Compliance in FISM and CRM Integration 

Regulatory pressures, such as GDPR and Basel III, have been recognized as 

catalysts for the integration of financial information security into corporate risk 

management practices. Experts highlighted that compliance requirements force 

organizations to adopt more comprehensive security and risk management strategies, thus 

making the connection between FISM and CRM more explicit. However, many companies 

face challenges in meeting compliance requirements due to insufficient integration 

between these two domains. 
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Interpretation of Findings and Business Implications 

The findings from this research have significant implications for businesses, 

particularly those operating in industries with high exposure to financial and cyber risks. 

The following key points offer actionable insights: 

1. The Need for a Holistic Risk Management Approach 

Businesses must adopt a holistic approach to risk management, where financial 

information security is embedded within the broader corporate risk management strategy. 

As cyber threats continue to evolve, it is no longer sufficient for organizations to treat 

financial information security as a stand-alone function. Financial data breaches can lead to 

reputational damage, legal consequences, and significant financial losses. Therefore, 

organizations should establish integrated enterprise risk management frameworks that 

incorporate both traditional risks (e.g., financial, operational) and cyber-related threats. 

2. Improved Resilience through FISM-CRM Integration 

When FISM and CRM are effectively integrated, organizations are better equipped 

to identify, assess, and mitigate financial and cyber risks simultaneously. This integration 

enhances an organization’s resilience to cyberattacks, reduces potential financial losses, 

and improves decision-making processes. For example, organizations can use data from 

financial risk assessments to enhance their cybersecurity strategies, thereby reducing the 

likelihood of cyber threats affecting financial performance. 

3. Competitive Advantage and Stakeholder Trust 

Organizations that successfully integrate financial information security with risk 

management can gain a competitive advantage. By demonstrating a commitment to data 

security and regulatory compliance, businesses build stakeholder trust, which is crucial in 

maintaining customer loyalty and reputation. Moreover, companies that prioritize 

integrated risk management are better positioned to respond to emerging risks, thus 

ensuring long-term sustainability and adaptability in a fast-changing business environment. 

4. Adopting Best Practices and Regulatory Compliance 

The study underscores the importance of adopting recognized best practices and 

complying with regulatory frameworks to manage both financial and cyber risks. 

Businesses that align with standards such as ISO 27001 and NIST are not only enhancing 

their security posture but are also positioning themselves to meet evolving compliance 

requirements. In highly regulated industries, such as finance and healthcare, aligning FISM 

and CRM ensures that businesses can meet legal and regulatory obligations while 

safeguarding financial and customer data. 

5. Challenges and Future Research Directions 

One of the challenges highlighted in this study is the lack of a unified framework 

that guides organizations in integrating FISM and CRM effectively. Future research could 

explore the development of such frameworks, as well as case studies of businesses that 

have successfully integrated these domains. In addition, there is a need for further 

exploration of the relationship between organizational culture, leadership commitment, and 

the success of FISM-CRM integration. 

The findings from this study reinforce the necessity of integrating Financial 

Information Security Management (FISM) into Corporate Risk Management (CRM) to 

build resilient, competitive, and compliant organizations. As businesses continue to face 

increasing risks from cyber threats, economic instability, and regulatory pressure, the 

integration of these two critical domains is imperative for long-term success. By adopting a 

holistic approach and aligning financial security with corporate risk management 

strategies, businesses can enhance their resilience, protect their assets, and maintain a 

competitive edge in an increasingly complex and volatile business environment. 
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9. Conclusions and Recommendations 

 This study highlights the critical importance of integrating Financial Information 

Security Management (FISM) into Corporate Risk Management (CRM). The findings 

clearly show that the risks associated with financial information security are no longer 

isolated to the IT department but must be recognized as integral components of an 

organization's broader risk management strategy. The complex, rapidly evolving nature of 

cyber threats, coupled with increasing regulatory requirements, makes it imperative for 

organizations to adopt a more comprehensive, unified approach to risk management. 

The study also underscores the significant gap in existing literature regarding the 

integration of these two domains. Although individual practices and standards, such as ISO 

27001 and NIST, are widely used, the integration of FISM and CRM remains 

underdeveloped in practice, particularly for organizations that have yet to bridge the gap 

between cybersecurity and broader risk management processes. This gap not only exposes 

organizations to substantial financial and reputational risks but also inhibits their ability to 

respond proactively to emerging threats. 

Recommendations for Businesses 

Based on the findings, the following key recommendations are provided for 

businesses aiming to strengthen their risk management frameworks and enhance their 

resilience against financial and cyber risks: 

Adopt an Integrated Risk Management Approach 

Organizations must move beyond treating financial information security and 

corporate risk management as separate entities. A more integrated and holistic approach 

should be adopted, where financial information security is embedded within the 

organization's overall corporate risk management strategy. This integration should include 

risk identification, assessment, response, and continuous monitoring across both financial 

and cybersecurity domains. 

Invest in Employee Training and Awareness 

One of the most significant vulnerabilities in financial information security is 

human error. Businesses must invest in regular training and awareness programs for 

employees to recognize potential risks, follow best practices for data security, and comply 

with regulatory requirements. Building a culture of security within the organization will 

not only reduce risk exposure but also empower employees to take ownership of 

safeguarding organizational data. 

Implement Robust Frameworks and Standards 

To effectively manage both financial and cyber risks, businesses should align their 

risk management processes with recognized frameworks and standards such as ISO 27001, 

NIST Cybersecurity Framework, and COBIT. These frameworks provide a structured 

approach to identify, assess, and mitigate risks and can be tailored to meet the specific 

needs of the organization. Adopting these standards also helps businesses stay compliant 

with legal and regulatory requirements. 

Leverage Technology for Continuous Monitoring and Risk Assessment 

Organizations should invest in advanced technologies that enable continuous 

monitoring of financial data and cybersecurity systems. Technologies such as artificial 

intelligence (AI), machine learning (ML), and blockchain can help detect anomalies, 

predict potential threats, and improve real-time risk assessment. By utilizing these 

technologies, businesses can respond quickly to emerging risks and reduce the potential 

impact of cyberattacks or financial fraud. 

Strengthen Incident Response Plans 
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Businesses must have a well-defined and tested incident response plan that 

addresses both cybersecurity and financial risks. This plan should include clear procedures 

for detecting, reporting, and responding to data breaches, financial fraud, and other security 

incidents. Regular drills and scenario-based exercises should be conducted to ensure 

preparedness in the event of a crisis. 

Establish Clear Accountability and Governance Structures 

It is essential for organizations to designate clear accountability and governance 

structures for managing financial information security and corporate risk management. 

Senior leadership should be actively involved in the risk management process, ensuring 

that security policies are aligned with strategic business goals. An empowered risk 

management team with cross-functional representation can facilitate the integration of 

financial security and risk management efforts across the organization. 

Potential Areas for Future Research 

As the business landscape continues to evolve, future research should focus on 

several areas to further advance the understanding and integration of financial information 

security and corporate risk management: 

Development of a Unified Framework 

Future studies could explore the development of a unified framework that 

integrates financial information security management and corporate risk management. This 

framework could be designed to provide a step-by-step guide for organizations to align 

their risk management strategies across both domains. 

Impact of Emerging Technologies on FISM and CRM 

With the rise of blockchain, artificial intelligence, and machine learning, there is a 

need to explore how these emerging technologies can enhance the integration of financial 

information security with corporate risk management. Research could focus on how 

businesses can leverage these technologies to better predict, detect, and mitigate financial 

and cybersecurity risks. 

Industry-Specific Approaches to FISM and CRM 

Research could investigate how different industries, such as banking, healthcare, or 

manufacturing, approach the integration of FISM and CRM. Understanding sector-specific 

challenges and solutions could provide valuable insights for developing tailored risk 

management strategies for organizations operating in distinct industries. 

Exploring the Role of Leadership in FISM and CRM Integration 

Another potential area for future research is to explore the role of leadership and 

organizational culture in the successful integration of financial information security and 

corporate risk management. How does leadership commitment to risk management 

influence the effectiveness of FISM-CRM integration? This area could provide insights 

into the organizational factors that contribute to successful risk management practices. 

Long-Term Impact of FISM-CRM Integration on Business Performance 

Future studies could examine the long-term impact of integrating FISM with CRM 

on business performance and sustainability. This could involve a longitudinal analysis to 

determine whether organizations that adopt integrated risk management frameworks 

outperform their competitors in terms of profitability, growth, and reputation. 

The integration of Financial Information Security Management (FISM) with 

Corporate Risk Management (CRM) is essential for safeguarding organizational assets, 

ensuring regulatory compliance, and achieving long-term business success. This study has 

highlighted the critical need for businesses to adopt a holistic approach to risk management, 

emphasizing the importance of cybersecurity and financial risk management as 

interconnected, rather than separate, domains. By implementing the recommendations 
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provided, organizations can not only reduce risk exposure but also enhance their competitive 

advantage in an increasingly complex and volatile global business environment. 

Future research in this area will continue to shape how organizations approach the 

integration of FISM and CRM, providing further insights into best practices, industry-specific 

challenges, and the role of emerging technologies in enhancing organizational resilience. 
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