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Banks should always take into consideration the fact that when
informational security masterminds think they developed the best
informational security systems, the cyber criminals will always be a
step forward. This reality should be recalled daily in order to ensure
the best informational protection, and banks, as the most valuable
field in the state and economy, should be obliged to keep up with
the best informational security protocols.

There are five key factors are contributing to the increasing
vulnerability of banks’ information resources, making it much more
difficult to secure them: (a) the evolution of the informational
systems’ resource from mainframe-only, today’s complex,
interconnected and interdependent, wirelessly networked business
environment; (b) modern computers and storage devices continue
to become smaller, faster, cheaper, and more portable, with greater
storage capacity; (c) the computing skills necessary to be a hacker
are decreasing; (d) international organized crime is taking over
cybercrime and (e) lack of management support. With these factors
keep growing and developing, it became an urge for banks to
establish the security of their informational systems as one of their
top priorities.

After analyzing the international experience, the following steps
should be undertaking in order to ensure the security of the
informational system of the bans of the Republic of Moldova:

- adopt a risk-based approach of the informational systems:
the most severe banking risks in this century — the risks of the
informational systems;

- work towards improving the national legal framework
related to the banking informational security field;

- get informational security governance right - the greatest
security prevention tips and action plans come from a propet
corporate governance: from top management to the regular
employees, everybody should acknowledge their responsibility on
keeping information safe;
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- cstablish and rationalize access control models for
applications and sensitive information — the best protection against
threats and vulnerabilities begin with proper access control
management;

- identify the existing weaknesses and address them —banks
of Moldova must make efforts to address them efficiently as soon as
possible, because cyber threats are developing on daily basis;

- develop secure products and services — before launching
new products or services, banks must be sure that they are cyber
secured and fully protected against the existing risks and threats;

- invest in the best hardware and software security solutions
—it is very important to keep technology up-to-date, as threats and
vulnerabilities are developing with a tremendous speed;

- continuously educate employees about security best
practices of informational system management — employees which
have the proper informational security training are the basis of the
informational security management in banks;

- educate and inform their clients about the potential risk and
threats and the ways they can pass them by — bank’s customers
should be also aware of the existing risks and threats and to
understand the responsibility they have when using banking
products or services which involve informational systems;

- Live CDs or Linux integration - banks should think about
alternative methods of ensuring the security of informational
system, like isolating the PC/operating systems on which
transactions are petformed from the regular PC or operating
systems, because this software isolation contributes to a higher
protection against threats and attacks;

- cooperate with other banks or informational security
expetts;

- consider organizing specialized informational security
competitions — Moldavian banks could benefit from the knowledge
exchange during these competitions, and both identify their
weaknesses and address them, and find skilled experts;

- biometrics implementation — the largest Moldavian banks
seem more than prepared to innovation implementations, and the
usage of biometrics not only will ensure them a higher level of
security, but will improve their reputation. In order to take in
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consideration this possibility, banks should at least cooperate with
Moldavian telephone network providers and/or international
manufacturers of biometrics enabled ATMs and POS-terminals for
finding the most cost effective and secure solution.

The implementation of these technologies seem more like a
strategic purpose of Moldavian banks, rather than a measure that
could be implemented in the following years. However, this does
not exclude the fact that Moldavian banks are not capable to prove
that they can develop and implement high technologies at the same
level as international banks. The decision of introducing biometrics
in enhancing bank’s informational security could become one of the
greatest turning points into increasing customer’s confidence and
increasing bank’s profitability overall, and this kind of results are
worth the resources invested in them and created large benefits and
opportunities to the whole banking system, not only for one
particular bank from the Republic of Moldova.
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