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Abstract. In this article, the authors claim to the importance of forming knowledge in the field
of information security for all categories of citizens, and especially for young people. The relevance
of non-formal education is substantiated, an analysis is made of the possibility of implementing such
non-formal education in the Republic of Moldova on the basis of materials provided free of charge
by the American project CRDF. It describes the main threats in the information space and basic
methods of countering these threats. It is proposed to launch a pilot project at the Moldavian Academy
of Economic Studies with the intention of further promotion among all universities, colleges in the
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Republic of Moldova and among schoolchildren. The task is to introduce non-formal education
through an online course developed by CRDF, among students from the Republic of Moldova.

Key words: education, ecosystem, cybersecurity, cyberhygiene.

Adnotare. In articol, autorii atrag atentia asupra importantei formarii cunostintelor in domeniul
securitatii informatiilor pentru toate categoriile de cetateni, in special pentru tineri. Urgenta educatiei
non-formale a fost confirmata, s-a facut o analiza a posibilitatii de a implementa o astfel de educatie
non-formald in Republica Moldova pe baza materialelor furnizate gratuit de proiectul american
CRDF. Sunt descrise principalele amenintari din spatiul informational si principalele metode de
combatere a acestor amenintari. Se propune lansarea unui proiect-pilot la Academia de Economie din
Moldova, cu intentia de a continua promovarea in randul tuturor universitatilor, colegiilor din
Moldova si in randul scolarilor. Sarcina este de a introduce educatia non-formala printr-un curs online
dezvoltat de CRDF 1n randul studentilor din Republica Moldova.

Cuvinte cheie: educatie, ecosistem educational, securitate cibernetica, igiena cibernetica.

AHHoOTauus. B crarbe aBTOpHI 00pamaoT BHUMaHue Ha BAKHOCTh ()OPMHUPOBAHUS 3HAHUH B
o0nacti MH(OPMAIIMOHHON 0€30MacHOCTU JAJsl BCEX KaTeropuil rpakiaH, U B OCOOCHHOCTH IS
Mosoexu. O60CHOBaHA aKTyaTbHOCTh He(hOpMaITLHOTO 00pa30BaHMSI, C/ICITaH AaHATTN3 BO3MOXHOCTH
peanu3aluy Takoro HegopmaiabHOro oOpasoBanus B PecnyOiuke MosngoBa Ha 6a3e MaTepuanos,
IpelocTaBleHHBIX OecriaTHO AMepukaHckuM IpoektoM CRDF. Onucanbsl OCHOBHBIE YIpO3bl B
UH(POPMALIMOHHOM HPOCTPAHCTBE M OCHOBHBIE METOABI IPOTUBOJACHCTBUSA 3TUM YIpO3aM.
[IpensioxeH 3amyck MUIOTHOTO MpoeKTa B Mo11aBCKOM DKOHOMUYECKON AKaIeMHUH C HAMEPEHUSAMU
JaJIbHEHIEero MpoABMKEHUS CPEeIU BCeX BY30B, KOJUIeKeld MOJIIOBBI U Cpeiy IKOIbHUKOB. CTOUT
3a/1a4a BHEAPATH HepopMaibHOE 00pa30BaHKE TTOCPEICTBOM OHJIAIH Kypca, pazpadorannoro CRDF,
CpeaM CTYJEHTOB peciyoauku Mosnaosa.

KawueBble ciioBa: oOpa3zoBaHue, oOpa3oBaTeNbHas JKOCHUCTEMa, KHOEpOe30macHOCTD,
KHOeprurueHa.

BBenenue

B pamkax EBponeiickoro mecsina kuGep06e30macHOCTH, KOTOPBIH MPOXOAMUI B OKTSIOpE 3TOro
rona noj aesuzoM ~KubepOe3omacHOCTh - OCHOBA U(PPOBOro MUpPA”’, OCHOBHOE BHHUMaHHUE OBLIO
HalpaBJIEHO Ha MOBBIIIEHNE OCBEIOMIIEHHOCTH OOIIECTBEHHOCTH O KHOEpYyrpo3ax M MpOJIBUKEHUE
BaXHOCTHU KMOepOE30M1acHOCTH Cpein IpaskJiaH U OpraHu3aliil mocpeacTBoM o0pa3zoBaHus U 0OMeHa
XOPOUIMMU MpakTHKamu. Kammnanus 3Toro roga siBisieTcst pe3yibTaToM Npeioxkenns EBponeiickoit
KOMHUCCUHM yJeNUTh TIOBBIIIEHHOE BHHUMaHUE€ OHJIalH-aTakaM M Ipu3BaHa CIOCOOCTBOBATh
pacIpoOCTPAaHEHUIO UAEU O TOM, YTO KHOEprMrueHa J0JKHa ObITh YaCThIO TMOBCEIHEBHOW >KU3HU
Ka)XJ0ro rpaxaannHa [1].

[Ton xubeprurueHoi moapazymMeBaroTCs ASUCTBUSA, METO/IbI M 1Iard, KOTOPbIE MOJIb30BATENN
KOMIIBIOTEPOB U JPYI'MX YCTPOWCTB MPEANPUHUMAIOT I MOAJEpKaHus paboTOCIMOCOOHOCTH
CHUCTEMBl M YIIYYLICHHS CETEeBOW O€30MacHOCTU. DTH METOABI SBJSIOTCS YacTbiO PYTHHHBIX
MEPONPUATHI IO oOecreueHnt0 0e30MacHOCTU JIMYHBIX M APYTUX JAAHHBIX, KOTOPbIE MOTYT OBbITh
NOXUILEHB! WK MoBpexaeHbl. Kak u ¢uznyeckas ruruena, KubeprurueHa mpoBOIUTCs PEryispHO,
4TOOBI IPEIOTBPATUTH ECTECTBEHHOE YXY/IIIICHHE COCTOSHHS U 00IIMe yrpo3sl [2].

B naHHON cTaTbe clenaH akIeHT Ha BOMPOCHI OpPraHU3allMM TaKoOro HepopMalIbHOIO
o0pa3oBaHMs, TOCPEJICTBOM OHJIAlH KypCOB, TMPEMJIOKEHHBIX Ui OOYy4YeHMsI CTYAECHTOB
amepukaHckoil komnanueit CRDF B pamkax 00pa3oBaTelibHONM HKOCUCTEMBI By3a.

Pe3yabTarsl uccjie10BaHUus

[TapTHEPOM MAAHHOTO MPOEKTa BBICTYMAET aMEPHUKAHCKas He3aBUCHUMasi HEKOMMepYecKas
opranusaius CRDF Global, ochoBannas B 1995 roay, koTopast poABUraeT MeXAyHapOIHOE HAY4HO-
TEXHUUYECKOE COTPYIHHUYECTBO MOCPEACTBOM I'PAHTOB, TEXHHUECKHX PECYpPCOB, OOYUEHUS U YCIYT.
CRDF mnpu3Bana coAeicTBOBaTh NMPUMEHEHUI0 HAYKHM W TEXHOJOTUH I SKOHOMHUYECKOrO pOCTa
MIOCPEACTBOM ~ MEXKAYHAPOIHOTO TMAapTHEPCTBA W OOYYEHUs, CHOCOOCTBYIOIIUM  Pa3BUTHUIO
n300peTeHuil, MHHOBAIMM, MpPEeANPUHUMATEILCTBA U KOMMEpLMAIM3alMU TEXHOJOTHM, a TaKke
aKceJepalyi YHUBEPCUTCTCKUX UCCIICI0BAaHUN 1 00pa30BaHus B 00JIaCTH HAYKHU U TeXHUKH [3].
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[To Teme TpenyIoKEeHHOrO0 MPOEKTa BECHOW ATOTO ToJa B YKpaWHE MPOIUIO OOYyYECHHE C
ceprudukanueii 6onee 1500 ctynenTo. B aTrom koHTeKCTE B PecnyOnnke MomnioBa s peanu3anuu
JTAHHOT'O MPOEKTA 3a71eliICTBOBAH HNHaHOBanoHHBIN WHKYyOaTop IT4BA
(InformationTechnologiesforBusinessApplications) npu MongaBckoit JkoHOMHYECKOH AKaJeMuH,
KOTOpBIfI IpOoABUTACT OecIuIaTHbIE OHHafIH-KprBI Ha TCMY «OcHOBHEBIE IIpaBujIa 0€30I1aCHOCTH B
nudposoii cpene» («Basicsecurityrulesinthedigitalenvironmenty). B Hacrosiiee Bpems oHIaitH
06yquI/Ie JOCTYIIHO Ha aHTIINHACKOM H YKpPanHCKOM s3bIKaX, a B OrKamiee BpCMs ITOABATCS
pycckasi U pyMblHCKas Bepcuu. OHIaiiH nmporpaMMa CoAepKuT cieayromue 11 moaynei:

1. Introduction and Initial assessment

2. Main users’ mistakes

« Isit possible to use the Internet without falling into the traps of fraudsters
* How do hackers gain access to our personal data and media
«  What are the consequences of cyberattacks on users
3. Safe use of mobile phones
*  What are the threats posed to mobile media
«  What harm can be caused if you violate security rules when using your phone
*  What recommendations should you follow to protect yourself from hackers
4. Safe use of computers
*  What causes the emergence and spread of computer crime
«  What harm can a violation of security rules cause when using a computer
»  What recommendations should you follow to protect yourself from hacker attacks
5. Safe use of email
*  What makes email to be attractive to hackers
«  What attacks can be carried out via email
»  What steps should be taken to secure your account and notifications
6. Safety in social networks
«  What personal information of users is shown through social networks
*  Why data leaks occur
»  How do you set up privacy settings
» What should you avoid when using social networks
7. Safe use of the Internet
» What caused the need to take care of security when using the Internet network
« What harm can a violation of security rules cause when using the Internet resources
* What recommendations should be followed to protect yourself from attacks by
cybercriminals
8. Types of malicious software
» What causes the need to protect your personal computers and mobile devices from
dangerous programs
» What types of programs are created by hackers and how much damage they can cause
» What recommendations should be followed in order to recognize malicious software
in time and protect yourself from hacker attacks
9. Fake news
» The concept of fake news and its varieties
» Sources of origin and distribution channels of false information
» How to verify information and recognize manipulations
10. The basic rule of data protection
+ Physical security
» Use of passwords
» Backup copying
+ Using licensed software, antivirus software, and firewalls
» Using social networks
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» Knowledge of ways to protect yourself from possible dangers and threats
11. What to do if you got into a trouble
+ Account is hacked
» Your computer is infected with viruses
» The attacker knows your bank card details
+ Electronic device or personal data was stolen
Kypc 3aBepiraercst oHIaiiH TECTOM, COCTOALINM U3 41 BOIpoca ¢ MHOKECTBEHHBIM BEIOOPOM
OTBETOB. YUYaCTHUKH, YCIICHIHO OTBETUBIIME Ha He MeHee ueM 31 Bompoc u3 41, HarpaxaaroTcs
MexxnyHapoanbiMu numiomamu komnanuu CRDF Global, 4to, HECOMHEHHO, CTaHET XOPOIIUM
MOJICIIOPHEM JIJISI CTYAEHYECKON Kapbephl.
Jl1s TpOX0KAEHUS TeCTa KaXA0My YYaCTHUKY IPEJOCTaBISAETCS IPABO Ha 3 MOIBITKH.

BbiBoaBI U NpeJI0KeHUSA

Ha mexxayHapoiHOM ypOBHE BOIPOCHI Kacarouuecs: (popMUpOBaHUs LHU(PPOBOH rPaMOTHOCTH
JUISL BCEX CJIOEB HACEJIEHUs IIHPOKO OTPAKEHbl B JIBYX 3acelaHUAX MHHHCTEPCKON BCTpedH
Boctounoro IlaptaepctBa no mudpooit skonomuke (11 urons 2015 r., JlrokcemOypr u 5 okTa0ps
2017 r., DOCTOHHMS) THe OMNpeneleHbl OBUIM PAacCMOTPEHBI OCOOCHHOCTH ¥ HAIpPaBICHUS
3¢ dexTuBHOrO pa3BuTHs LU(PoBOil 3koHOMUKHU. [IpocnexuBaeTcs unes co3ganus pazHoOOpasHbIX
MOJIXOJ0B Ui pELIeHMs, IOCTaBJICHHBIX 3aJay KaK Ha TOCYJapCTBEHHOM YPOBHE, TaKk U C
IpUBJICUYEHHEM MTOTEHIMAIA TPaXKJaHCKOTr0 00IIeCTBA U PAa3IUYHBIX (POpM 00yyeHHsI. DTOT MOAXO]
crocobcTBOBan (hopMHupOBaHUIO B MOJIIaBCKOWM DKOHOMHYECKOH AKaJeMUU 00pa3oBaTeIbHOU
skocuctemsl B chepe UKT. [4]

beuto chopmupoBaHo MapTHEPCTBO MEXAY HHHOBAIMOHHBIM HHKyOatopom IT4BA ¢ 8
PE3UIEHTHBIMM KOMIIAHUSMHU U BHOBb CO3JaHHBIM aKaJeMUYeCKUM JenaprameHToM llpukinannas
HNnpopmaruka B busHece ¢ 11€7b10 yMEHbBIIEHUS Pa3pbiBa MEXIY aKaJeMHUYECKOM MOJITOTOBKOHN U
NoTpeOHOCTSIMH pBhIHKA YeIoBeuYecKUuX pecypcoB B obmactu UKT.

OnHUM W3 HampaBJIEHUH CO3/1aHHOM SKOCHCTEMBI SIBIISIETCS U HeQopMalibHasl OJrOTOBKA Ha
HaIlMOHAJIbHOM YPOBHE MOJIOJICKH U JIPYTUX MPEICTaBUTENEH K OCOOCHHOCTAM (yHKIIMOHUPOBAHUS
u(ppoBON SKOHOMHMKHM, B TOM 4HCI€ M BoIpocaMm KuOepOe30NacHOCTH, IMyTeM IPOBEIEHUS
CEMHUHApPOB, TPEHUHI OB, KPYIJIBIX CTOJIOB M CIIELUATIM3UPOBAHHBIX KYPCOB.

Ocenbto 2020 roma MongaBckas DkoHoMHuYecKass AkaneMus nojnucana MemopasHayM c
opranuzaieit CRDFGlobal, ¢ opucom B ropoae Kues, Ha nmpeamer npoaABHKEHHUS U MPOBEICHUS
OeCIuTaTHOTO OHJIAMH-KYypca J1Jisi O0y4eHUsI CTYICHTOB OCHOBaM KuOeprurueHsl. C 3TOM 1eNbio ObUTH
pasMelleHbl peKJaMHble MaTepuaibl Ha oduiuansHOM caiite MDA, a Takke B Pa3IUYHBIX
COLIMANIBHBIX CeTAX. bbIIM Takke MpOBENEHbl CEMUHApbl CO CTYACHTaMU pa3iIMYHbIX
CHEeLMATbHOCTEH JUIsl Pa3bACHEHHs] BAaXHOCTU COOJNIOJCHUS TNPABWII KUOEPTUTHEHBl B LEISIX
oOecrnieueHns TMYHOM HceTeBOl 0e30MacHOCTH.

B Teuenne nByx Henenb Nocie 3amycka npoekTa okoo 50 CTyJ€HTOB 3aperucTpUpOBaINCh Ha
caiire CRDFGlobal (https://cybereducation.org/), G0JIBIIUHCTBO M3 KOTOPBIX, MOCIE MPOXOKIACHUS
KypCOB, YCIIELIHO clanu TecT. B nanbHeiimeM Oyner pacmupena reorpadust o0ydeHus, npuBiIeKas
K IPOEKTY CTYAECHTOB Apyrux By30B Moinnossl (I'ocynuBepcurer, TexHHYeCKUil YHUBEPCUTET,
Komparckuii yHUBEPCUTET U IPYTHE).

3aBeplIeHHe NPOeKTa 3ariaHupoBano Ha mapt 2021 roxa.

bubauorpagus:
1. https://www.caleaeuropeana.ro/luna-europeana-a-securitatii-cibernetice-avira-si-cert-ro-vor-
distribui-gratis-licente-antivirus-liceenilor-din-romania/
2. HTTPS:/IDIGITALGUARDIAN.COM/BLOG/WHAT-CYBER-HYGIENE-DEFINITION-
CYBER-HYGIENE-BENEFITS-BEST-PRACTICES-AND-MORE
3. https://ru.qaz.wiki/wiki/CRDF_Global
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