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BA30BbI JOKYMEHT
B COEPE UHOOPMALIMUOHHOW BE3OMNMACHOCTI
PECMYBJINKA MOJIAOBA -ObbEKTUBHAA
HEOBXOAMMOCTb WIN MOAHAA TEHAEHLINA?

C.®.I'PUITYK-BYYKA
Hncmumym Hcmopuu, 'ocydapcmea u Ilpasa AHM
Caassauckuii ynusepcumem Pecnybauxu Moadosa

The increased role of the Internet, the unique features of this network will bring
«information security> to a new level, and even now regard it as a basic category of national
security. This article is devoted to the legal regulation of information security and consolidate its
status in the legislation of the Republic of Moldova.

OCHOBHOI IIPaBO3AIUTHON (YHKIMEN AI0OOrO TOCYAApCTBa sIBASIETCS o0ecIie-
YeHHe 3alUTBI IPaB M CBOOOA AMYHOCTH, OOINECTBA U CBOEH IOCYAAPCTBEHHOCTU OT
Pa3AMYHOTO poaa yrpo3. PasBuTre M BHeApeHHe MHGOPMAIIMOHHO-KOMMYHHKAITOHHBIX
texuorornit (MUTK) M MX moBceMecTHOe BHeADeHHe, HAlpaBAEHHOE Ha BCeoOuIyIo
HHPOPMATH3AIMIO OOIIeCTBA, IEPeA TOCYAAPCTBOM OCTPO CTABUT HOBBII BOIIPOC - BOIPOC
obecrieueHnsT MHPOPMALHOHHOM 0E30IIACHOCTH AMYHOCTH, OOIIeCTBA U TOCYAAPCTBA.
Wndopmanmonnas cdepa, AAUTEAbHOE BpeMs pPacCMATPUBAIOIMASCSA B  KadecTse
COCTaBHOTO 9AEMEHTA HAIMOHAABHON 0e30IIaCHOCTH, HapaBHe C 9KOHOMIYECKOM
0e30TaCHOCTbIO, BOEHHOH 6e30IaCHOCTBIO, 9KOAOTHYECKOH 0e30MacHOCTBIO,  Cy-
IeCTBEHHO M3MEHMAA CBOEH BEKTOp B IOCAepHee pecsThaeTHe XX BB. Bospocmas poab
VluTepHera, yHMKaAbHble BO3MOXXHOCTM  AAQHHOM  CeTH  IIO3BOAMAM  BBIBECTH
«HMHPOPMALOHHYI0 0e30IaCHOCTb>» COBEpIIEHHO HAa HOBBIL YpOBEeHb, U yXKe B
HACTOsIjee BpeMs PACCMATPUBATh ee B KadecTBe 0A30BON KATETOPHH HAI[OHAABHOM
0e30IIaCHOCTH, M AdAee, UMEHHO IOCPEACTBOM Hee FOBOPHUTH 00 HHPOPMALHOHHOM
0e30aCHOCTU B KOHKPETHOM cdepe - B 9KOHOMHUKe, 9KOAOTUH, B BOCHHON cepe U T.A.
3HAaYNMOCTD BHPTYaABHOTO MHpPa BO3POCAA HACTOABKO, YTO 0e30ImacHOCTb HHPOpMa-
[IMOHHOM Cdepsl BbICTYIIAET Cepbe3HelIell IpoOAeMOl COBPEMEHHOCTH, CBOMCTBEHHOM
BCeM TOCYAAPCTBaM, BHE 3aBUCHMOCTH OT HX ITOAUTHYECKOTO MAM 3KOHOMUYECKOTO
ypoBist pasBuTHs. ['Aobaam3ariis, KOMIIbIOTepH3aLiHs, BCeoOmmas HHGOPMATHU3AIILS, 1, KaK
HETATHBHBIA ACIIEKT AQHHBIX IIPOLIECCOB, MpoOAeMa obecredeHns HHPOPMALHOHHOM
6e30macHOCTH 0ObEANHUAN BCE TOCYAAPCTBA.

Pecmy6arka MOAAOBA SIBASIETCSE CyOBeKTOM MEXXAYHAPOAHBIX OTHOIIEHHI, aKTHBHO
HHTeTPUPYeTCsl B 00IjeeBpOIIefickUe TIPOLeCChl U YCIEITHO BHEAPSET Pa3sAMYHOIO POAA
HayyHbple pemeHus U IT-Texnorormu B cdepe mHPopmaTmsanuu. B pamxax aanHOM
AestreapHOCTH B Pecrybanke MoapoBa chopMupoBaHa cepbesHas IpaBoBas 6a3a, YeTKO
3aKPEIASIONIasl ACIeKThl IIOCTPOEeHHs HMHGOPMALMOHHOLO OOIiecTBa M BHEAPEHHS
Texumyecknx pemennit [S],[6]. He cmorps Ha TO, uro mocaepnme 10 aer crpaHa
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IOAACPIKHMBAaeT HempepbiBHOe pas3surhe cekropa [T, mo aammbiM Munucrepcrsa
HHQOPMAIIMOHHBIX TEXHOAOTMH U CB3u Pecmybamkun MoapsoBa B pa3paborke H
ucroapsoBanuyn MIKT MbI HaXoAMMCS B TpyIIIe CTpaH CO CPEAHUM YpOBHEM 3HaJYeHHS
unpexca. Ecaun B 2002 roay 3Hauenue nnaexca passutust KT 6b1a0 2,14, 8 2007 roay a1o
3HaueHue Bo3pocao Ao 3,11, a B 2008 ropy mupekc cocraBua 3,37 [4] B 2011 roay,
COTAACHO AQHHBIM MEXXAYHAPOAHOTO COI03a 9AEKTPOCBs3H, Pecirybanka MoapaoBa Bomaa
B KQTE€TOPHIO «AMHAMUYHBIX CTPaH>, AOOUBIINXCS BeCbMa CYLJECTBEHHbBIX YAYUIIEHHUI IO
nHAekcy ID], Kak B aGCOAIOTHOM, TaK M B OTHOCHTEABHOM BbIpaXkeHUH 3 ].

Oanaxo Bompoc obecredeHus: MHPOPMALMOHHON Oe3omacHocTH B PecryOanke
Mosp0Ba COBepIIeHHO He perAaMeHTHPOBAH MPaBOM. AHAAM3 COCTOSIHHS HOPMATHBHO-
IIPaBOBOTO PEryAHPOBAHMA B cdepe HHPOPMALMOHHON 6e30IIaCHOCTH YKasblBaeT Ha
HAAWYHMe MHOTOYMCACHHBIX IPOOEAOB B PEIyAHPOBAHHM COOTBETCTBYIOLIEH KaTeTOPUH
O0IIeCTBEHHbIX OTHOILIEHHH, NPOTUBOPEYUBOCTH OTAEABHBIX HOPM, HECOOTBETCTBH
IIPaBOBBIX AKTOB YKA3aHHOM OOAACTH C MEXAYHAPOAHBIMH IPABOBBIMH HOPMaMH, a B
[leAOM — 00 OTCYTCTBHH KOMIIAGKCHOCTH U €AMHCTBA HHQOPMAIIMOHHO-IIPABOBOTO
npocrpancrBa. B Pecmybanke MoapoBa OTCyTCTByeT 6a30BBII AOKYMEHT B cdepe
obecreuennss MHGOPMALUMOHHON 6e30MACHOCTH, OYAB-TO AOKTPHHA, KOHIIEIIMS HAM
crparerus, 6oAee TOrO caM TePMHH <«HH(pOpPMALHOHHAsS 0e30MACHOCTb» He HM3BEeCTeH
IPaBOBOMY ITOAI0 MOAAOBBI B KaueCTBe CAMOCTOSITEABHOM MPaBOBOM KaTeTOPHH, a AUIIb
YIIOTpeOASIeTCs B KOHTEKCTE PSIAQ 3aKOHOB.

Konyenuus HanmoHaabHON 6e3omacHoctr Pecrrybanku Moaaosa [1], bicymas B
KavecTBe 6a30BOr0 AOKyMeHTa B cdepe HAIIMOHAABHON 6e30IIACHOCTH, OIIPEAEASIET IIEeAD H
OCHOBHBIE HAIIPABACHUSI HALIMOHAABHOM 6€30IIaCHOCTH CTPAHBL, a TAIOKe OOLIve [IeHHOCTH
U [IPUHIUIBL, OXpaHsIeMble MOAAABCKMM FOCYAQPCTBOM M OOLiecTBOM. AQHHBIA HOpMa-
THBHO-IIPABOBON aKT IPEACTaBASIET COOOH CHCTeMy HAEH, OTPKAIOMUX IPHOPUTETHI
roCyAapcTBa B 00AACTH HAIMOHAABHOM 0E30IIACHOCTH, OAHAKO 00 HMHGOPMAIHOHHOM
0e30IacHOCTH, K OOABIIOMY COXKAAGHHIO, B HEM HeT YIIOMHMHAHHM, 3a HCKAIOUEHHEeM
nyHkTa «1.3.6. Yeposvt 6 cdepe unpopmayuonnvix mexrorozuii>. OpHAKO, U B AQHHOM
KOHTEKCTe M3AOXEHUSA 3aKOHOAATeAeM, Ha HAlll B3TASA, IIPOU3BEACHA TIOAMEHA IIOHATHI
«3amura HHPOPMAUMM>»> U <«HHPOPMALIOHHAs 0e30IaCHOCTb», B YaCTHOCTH
«....IIPOIPECCHBHOE Pa3BHUTHE IAEKTPOHHBIX HHPOPMAIMOHHBIX CHCTeM B Pecrrybanxe
MoapoOBa U BBICOKHI ypOBEeHb HX B3aMMOAEHCTBUS C MeXAYHAPOAHBIMH HHQOpMa-
[MOHHBIMUA ~ CHCTEMaMM  OOAEI4aloT  AefCTBME  KPHUMHIHOTEHHOTO  (akropa B
HMHPOPMALIMOHHOM CPepe U YCYTYOASIOT YSA3BUMOCTD 9THX CUCTEM, B TOM YHCAE B 06AACTSIX
I[IePBOCTENIEHHON BKHOCTH AASL HAIIMOHAABHOM 6€30IacHOCTH. ». AHAAOTMYHASI CHTYALIHs
CKAAQABIBAeTCS IIpU MpaBOBOM aHaause CrpaTerny HAIMOHAABHON 0e30IMaCHOCTH
Pecry6anku Moaaosa [2]. B wacTHOCTH, MH$OpMALIOHHAS 6€30MIACHOCTD TOABKO AHMIIb
BbIAGAGHA B KAaueCcTBe OAHOM U3 TAABHBIX YIPO3 AASl HAI[MOHAABHOM 0e30MacHOCTH
MoaaoBsl U myHKT «4.7. Obecnedenue un$opmayuonHoti be3ondcHocmu> — MO CyTH
COAEPXHT CBEAEHHS B OTHOLIEHHM obecreueHMs 3amurhl MHbOpManuu u HHGOpMa-
[IMOHHBIX TEXHOAOTMIL. AWINb IIOCAeAHHIT ab3ar; AaHHOrO IyHKTa CTpaTerHy TAACHT:
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«MH$OPMALOHHOM 0e30IIACHOCTH TOCYAAPCTBA KACAIOTCS M IPOBOKALMM MEAHIHOIO
XapakTepa, HampasAeHHble npoTuB PecryOauku MoapoBa. B arom orHOmeHun caepyer
CKOPPEKTUPOBAaTh COOTBETCTBYIOIME IIpaBOBble HOPMbIL, CO3AATh 3¢ PeKTHUBHBbIE
ME€XaHHU3Mbl MOHMTOPHHIA, KOHTPOASL H BHEAPEHHS B LIEASX COKPAIIE€HHs CYINeCTBYIOMUX
Pa3HOrAACHi U IIPOBOKALMI, 3aIfUTHl OOIIECTBA OT BO3MOXKHBIX IIOIBITOK Ae3UHPOpMa-
MU U/UAU OT MaHUITyASILITHIOHHOTO I/IH(l)OPMI/IPOBaHI/ISI usBHe. B cBsA3m ¢ atum 6yAyT
IPOBOAMTDCSI KOHCYABTAIIME C TPAXKAAHCKIM OOIIIeCTBOM >

WupiMu caoBaMy, IIpeycrieBas B OAHOM HaIlpaBACHHM MHOpMaTHU3anuH, chopmu-
POBaH OTPOMHBIIL IIPaBOBOI IIPobeA B ApyroM. Te 06cTosTeABCTBA, YTO HHPOPMALHOHHASL
HHQPACTPYKTypa H ee pecypchl BO BCe OOAbIIENl CTelleHH CTAHOBSITCS apeHOM
MeKIOCyAAPCTBEHHOM OOpbOBI 32 MUPOBOE AMAEPCTBO, 2 MHAHMBHAYAABHOE M MAcCOBOE
CO3HAHHe BCe B OOAbINEil CTENeHH B3aBHCAT OT AESATEABHOCTH CPEACTB MacCOBOM
MHPOPMALIMH U KOMMYHHKALHH, 10 MHeHno A.A. YepHoBa [7], AOAXKHBI IIPeAOIIPEACAUTD
CoAep’KaHMe HallMOHAABHBIX MHTEPECOB BCeX TOCYAAPCTB B MHPOPMALMOHHOM cdepe, a,
COOTBETCTBEHHO, I IOTPeOHOCTel roCyAapCTB B 0becredeHIN X 0e30IIaCHOCTH, BKAIOYAsI
u Pecniybanky Moaaosa.

Paspaborka, NpUHATHE U pPeAAM3alis TOCYAAPCTBEHHON HH(OPMAIIMOHHOM
IIOAUTHUKH, B YaCTHOCTHU AOKTPI/IHI)I PIHCl)OpMaLII/IOHHOﬁ 66301‘[aCHOCTI/I A KOHLIel'[LII/II/I
HHPOPMALIMOHHON 6e30MACHOCTH, ITO3BOAUT 3AAOXKUTH OCHOBBI AAS PEILICHHS TaKHUX
XHM3HEHHO BaXXHBIX 3aAa4, Kak (OpPMHpOBaHHME EAMHOTO HMHQOPMAIMOHHOTO
npocrpascTBa MOAAOBBI, ee MHTErpaliiid B MHPOBOe MHYOPMAIIMOHHOE IPOCTPAHCTBO,
yAeAssl TIpu 9TOM ocoboe BHHUMaHHe OOeCIedeHHI0 HHPOPMAIMOHHON 0e30IIaCHOCTH
AMMHOCTH, OOIeCTBA U TOCYAAQPCTBA, pasBUTHIO Cdepbl HHPOPMAIIMOHHBIX YCAYT,
COBEpIIeHCTBOBAHMIO IIPAaBOBOTO IIOASl B PETyAMPOBAHHM ITPOUCXOASINMX HHPOpMa-
IIMOHHBIX IIPOLIE€CCOB.
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NOHATUE PUCKA B COEPE UHOOPMALIMOHHON
BE3OMNACHOCTHU

Anamoauii KPAITHBEHCKHM,
Hucmumym moAro0exHoil noAUmuK u CoyuarvHoi pabomot
(Poccuiickas Qedepayus, 2. Boazozpad)

The concept of risk is the justification of one of the most important categorical indicators in
the process of informational security (IS) ensuring. Author investigates the opportunities of
application of this category formulations in the various directions of the above area.

B corpoaoruu noHsTHe prcka 6asupyeTcs, B IEPBYIO OYePeAb, Ha TEOPUU TEOPUH
H. Aymana, cOraacHO KOTOpOI1 IIOA PUCKOM IIOHUMAETCS “OTKa3 OT IPeAYIPEAUTEABHBIX
mep” [1: 157] mo mpecedeHuio yrpos B paccMaTpuBaeMoil cdepe COLMAABHOM Aes-
TEABHOCTH.

PaccMaTpuBasi oA 9THM YIAOM 3pEHHs BCIO NAPAAUTMY OTHOLIEHMI, CKAAABI-
BAIOLIUXCSI B IIpoLjecce obecriedeHust MHGOPMALOHHOMN 0e30IIaCHOCTH, CAEAYET BIAEAUTD
MOTEHIHAABHO BO3MOJXHBIE BUABI CYLIECTBYIOLUX yIpo3. B AokTprHe nHGOpMAIIMOHHOM
6esonacioctu P® [2] mpuBoAMTCA MOAPOOHAS KAACCHQUKALUS YIPO3 MO KPUTEPHIO
“obmas HampaBaeHHOCTb . CAeAOBATEABHO, YTOOBI OIEPALMOHAAM3UPOBATH IOHSTHE
“puUcK” IPUMEHUTEABHO K PasAMYHBIM HAIpaBAeHMAM cdepsl HHPOPMALMOHHON 6e30-
IIACHOCTH, HEOOXOAUMO AAAIITHPOBATH €I0 IPUMEHUTEABHO K KXKAOH U3 0603HAYEeHHbIX B
AOKTpHHE BHUAOB YIpO3: OTKa3 OT IIPEAYIIPEAUTEABHBIX Mep IO IIPeCeveHHIO YIpos3
KOHCTUTYLIOHHBIM IIPaBaM U CBOOOAAM YEeAOBEKA U IPOKAAHHHA B OOAACTH AYXOBHOM
KU3HH U HHPOPMALIOHHOM AEATeAPHOCTH, HWHAUBHAYAABHOMY, TPYIIIOBOMY H 06-
IECTBEHHOMY CO3HAaHHUIO, AYXOBHOMY BO3DOXAEHMIO Poccuu; OTKa3 oT mpeaympe-
AWTEABHBIX Mep @O IPeCeYeHHIo yIpo3 HHPOPMALMOHHOMY OOeCleyeHHIo Trocy-
AapcrBenHoi noantuku Poccuiickoit Oepepanuin; 0TKa3 OT MPeAYIIPEAUTEABHBIX MEP IO
[pECeYeHUI0 YIPO3 Pa3BUTHIO OTEYECTBEHHON MHAYCTPUM HHGOPMALH, BKAIOYAS
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MHAYCTPHIO CPeACTB MH(OPMATH3ALMM, TEACKOMMYHHKAMH H CBA3H, ObecIiedeHHIo
noTpe6HOCTell BHYTPEHHero PhIHKA B €€ MPOAYKIMH H BBIXOAY 3TON HPOAYKIHMH Ha
MHPOBOi1 PBIHOK, a Takke OOeCIedeHHI0 HAKOIAEHHUS, COXPAHHOCTU U 3PPEeKTUBHOrO
WCTIOAb3OBAHHMSL ~ OTEYEeCTBEHHBIX  MHPOPMALMOHHBIX  pecypcoB;  OTKa3  OT
IIPEeAYTIPEAUTEABHBIX Mep 10 MPEeCedeHHI0 YIpo3 6e30MacHOCTH MHPOPMALMOHHBIX H
TeAeKOMMYHHKAIMOHHBIX CPEACTB F CHCTeM, KaK y’Ke pa3BepHYTbIX, TAK U CO3AABAEMbIX Ha
Ttepputopun Poccun.

HraK, KOMIIAEKCHBII1 PHCK B cdepe obecredeHns MHPOPMALMOHHON 6€30MacHOCTH
MOXKHO OINIPEACAUTb KaK COBOKYIHOCTb BbIIIEYKA3aHHBIX PHCKOB. AAS TOTro, 4TO6BI
MHMHMMH3HPOBaTh BO3MOXHbIE PUCKH, AKO6Gble OTHOmEHHS B cpepe MHPOPMALMOHHON
6€30MaCHOCTH AMMHOCTH, OOIECTBAa HAM TOCYAQpPCTBA AOAKHBI OBITh “TIOMEIjeHbI B
KOHTEKCT IIOPSIAKA, YIpaBaeHus, crabuastoctn” [3: 87].

Ilpu sTOM ympaBAeHHe MHPOPMALMOHHON 0e30MACHOCTBIO CBOAUTCS K MHHH-
MH3aLMH PHCKOB HaHeceHHs ymep6a B paccMaTpuBaeMoit cdepe.

B 3TO# CBAI3M YMECTHO TOBOPUTH O CO3AAHUU HA KaKAOM U3 “y4acTKoB dppomra”
60pb6b1 3a MHHHMU3ALHUIO paCCManI/IBaeMbIX HaMH pI/ICKOB CHCTEMbI praBAeHI/Iﬂ
uapopmanuonHoit 6esomacHocteio (CYNB) — «roit wactu o6meii cucTeMbl ympa-
BA€HHS ..., OCHOBAHHO/1 Ha OLIEHKE ... PHCKOB, KOTOPAsl CO3AAET, PEAAU3YeT, IKCIIAyaTH-
PYeT, OCyIecTBASET MOHUTOPHHT, TIEPECMOTP, CONPOBOXAEHHE U COBEpIIEHCTBOBAHHE
MHPOPMAUMOHHON  OesomacHocTn. CHCTeMa  yIpaBAGHHS BKAIOYAeT B cebs
OpTaHM3ALMOHHYI0 CTPYKTYPY, OAUTUKH, TIARHUPOBAHHUE, AOAKHOCTHBIE O0S3aHHOCTH,
TIPaKTUKH, IPOLEAYPbI, IpoLecchl u pecypcbl. Cospanue u axcnayaranus CYUB rpebyer
IIPMMeHeHHs TAKOTO JKe TIOAXOAR, KaK M AK06as ApyTas CHCTeMa yIpaBAeHus » [4].

Taxum 06pasom, nporiecc obecriedenns: MHPOPMALMOHHO! 6e30MaCHOCTbIO, TI0 CYTH,
TIpeACTaBAseT cO60i Pa3HOBUAHOCTD IPOLieCca YIIPABACHHS PHCKAMH, T.€. PUCK-MeHeAKMeHTa.
“PuCK-MeHeA)KMeHT TIPEACTaBASeT COBOIt CUCTeMy YIIPaBAHHUS PUCKOM U ... OTHOMICHHSMY,
BOSHHMKAIOIMMU B IPOLIECCE 3TOTO YIPABACHUSA. PHCK-MEHEAXMEHT BKAIOYaeT B cebs
CTpaTermio M TAaKTHKy yHpaBAeHHs... I10p CTpaTerneil ympaBaeHHs HMOHMMAIOTCA HAIpa-
BAEHHe U CIIOCO6 UCTIOAB3OBAHHS CPEACTB AASL AOCTHDKEHHS [IOCTABACHHOI ier ... CTpaterus
TO3BOASIET CKOHIIEHTPUPOBAaTh yYCHAMSL HA BApHAHTaX PpeIleHHs, He IPOTHBOPEYaljuX
TIPUHATO! CTpaTerny, OT6POCHB BCe ADYTHe BapHaHTBL IlocAe AOCTIDKEHHS OCTaBAEHHOM
LeAM CTpaTerMsl KaK HAIPaBAGHHWE H CPEACTBO ee AOCTIDKEHHsS IMpeKpaljaeT CBOe Cy-
mecrBoBaHue. HOBble LjeAn CTaBsAT 3apady paspaboTKu HOBOil cTparermu. TakTuka - aT0
KOHKpETHbIE METOABL F TIPHEMBI AASL AOCTIDKEHHS TTOCTAaBACHHOM IIeAH B KOHKPETHBIX YCAO-
BHSIX. 3apadell TAKTUKY YIIPABACHWS SBASETCS BHIOOP ONTHMAABHOTO PelleHns M Hauboaee
TIPHEMAEMbIX B AAHHOH ... CHTYALJH METOAOB H IPUEMOB yTIpaBAeHHsL. PHCK-MeHeAXMeHT KaKk
CHCTeMa YIPABACHUS COCTOUT M3 ABYX NOACHCTEM: YIIPaBASIeMON MoAcucTeMbl (0ObexTa
YIIPaBA€HHS) U YIIPaBASIOIeit oAcucTeMpl (cyObekTa yrpasaerus) [S].

Pasymeercs, Kak 1 B AI060i1 cdepe AesTeABHOCTH B TeXHOAOTMYHOM XXI Beke,
pHCK-MeHeA)Kephl B cdepe obecredeHus MHPOPMALMOHHON 6e30IACHOCTH AOASKHBI
MICTIOAb30BATh TEXHOAOTHH pa3pabOTKM pemleHHil 0 MHHMMU3ALUH KOHKPETHOTO BHAA
pucka. [Top TexHOAOTHElN Pa3paboTKH pelmeHHil B PUCK-MeHeAKMEHTe MPHHATO OHHUMATb
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“npolecc peobpa3oBaHKs UMEIOLIUXCS Y MEHEAKEPA CBEAEHMUI, AAHHbIX, HHPOPMAIIUH O
BO3HHUKIIEH IIepep HHUM IIpoOAeMe HAM IOCTaBAGHHOH eMy 3apaue B TOYHO
c$OpMyAHpOBAHHOE pellleHHe... B Hacrosiljee BpeMs HEBO3MOXKHO IIPEACTAaBUTb cebe
TEXHOAOTHIO paspaboTKu pelreHuit 0e3 MHGOPMAIMOHHBIX TEXHOAOTHI cHopa,
0600meHs, aHAAM3A M [Pe0OpPA30BaHMs HCXOAHDBIX AAHHBIX O IpobAeMe HMAM 3apaue B
OKOHYaTeAbHOE peleHue pykoBoputeas” [6: 7-8].
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OCOBEHHOCTW YNMPABJIEHUA UHTEJIEKTYAJIbHON
COBCTBEHHOCTbIO BY3A

Oavza Ilyzauesa,
Tomenvckuti 20cydapcmeentviii ynusepcumem um. @ Ckopuro

The basic stages of management by intellectual property (IP) at university are considered: at
a stage of creation IP, its right protection, use of objects IP also are sewn up the rights to objects of
the industrial property and the copyright.

OAHUM U3 IIPUOPUTETHBIX HAIPABAEHUHM AEATEAbHOCTH By3a siBAseTCS (OpMU-
poOBaHHe OAATOIPHSATHON CPEABI AASL TBOPYECKOH AESTEABHOCTH, PE3YABTATOM KOTOPOM
SBASETCS MHTEAACKTYAAbHBIH IIPOAYKT, CTAaHOBAIIUICA IIPU OIPEAEACHHBIX YCAOBUSX
MHTeAAeKTyaAbHOR cobcrBennoctsio (MC). B cooTBercTBMM € CymjecTBYOMUMH
Hopmamu VIC mpeacraBasieT coboil MpaBoBOe MOAOXKEHHE ABYX OCHOBHBIX KaTeTOpPHI
Pe3yAbTaTOB HHTEAAEKTYaAbHOM AeATEeAbHOCTH:

*  06BeKTOB aBTOPCKOIO IpaBa M CMeKHBIX IpaB (AMTepaTypHble NMpPOU3Be-
AEHISI, Hay4Hble IIPOU3BEAEHIS, KOMIIBIOTePHBIE IIPOTPAMMSI U 0a3bl AQHHBIX,
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MYABTHMEAUIHbIE IIPOM3BEACHHUS, CeTeBble IPOU3BEACHHS, IPOrpaMMHOe
obecrieuenwe u Ap.);

*  06beKTOB MPOMBINAEHHOH COGCTBEHHOCTH (M306peTeHHs, MOAe3Hble MO-
A€AH, IIPOMBINIAEHHBIE OOpasLbl, TOBAapHble 3HAKH, (UPMEHHbIe HaUMe-
HOBAHWs, HePaCKPHITast HHPOPMALIHS K AD.).

Ycnemnas peaausanusa HOAMTHKE By3a B chepe MIC BO3MOXHA IIpM IIPaBUABHO
OPraHM30BaHHOM CONPOBOXAEHMH BCEX IJTAIlOB, CBS3aHHBIX C CO3AAHHEM, IIPAaBOBOM
OXpaHOM, HCIIOAB30BAHHEM H 3al[UTON OOBEKTOB HHTEAAEKTYAABHOH COOCTBEHHOCTH
(OUC). DpdexrurOCTS cucTembl yrpaBaenus VIC B Byse OpeAeAseTcs B OCHOBHOM ero
OpraHM3aLHOHHON CTPYKTYPOM U XapaKTepOM B3aHMOOTHOLICHHUI MEXAY €€ IAeMEHTaMH,
YCTaHaBAMBAIOIIIX TOAHOMOYHS M OTBETCTBEHHOCTb OCHOBHBIX YYaCTHHKOB cucTeMbl MIC.
IIpoanasusupyem 0COOEHHOCTU OPraHU3ALIMU ITOM CHCTEMBI B By3e HA OCHOBHBIX 3TaIlaX
ympasaenus MIC.

1. Ha crapun co3panns o6pexToB MC ocHOBHOIT 3apadeil By3a SIBASIETCS BCeMepHas
IIOAAEPXKKA TBOPYECKOM HAYIHO-TEXHUYIECKOHM AESTEABHOCTH M (opMHpOBaHHe 6Aaro-
IPUSATHBIX YCAOBHEL AASL TosiBAeHHsT 00bexToB MIC. K TaxuM ycAOBMSM MOXKHO OTHECTH:
HaAMYMe U IIOATOTOBKY BBICOKOKBAAM(HIIMPOBAHHBIX HCCAeAOBaTeAell, obeclieueHne HX
HeOOXOAUMBIMY PecypcaMH U CTHMYAUPOBAHKeE PasBHTHS HAYYHBIX MCCAGAOBAHMI, paspa-
6OTOK U H306PETATEABCKOI AESITEABHOCTH I10 CO3AaHIIO0 06bekToB VIC.

B Tomeanckom rocypapcrsensom yuusepcurere (ITY) um. ®. CKOpHHBI HCHIOADB-
3yeTcst COYeTaHHe Pa3HOOOPA3HBIX MATEPUAABHBIX 1 HEMATEPHAABHBIX CTHMYAOB, HAYHHASI OT
HOONIPeHNH, IIPeMHUE, BO3HATPAKACHHI AO HarpaXAEHHS 3BaHHEM AAypeara eXerOAHOTO
KOHKypca «CKOpHUHEHCKYe HayyHble YTeHHS>, KOTOpPble CTUMYAUPYIOT IPEHMYLIECTBEHHO
co3paHHe O0BEKTOB aBTOPCKOro mpasa. OAHAKO aBTOp MOHOrpaduu OOBIMHO IIOAydYaeT
MEHbIINI TOHOPAP, YeM eT0 MeCsTIHasI 3apIIAATa B By3e. ABTOP yIeOHOrO IIOCOOUS, H3AAHHOTO
II0 PEKOMEHAQALIMH HayIHO-METOAIIECKOTO COBETA BY3a, BRIHY>KACH BBIKYIIATb 33 COOCTBEHHbIE
CpeACTBa YacTh THPQX3, He BOCTPEOOBAHHOIO CTYACHTAMU B TeYeHHE OIPEACACHHOTO
BpeMeHH. AASl CTHMyAMPOBAHMSI CO3AQHHMS OOBEKTOB IPOMBIIAEHHON COOCTBEHHOCTH
(OTIC), Kk KOTOpBIM B yHUBEpCHTETE OTHOCSTCS. IPENMYILECTBEHHO N306PeTeH s 1 IOAe3HbIE
MOAEAH, UCIIOAb3YeTCSI B OCHOBHOM CHCTeMa BO3HATPKAEHHS MX aBTOPOB B COOTBETCTBUH C
IPUHSTBIM B PeCIyOAMKe 3aKOHOAATEABCTBOM, OTPAKAIOLIAS YPOBEHb BO3MOXHOCTEN
rocypaperBa. CylecrByrommas CHCTeMa CTHMYAHPOBAHHSI MOXKET AO HEKOTOPOH CTeleHH
KOMIIEHCUPOBaTh PEAAHU30BAHHYI0 B KOHKPETHOM IIPOAYKTE TBOPYECKYIO AESTEAbHOCTD
aBTOPA, OAHAKO OHA He 00eCIIeunBaeT AeFICTBUTEABHBIX NHBECTHUIINI B GyAyIIiee TBOPYECTBO.

2. Ha crapnn npasosoii oxpansl OIIC ynpaBaeHuecKas AeSTEABHOCTb BKAIOYAET
oTbop M ompepeseHne mpaBoobaapaTeas ob6vextoB MC, BbIOOp cmocoba OXpaHbI
(maTeHTHOe MPaBO MAM PEXHMM KOMMEPYECKO! TailHbl), BHIIOAHEHHE BCEX ACHCTBUIL,
CBSI3aHHBIX C OXpaHoit 06bekToB MC B 3aBUCHMOCTH OT BEIOPAHHOTO CIIOCO0A OXPAHBL

OT160p ob6bexToB MC B COOTBETCTBHME C BHIOPAHHON BY30M CTpaTerueil MOXeT
OCYIeCTBASITBCSL CIIEIJMAABHO CO3AQHHBIM OPraHOM, C Y4eTOM peKOMEeHAALUi KOTOPOro
PYKOBOACTBOM IIPHHHMAETCSI pelleHHe O IeAeCOOOPasHOCTH IIOAYYEHHsSI OXPAaHHOTO
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AOKyMeHTa AuM60 oxpanbl 06bexToB VIC B pexxume KxoMMepueckoil TaiiHpl IlaTeHTHas
CAyx0a B COCTaBe HAayYHO-HCCAEAOBATEABCKOIO CEKTOpPA YHHBEPCHUTETA C OLPeAEACHHOM
HePHOAMYHOCTBIO IepecMaTpUBAeT IlepedeHb HMMEIONUXCS OXPaHHBIX AOKYMEHTOB Ha
OI1C u paeT 3aKAIOUEHHE O L[eAeCOOOPA3HOCTH IOAAEPIKAHIS HX B CHAE.

3. Ha crapmn ucmoab3oBaHusi 06bexkToB MIC B COOTBETCTBHE C BBIOpPAHHOM
BysoM crparerueil (cnoco6om mcnoaszosanust OVIC) mpOBOAUTCS OLiEHKA CTOMMOCTH
OMC u ux yuer B COCTaBe HeMaTepPHAAbHBIX akTHBOB. OCHOBHBIMU CIIOCOOAMH HCIIOAD-
3oBanust OMIC B Byse MOIryT ObITh: IpHMEHEHHE CO3AAHHBIX B PE3YAbTATE BBHITOAHEHHS
HAY4HO-HCCAEAOBATEABCKIX, OIIBITHO-KOHCTPYKTOPCKIX, TEXHOAOTHMYECKHX pPaboT HAM
uHoi1 AesireapHOCTH OMIC AAsL COOCTBEHHBIX HyKA (B COGCTBEHHOM IIPOM3BOACTBE MAH
AASL OKA3aHHSL YCAYT ); TIPUOGpeTeH e Y IPaBo06AAAATeACH HAH ABTOPOB, B TOM YKCAE B O6MeH
Ha APYroe HMyINECTBO; 0e3BO3ME3AHAs IMepeAaya NPAaBOOOAAAATEASMH HAM aBTOPAMH;
IPOARKA AMIeH3Mi Ha mpaBo ucmoab3oBaHus OVIC; BHeceHMe KX B yCTaBHBIA QOHA
CO3AABaeMBIX Cy0heKTOB XO3SMCTBOBAHMS; YCTYIIKA HAM Iepeaaya pas Ha obbexrst VIC.

4. Heo6xoAuMOCTD 3amuThI npas Ha o0bexThl MC BO3HMKAET B cAydae Hapy-
LIEHNS] COTPYAHUKAME HAM TPeTbell CTOPOHOM MCKAIOUMTEABHBIX IIPAB YIPeXKAeHHsI obpa-
30oBaHUA. Bys mMeeT IpaBo MHMIIMHPOBATh PACCMOTPEHHUE CIIOPOB O HAPYIIEHHUH ero IIpaB
B cyAebHOM mopsipke. Ilepep mopadeit HCKa O HapyIIeHWH IIPaB HEOOXOAMMO IPOBECTH
SKOHOMHUYECKYIO M FOPHAMYECKYIO OIIeHKY BO3MOIKHBIX IIOCASACTBHI 3THX ASHCTBHIL.

Taxkum 06pasoM, pacCMOTPEHHBIH BapHAHT paCIpeAeAeHHs (YHKIMOHAABHBIX
00513aHHOCTe MeXAY UMEIOIIMMICS IIOAPA3ACACHISIME U CAY>KOaMH yIpeXAeHHs 00paso-
BaHMS M COOTBETCIBYIOIIUil eMy crocob ympasaeHus VIC B Byse, B OCHOBe KOTOpPOro
AXHUT TOPHU30HTAABHOE PA3AEACHHE YIIPABAEHIECKOTO TPYAQ, He TpeOyeT 6OABIIKX 3aTpaT
U PeaAnsyercss B OOABIIMHCTBE BY30B. 3a KOKABIM CTPYKTYPHBIM IIOAPA3AE€ACHHEM IIPH-
Ka30M PYKOBOAHMTEAS By3a AOIIOAHMTEALHO MOTYT OBITh 3aKpelAeHbI HOBbIe (YHKIHO-
HaAbHBIE 005I3aHHOCTH, CBsi3aHHbIe C yrpaBaeHneM VIC vAU yTOUYHEHBI NMEIOIIHeCsL.

Ha oTAeAbl KaApOB IIpU 3aKAIOYEHHH TPYAOBBIX AOTOBOPOB (KOHTPAaKTOB) C Ha-
YYHBIMH H Hay4HO-IIEAQTOTHMYIECKMMU PAOOTHHKAMM BO3AAraercsi OOSM3aHHOCTb COCTa-
BAGHUS M HOAIMCAHUS B KadecTBe IPHAOXEHMSA K TPYAOBOMY AOTOBOPY COTAAIIEHHS O
IIpaBax 1 0053aHHOCTSIX PAOOTHHKA M HAHMUMATEAS B YACTH CO3AAHHS, TIPABOBOM OXPaHbI H
HCIIOAB30BAHIISI CAYXKeOHbIX PE3YABTATOB HHTEAAEKTYAABHOM AESITEABHOCTH.

Ha PeruoHaAbHbIi IIeHTp MapKeTHHIA YHUBEPCUTETA BO3AAralOTCs GpyHKIMK cbopa
¥ XpaHeHHs HHGOPMAIIMH O HAYYHbIX Pa3pabOTKAX, PeaAU3aIIHIO ONEPATHBHOIO MIOMCKA K
obMmeHa MHQpOpMAIel; HCCAGAOBAHMS PBIHKA HAyYHO-TEXHHYECKHX IIPOAYKTOB; paspa-
0OTKU M peaAnsariysi IIPOrPaMMbl MApKeTHHIA II0 IIepCIeKTUBHBIM HAYYHO-TEXHITIECKUM
IPOAYKTaM; PaspaboTKa OM3HEC-IAAHOB MHHOBAIIMOHHBIX IIPOEKTOB M OKA3aHHEe KOH-
CYABTAIL[IOHHBIX YCAYT B 9TOM 00AACTH.

Ha marenTHyio cayx0y Bo3aaraeTcst o0s3aHHOCTb BeAeHHs PeecTpa MOAAHHBIX
3assBok Ha OTIC u Peecrpa nareHTOB Ha H306peTEHIS I TOAE3HbIE MOAEAML.

ITAaHOBO-9KOHOMHYECKOMY OTAEAYy U OyXTaATepHH IOpydYaeTcs IIPOBeAeHHe
onenku croumoctn OMIC u yuera OMIC B cocTaBe HeMaTepUAABHBIX aKTHBOB, a TaKoKe
OIpeAeAeHHe HOPIAKA HCITOAb30BAHMUS IIOAYIEHHBIX CPEACTB.
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OcHOBHOM HEAOCTaTOK CymlecTByrome#l cuctems! ynpasaenusa VIC 3akarouyaercs B
OTCYTCTBHU CBA3YIOIIEIO 3BEHA MEXAY BCEMH CTAAMSAMH OT CO3AAHHUS AO HCIOAb30BAHU
OMC u TpyAHOCTSIMH B BBIIIOAHEHHH OTAEABHBIX BUAOB AeATeAbHOCTH. Ee coBepmren-
CTBOBAHME BO3MOXKHO B (OpMe CO3AQHIHS CIIELIMAAM3HPOBAHHOTO IMOAPasAeAeHUs 6e3
IpaBa MAM C IPAaBOM IOPHAMMECKOTO AMIA (yHHTapHOe NpeAnpHsTHe, O6mWecTBO C
OTpaHUMYEHHON OTBETCTBEHHOCTbIO, KOMMepYEeCKasi OPTaHHM3aLHs U AP.) YYPeAUTeAeM
(coydapeputeseM) KOTOPOTO SBASETCSH y4YpeXAeHHe OOPasOBaHMsS, KOMIAEKCHO OCy-
mecrBasionmero ympasaenue KIC B Byse. Ho mcroabzoBanue Takoil OpraHM3alliOHHOMN
CTPYKTYphl OIIPABAAHO AHIIb B OOABIINX IO YMCAEHHOCTH BY3aX, CO3AAIOLIUX 3Ha-
guTesbHOE KoArmdecTBo OMC. B poAM TakuX CIIeIMaAn3upOBaHHBIX IIOAPA3AEACHHI MOTYT
BBICTYIIATb PECITYOAMKAHCKHAE KAM PerHMOHAABHbIE LIEHTPH TpaHCPepa TeXHOAOIHI,
UMeoIie B CBOGM COCTaBe KBAaAMQUIIMPOBAHHBIX CIEI[HAAMCTOB M OKA3bIBAIOINME
KOHCAATHHI'OBBIE YCAYTH I10 ITHPOKOMY CIIEKTPY BOIIPOCOB, CBsI3aHHBbIX ¢ MIC.

Anaaus cocrosHus u passurua cucreMsl ynpasseHus FIC B I'TY um. @.Cxopunsr B
2000-2011 rr. moxasbiBaeT CTaOMABHBIA POCT OCHOBHBIX IIOKa3aTeAell OLIeHKH pe-
3yABTATOB HAyYHO-TEXHHYECKOHN M TBOPYECKOH AEATEABHOCTH, YTO CBSI3aHO C AOCTATOYHO
PaboTOCIIOCOOHOM U OTADKEHHON CHCTEMON YIIPaBACHUS HAyYHBIMHI MCCACAOBAHMSIMU U
paspaborkamu. O6 3TOM CBHAETEABCTBYIOT AAQHHbIE, XaPAKTEPUSYIOIIME YHCAO TOAAHHBIX
3as1BOK U mOoAyYeHHbIX maTeHToB Ha OITC, u3paHHBIX MOHOTpaduil, yieOHUKOB B Y4eOHbIX
OCOOUH, MCIIOAB3OBAHUE PE3yABTATOB HCCACAOBAHMI M pPadpabOTOK B HAPOAHOM
X03s1#iCcTBe U B yue6HOM nporecce (Tabauipt 1 1 2).

Tabauya 1.
CBeAeHHsI 0 IOAAHHBIX 3asIBKAaX U IIOAYY€HHbIX IATEHTAX HA 00'bEeKTHI
npombimaenHoi cobcrsennoctu (OIIC)

T'oabr 2000|2001 [ 2002 | 2003 | 2004 | 2005 (2006 | 2007 | 2008 (2009 | 2010 | 2011

KoanyectBo mopanHpIx
8 11 1 10 11
3asBok Ha OIIC 4 ? 7 4 3 ? 7 7

Koanuecrso TIOAYYE€HHbBIX

9 9 2 15 7 8 19 21 11 9 4 6

matenToB Ha OIIC

Tabauya 2.
Hcnoap3oBanne 00 beKTOB aBTOPCKOIO IIpaBa

HcnoAb30BaHHe HAyYHbIX Pa3paboTox
Toast B mapoasonm B yue6rOM nponecce _
XoasHCTBe Axro BHeApenTS H3panne MoHOrpadmi, yqevﬁmmos
M y4eGHbIX H0CcoOmit
2000 - 12 144
2001 2 7 171
2002 12 63 176
2003 14 52 195
2004 12 S1 193
2005 12 64 320
2006 6 25 197
2007 - 131 256
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2008 7 96 214
2009 6 131 157
2010 15 275 153
2011 S 274 121

OAHaKO COXpaHSIOTCS IMPOOAEMBI, CBSI3aHHBIE C IIPOABIDKEHHEM HAYKOEMKHX
Pa3paboToK B IPOU3BOACTBO U UCIIOAb30BAHKEM 3AIIaT€HTOBAHHBIX PE3YABTATOB HAYYHBIX
HCCAEAOBAHHUI.

I'raBHOM 3apadedl yIpaBAGHHS HHHOBALMOHHOM AESATEABHOCTBIO YHHBEPCHTETa
SIBASIETCS aAANTalus K BbI30BAaM HOBOM 3KOHOMHKH B IleAsiX 3QPeKTHBHOIO HCIIOAb30-
BaHUs €ro HHTEAAEKTYaAbHOIO IIOTEHIIAAAA.

RISK MANAGEMENT IN IMPLEMENTATION OF
INFORMATION SYSTEMS IN PUBLIC ADMINISTRATION

Assistant Professor Katia Strahilova PhD,

University of National and World Economy, Sofia, Bulgaria,
department “Public administration and regional development”,
katia_emilova@yahoo.com

In this paper an attempt is made to a definition of risk in the implementation of software
projects in public administration. Presents are the main actors and the types of risks.

The implementation of IT projects in the public sector is complex and responsible
task. In this process it is important that quality management and risk. Risk management in
the implementation of software projects in the public service depends on several key
stakeholder groups (figure 1):

Project manager Business analyst

Figure 1. Stakeholder groups

e Project manager — he ran the risk of a software project. In this paper we
consider that the project manager should bear the risk of the project. It is a
figure that is bound to measure all risks. It is required to ensure complete
customer satisfaction and all other actions necessary to ensure the project;
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¢ Business analyst - responsible for developing a quality project and ensuring an
effective software;

¢ Auditor - required to provide continuous review and to ensure the creation of
software in accordance with all regulatory requirements.

The process of risk management through the following phases (figure 2):

Risk management
plan

Identification Analysis

Mitigation Monitoring

Figure 2. Risk management phases

e Identification. At this stage it is necessary primarily to identify the risk points
in the realization of software project;

e Analysis. It is necessary to identify the risk characteristics. It is to divide the
main types of risk and its sources. We offer a risk analysis be performed on the

following main types (table 1):

Table 1.
Types of risks
N Type Description
1 |Team-roles Not all team roles are fully represented; roles are inappropriately combined
2 |Team structure Roles and reporting lines are not clearly identified
3 |Facilities Physical facilities are inadequate for building and delivering the product
4 |Training plan No training plan has been prepared for team members
S |Project experience |The team has limited experience of working on similar projects
6 |Process experience [The team has not previously worked with the development method or tools
7 |Technology The team has not previously worked with the selected technology
experience
8 [Quality Attitude  [Team members do not display pride in workmanship
9 |Cooperation There is a lack of team spirit; conflict resolution requires management intervention

10 |Communication |Team members show poor awareness of mission or goals and/or poor commu-
nication of technical information

11 |Productivity Productivity is low; milestones missed
12 |Planning Planning is not timely, technical leads are excluded or contingency planning is
omitted

13 [Program Interfaces |Interfaces with the customer, other contractors, senior and/or peer managers are

poor
14 |Monitoring Management metrics are undefined and development progress poorly tracked
1S |Personnel Project personnel are used inappropriately

Management

16 |Quality Assurance |Procedures and resources are not in place to assure product quality

17 |Project objectives |Project objectives are unclear or immeasurable
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18 |[Size and complexity [The project is large, highly complex or not decomposable
19 |Dependencies The project has dependencies on outside products or services
20 [Budget size Budget is insufficient
21 |Budgetsecurity  [Budget is not secured for the full project
22 |Cost controls Cost controls are inadequate
23 |Defined process  [No well-defined development process has been adopted
24 |Informality Inconsistencies may make the implementation difficult to understand or maintain
25 |Suitability The development process is poorly suited to the customer, contract and solution
26 |Process Control  [The development process is not enforced, monitored, and controlled using metrics.
27 |Product Control [Mechanisms for controlling changes in the product are inadequate
28 |Policies and Policies and standards are un-defined, vague or unused
standards
29 |Alternatives No alternative solution approaches have been considered
considered
30 |Documentation  [Development documentation will not be created in parallel
31 |Functionality There are potential problems in meeting functionality requirements
32 |Interfaces Internal interfaces (hardware and software) are poorly defined or controlled
33 |Performance There are stringent response time or throughput requirements
34 |Hardware There are tight constraints on the target hardware
Constraints
35 |Non-Developed  [There are problems with software used in the project but not developed by the team
Software
36 |Difficulty Implementation of the design will be difficult to achieve
37 |Complexity The solution requires complex algorithms that may be difficult to code
38 |Security Security requirements are more stringent than the current state of the practice or
team experience
39 |Security testing Security requirements cannot be successfully tested
40 |Data migration Deployment will involve significant data migration — or descriptions of existing data
sources are inadequate
41 |Pilot approach Available pilot sites are reluctant to be involved
42 |Parallel The solution requires a “big-bang” rather than a phased deployment
deployment
43 |International Deployment requires on-site attendance in different countries
deployment
44 [Human Factors The system may be difficult to use because of poor human interface definition
4S |Support personnel |Support personnel are inadequate in experience or numbers
46 |Operational Solution requires significant changes to existing operational processes
processes
47 |Availability / Reliability or availability requirements are difficult to meet
Reliability
48 |Supplied Supplied components are likely to be late or do not fully meet the needs of the
components solution

¢ Risk management plan. This means planning for all elements of the overall

risk to be addressed and referred to the measures to reduce them;

e Mitigation. At this point Willie is concentrating on conducting the necessary

measures and establish safeguards to prevent hazardous situations;
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e Monitoring. At all stages of the implementation of a software project is

necessary organization for Monitoring and Risk Management.

Finally, it should be noted that identification of risk factors is complex. In public
administration must be considered and the influence of many external factors such as
legislation, macroeconomic factors and others. This will allow the deployment of effective
software applications

INFORMATION SECURITY MANAGEMENT STANDARDS
IN THE IMPLEMENTATION OF ERP SYSTEMS

Assistant Natalia Futekova,
Department of "Information technologies and communications”,
University of National and world economy — Sofia, Bulgaria,

n.futekova@abv.bg

This report presents the essence of the information security management standard ISO
27001. It is clarified the applicability of the standard and the specifications of the individual stages
of its implementation.

Standards ISO 27001:2005 “Information technology - Security techniques -
Information security management systems — Requirements” put requirements for
Information security management systems (ISMS). This standard is applicable to all
organizations regardless of their type (private or public) and segment affiliation.
Information security management system (ISMS) is a method and management tool for
the information used by organization as well as information security for the decisions
taken. In terms of classification, information which must be secured may be owned by the
company or by the customer (Figure 1):

Ownership of the company Ownership of the client

Figure 1. Information types

Regarding the implementation process of ERP (Enterprise resource planning)
systems, ISO 27001:2005 is appropriate for use in:
e defining the security information policy that will be used or created by the ERP
system;
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defining of specific security goals;

use in Information risk management resulting from the operation of the ERP
system;

to ensure that companies and their implemented software applications meet
regulatory requirements;

in determining the existing business processes for IT security management;

in defining new business processes for IT security management;

establishing a consistency between the policies of the organizations and the
applicable standards;

providing a relevant information to the customers on information security

The implementation process of information security standards must be synchro-

nized with the process of building of ERP system. That is why we offer the following

milestones:

Defining information security policy

. Decision to implement the standard

Defining the scope of the ISMS

risks

. Identification and assessment of the security

Development of certification documentation

. Implementation of the 1SO 27001 standard

Maintenance and periodical audit

Figure 2. Implementation process of ISO 27001

In general, the implementation process of the standard in a company comes down

to the following steps.
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Firstly, the analyzed company needs to define an information security policy. This
is important in terms of requirements and defining the scope of ISMS (Information
security management system). At this stage it is necessary to make a decision on the ISO
27001 implementation. Once this decision is made, it is important to identify and assess
the information security risks as a result of the implemented ERP system and to develop
certification documentation. After the coordination with the contracting company, the
implementation of the standard can be started.

ISO 27001 demands a strict observance of the relevant laws, regulations and
contractual obligations regarding the information security, optimized use of available
resources, as well as periodic internal audits of the system in order to its continuous
improvement.

PERSONAL DATA DANGERS

Nicolae TURCAN
Lyceum of creativity and invention “Prometeu-Prim”

In aceastd lucrare sunt reflectate problemele majore ce direct afecteazd securitatea datelor
personale, descrierea lor, si principiile de bazd care urmeaza a fi aplicate pentru protectia datelor
mentionate.

Personal data, which directly or indirectly identify an individual, especially by
referring to identification number (personal code), to one or more specific details:
physical, physiological, psychological, economic, cultural or social state, are divided in
two groups: ordinary and special.

Special category of personal data is the information revealing racial or ethnic origin,
political opinions, religion, health status or private life and the criminal convictions of an
individual.

Common category is the information that reveals:

e Name and surname, sex, date of birth, citizenship, image, voice, family statute,
military statute, geo-location data/pseudonym, family member’s personal
data, driving license data, registration certificate data, economic and financial
situation, owned assets data, bank details, signature, etc.

Personal data includes plenty of subgroups, followed by their increased vulne-
rability because of the new threats which appear and progress at an astonishing rate. The
main and the most expensive risks of personal data are:

e hackers; malwares; laptop theft; denial-of-service attacks; insiders; zombie
networks; phishing; abuse of wireless networks; abuse of instant messaging;
abuse of application servers; web pages attacks; DNS attacks; natural disasters.
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As a result of all the menaces of personal data, organizations which possess them
started to develop a policy regarding protection of personal data. This policy is prepared
especially for protection from risks as disclosure, alteration, fraud, destruction, theft, and to
avoid the consequences, particularly from the financial, judicial and reputation perspective.

Whole complex of measures will enable elaboration of steps according criteria for
classifying information. Possession of information will be based on certain principles:

e  (lassification of information;
e Hierarchy of protective measures;
e  Monitoring of the protection level.

Information possessor can be either an individual or a legal person. If owning
secret information with a high protection level, the person becomes responsible for
maintaining it. As a result, information can be classified:

e Interms of availability — accessed and used by an authorized person;

e In terms of integrity — information wasn’t modified or destroyed by an
unauthorized person;

e In terms of privacy — not available to unauthorized persons or for those who
don’t have a need to know it.

According to all above, we are able to perceive the policy concerning protection of
data, the policy which is oriented to its confidentiality. It will be marked according to the
security level. Classification will be periodically reviewed depending on the event. Within
the organization that possesses personal information, protection will be provided through
the following ways: legal protection (applying laws); protection with specific procedures
(encoding, encryption); physical protection (safes).

Nonetheless, all the procedures will provide security measures, as:

Firewall.

A firewall is a device or set of devices designed to permit or deny network
transmissions based upon a set of rules and is frequently used to protect networks from
unauthorized access while permitting legitimate communications to pass.

Many personal computer operating systems include software-based firewalls to
protect against threats from the public Internet. Many routers that pass data between
networks contain firewall components and, conversely, many firewalls can perform basic
routing functions.

Antivirus.

Antivirus software is used to prevent, detect, and remove malware, including but
not limited to computer viruses, computer worms, Trojan horses, spyware and adware.
Computer security, including protection from social engineering techniques, is co-
mmonly offered in products and services of antivirus software companies.

Protection from hackers.

All unknown files from the server should be eliminated, and also a strict control
should be implemented. All the packages that have other than its own IP header (which
may contribute to the information leakage) shall be removed.
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Staff trainings.

Because of the constant human error, organizations should create special trainings in
order to inform staff about the most frequent problems caused unwilling, and to oblige them
to operate according to the rules, by checking their work or creating special departments
which goal will be to analyze all the progress made by workers during a period of time.

Limited access to external networks.

Limiting or blocking the access to external networks will contribute to increasing
workers efficiency, resulting in a more organized collective. Also, it can especially help in
avoiding dangerous files with malwares and information loss.

Natural disasters protection.

Public responses to a major natural disaster may warrant:

a) special efforts to protect the vital interests of victims;

b) extraordinary processing of personal information to compensate for the loss of
usual documentation, disrupted access to databases, communication diffi-
culties and other challenges;

c) use of personal information held by organizations beyond their usual business
purposes.

For a higher secure, the hardware which stores the most important data should be
placed far from the disastrous places, and reliably protected.

Responsible organizations already include disaster recovery in their risk management
planning. The resolution encourages and supports such initiatives, emphasizing the
importance of protecting data and it’s attribution to the lives of individuals and communities.

As a conclusion, I can state that efficiency standards for classification and pro-
tection of the personal data depend on the objectives and methodology for classification
of information of all people involved. Initiatives of promoting information security policy
will ensure awareness of all people holding personal data about classification and
protection recommended measures.

MANAGEMENT TEMPLATE FOR SECURING BUSINESS
PROCESSES USING MULTIPLE SIGNATURES TECHNIQUE

Veliko Ivanov, Valentin Kisimov
UNWE, Sofia, Bulgaria

Information security has become important for the business processes that occur
in every organization and especially for the needed increasing of the security of the
business processes. The contemporary business process is a collection of related,
structured activities and tasks, involving computers, documents and people. By its nature,
business processes are complex and changing over the time. With the new ICT corporate
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technologies for Enterprise 2.0 and Enterprise 3.0 systems, the security of the business
processes and their components, are becoming more and more important factor. Based
on the business processes dynamics, their security also need to be managed via a dynamic
mechanism and special ICT security architecture. Participation of a human in a
computerised business process can be legalised via actions (message, document or
process), which are digitally signed. The human involvement in the business processes,
with their different corporate roles, requires implementation of separation of power,
transformed into a separation of digital signatures. Implementing more than one digital
signature in a business process leads to implements multiple digital signatures technique.

Multiple digital signatures have 3 aspect of work:

e Signing with or without verification of previous signatures;
e Multiple signing with Separation of equal duty;
e Multiple signing with Separation of different duties.

The proposed implementation of multiple digital signatures is working with
previous verification, e.g. before signing, the process verify the previous signature — for
availability, correctness, and validity. The Separation of equal duty corresponds to signing
the message / document in non-specified sequence of the participant of the signing path
(signing path is the sequence / parallelism of signatures for a given process task). The
Separation of different duties requires exact sequence of signatures. For high secure
business process, proposed in the paper, different signing paths can be applied — one or a
few with Separation of equal duty and one or a few with Separation of different duties.

The purpose of the proposed paper is to present an Architectural Management
Template for securing Business processes (AMTSBP), through which a Business process
can implement multiple digital signatures techniques, increasing the security of the
Business process. The Template is a software architectural component, which defines
how many signing paths are valid for the Business process, what kind of separation of
duties each signing path applies, what are the needed verification of signatures which have
to be provided on each step of the signing path, what is the sequence of duties in signing
path, and what is the workflow of supporting security processes applicable to each step of
the signing path. The AMTSBP can be applied either as a micros to MS Office documents
(managing the documents in the business process), or as a pure software object, plugin to
the program code of the business process (managing the program code running the
business process).

Every task in business process should be addressed to one of dotted line box on
figure 1 depending on whether its need of digital signing. When there is single signing
task it requires simple step verification. In this case one person is responsible for the
content and execution of the task. When it is about multiple signatures there are two cases
of duty separation (equal and hierarchical). When it is used an equal signature multi-step
verification is needed and each of the persons is equally responsible for the content and
execution of the task. Hierarchical signature has specific backward verification process,
which gives the advantage of precisely setting persons responsibility.
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OCOBEHHOCTU 3ALNTDbI LUOPOBDLIX JOKYMEHTOB

Macmep, rekmop Anamoauii BPEAMHCKHH
Tocydapcmeennolil ynusepcumem
Ppusueckoti KyAbmypolL u cnopma

Electronic documents stored on digital media become more and more popular, which results
in the appearance of new threats. To prevent the latter, businesses nowadays are recommended to

develop and implement special security measures.

AxTHBHOE BHeApeHMe LU(POBBIX TEXHOAOTHM, X ITOCTOSHHOE COBEpIIeHCTBOBAHUE,
YAOOCTBO B HCIIOAB3OBAaHMU M HHBIE IPEHMYyILIECTBA HPHUBOAST K TOMY, YTO MHOTHE
IPEATIPHATHS IOAHOCTBIO HAHM YACTUYHO [IEPEXOAST Ha 000POT IAEKTPOHHBIX AOKYMEHTOB.
A 2T0, B CBOIO OYepeAb BeAeT K AOTIOAHUTEABbHBIM PHMCKaM yTeuku uHpopmarmu. Ecam
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paHbllle 3aITMINAANCH CaMU JAEKTPOHHBIE AOKYMEHTBI MAM MHQOpPMAIIMOHHBIE Pecypchl,
copepiKalllie AOKYMEHTHI, TO TeIlepb H3MEHSeTCSs OCHOBHOHM BEeKTOp aTak M COOT-
BETCTBEHHO HM3MEHseTCs 0ObeKT 3amurbl. KpoMme TpasMIIMOHHBIX aTak Ha HHQOpMa-
LIMOHHbBIE PeCYpCHl BCE dallle ¥ Yale OOBeKTOM 3alIUTHl CTAHOBHUTCS B3aHMOAEHCTBHE
«YeAOBEK — OAEKTPOHHbIN AOKYMEHT», «4€AOBEK — HMHPOPMALJMOHHBI pecypc>[2].
CoraacHo paHHBIM HccAepoBaHms 2008 1., HanboAee PacIpPOCTPAHEHHBIM KAHAAOM YTEUKI
AQHHBIX SBASETCS ceTb (KpoMe 3AeKTPOHHOI mouThl) — 21,1% caydaes. Ha Bropom mecre
— HOYTOYKH U MOOHMAbHBIE KOMIIbIOTepbl — 19,4%, Ha TpeTbeM U C GOABIINM OTPHIBOM
— HacroabHble 11K u cepsepst — 7,5%. Ilpu aToM npumepHO B TpetH cay4aes (32,6%)
IIyTb OCTAACSI He YCTAaHOBACHHBIM. B IIpOIIAOM roAy TaKHMX CAy4aeB OBIAO MeHbIIe B TPH
pasa — 12%. [1]

B 1jeAsix 3aIuTH AOKYMEHTOB PEaAU3yeTCs CIIEIJMAABHAsI CUCTEMA AOKYMEHTO000-
POTa, KOTOpPAst BKAIOYAET B Ce0s: KOHTPOAb 33 CO3AAHHEM, AOCTYIIOM H OIlEpALIUSIMU C
AOKYMEHTOM, €ro KONHMpPOBaHHE U IepPeAauy TPEeTbHM AMIIAM, a TakKe YHHYTOXeHHe
9AEKTPOHHBIX AOKYMeHTOB. CIIelHaAbHBI 060POT AOKYMEHTOB Ha 9AEKTPOHHBIX HOCH-
TEASIX BO MHOIOM AHAAOTHYEH 00OpOTy OYyMasKHBIX AOKYMEHTOB. BMecTe c TeM, oHH
00AaAQIOT OmpeAeAeHHOM crenuduKoi. Tak, 060poT IOAOOHBIX AOKYMEHTOB BO3MOJXKEH,
KaK C IOMOIbIO 3aIllICH Ha MaTepPUAAbHBIN HOCUTEADb (ﬂash—drive, CD/DVD aucku u
MHble HOCUTEAH) TaK M NOMOIIBIO IPSAMON IEepeAadr AOKyMEHTa KOHEYHOMY aAPecary,
nocpeacTBoM cerelt Internet/Intranet.

DAeMeHTHI CHCTeMbI 00ecreueHNs CIIefNAABHOT0 AOKyMEHT0060poTa.

CrcreMa KOHTPOAS M y4eTa AOAXKHA OCHOBBIBATHCS Ha ABYX BOXKHBIX COCTABASIOIIIHX:

1) IlporpaMMHO-anmapaTHIl KOHTPOAb 32 AOKYMEHTaMH Ha LUPPOBOM

(aaekTpOHHOM) HOCHTeAE;

2) OpraHM3alOHHO-TeXHUYECKHIl KOHTPOAb 32 AMLJAMH, AONYLEHHBIMH K

cpeAcTBaM XpaHeHus 1 06paborku undpopmanuy; [ 3. 129 crp. ]

ITepBast cocTaBAsOLIyI0 GasHpyeTCsl Ha NPHMEHEHUH CIIeLHAANSHPOBAHHBIX IIPO-
IPaMMHBIX IIPOAYKTOB IIO3BOASIIONIUX OCYIIECTBASTh AOCTYII K 9ACKTPOHHBIM AOKYMEHTaM,
B 3aBHCHMOCTH OT YPOBHS IIOAB30BAaTEAs, 2 TAK JKe KOHTPOAUPOBATH AIOObBIE MAHUITYASIIIHI
C AOKyMeHTaMH.

Bropast cocTOMT U3 CHUCTEMBI IPEABAPUTEABHON HPOBEPKU PAOOTHHKOB M IIPO-
BeACHHS CIIeIIMAaAM3HPOBAHHOIO MHCTPYKTAXa, a TAKXKe KOHTPOAS IepPCOHAAA MMEIOIero
AOCTYI K O3AEKTPOHHBIM AOKYMEHTaM C IIOMOUIbI0 TEXHHYECKHX CPeACTB (BHAEO-
Habaropenne, CKYA u T.1m.)

BriBoABI

1) B HacTosmuit MOMEHT GOABIIMHCTBO MpPEATIPUATHIl He yA€ASeT CUCTeMe 3a-

IUTHL 9AEKTPOHHOTO AOKYMEHTOO060POTa AOAKHOTO BHHUMAHUS, YTO HEPEAKO
IPUBOAUT K yTeuKe KOHPUACHIIMAABHON MHPOPMAIMH COAEpXKAIIeHcs B IH-
¢$poBoM BHAE.

2) LleaecoobpasHbM sBAsleTCS paspaboTKa U BHEAPEHHe CHCTEeMBl 3aljHThl

obopora IMPPOBBIX AOKYMEHTOB, KOTOpasl IIO3BOAUT IPEAOTBPATUTh OOAD-
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IIMHCTBO CAy4aeB HeaBTOPUSHPOBAHHOIO AOCTyNa K KOHQHAEHIIMAAbHOM
MHPOpMAlIMH.

3) Kareropuuecku 3ampemjaercs mpuMeHeHHe pabOTHHKAMH AMYHBIX HOCHTeAeit
HHPOPMALIMH AASL 3AIIMCH HA HUX CAYXeOHOH AOKyMeHTauuu. BeiHOC AIOOBIX
MOOMABHBIX HOCHTeAeHl HMHYOPMAILMH 32 IPEAEAbl IPEATPHSATHS Oe3 paspe-
LIIeHHs] OTBETCTBEHHbIX COTPYAHHKOB. COOTBeCTByIOIIee 0byueHre pabOTHIKOB
MHQPOBAHMIO AOKYMEHTOB M IIOAHOMY YHUYTOXXEHHUIO (aiAOB COAEpIKAIIHX
KOHQUAEHITMAABHYIO HHPOPMALIUIO.
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COLUUANBHO-NCUXONTOITMYECKUE ACNEKTDI
WHO®OPMALMOHHOW BE3OMNACHOCTU

Dunroroz, ncuxoroz, 0okmop GuA0CoPcKux Hayk
TI'aauna Koaecnukosa,

npodeccop kapedpuvr Ces3u ¢ 0bujecmsennocmoio AoHckozo
20Cy0apcmeeHH020 MEXHUMECK020 YHUBEpCUmema

In theses raises the problem of the importance of socio-psychological aspects in the
implementation of information security. Is highlighting social and psychological levels of
information security. One of possible decisions of the given problem Is offered.

AHaAM3 M CHCTEMATH3allMsi COIMAAbHO-NICHXOAOTMYECKUX aCIeKTOB HHQOpMa-
LIMOHHOM 6€30IIACHOCTH MPEACTABASIIOT COOO0I BXXHYIO 33Aa9y, KOTOPAsi HA AAHHOM JTarle
3aKAIOYAeTCs B BHIABACHUH NPUHIIUIIHAABHBIX TIOAOXKEHHH, B COOTBETCTBUH C KOTOPBIMU U
OyA€eT IIpeAAOYKEHO BO3MOIXKHOE pellleHIe AAHHOI IIPOOAeMBL.

Ipu sToM 6a30BbIMU $PHAOCOPCKIMU KATETOPHSIMU B AAHHOM aHAAU3€ BBICTYIIAIOT
COIIMaAbHAsl CHUCT€MAa M AMYHOCTb, IOCKOABKY U B OCHOBE >XH3HEAEATEAbHOCTH CO-
ITMAABHBIX CHCTEM, U B OCHOBE >KU3HEAESATEABHOCTU AMYHOCTU AEXUT OAUH IPUHLUI -

IPUHIMI 00ecIedeHnst cCOOCTBEHHOM 6e30MMacHOCTH.
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AQHHBIA NPUHIMI, PACKPHIBAIOMUN AHTUIHTPONUIHYIO IPUPOAY COIIHAAbHBIX
CHCTEM, a AMYHOCTD TaKKe MOXKeT PaCCMaTPHUBAaThCS KaK CHCTEMA, HEIIOCPEACTBEHHO CBSI-
3aH He TOABKO C HOTpe6HOCT5IMI/I, HO M C CHCTEeMOM IIeHHOCTeH, IIOCKOABKY AOMH-
HUPYIOLIel MOTPeOHOCTBIO BCETAA BRICTYIIAET T, KOTOPAsi OCO3HAETCS B KA4eCTBE TAABHOM
II€eHHOCTH.

To ecTs, copepKaHUe MPUHIUNA OOecIedeHns] COOCTBEHHOM 6e30MacHOCTH U Ha
YpPOBHE COIIMAAbHOM, ¥ HA YPOBHE AMYHOCTHOM CHCTeMBI BCETAQ MMeeT cCrieluduieckoe
HAIIOAHEHHe, KOTOPOe SIBASIETCSI PEe3yAbTATOM CO3HATEABHON M 0eCCO3HATEABHOM Aes-
TEAPHOCTH, HANPABAEHHON Ha CHIDKEHHME HeTaTUBHOIO U/HAM Ae30PraHH3YIOLIero
BAVSIHUS BHEIITHEH ¥/ AU BHYTPEHHEH CPEABL

Kpome TOro HeAb3sI He YIUTHIBATD U TAKOM BaXHBIIA peHOMEH KaK 60pbpba MOTHBOB,
KOTOpasi BCErpAa IPEAleCTBYyeT KOHKPeTH3allMU TAABHOM I[€HHOCTH U OIPeACACHMIO
AOMHUHHPYIOL]eil IOTPeOHOCTH.

Bce mnepeuncaeHHOe B COBOKYIIHOCTH YKa3blBaeT Ha TAABEHCTBYIONIYIO DPOAb
AMYHOCTH M COLIMAABHO-TICHXOAOTMYECKHMX aCHEeKTOB ee IIOBEAGHHS IIPH pelleHun
IpoOAeMSBI 3amUTH HHPOPMALIU. B AAHHOM KOHTEKCTe AUYHOCTD PSIAOBOTO COTPYAHHKA
U AUYHOCTb PYKOBOAMTEASI BBICTYMAIOT KaK PaBHOMOPSAKOBBIE BEAMYMHBI, IIOCKOABKY
IOBEACHHE COTPYAHHKA BO MHOIOM OIIPEAEASETCS COLMAABHOM CPeAOM IIPaBUABHO
OpraHM30BaTh KOTOPYIO KaK pa3 M sBASeTCA 3ajadeil pykoBopuTeas. [ mmenHo Hempa-
BHABHO OpPraHM30BaHHas Cpepa BBICTYIIaeT B KadyecTBeé OCHOBHOTO (akTopa HHH-
UuMpymomero ¢(opMUpOBaHHE KOHQAMKTOB, KOTOpble B IIOCAEACTBHE MOTYT CTaTb
IPUYUHOMN YyTeYKH HHPOPMALHH.

BbIA€ASIOT BOCeMb OCHOBHBIX TUIIOB KOHPANKTOB B cdepe 3amuTsl HHGOpMaum:'
00ycAOBACHHBIE TPeOOBAHISIMI PEXUMA; 00YCAOBACHHBIE OIPAaHUYEHHOCTBIO PECypCoB
(BBIMMCAMTEABHBIX MAM MHOPMALMOHHBIX); O6YCAOBAGHHBIE HECOOTBETCTBHEM LieAeil
COTPYAHHKOB CHCTeMBl HHQPOPMAIIMOHHOM 0€30MACHOCTM U APYTHX OTAEAOB;
00yCAOBAGHHBIE HECOOTBETCTBUEM OXKUMAAHUM M PEAAbHOCTH; KOH(AMKTBI HepapXuy;
KOHQAMKTDHI «4EAOBEK — MalIMHAa>; KOHPAUKTHI B AMIHOMN XKH3HU COTPyAHHKOB. Ha Ham
B3IASIA CIOAQ TaKOKe HeOOXOAMMO AOOABHUTH BHYTPUAUYHOCTHBIM KOH(PAVKT, KOTOPBIL, II0
CYTH, BBICTYIIaeT I€PBOOCHOBOM IIpU GOPMHPOBAHHH BCEX OCTAABHBIX TUIIOB KOHPAMKTOB.

OaAHAaKO Bce TIIpHBeACHHBle KOH(AWKTBHI SIBASIOTCS, IIO HalleMy MHEHHIO,
IPOsIBAEHVEM BO BHE AMMHOCTHOTO HeOAATrOMOAYUHNs, KOTOPOe MOXKeT $OPMUPOBATHCS HA
Pa3HbIX YPOBHAX: BHEUIHMM — CPEAHMM - BHYTPEHHHH, KaXXKAbIA M3 KOTOPBIX, B CBOIO
o4epeAb, COCTOMT U3 NOAypoBHei. IlepBblif M3 HHX OIpeAeAseTcs COLMAAbHBIMU
dakTOpamM, BTOPOH - COIMAAbHO-TICHXOAOTMYECKUMH U TPETHH INCHXOAOTMYecKuMH. B
TabAMIE 3TO OYAET BBITASIAET CAEAYIOLIMM 06pasoM.

! http://avoidance.ru/articles/narushiteli-informacionnoj-bezopasnosti/88.html [ Daexrponnsrit pecypc]

Aata mpocmotpa 18.03.2012
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CTpyKTypa CONMaAbHO-IICHXOAOTHIECKOTO He0AAr ONIOAYIHS AMIHOCTH
Buemmnuit yposenn Cpeanmuii ypoBeHb BuyTpennutt yposeHb
(cormaAbHbIt KOHTEKCT CHTYAIHH ) (cnenuduxa peaxuuit (mcuxoAorudeckue 0cob6eHHOCTH
Ha POHCXOAAIIIee, AMMHOCTH)
BBICTYTIAOIIAS KaK
pesyAbTar
B3aHMOAENCTBUS
COLIMAABHOTO
KOHTEKCTa 1
IICHXOAOTHYECKHX
ocobeHHOCTe
AMMHOCTH)
CoupnaabHbIe CoraAbHbIE CoupaAbHO- ITcuxoaorunueckue | Ilcuxoaormueckue
¢daxTops, dakTops, IICUXOAOTHYECKHe ¢paxTopm, daxTops,
obycAoBAeHHBIE obycAoBAeHHBIE daxrops, obycAoBAEHHBIE obycAoBAeHHBIE
00BEKTUBHBIMH Cy0'beKTHBHBIMU BBICTYTIAOLIHE KaK 00BEeKTHBHBIMH Cy0beKTHBHBIMU
06CTOATEABCTBAMHU |  OGCTOSTEABCTBAMK PaBHO3HAYHbIe 06CTOSATEABCTBAMH | OOCTOSTEABCTBAMI
(B AanHOM
KOHTEKCTe, TO, 4TO
3aBHICHUT OT BOAK
HMHAMBHAQ H MOXeET
6BITb M Pa3BHUTO
HAK
cdopMuposaHo)
ConnasbHo- Crpeccosbre Crenuduxa CsoiicTsa Cucrema
9KOHOMHYECKas daxTops, B3aMMOOTHONIEHUH B | TeMIIepaMeHTa, IIeHHOCTe! 1
CUTyaIlus B CTpaHe 00yCAOBAGHHBIE | POAMTEABCKON CeMbe KOTOpBbIe norpebHOCTel;
npodeCcCHOHAABHOM OIPEAEATIOTCS KaK OTCyTCTBHUE
AESITeAbHOCTBIO <TPYAHBIE>: KPHTHIECKOTO K
BBICOKHF MAH pedaexcHBHOTO
HU3KHUI YPOBEHDb | MBINIACHMUS; HU3KUI
AKTUBHOCTH; YPOBEHb AOKYC-
YIPSIMCTBO; KOHTPOAS,
OTBAEKaeMOCTb; CaMOOIjeHKa;
HU3KHI1 yPOBEHb MeCCUMH3M

AAANTUBHOCTH;
HaAWYHE TeHAEHITUH
K M36eraHuio; cTpax

HOBBIX CUTyaluH;
PEeruAHOCTD

ITo AaHHBIM MTAABSHCKMX IICUXOAOTOB 25 % CAYXAIIlUX IPUHAAAEXKAT K KATeTOPUHU

HaACXKHDBbIX AIOAefI, CTOABKO JK€ JKAYT YAO6HOI‘O CAy4asd, 4TO6BI pal3raacuTb CEKPETHYIO

unpopmanuio u y ocrapmuxcs S0 % noseaeHne GOpMUpPYeTCSs B 3aBUCHMOCTH OT

obcrositeabcts. Kpome Toro, mpecrymaeHus B cpepe HHPOPMALMU TOABKO B 7%

COBEPINAITCA MPOPECCHOHAABHBIMU IIPOrPAMMUCTAMH, OCTaAbHble 93% - KAepKaMu
4 ]

CAYKAITMMH, AOITYIIE€HHbIMH K pa60Te C I/IH(l)OpMaLII/IOHHbIMI/I CUCTeMaMH, AaAMHHHU-

CTpaTOpaMH, CAMUM YIIPaBASIOIUMH.
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To ecrb, popMupoBaHre HHPOPMALMOHHON KYABTYPHI COTPYAHHKOB HA IIPEA-
[pUATAY M [OBBILIEHHWE YPOBHSA OTBETCTBEHHOCTH 33 YTeYKy HMHPOPMALUM MOIYT
3HAYUTEABHO IIOBBICUTD YPOBEHDb HHGOPMALMIOHHOM 3aIUTHL.

AanHble mapaMeTpsl - HHPOPMALMOHHAS KYABTYPA COTPYAHHUKOB HA IIPEATIPUATUHH
U [IOBBILICHHUE YPOBHS OTBETCTBEHHOCTH, - BHICTYIAIOT KaK B3aMMOCBS3AHHBIE KATETOPUH,
IIOCKOABKY CyILIeCTBYeT aKCHOMa: 4eM BbIlIe KYAbTYpa AMYHOCTH, TeM BHIIIE YPOBEHD ee
OTBETCTBEHHOCTH U IIOPSAAOYHOCTH M, COOTBETCTBEHHO, Hao60poT. Eme ApeBHerpeyeckue
QUAOCOPBI CIIPAaBEAAVIBO IIOAAraAM, YTO 3A0 €CTb OTCYICTBHE MYAPOCTH M TOABKO
MYAPOCTb OTKpBIBaeT IyTh K 6Aary. Ho aTo ysxe nHOI acnexT pAaHHO# po6aemsr. O AHAKO
XOTEAOCH OBl AKI|EHTUPOBATh BHIMAHKE, YTO UMEHHO TPEHUHIU AMMHOCTHOTO POCTa AASL
nepcoHaaa (2 BO3MOYXHO H AASL PyKOBOACTBA), i TPEHHHTH, HATIPABACHHBIE Ha NIOBBIIIEHNE
YPOBHS IPOdEeCCHOHAABHON KOMIIETEHIIUH U IIEPCOHAAA U, OCOOEHHO, PyKOBOAUTEAEN],
BO3MOXKHO, OYAYT ABASITHCSI CAMBIM HAAEXKHDBIM CIIOCO6OM IIOBBIIEHNS HHPOPMALHMOHHOM
6€30IacHOCTH.

PEXXUM KOHOUAEHUWAJNIbHOCTU KAK METOA
NMPABOBOIO PEINYJIMPOBAHUA

FOaus Bopobvesa, Apuna Kyxkauna

Qedeparvroe zocydapcmeenroe 6100xuemmoe 06pasosamervtoe
yupexcdenie 8biCuLE20 NPOPECCUOHAILHO20 00PA308AHUS
«Yomypmckuii 20cydapcmeentulii yHusepcumen >

According to the Law of Russian Federation, there are several types of confidential information
(or secrets). For each type of secret a special mode is provided by Federal Law, but there are no
particular rules or conditions to follow. We propose to introduce the notion “privacy information
mode”, which is unified for all types of secrets, and imposed conditions to execute into the Law.

XXI Bex — 9TO0 BeK MHQPOPMAIIMOHHO-TEAEKOMMYHHKAI[MOHHBIX TEXHOAOTHH,
BAMSIIOIIMX Ha GOPMHPOBAHIEe HOBOTO OOIIeCTBa, KOTOPOe OCHOBBIBAETCS HA CBOOOAHOM
obMeHe uHpOpMaIell U 3HAHUAMH.

B pesyabTare B3auMOAENCTBHS OPTraHOB FOCYAAPCTBEHHOM BAACTH, XO3SHCTBYIONIIMX
CyObeKTOB, TPOXAAH (QOPMHUpPYeTCs HHPOPMAIIMOHHOE IIOAe SIBASIOIIMECS OAHUM H3
9AeMEHTOB HHPOPMAIMOHHOHN HHPPACTPYKTYPHL.

IleAp paboTbl — OIpeAeANTh HEOOXOAUMBIT HAOOp Mep IO ObecIedeHHI0 KOHU-
AEHLIMAABHOCTH HHQPOPMALINY, SIBASIOINEACS HpeAMeTOM oOMeHa CTOpoH. B pesyasrare
aHAAM3a AEHICTBYIOIIErO 3aKOHOAATEABCTBA BCKPBITHI IIPOTUBOPEUFS IIOHATHUITHOTO alIapaTa B
obaactu 3ammTsl nHPopMary. OAHUM U3 BAPHAHTOB YCTPAHEHHMs IIPOTUBOPEUHIL IIPeAAO-
KEHO 3aKpellAeHHe OHATHA «PeXXUM KOHQHACHIMAABHOCTH> B HOPMAaTHBHbIX akTax PO.
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Ilpy mpaBOBOM peryAMpOBaHMM HCIIOAb30BaHMS HHPOPMALUM OTPAHMYEHHOTO
AOCTYIIa BKHYIO POAb UTPaeT IMPoHAEMA YCTAHOBAEHHUS OIIPEAEACHHBIX IIPABHA AOCTYIIA K
uHGOpPMaAIMH, KOTOpas (YHKIUOHHPYET B PA3AMYHBIX BHAAX TalH. OCHOBHBIM
TpeboBanueM, coraacHo m.2 cr.9 ®3 «O6 unpopmarm, HHPOPMAMOHHBIX TEXHOAOTHSIX
H O 3amuTe HHPOPMALHI>, SBASETCS COOAIOACHHE KOHPHAEHIIMAABHOCTH HHGOPMAIINH,
AOCTYII K KOTOpPOH OrpaHumdeH ¢eaepasbHBIMU 3akoHaMu. (DepepasbHble 3aKOHEBI
YCTaHABAMBAIOT YCAOBUS OTHeCeHMA MHQPOPMALMM K KaTeropuu KOHQMAEHIIMAABHOM, a
TAakoKe O00SI3aTeABHOCTh COOAIOAEHHST KOHQHAEHIIMAABHOCTH, HO B TO JKe BpeMs He
YCTaHABAMBAIOT IIPaBHAA M TPeOOBAHMS AASL ee obecrmedeHms. PaccMOTpUM HECKOABKO
npumepoB: B cr. 9 wacru 2 O3 or 30.12.2008 Ne307-03 «O6 ayauropckoit aes-
TEABHOCTH>, YKa3aHO, 4TO <«ayAUTOPCKAs OpPTaHM3aLMsI U ee PAabOTHHUKH ... OOSI3aHBI
cobaropaTh TpeboBaHHe 06 oObecmedeHMM KOHQPHAEHIMAABHOCTH MHGOPMALUH, COCTa-
BASIIONIIEfl ayAMTOpCKyIo TaiiHy». B m 152 IlosoxeHus 06 OOCAy>XMBaHHHM TIOCY-
AAPCTBEHHBIX cOeperareabHbix obanranuit (yTs. mpukasom Munusa PO or 10 susaps
2006 1. N 1H) ykasaHo, 4TO «KOHQUAEHIMAAbHAS UHPOPMAIUS HE TOAAEKUT PasrAa-
IIEHUIO AMIJAMH, IIOAYIHBIINMHE €€ IIPH BBITOAHEHNH QYHKIHMH ...>». CT. 9 gactu 1 O3 or
29.11.2007 N0282-®3 «O6 oQuUUIAAPHOM CTATHCTHYECKOM Y4eTe M CHCTeMe
TOCyAQPCTBEeHHOH cTaTHCTHKH B Poccuiickoit ®epepanuu»> OTHOCHT K KaTeTOPHUH
MHPOPMAIUN OTPAHUYEHHOTO AOCTYIA IIEPBUYHBIE CTATHCTHYECKHE AAHHbIE, COAepIKa-
muecs B ¢$opMax (eAepaAbHOro craTucTHieckoro HabaropeHus. CyObextsl odu-
[IMAABHOTO CTATHCTHYECKOTO ydeTa OO0s3aHBI 0OecrevnTb KOHPHAEHIIMAABHOCTb HH-
$opMaIK OrpaHHMIEHHOTO AOCTYIIA.

KonduaennuaspHass HHPOpMALMSI 3a9aCTYI0 CTAHOBUTCS He TOABKO OOBEKTOM
HHPOPMALIMOHHOTO OOMeHa OHM3Heca M OPTaHOB FOCYAAPCTBEHHOMN BAACTH, HO U BHYTPHU
OAHO¥ OpPraHM3aIUH MOTYT QYHKIJMOHHPOBATh CBEACHHS, COCTABASIIOIIE KOMMEPUECKYIo
TaitHy, IepCOHAAbHbIE AAHHbIE, PA3HOBHAHOCTH PO eCCHOHAABHOM TalHbI, B OTHOIIEHUHI
KOTOPBIX 00AaAATEAD AOAKEH 00eCIIeYUTh KOHPHUACHIIHAABHOCTb.

IIpobaema obecrieueHHss B COOAIOACHMS KOHQPUAEHIHMAABHOCTH HHPOPMALIHU
YYeHBIMU PacCMATPUBAeTCs IMO-pasHoMy. OAHEM U3 HamboAee pacIpPOCTpAHEHHBIX B
HayKke MHPOPMAIIMOHHOTO NpaBa SBASETCSA NMPEACTABACHHE O TOM, YTO IPU HNOAYYEHHH
KOHQHAEHIIMAABHON NHPOPMAITMN COOTBETCTBYIOIUI PEXXHM TaHHBI TPAaHCHOPMHUPYeTCs
U3 OAHOTO PEXXHMa B APYTOIL.

Anaaus 3axoHopaTeAbcTBA PO B cdepe nHPOPMALHOHHOI HE30IIACHOCTH MOKA3aA,
4TO AASL OOecriedeHns] KOHPHUAEHITMAABHOCTH OAHOM U TOM Xe MHPOPMAIIUK IPUXOAUTCS
YCTaHABAMBATh PA3AMYHbIE PEXUMBbI, KOTOpble MOTYT IIPUBECTH K BO3HHKHOBEHMIO
KOHQAUKTOB HHTEPECOB CyOBeKTOB TaWH. AAS HCKAIOUeHHS KOHQAHKTOB IpH
OCYIeCTBACHNH MHGOPMALIMOHHOTO 0OMeHa 11eAeCO00OpasHO 3aKpenuTh B HOPMATHUBHBIX
aKTax IOHATHE <«PeXHMa KOHQPHAEHIMAABHOCTH HH(POPMAIMU>»>, KOTOPBIA IIO3BOAHT
YCTaHOBUTH MUHIMAABHBIM Ha0Op HEOOXOAMMBIX Mep M TpeGOBaHMII IO ObecredeHuIo
KOHQHMAEHIIMAAPHOCTH HHGOPMAIMM M YyIeCTb HHTEpPechl CTOPOH, YJacCTBYIOIIUX B
uHPOPMAIIMOHHOM obmene. Pexxum KOHPUAEHIIMAABHOCTH MHPOPMALIUH SIBASETCS TIPeA-
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MeTOM IPaBOBOIO PEryAHPOBAaHUS, KOTOPOE€ IIPeACTaBAsieT cO0OI OCOOBIN MOPSIAOK,
YCTaHOBAEHHBIN TOCyAQPCTBOM B BHA€ IIPABOBBIX HOPM U OOeCIeYeHHbBIH CHAOM
FOCYAQPCTBEHHOTO IIPUHYXAEHUSI IOCPEACTBOM IIPUMEHEHUS AIOOBIX ACHICTBHIL ¢ HHPOP-
Mariyeil KOHQHUAEHIIMAABHOTO XapaKTepa, BKAIOYAsl cOOp, CHCTEMATH3ALNI0, HAKOIIACHNE,
xpaHeHue, yrouHenune (06HOBAeHUe, H3MEHEHHUE ), UCIIOAb3OBaHHeE, pPacipocTpaHenue (B
TOM YHCA€ Mepepady ), 6AOKHpOBaHUe, YHUYTOXEHHeE.
B coBpeMeHHBIX HCTOYHHMKAX (UIYPHUPYET CAeAyIONlee OIpeAeAeHHe ITOHATHS
«pexum>. B ToAkoBOM caoBape YIIakoBa «peXHM - 9TO CHCTeMa IIPaBHA, BHIIIOAHEHHE
KOTOPBIX HEOOXOAUMO AASL TOM HAM MHOH LeAu>.B Boapmom JDHImKAaomepndeckoM
caoBape, boabmmoit coBerckoil aHIMKAOTeAMH 1 COBpeMeHHOH SHITMKAOTIEANH ITOHSITHE
«pexum» (ppaHIy3ckoe regime, OT AATHHCKOIO regimen - yIpaBA€HHE) ONPEAEASETCS
KaK COBOKYIIHOCTb IIPAaBUA, MEPOIPUSITHH, HOPM AAS AOCTIDKEHHS Kakoi-Au60 neau. B
TOAKOBOM CAOBape PYCCKOTO si3blka KysHelloBa «peXHM - 3TO TOYHO YCTaHOBACHHBIH
MOPSIAOK JKH3HH, AeA, AeHCTBUI».IloHATHE <«KOHQHAEHIIMAABHOCTD HHPOPMALIUU>
sakpermaeHo B 'OCT P 50922-2006 «3amura undpopmaruu. OCHOBHbIE TEPMHHbBI U
OIPEAEACHUSI>»> U 0603HaYaeT OOS3aTEAbHOE AAS BBIIOAHEHHUS AMIIOM, MIOAYYUBIIMM
AOCTYII K OIIpeAEACHHON HHPOPMALIUK, TPebOBaHNe He IEPEAABATh TAKYI0 HHGOPMALHIO
TpeTbUM AuLaM Oe3 coraacus ee obaaparesst. HanmonaavHbiit cranpapt PO «Mudpopma-
IMOHHAS TeXHOAOrHsA. lIpakTuyeckue IpaBHAa yIpaBAeHUS HHPOPMALUOHHOM
6esomacroctpio» (FTOCT P UCO/MIK 17799-2005) ompepeAsieT KOHPUACHIIHAAD-
HOCTb KaK AOCTYH K HHPOPMALME TOABKO aBTOPHU3OBAHHBIX MOAb3OBaTered. Takum
00pa3oM, peXHM KOHPUAEHIMAABHOCTH MOXHO CYOPMYAHPOBATh KaK COBOKYIIHOCTH
IIPaBHA, MEPOIPHATHI, HOPM II0 OOeCIIeYeHHIO BBIIIOAHEHHS TPeOOBAHHI 3aljUTHI
KOHQHUAEHINAABPHOM HHPOPMALIMU OT YTEUKH, A TAKKE OT IIePEAAUM AUIIOM, IIOAYIUBILINM
AOCTYII K TaKOH HHYOpPMAL[IHY, TPETHIM AULIaM, 6€3 COrAacus ee 00AaAATEAS.
AQHHBI peXXUM [TO3BOAUT:
® VYCTaHOBUTb IOPSIAOK OTHECEHUSI CBEAEHUIl K KaTerOpHUH KOH(PUAEHIIMAABHOMN
(popmuposanue Ilepeurs KOHPHACHIHAABHOM MHPOPMALMM C Y4ETOM BCeX
BHAOB HHQOpPMALMK OrPAHHUYEHHOTO AOCTYIIA, IPEACTABAEHHBIX B paMKax
OpraHu3anuy/ IpeATpUATH: )
e Paspaborarb 1 BHEAPUTh AOKYMEHTALIHIO, OLIPEAEASIOIIYIO OPSIAOK 06paboTKH
1 obecriedeHUs KOHQUAEHIAABHOCTH HHPOPMALIH

e CdopMupOBaTh paspelIUTEABHYIO CHCTEMY AOIYCKa, AOCTYIIAa M Y4YeT AMI],
NPUHAMAIOMUX y4acTHe B Ipollecce paboThl ¢ KOHPHAEHIMAAbHON HHOOp-
Maruu

e OmnpepeauTs OOS3aHHOCTH AW}, AOMYIIEHHBIX K KOHPUAEHIMAABHON HHOOP-
Malluu

e OpraHu3oBaTb KOHPHAEHIIHAABHOE ACAOIIPOU3BOACTBO

e KOHTpOAMPOBaTb HCIIOAHEHUE PEeXUMa KOHPUAEHIIMAABHOCTH

® YCTaHOBUTb OTBETCTBEHHOCTb AMI] 33 HapyIleHHe pPeXHuMa KOHQHUAEHITHAAb-

HOCTH



32 - Conferinta Internationald, editia a IX-a, 18 iunie 2012

® 3amururh KOHPUACHLMAABHYI0O HHPOPMALMIO OT HEABTOPU3OBAHHOIO
PACKPBITUS UAU MOAMPHKALINY, 2 TAKXKE 3AIUTUTD OAKAIOYEHHBIE CHCTEMBI OT
HEaBTOPM30BAHHOI'O AOCTYIIA

e OnpeaeAuTs CrieljMaAbHbIE [IPOLIEAYPHl B OTHOIIEHHH BCEX BO3MOKHBIX THIIOB
HHIUAEHTOB HapyIIeHNs KOHPUASHIIMAABHOCTH

e Obecreuntdp GpU3NYECKYI0 OE30MIACHOCTD 3AAHUI, TOMEILEHHI, 060PYAOBaHMUS,
AIOAEH, CeTeM IlepeAayy AAHHBIX.

PROCEDURE FOR USER AUTHENTICATION IN
THE UNIVERSITY SYSTEM FOR MANAGING
SCIENTIFIC RESEARCH

PhD student Plamen Milev
University of National and World Economy — Sofia,
Department of Information Technologies and Communications

The paper examines conceptual features of the university system for managing scientific
research. Emphasis is placed on the user authentication and user rights in terms of the proper
functioning of the system. This paper presents such an adaptable model and highlights its potential
benefits.

1. Introduction

The university system for managing scientific research automates the actions of
application, evaluation, negotiation and reporting of research projects. In this sense its
operation goes through several stages, illustrated in Figure 1.

Application Evaluation Negotiation Exccution Reporting

Figure 1. Stages of operation of the university system
for managing scientific research
We are able to specify some of the security requirements of the university system
for managing scientific research:
e DProviding such an approach of integrating the system with other systems that
do not threaten the security and integrity of data in it.
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Securing against network attacks and compromised data.

Ensuring data integrity in multiuser mode.

Restrict access to the functional level according to the role of the user and his
access rights.

Registration of official information for all actions of users concerning the
registration, alteration and deletion of data.

Preservation of history of changes in the data.

Planned recovery of unforeseen circumstances, providing procedures for
periodic data backup in the system and disaster recovery.

2. User roles
There are four different types of users in the university system for managing

scientific research:

e Administrators — these are users, who should be able to modify all major

nomenclatures and should be able to configure the system to work according to
the budget allocation. These users are responsible for implementation of all
documents related to the project during its life cycle. It is possible for the
administrators to obtain information, monitor and inform other users about
expiring terms on certain tasks where they are overdue. Administrators have
rights for preparation of reports and statements.

Project owners — users of this role have the rights to submit project proposals and for
each stage of the project to introduce and edit data in the project. All the adjustments
and corrections are only possible within the university regulations.

Reviewers — these users have access to certain projects and possess the
possibility to give reviews, including text reasoning, numerical estimates and
conclusions on the projects.

Members of the research board — users of this role have access to all the records
in project proposals and also to the reviews of the projects. Their rights include
rating and ranking of the projects, negotiation and acceptance of reports.

Administrator

Project owner

Reviewer

Member of the
research board

Figure 2. User roles in the university system for managing scientific research

3. Database schema
The data structure of the procedure for user authentication in the university system for

managing scientific research is located in a database within a few tables (figure 3).

Standard user data, such as the account username, password and other connected

to the user attributes, is stored within the user “data” table. When it comes to the user

rights within the university system, we use another “roles” table, where all the permissions

possible are described and stored in a key-value way. Given permission has its own key
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and area of values, where each value uniquely identifies particular right. Structured in this
way, the data organization allows restriction of the access to the functional level according
to the role of the user and his access rights.

Key
Roles e
Value
User
Data — Attributes

Figure 3. Database schema for user rights within the university system

4. Conclusion

In conclusion, the paper emphasizes the importance to address the level of security
in information systems. In this sense the university system for managing scientific
research contains procedures of access to the information within the system. Some of
these procedures are based on user rights conception. These rights are assigned to the
participants in the projects according to their roles and actions in the university system
for managing scientific research. For this purpose the data is organized in an appropriate
manner, so that the desired application security policies may be applied.

A SECURITY CONCEPT FOR OLAP’S N-DIMENSIONAL CUBE,
DATA WAREHOUSE CONTROL AND SECURITY

PhD student Mihail Konchev
UNWE, Department “Information technologies
and communications”

Much work in data warehousing has been performed on view materialization and data
integration. In this paper we focus on access and security management in OLAP’s N-dimensional
cube and date warehouse control and security.

Keywords: OLAP, N-dimensional cube, data warehouse, database security

1. Introduction

The relevance of data warehouses and online analytical processing (OLAP) for an
organization’s decision support system has rapidly grown over the past ten years. At the
same time a quite good sensitivity for information security and privacy has evolved. In this
paper we present our security model for a data warehouse (DW) environment and On
Line Analytical Process (OLAP).
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2. DWand OLAP security models

Bill Inmon defined a data warehouse as a collection of subject-oriented, integrated,
non-volatile, and time-variant data to support management's decisions [1]. The structure of a
DW is usually represented using a star or a snowflake schema, based on a multidimensional
view of data, consisting of fact tables, dimension tables, and hierarchies [2]. A fact table
represents the subject orientation and the focus of analysis. It typically contains measures that
are attributes representing the specific elements of analysis. A dimension contains attributes
that allow to explore measures from diferent perspectives. These attributes can either form a
hierarchy. DW security is concerned with ensuring the secrecy, integrity and availability of
data stored in a DW. Unfortunately, most data warehouses are built with little or no
consideration given to security during the development phase. We present a five-phase
process concerning achieving proactive security requirements of DW:

1) identifying and classifying data

2) quantifying the value of data

3) identifying data security vulnerabilities

4) identifying data protection measures

S) evaluating the effectiveness of security measures.

These phases are part of an enterprise-wide vulnerability assessment and
management program. OLAP is a category of software technology that enables analysts,
managers and executives to gain insight into data through fast, consistent, interactive
access to a wide variety of possible views of information that has been transformed from
raw data to reflect the real dimensionality of the enterprise as understood by the user [3].

Most business people already think about their business in multidimensional
terms. Business data as a matter of fact is multidimensional. It is interrelated and usually
hierarchical. The dimension represents descriptive categories of data such as time or
location. In other words, dimensions are broad groupings of descriptive data about a
major aspect of a business, such as dates, markets, or products. The value of OLAP in
reporting data is having levels within the dimensions. Each dimension includes different
levels of categories. Dimension levels allow you to view general things about your data
and then look at the details of your data.

An important concept to OLAP is drilling. Drilling refers to the ability to drill-up
or drill-down. These levels of categories (hierarchies) are what provide the ability to drill-
up or drill-down on data in an OLAP cube. When we drill-down on a dimension, we
increase the detail level of viewing the data. Dimensions have members or categories. A
category is an item that matches a specific description or classification such as years in a
time dimension. Categories can be at different levels of information within a dimension.
We can group any category into a more general category. Categories have parents and
children. A parent category is the next higher level of another category in a drill-up path.
The measures are the actual data values that occupy the cells as defined by the dimensions
selected. Measures include facts or variables typically stored as numerical fields, which
provide the focal point of investigation using OLAP [4].
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We propose a security model of OLAP which has only accessibility rules (AR) as
the security subjects based on horizontal (ARy) and vertical fragmentation (AR,) of the
hierarchy (shown in Figure 1).

Time Accessibility rules (AR)

7 —— — AR, - Read, Year, 2000-2002;
AR 2000 2001 2002 2003 Aha - Read' Quarter' Q1_Q4;
L > ARp; - Read, Month, Jul-Sep;
A ’J—'—'—‘ Quarter Category AR, - Read, Year;
AR, HiETETw AR,z - Read, Quarter;
> AR, - Read, Month;
..," ’_'_L'_‘ Month Category
AR, Jul Aug Sep Oct
Figure 1
Table 1.
User’s accessibility rules table
User ARn ARy
1 ARui, ARnz, ARns ARy1, ARv2, ARv3
2 ARui, ARn2 ARy1, ARv2

After security policy rules has been applied and matrix is generated (shown in
user’s accessibility table) which represents each rules for each user of the OLAP. For
example if a user “1” wants to query yearly data (2001). The security system will generate
alist of AR’s that are needed to satisfy the query and this list will be compared with the list
of the AR’s which user “1” has access rights. If all rules needed to satisfy the query is in the
list of accessibility rules table, the query will be performed. If not, the user is not
authorized to retrieve some data from DW and empty result is returned.

3. Conclusion

In this article we proposed a security approach based on adapted mandatory access
control for OLAP hierarchy. The advantage of this security model is its flexibility of
assigning rules for access. Hence it is quite straight forward to assign a number of rules to
one particular person (or group of persons) without losing consistency with respect of the
security policy. The five phases of systematic vulnerability assessment and management
program described in this paper are helpful in averting underprotection and
overprotection (two undesirable security extremes) of the DW data.

References:
(1] W.Inmon. Building the Data Warehouse. John Wiley & Sons, 2002.
[2] R.Kimball, M. Ross, and R. Merz. The Data Warehouse Toolkit: The Complete.
Guide to Dimensional Modeling. John Wiley & Sons, 2002.
[3] OLAP and OLAP server definitions. http://altaplana.com/olap/glossary.html
[4] OLAP.http:// training.inet.com/OLAP/home.htm
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ANOMALY DETECTION 3.0 FOR SNORT®

Maciej Szmit, Slawomir Adamus,
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Computer Engineering Department,
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Snort®is an open source intrusion detection system based on signature detection. In the paper
we present information about the third version of Snort AD — preprocessor designed to log and
analyze network traffic information developed by us.

AD preprocessor

Snort is the most popular open source intrusion detection system based on
signature detection (see e.g. [2], [14], [18], [19]). The modular construction of Snort
allows one to extend its capabilities by creating own pre- or postprocessors and/or
plugins. The best-known Snort tools are for instance ACID (see [15]), BASE (see [16])
or SAFE (see [17]).

In our works we develop Snort preprocessor designed to enhance Snort
possibilities to monitor, analyze and detect network traffic anomalies using NBAD
(Network Behavioral Anomaly Detection) approach (see e.g. [6], [7], [20]). The first
version of Anomaly Detection preprocessor (see [21]) for Snort version 2.4x was
published in a Master’s Thesis [11] in 2006. Next the project has been developed (see e.g.
[10], [12], [9], [8]) till the current version 3.0 designed for Snort 2.9.x which periodically,
with a given interval, logs information about 29 parameters of the network traffic as a
number of TCP/UDP packets sent/received from outside/inside the current IPv4 subnet,
www download/upload speed, a number of UDP 53 (DNS) datagrams etc. Values of
these parameters are the logs into a file in CSV (Comma Separated Values) format, with
header line containing description of each parameter (see Figure 4).

DD-MM-YY, HH:MM:SS, Day of the Week, Time interval [s], TCP summary [number of
packet], TCP outgoing [number of packet], TCP incoming [number of packet], TCP from
this subnet [number of packet], UDP summary [number of packet], UDP outgoing
[number of packet], UDP incoming [number of packet], UDP from this subnet [number
of packet], ICMP summary [number of packet], ICMP outgoing [number of packet],
ICMP incoming [number of packet], ICMP from this subnet [number of packet], TCP
with SYN/ACK [number of packets], WWW outgoing - TCP outgoing to port 80
[number of packet], WWW incoming - TCP incoming from port 80 [number of packet],
DNS outgoing - UDP outgoing to port 53 [number of packet], DNS incoming - UDP
incoming from port 53 [number of packet], ARP-request [number of packet], ARP-reply
[number of packet], Not TCP/IP stacks packet [number of packet], Total [number of
packet], TCP upload speed [kBps], TCP download speed [kBpsl, WWW upload speed
[kBps]l, WWW download speed [kBps], UDP upload speed [kBps], UDP download speed
[kBps], DNS upload speed [kBps], DNS download speed [kBps]
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04-10-
11,16:52:16,Tue,30,0,0,0,0,16,0,0,16,60,0,0,60,0,0,0,0,0,29,0,22,127,0.00,0.00,0.00,0.00,0.00
,0.00,0.00,0.00

04-10-
11,16:52:46,Tue,30,0,0,0,0,20,0,0,20,60,0,0,60,0,0,0,0,0,40,0,29,149,0.00,0.00,0.00,0.00,0.00
,0.00,0.00,0.00

Figure 4. AD log file. Source: own research.

The next function of the preprocessor is generating alerts. Preprocessor reads a
predicted pattern of the network traffic (of all parameters) from the ‘profile’ file and
generates alert when the current value exceeds ‘minimum’ to ‘maximum’ range for the
current moment (the moment is given by day of the week, hour, minute and second
corresponding to the intervals from the log file) from the profile file (see Figure 5).

DD-MM-YY, HH:MM:SS, Day of the Week, Time interval [s], TCP summary MAX [number of
packet], TCP summary MIN [number of packet], TCP outgoing MAX [number of packet], TCP
outgoing MIN [number of packet], TCP incoming MAX [number of packet], TCP incoming MIN
[number of packet], TCP from this subnet MAX [number of packet], TCP from this subnet MIN
[number of packet], UDP summary MAX [number of packet], UDP summary MIN [number of
packet], UDP outgoing MAX [number of packet], UDP outgoing MIN [number of packet], UDP
incoming MAX[number of packet], UDP incoming MIN[number of packet], UDP from this
subnet MAX [number of packet], UDP from this subnet MIN [number of packet], ICMP summary
MAX [number of packet], ICMP summary MIN [number of packet], ICMP outgoing MAX
[number of packet], ICMP outgoing MIN [number of packet], ICMP incoming MAX [number of
packet], ICMP incoming MIN [number of packet], ICMP from this subnet MAX [number of
packet], ICMP from this subnet MIN [number of packet], TCP with SYN/ACK MAX [number of
packets], TCP with SYN/ACK MIN [number of packets], WWW outgoing - TCP outgoing to port
80 MAX [number of packet], WWW outgoing - TCP outgoing to port 80 MIN [number of packet],
WWW incoming - TCP incoming from port 80 MAX [number of packet], ], WWW incoming - TCP
incoming from port 80 MIN [number of packet], DNS outgoing - UDP outgoing to port 53 MAX
[number of packet], DNS outgoing - UDP outgoing to port 53 MIN [number of packet], DNS
incoming - UDP incoming from port 53 MAX [number of packet], DNS incoming - UDP
incoming from port 53 MIN [number of packet], ARP-request MAX [number of packet], ARP-
request MIN [number of packet], ARP-reply MAX [number of packet], ARP-reply MIN [number of
packet], Not TCP/IP stacks packet MAX [number of packet], Not TCP/IP stacks packet MIN
[number of packet], Total MAX [number of packet], Total MIN [number of packet], TCP upload
speed MAX [kBps], TCP upload speed MIN [kBps], TCP download speed MAX [kBps], TCP
download speed MIN [kBps], WWW upload speed MAX [kBps], WWW upload speed MIN [kBps],
WWW download speed [kBps] MAX, WWW download speed MIN [kBps], UDP upload speed
MAX [kBps], UDP upload speed MIN [kBps], UDP download speed MAX [kBps], UDP download
speed MIN [kBps], DNS upload speed MAX [kBps], DNS upload speed MIN [kBps], DNS
download speed MAX [kBps], DNS download speed MIN [kBps]

04-10-11,16:52:16,Tue,
30,0,10,4,1,0,0,0,0,0,0,1,0,1,0,2,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,10.00,5.0
0,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00

Figure 5. AD profile file. Source: own research.
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The profile can be generated “manually” or by a Profile Generator using appro-
priate model based on historic values from the log file. The architecture affords easy
implementation of different statistical models of the traffic and usage of different tools
(iie. statistical packets) for building profiles. For easy implementation of adaptive models
(which have to generate profile ‘incrementally’ after getting current values of the traffic
parameters), the values from the profile file are loaded by AD to the log file after each
saving of the current traffic values.

Profile Generator

In the current version of AD the profile generator was designed based on R
environment (see:[13]).

The profile generator produces four files:

e File containing predicted pattern (expected future values of parameters) of
the network traffic based on the statistical model for a given future time
period.

e Drofile file containing minimum and maximum values of the parameters
(limitations for alert generation).

e File containing calculated values of the model parameters.

e File containing traffic pattern (theoretical values of the parameters) for the
past time (the same time as in the log file). This values are used to evaluate
the quality of the model.

(See Figure 6), gray solid arrows means saving to and the black dotted ones —
reading from the file.

LOG file

PR EE XXX XXX R past values of traffic parameters)
L X IS
T D

PREDICTED PATTERN file
(predicted — theoretical
future - values of time series)

l_ AD Profil Generator
PROFILE file

(,minimum” and ,,maximum”
range for alerts)

coccca’®
PATTERN file
(theoretical values of time series

for time period the same as in LOG file)

AD Preprocessor
[ ]
(]
[ ]
(]
[ ]
(]
[ ]
]
[ ]
[ ]
(]
[ ]
[ ]
[ ]
[ ]
[ ]
(]
[ ]
l
4

cececccccccccsccccscsccscccna,

ceccccccccccccccccca,

PARAMETERS file

! (estimated model parameters) D

ADEva\uatorM-------------------------------

Figure 6. AD Data flow diagram. Source: own research.Evaluator

-
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In the current version the Profile generator can build profiles based on four
methods: Moving average, Naive method, Autoregressive time series model and Holt-
Winters model (see e.g. [4], [3], [1], [S], [8]).

The third program in the project (named Evaluator) is designed to compare
MAE

M
MAE means Mean Absolute Error

1 .
MAE:—E v, -7,
ns

simply statistic for two files (e.g. log file and predicted value profile).

1 n
=7Z‘er‘
no=

where €, =¥, —J, is a model residual in the moment # and M is arithmetic mean.
This way the Evaluator can be used either for checking fit between the
model and historical data or between the predicted and real values.

All of the programs can be downloaded for free from the AD project page
http://www.anomalydetection.info
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KINACCUOUKALNA AAHHDBIX KAK ACMEKT
MHO®OPMALIMOHHOW BE3OMNACHOCTU

Amumpuii Aopowes, Orvza Kopneenxo

In article aspects of the information safety, concerning classifications of data are considered.
Also some problems of subjects of the managing, connected with unwillingness to be engaged in this
process are presented.

IlpakTrKa HOKa3bIBaeT, 4TO, paspabarbiBasi MPOEKTHl IO HHPOPMAIMOHHOM Oe-
30MIaCHOCTH, CYO'BeKTH XO3SIICTBOBAHMS 4YacTO 3a0BIBAIOT 00 OAHOM HEMAaAOBOKHOM
acIeKTe — KAACCUQUKAIUM AAHHBIX. B KOpropaTuBHOM ceTH MHPOpPMAIMS XPaHUTCS He
TOABKO B Iankax $pafAOBbIX XpaHHAUI U ¢arirax oduCcHbIX npraoKeHuil. Ectp eire macca
HporpaMMHoOro obecrnedenust kopmoparussoro yposus, ERP-, CRM- u HRM-cucrems,
6aspl panHbIX. HO M AaHHbBIE, XpaHsIMecs B 9THX CHCTEMaX, MOIYT OBITb KAacCHU-
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IIMPOBaHBL. BHYTpM 3THX KOPIIOPATHUBHBIX CHCTEM AAQHHbIE Y)Xe KAACCHQUITMPOBAHBI,
YIIOpSIAOYEHB], a Hepeako M 3ammieHbl. OAHAaKO Ha BBIXOAE M3 CHUCTEM HHQOPMAIIHLI
CTaHOBHUTCSI OAHOBPEMEHHO AeKAACCHHIIUPOBAHHOM U YSA3BIMOH.

Kaaccuduxariys, mpexae BCero, IMO3BOASET BBUIBUTb Ty MHPOPMALHUIO, KOTOPYIO
CAeAYeT 3allMIaTh. JTO MO3BOASET MUHUMU3HUPOBATh KOAMYECTBO KOH(PUAECHITHAABHOMN
uHpopManuu. OuUeBHAHO, YTO YeM ee MeHbIIe, TeM Aerde KOHTPOAHUPOBATb ee
HCIIOAB30BaHHe M IepeMemeHue. KpoMe Toro, mpu mpoBepeHHM KAACCHQHUKAITMU BBLSI-
BASIIOTCSI AOKYMEHTBI, IIOTepsIBIINe CBOI aKTYaAbHOCTb. IloMHMO 9TOro KaaccuuKarus
II03BOASIET OIPEAEAUTb BCe MeCTa XpaHeHMs MHGOPMALUM, YTO MOXeT OBITh HCIIOAB-
30BaHO AAS ONITHMHU3ALMH OM3HEC-IPOLIECCOB B OPraHU3ALIHHL

O BOXXHOCTH KAACCHPHKAIINHI AAHHBIX B KOPIIOPATUBHOM CpeAe, B TOM YHCAE H AAST
IjeAell 3amuThl MHPOPMAIIHHY, H3BECTHO AABHO. [ToueMy ke, mpu3HaBasi ee BAXKHOCTDb, Ha
IpaKTHKe OPraHH3aIlMU el0 He 3aHMMalTcA. [Ipmumu Tomy Heckoabko. Ilpexae Bcero,
KAQCCHQHKALUS — IIPOLIECC CAOXKHBIA, TpeOYIOIMI HeMaAO BpeMEHH H CPEACTB, a B
IPOTHBHOM CAy4ae — He OTAuvamomuiica a¢pdexruBHocThiO. Eme opHa r[p06AeMa -
HOAAEPIKAHME aKTyaAbHOCTH. YT06BI KaaccupuKanys 6biaa 3P PEeKTHBHOM, ACHCTBUTEABHO
[IOMOTraAd B AeAe 3AIUThl HHPOpPMALUM, ee HEOOXOAHMO IIOCTOSIHHO MOAAEP)XHBATh U
aKTYaAM3HUpPOBaTh. A 9TOT IPOLIECC MOXKET OKA3aTbCsI AAKe OOAee TPYAOEMKUM, HEXXEAU
[epBOHAYaAbHAS KAACCUPUKAIMS «C HyAs». IloAydaercs, 4To HyXHO pa3paboraTsh
CIlellMaAbHbIe MEXAHH3MBI, ITO3BOASIOIINE aBTOMATHYECKU MOAAEPXKHMBATh aKTyaAbHOCTDb
KAACCHHKALUK, AMOO HAYMHATD OYEPEAHYI0 UTEPALMI0 KAACCUPUKALME Cpasy IIo
OKOHYAHHHU TeKylllell. B MpOTHBHOM cAydyae eCTeCTBEHHBIH >KM3HEHHBIH I[UKA AQHHBIX B
KOPIIOPATHBHOM CpeAe O4YeHb CKOPO IPUBEAET K Pa3MBITHIO IIPABHUABHBIX KAaTeTOPHUIL.
HMeHHO 103TOMY MHOTHE KOMITAHUH AQKe He 0epyTcs 3a KAACCHPHUKALIUIO.

MeToABI, C IOMOLIBIO KOTOPBIX OYAET MPOU3BOAUTHCS IPOBEPKA AOKYMEHTOB Ha
COOTBETCTBHE IIPU3HAKAM-KAACCaM, SIBASIOTCS OOIMMM U CIIPaBEAAMBBI AAS AIOOOTO
Iporecca KAaCCHPHUKAIUM.

Kaaccuduxarnyss BpydHyI0 — 3TO CaMbIil HAAEKHBIA M TOYHBIA MeTop. OAHaKO
TIepecMOTpeTh M KAACCUDUIMPOBATH COTHH (THICSIM, AECATKH THICSY...) AOKYMEHTOB,
HUMEIOIUXCSl B KOPIOPATHBHOM Cpeae, OYeHb TPYAHO. 3apaya TUTAHHYeCKasl, SIBHO He
OCYIeCTBUMAS B peaAbHble CPOKU B OOABIIMHCTBE OpraHu3anuil. Takoil moxop peaausyem
TOABKO B CAyYae, €CAU OPTaHH3AIMI MOAOAAS U HeOOAblIas, MHAYe HeOOXOAMMA aBTO-
MaTu3anus, ympomeHune. KOANYeCTBO AOKYMEHTOB, KOTOpble TpeOyercst Kaaccudu-
LIMPOBATh, MOXKET OBITH YMEHBIIEHO IIOCPEACTBOM OTCEHBaHUS HeHYXHbIX 06bekToB. Ho
KaK ObI MBI IIPOLIECC HU AaBTOMATU3HPOBAAH, CKOABKO Obl IIPU3HAKOB HeE HCIIOAB30BAAM, BCE
PaBHO QHHAABHBIN pe3yAbTaT OyAET BO MHOIOM BEPOSITHOCTHBIM, HETOYHBIM, TPeOyIOmIM
MIOATBEPKAEHUS CO CTOPOHBI YeAOBEKa.

AsromaTusupoBanHas kaaccuukanusa. OAMH M3 IPOCTEHMIIMX CIOCOOOB aBTO-
MATH3aIUU — 9TO y4eT HeKOTOPHIX GpOPMAAbHBIX TPHU3HAKOB AOKYMEHTOB (Ha3BaHUe HAU
Tun $aiiaa, aBTOP M3MeHEeHUil U T.A.). OYEBHAHO, YTO TaKON MeTOA SBASETCs KpaiiHe
HETOYHBIM, 3aTO OH AOCTaTOYHO OBICTPBIA M IPOCTOR AAs peaamsanuu. CopepskuMoe
AOKYMEHTOB, HeCylijee OCHOBHYIO CMBICAOBYIO Harpy3Ky, BOOOIIe He yYHTHIBAeTCs.
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YyTp 6osee TOUHON MOXKET OBITh KAACCH(HKAIMS, YIMTHIBAIOIIAS MeCTa pasMe-
meHnst uH$opManun. B GOABIIMHCTBe OpraHM3aLMil MMEIOTCS OIpPeAeAeHHbIe MPABHAQ,
peraaMeHTUpYIOIINe MeCTa XpaHeHus nHpopMarun. TeM He MeHee, MeTOA OyaeT xopo,
TOABKO €CAU COTPYAHHKH AEHCTBUTEABHO COOAIOAAIOT IIPaBHAA pasMellleHHs HHPOpMa-
muu. MeTop Takke HUKAK He YYMTHIBAeT HECOOTBETCTBHE 33aAEKAAPHPOBAHHOIO CO-
AEPXHMOT0 AOKyMEHTa ero peaAbHOMY HallOAHEHHIO.

ApyTHe TUIIBI aBTOMATU3MPOBAHHOM KAacCHPUKanyy (MOPPOAOTHIECKHIT AHAANS 1
aHaAM3 1O LMPPOBBIM OTMEYaTKaM) TAKKe SBASIOTCS BEPOSTHOCTHBIMH, OAHAKO, B
OTAMYME OT OIMCAHHBIX PaHee, MPEATIOAATAIOT IIPOBEPKY BHYTPEHHETO COAEPKAHIA.
OmnpeaeseHHBIE OTpaHMYEHMS HAAAralOT M AAHHBIE MeTOABL T1ak, Mopdorormdyeckmit
AHAAM3 MIPUMEHUM TOABKO K AOKYMEHTAM C TEKCTOBBIM COAEPXKAHHEM, TO eCTb K OOBIYHBIM
«IAOCKHM> TEKCTOBBIM aiiaaM AH6O0 K PariraM, U3 KOTOPHIX MOKHO H3BSTh TEKCTOBYIO
cocraBastomtyto (Hanpumep, daitant MS Office, Adobe Acrobat u ap.). ITocpeacTBom
AVHTBUCTHYECKHX METOAOB, OCHOBAHHBIX Ha ITOMCKe 3aAAHHBIX CAOB, CAOBOCOYETAHHUH 1 KX
B3aMMHOTO pACIIOAOKEHHSI B TeKCTe, KOMIIBIOTepPHAs CHCTEMa MOXET OIPEeAeAUTDb
CMBICAOBYIO Harpy3Ky AOKYMeHTa.

HanboAee TOYHBIM ¥ YHHUBEPCAABHBIM M3 BCEX METOAOB IPH3HAIOT AHAAU3 IIO
nudpoBpIM OTIEeYaTKaM. B Xope aHaaumsa mo HIMPPOBBIM OTIEYATKAM IPOUCXOAMT
CpaBHeHHe IIPOBepsieMbIX GpafAOB M HEKOTOPHIX dTAAOHHBIX (aFAOB, C KOTOPHIX OTHEYATKU
y>Ke OBIAM CHATBHI paHee. YHUBEPCAABHOCTH LPPOBBIX OTIIEYATKOB 3AKAIOYAETCS B TOM,
YTO OHM MOTIYT CHUMATBCS C AI0OOrO THIa $aiiA0B B OHMHAPHOM IIpeACTaBAeHHH. Takum
00pazoM MOIyT OBITh KAACCHPUUHPOBAHBI M IpaduuecKue, U AYAUO-, U APYTHE THIIbI
dariros. M3 HepOCTaTKOB MeTOAa IMPPOBHIX OTIEYATKOB CAEAYeT HA3BaThb COAMAHYIO
[PEABAPUTEABHYIO PA0OTy, HEOOXOAMMOCTb CO3AAHMS 0asbl AQHHBIX 9TAAOHHBIX
OTIeYaTKOB, YyBCTBUTEABHOCTD K U3MEHEeHHUSIM (aiiAoB.

Kak y>xe roBopuaocs, cama kaaccuukanusi — 91o emje moabeast. ITomumo atoro
HEOOXOAMMO PElINTb 3aAAUY 10 MOAAEPIKAHHIO KAACCHHKAIIMH B AKTYAABHOM COCTOSIHHHL.
Tem He MeHee, MPOBeAsS KAACCHPMKAIIUIO OAHAKADBL, OPIaHM3AIIMU HMEIOT AOCTATOYHO
BO3MOXHOCTel IIOAAEPKUBATh ee aKTyaAbHOCTb Ha NPOTSDKEHHWH HEeKOTOPOro BpeMeHH.
ITpu aTOM MOTYT OBITH HCIIOAB30BAHbBI CACAYIOIIHE TIOXOADL:

"  CO3AAHME AOKYMEHTOB IIO ITA0AOHAM — HOBbIE AOKYMEHTBI CO3AAIOTCS aAMH-
HHCTPaTOpOM, KOTOpbIHf SBHO YKa3blBaeT KAacchl MHPopManuu. IToab-
30BATEAM )K€ 3aHHMAIOTCSI HAIIOAHEHHeM TOTOBBIX mabAoHOB. Takum obpa-
30M, He IOSBASETCS HOBBIX HEKAACCUPUIMPOBAHHBIX AOKYMEHTOB, OAHAKO
npobAeMa M3MeHEHHUS KAACCOB C H3MEeHEHHEM COASPKAHMUS He PellaeTcs;

*  HU3MeHeHMe KAACCOB IO TPeOOBAHMIO — B KAKOM-TO MOMEHT BAAAEACI] AO-
KyMeHTa IIOHHMAeT, YTO KAACC AOKyMeHTa He COOTBETCTBYeT 3asBACHHOMY, U
OTIpaBASeT AAMUHUCTPATOPY 3asBKy Ha U3MEHEHHe KAACCa B COOTBETCTBHUH C
HOBBIM COAEPKaHHUEM;

*  M3MeHEeHHe KAACCOB IO PACIHCAHMIO — IIEHHOCTh HHQPOPMAIMH MOXKET
M3MEHATBCS C TeYeHHEM BPEMEHH, U AASl OTIPEACACHHBIX KaTeTOPUH MOXXHO
IpPeAyCMOTpPeTb H3MEeHeHHe KAACCOB IO PACIIHCAHHIO;
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*  HACAAOBAHHUE KAACCOB — [PEAYCMATPUBAET Pa3pabOTKy IPOrpaMMHBIX MeXa-
HU3MOB HACA€AOBAHHS KAACCOB IIPY M3MEHEHHH COAEP)KIMOTO AOKYMEHTOB.
EcAM HCTOYHHKH, KOTOpblE HCIIOAB3YIOTCS IPH COCTABAEHHH HOBOTO
AOKYMEHTa, YK€ KAACCHQUIMPOBAHBI, HACAEAOBAHHE IIO3BOAWT aBTO-
MAaTH4eCKH AODABHTb KAACC MCXOAHON HMHPOPMALMM K KOHEYHOMY
AOKYMEHTY.

Yro6bl MPOBECTH KAACCUUKALMIO AAHHBIX HA IIPEANPUITUH, BOBCe He O00s-
3aTEABHO IPUMEHSTb BCe ONMCAHHbIE METOAMKH. TeM He MeHee, COYeTas pasAUYHbIE
METOAUKH, MOXKHO AOOUTBCS IIPHEMAEMOTO KadecTBa KAACCHQHKALMH IPU Pa3yMHbIX
QUHAHCOBBIX M BpPEMEHHBIX 3aTpaTax. B AI060M cAydae BBIOOp BCerAa OCTaeTcs 3a
4eAOBEKOM. DTO OTHOCHTCS KaK K METOAMKE, TaK U K Pe3yAbTaTaM PabOTHI CPEACTB aBTO-
marusayun. Kaaccupukanus — 910 He MHPOCTO MPOLECC, CBS3AHHBIA C 3aUUTOMN

I/IH(l)OpMaI_[I/II/I, A OCHOBA AAS IIOCTPOEHUA HOAHOI_IeHHOIjI CUCTeMBI 6e30IIaCHOCTH.

ACMNEKTbl 5DKOHOMUYECKOW BE3OMNACHOCTU
NPEANPUATIA

Kaeyn Cepzeii Bumaavesuu, Cop6am Hean Buxmoposuu
Xapvkosckuti HAYUOHANLHBLLL IKOHOMUMECKUTE YHUBEPCUIEM

This article presents an analysis of information leakage, which is based on data from the
world of statistics, shows the dynamics of information leakage for a given period of time, developed
by the authors is presented graph model of organizational and functional structure (FSB) of the
enterprise. The conclusions and recommendations.

AxryaapHOCTh. COBpeMeHHOE pa3BUTHE SKOHOMMKH HAIPSMYIO 3aBUCHT OT
BHYTPEHHUX M BHEIIHUX $aKTOPOB. PasAiaHble OpraHusaliiy B Xoae CBOeH KoMMepyecKoit
AEATEABHOCTH IIOABEP>KEHbl 9KOHOMHYECKUM IIPECTYIIACHHAM, XaAATHOCTH COTPYAHHKOB,
BCAEGACTBHE KOTOPBIX OHM HecyT (HHAHCOBblE, MaTe€pHaAbHble, BpEeMEHHbIE, SKOHOMH-
JeCKHe U AP. BUABI IOTepb. Takas AeSITeABHOCTb COTPYAHHKOB Ha3bIBAETCS HHCAHAEPCKOH.

ITockoabky MHCaMAepCcKas AATeAbHOCTb MPUHOCUT PUHAHCOBbIE IIOTEPHU, CACAO-
BAaTEABHO, BO3HUKAET HEOOXOANMOCTD PellIeHUs AKTYaAbHOR 3aAa4U IPEAOTBPALeHIS HAU
BbLABACHHS HHCANAEPA A IPYTITIbl MHCAAAEPOB (MHCaAEPCKOM ACSITEABHOCTH ).

ITean. LTeAbto cTaTh¥ SIBASIETCS QHAAUTHIECKUI 0630p MHCAMAEDPCKUX ACHCTBUI KaK
YIPO3 9KOHOMMYECKOH 6e30IACHOCTH IPEATIPHATHS AASL Pa3pabOTKU peKOMEHAALIMI IO
0opbbe ¢ HHCaIAepaMIL

Pesyabrarpl. ABTOpaMH CTaThbM IPOBEAEHO MCCA€AOBaHHE MO (aKTaM YTeuKH
HHPOPMAIIMH, OCHOBAHHOE HA AAHHBIX MUPOBOM CTATHCTHKH, KOTOpble OBIAM OIyOAH-
KOBAaHBI B CPEACTBAaX MAccoBOil MHQoOpMariuu, Be6-PopyMax, OTIETOB AHAAUTHIECKHX
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KOMITAHMI, TeMATHIECKHX OAOTaX M APYTHX OTKPBITBIX pecypcax. B Taba. 1 mpuBepeHb!
CTaTUCTHYECKHEe AAHHBIe (aKTOB YMBINIAGHHBIX M CAYYaHHBIX yTedeK MHPOpMAIMu 3a
OIIpeAeACHHbII TePHOA BpeMeHU BO BCeM MUpe.

Tabauya 1
AaHHbIe II0 BHAAM yTeueK HHPOPMAIMH 32 ONPeAeAeHHDIN IePHOA BpeMEeHH
2010 2009 2008 2007
Ne Bup yreuex
Koa-Bo % Koa-Bo % Koa-Bo % Koa-Bo %
1 |YMmbimiaeHHbIE 402 48,0 |375 51,0 241 45,5 154 29
Cayuaiinble 390 46,4 (320 43,5 223 42,1 376 71
3 |He ycranoBaeHo 47 5,6 40 5,4 66 12,5 - -

Ha puc. 1 npepcraBaeHa AMHAMKKA yTeueK MHPOPMAIUH 33 3aAAQHHbIA [TEpUoA Bpe-
MeHH, IOCTPOeHHas Ha OCHOBE PaCCIMTAHHBIX AAHHBIX (Taba. 1). Taxoke 6bIAM paccInTaHBI
TPEHAOBbIE 3aBHCHMOCTH Ha OCHOBE IIOAMHOMHUAABHBIX 3aBHCHMOCTeH M MX 3HAYeHUS

AOCTOBEPHOCTHU (RZ), I10 KOTOPBIM BO3MO>KHO IIOAYIE€HHE AaAbHefIIHPD( IIPOrHO30B.

500 y = 43,109%3 - 286, 7% + 558,37x
?=0,0623
400 ¥ =-3,0087:3 + 2,7174x2 + 138, 76x
R* = 0,9744
300
m Deliberate
200 | . Accidental
= Not established
100
y¥=-3,0018x+ 12,5652+ 5,93 24%
0 _ R? = 04981

2007 2008 2009 2010
Puc. 1. AunaMuKa yTedek HHGOPMaIHH 3a 3aAAHHBIH IEPHOA BpeMeHHI

CHIKeHHe KOAMYECTBA CAyYalHBIX yTedek wuHpopmanmu 3a 2010 rop mo
CPaBHEHHUIO C IPEABIAYIIUM OOYCAOBAEHO TeM, YTO C KAKABIM TOAOM B OpPTaHHU3ALIMSIX
BHEAPSIIOTCS PA3AMYHBIE METOABI U AIINIAPATHO-TIPOrPAMMHBIe KOMIIACKCEI AASL BBIIBACHUS
yTedek nHOpManuu. B 6oAbIeit YacTH 9TH METOABI B CPEACTBA II03BOASIIOT BBIIBUTD YoKe
COBepIIeHHbIe ACHCTBUS MHCAHAEPOB, HO He CIIPOTHO3UPOBATh H IPEAOTBPATHTD UX.

AASL AAQADHEMIIETO HCCAEAOBAHMS IIPEAAATAETCS PACCMOTPETh METOA, MOAEAD
KOTOPOTO HHTEPIPETHPOBAHA HA OCHOBE MCIIOAB30BAHHS TeOpHH rpados [8].

Ha puc. 2. npepcraBaeHa paspaboTaHHas aBTOpaMd IpadoBas MOAEAb OpraHU-
3al{MOHHO-QYHKIMOHaAbHOI cTpykTyphl (ODC) npeanpusTys.

BriBoab1. TakuM 00pasoM, IOKasaHa BOZMOXHOCTb IIPUBEACHIS 3aAa4U BbIIBAe-
HHS MHCAHA€POB Ha NPEANIPUSATHH K 3aAade MCIIOAb30BAHMS U3BECTHBIX MaTeMaTHIeCKUX

METOAOB pEIIEHH Ha IIPUMEPE TEOPHUHU rpaQ)OB.
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MHOOPMALMVOHHAA BE3ONMACHOCTb U EE 3BHAYEHUE
B YNPABJIEHUN BUSHECOM

Caiidukpamoea Auna, Illeeyus, Eductus

Kax Bcem usBecTHO, B mocaepHue roabl MT-phiHOK AMHAMHYHO Pas3BHBAeTCs, YTO
[I03BOASIET HaM Ha3BaTbh COBpPeMEHHOe 00mecTBO - MH$OManOHHbM. Ha ceropnsmHuit
AEHb PYKOBOACTBO AI00O0I KOMIIAaHMH UMeET A€AO ¢ MHPOpMarueil, Ha OCHOBE KOTOPOM
[PUHUMAIOTCSI pa3ANYHbIe OU3HEC-pelIeH s

Yimep6 ot peasusariuu yrpos HHGOPMALHOHHOM 6€30I1ACHOCTH B COOTBETCTBHH C
BSI-standard 100-1 «Cucrema ynpaBaeHHss HHOPMALHOHHON 0€30IIACHOCTH>» MOXeET
BKAIOUATb CAEAYIOIee:

® HapylleHHe 3aKOHOB, HOPMaTHBHbBIX aKTOB M COTAAIIEHMIA;

® HapymleHHe KOHPHAEHIIMAABHOCTH;

® HeraTMBHOE BAMSHME Ha BBIIIOAHEHHE 33AaY;

® He(GAAronpUATHbIE BHyTPEHHIE HAY BHEILIHUE TOCAEACTBIS;
® 5KOHOMHYECKHe IIOTepH.

B Hacrosimee BpeMs AASL MUHHMMUB3AIIMH PA3SAMYHDIX BUAOB ylllepOa aKTHBHO Pa3BH-
BAIOIMMMCS HAaIIpaBACHUSMU SBASIOTCS:

® CHCTeMbl OTpaHMYEHMS ¥ KOHTPOASI AOCTYIIA;

®  CHCTeMbl 3aIUThI OT BPEAOHOCHOTO IIPOIPAMMHOTrO 06eCIedeHus;
®  CHCTeMbl ayAHTa M MOHHUTOPUHTA;

®  CHCTeMbI KPHIITO3AITHThL

Tax, nanpumep, o AauubiM Cryptzone (Sweden), paspa6oTyrka HHHOBAIIMOHHBIX
TEXHOAOTHI aKTUBHOTO YIIPABACHUS AASL MUHEMHU3ALUu puckoB 1B, 6b1au ompeaeeHs: 8
KAIOUEeBbIX 0bAacTeit MHPOPMAITMOHHOMN 6e3omacHocTr Ha 2012 roa:

® IjeAeBble aTaKU — AaTaKM, HAIpaBAeHHble Ha KPaxXy MHPOpMAIMH, TaKon
Kak KoMmMepueckas TaitHa. Tak, B 2011 ropy OBIAM OCYIIECTBAEHSBI IieA€BbIe
aTaky XaKepoB Ha Sony, KOTOpble B pe3yAbTaTe IIOTEPSAM AAHHBIE AO 77
MHAAMOHOB ITOAb30BaTeAel. B pAaHHOM cAydyae pacIpocTpaHEHHOH yrpo3oi
SIBASIETCSL IIOAYYeHHe pPAa0OTHHMKAMH 3apaXEHHbIX IIMCeM C BPEAOHOCHBIM
kopoM. CAepOBaTeAbHO, KOMITAHHH AOAKHBI HAauyaTh AyMaTb O 3allUTe CBOeM
MHPOPMAIIUH OT IIOAOOHBIX aTaK;

® IIOAWTHKA AASL MOOHMABHBIX YCTPOMCTB — IIOAB30BATEAH BCe OOABIIE XOTST
paboTaTh CO CBOMM COOCTBEHHBIM YCTpOMcTBOM, HampuMep, iPhone u Ipad,
3TO IMOBbIIIAET MPOU3BOAUTEABHOCTD U 3¢ PEeKTUBHOCTD, HO IIPH 9TOM HaKAa-
ABIBA€T PsIA HOBBIX TpebOBaHMUIT HHPOPMALHOHHOI be3omacHocTH. Kommarun
AOAKHBI TIPEAIIPUHUMATD AEHCTBHS OAOKUPOBKU MAM YHUUTOXEHHS YCTPOM-
CTB, HAIIPHMeEP, IIPH KPake MOOHABHBIX yCTPONCTB;
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6e301aCHOCTh POM3BOACTBEHHBIX CHCTEM — PpaHHee POM3BOACTBEHHbIE
CHCTEMbl PACCMATPHBAAMCH KaK OOAACTb C HHM3KHM DHUCKOM Yrpo3 6eso-
macHocTH. Bce GoAblle TaKMX CHCTEM OCHOBAaHO Ha YIIPaBACHHH OIepa-
LMOHHBIMU crcTeMaMy Windows, 4TO OCTaBAsIET YSI3BUMOCTH AASL ATaK;
uHTpaHer iPhone - MHOrMe OpraHM3aLMM IIPEAAATAIOT IIOAB3OBATEASIM
BO3MOXKHOCTb HHTEIPUPOBATh CBOM HHTPACETU U APYTHE CHCTEMBI, TAKHE KaK
Microsoft SharePoint, Ha gacrusie man Koprnoparusasie IPad. 3to obecre-
9UBaeT OOABIIYIO 9P PEKTUBHOCTD U OBICTPOE BpeMsI OTKAMKA, He IPUBSI3bIBAS
[IOAB30BaTeAell K OIpeAeAeHHOMY Mecry. KoMmanum, B CBOI0O ouepeab,
AOAKHBI OIIPEAEAUTD TPeOOBaHIS K HHTETPALIUH B 0€30IIaCHBIX YCAOBIIIX;
OTYETHOCTb MHIMAEHTOB — obecmedeHue 3amutsl Ha 100% oOT Bcex yrpos
SIBASIETCSI HEBO3MOYKHBIM, [I09TOMY KOMIIAHUH AOAXKHBI OIIPEAEASITh TOAUTHKH
U [IPOLIEAYPBI AASL KPUTHYHBIX HHIIUACHTOB C LiEABIO yMEHbIIEHHS IOTEPb;
[paBa AOCTYIa — KX pasrpaHHUdYeHHe CTAHOBUTCS BCe GoAee cepbe3HOM IIpo-
6AeMOiT AASL OPTaHMBALIUIA, YTO TPEOYeT YCUACHHOTO 0030pa M KOHTPOAS IPaB
AOCTYIIa TIOAb3OBaTeAeH;

6€30IIaCHOCTD AQHHBIX — OCYILECTBACHIE Pe3ePBHOIO KOIMPOBAHMUS AAHHBIX
[O3BOASIET KOMIIAHMSIM OOPATUTh CBOEe BHUMAHME He Ha 3AIUTY AlapaTHBIX
CPEACTB, a Ha 3alIUTy OT HECAHKI[IOHNPOBAHHOTO AOCTYIIA;

ObICTpast aAANTAlMs IHPOAYKTOB — BCe 4Yalle KOPIIOPATHBHBIE KAHEHTHI
00pamaroTCs K IIOCTABIIMKAM C [IEABIO OBICTPO AAANTHPOBATH CBOM CHCTEMBI K
paboTe, 4TO MOXET HPHBECTH K HECOOAIOACHHIO TpeGOBaHHMII HHPOpPMA-
LIMOHHOM 0€30IIaCHOCTH.

Ynpassenne uHbopmanmert m MT-cucTremamm sBAsSeTCS OAHMM M3 BaXKHBIX

HaNpaBAeHMI CTpaTerny HHPOPMAIOHHOTO obmectpa. [To pAaHHBIM ompoca 2011 TMT

Global Security Study — Key Findings ocHOBHbIMU MepaMmu, HCIOAb3yeMBIMHU OPTaHHU-

3aAlUAMU AASL obecreuenns HHCbOpMaHHOHHOﬁ 68301’IaCHOCTI/I, SIBAAKOTCA:

COOTBECTBHE 3aKOHOAATEABHBIM H HOpMaTI/IBHbIM TPe60BaHHHM I/IH(l)OPMa-
MOHHOI 6e3omacuoctu — 30%;

3aIKUTa AAHHBIX — 28%);

[IOATOTOBKA [IEPCOHAAQ II0 BOIIPOCaM MHPOPMALIMOHHOI fe3omacHocT — 27%;
6€30IaCHOCTD, CBA3aHHAS C TEXHOAOTHAMHE — 27%;

yIIpaBAeHHE UACHTUPHKAIIUEH U AOCTyIIOM -25%.

KoH}raeHIIMaABHOCTD AAQHHBIX, (pu3MIecKas 0e30IIaCHOCTDb, YIpaBAeHHe Helpe-

PBPIBHOCTbBIO 61/13Heca, YHOpaBA€HHE PHCKAMH ObIAM OTMeYeHbl KaK 06AaCTb OTBET-

CTBCHHOCTH HH(]?OpMaI_[HOHHOI;I 6e30macHOCTH. I/ICXOA}I U3 3TOro, AAdA obecneyenns

YCTOMYMBOroO U 3QPeKTUBHOTO PYHKIMOHUPOBAHUS U BbICOKOTO YPOBHS KOHKYPEHTOCIIO-

COOHOCTH CAEAYET NMPHMEHSTh CAEAVIOLINE METOABI PEAAU3ALMN KOMIIAEKCHOM CHCTEMBI

yIIpaBAE€HHS PHCKaMU HHPOPMALIMOHHON 6€30MacHOCTH:

a¢PexruBHOe ynpasaeHue MT-undpacTpykrypoi;
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® yIpaBAeHHe IPOLleCCaMy HHPOPMALIMOHHOM 6€30I1acCHOCTH;

® ympaBAeHME 3aBUCHMOCTBIO OT YCAYT U IPOAYKTOB TPEThUX CTOPOH;
® yIpaBAeHHE AOCTYIIOM U ObecIiedeHie OTYETHOCTH;

® obecrneyeHre OCHOBHBIX ACIIEKTOB 6€30IaCHOCTH AAHHBIX;

® KOMIIAGKCHOE YIIpPaBA€HHE HHIIUACHTAMH.

Oyuxipm 3amuTel THPOPMALI B AIOOOM OPTaHM3ALMN OLPEACASIOTCS KOMIIAEKCOM
CTOSIIIMX ITepeA Hell Ou3Hec-3apad.

B 3akaroueHHe MOXHO OTMETHTDb, YTO CO3AAHHE CHCTeMBbl YIpPaBAeHUS HHPOpMa-
[IMOHHOM 0e30IIaCHOCTH He AOAXKHO SIBASTBCSL camolleabio. VHdopmanuonHble U
KOMMYHHKAIIHOHHbIE TEXHOAOTHUH AOAKHBI IIPHUMEHATHCS B KAUeCTBE ITOAAEPKKH AAS
AOCTYDKEHUS LieAeil OPTaHM3aLUK U 00eCIIeYrBaTh MOAAEPIKKY OU3HEC-TIPOLIECCOB.

Anreparypa:
1. BSI-standard 100-1 «Cucrema yrpaBaeHuss HHPOPMALIMOHHOM 0€30IIaCHOCTH >
2. www.cryptzone.com;
3. www.deloitte.com.

B3AUMOJLENCTBUE HATO U CTPAH MOCTCOBETCKOIO
NMPOCTPAHCTBA B ®OPMUPOBAHUN
CPEQbl EBPOMENCKOW BE3OMNACHOCTU
(MHOOPMALIMOHHDIE ACMNEKTDI)

Aenuc CAATBIKOB,
Mouadasckas Dxonomuneckas Axademus

This article presents a security-based view on the relationship between NATO and post-
soviet countries in the region of Europe. The article also points out the very special role of mass
media in this relationship.

CMMU kak HHPOpMAIHOHHAS CPpeaa

ITocae pacrapa Coserckoro Coro3a BOIpOC O MEPCIeKTHBAX B3AMMOASHCTBHS CTPaH
IIOCTCOBETCKOTO IpocTpadcTBa U crpas-ydactur; HATO Bcraa owenp ocrpo. Hewma-
AOBRKHYIO POAb B 9TOM BOIPOCE CBHIIPAAM OCTABIIMECS elé CO BPeMEH XOAOAHOM BOKHBI
CTepeOoTHUIIbl, Ha KOTOPBIX akTuBHO mMrpasd CMU 1 MOAMTHKH, KaK B OBIBIINX COBETCKHX
pecirybankax, Tak u B crpaHax HATO. BocnpusTie 06eMMH CTOPOH APYT ApyTa B KauecTBe
Bpara HETaTMBHO CKa3bIBAETCS HA IIOMBITKAX (OPMHUPOBAHMS CPEAbl eBpOIeHiCKOM
6e30I1aCHOCTH, KOTOPbIe 0COOEHHO MHTEHCUPUIMPOBAAIICH, HaduHas ¢ Hagaaa XX B.

B spy mH$OpManMM MAM TaK Ha3bIBAEMYIO IOCTHHAYCTPUAABHYIO 9Py I'€OIIOAHU-

THYECKHE HpO6AeMbI, CTAaHOBACH IIPEAMETOM HY6AI/I‘{HOI‘0 06CY)KA€HI/ISI, IIPOHHMKAIOT B
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TOAOBbI 3HAYUTEABHOM MAacChl HACeAGHMS B 3aBEAOMO HCKaKEHHOM BHAe. Baxueitmryro
poab B aToM nponjecce urparor CMH.

AASI IOHMMaHUSI TOro, KAKIM MMEHHO 00pa3oM (OpMHUPYeTCsi MHEHIe YeAOBEKa Ha
OCHOBe MHQOPMAIIMOHHOI CPeAB, B KOTOPOI OH HAXOAHTCS, CAEAYeT OOAee TIaTeABHO
pasobpaTbcsi B «AyXe BpeMeHm». Mrak, mH$OpMaLys B HacTOsllee BpeMs IpHU3HAHA
TAQBHOM LIEHHOCTBI0. AOoCTym K 60Abreit gacTu nHGopManun AErok. O6béM HaKOIIACHHbIX
YeAOBEUECTBOM 3HAHHI HHKAK He CPABHHM C TeM O0BEMOM, KOTOPBINA MOXKET BMECTUTb
roaosa. Ilpu Bceit He0OXOAMMOCTH GOPMHPOBAHIS HOBBIX 3HAHUI, Y€AOBEK He MOXET
3HATh AOCOAIOTHO BCE AQKe B COOCTBEHHON mpodeccrmoHasbHOI cdepe. Tak MOKHO
HAYMHATD CYUTATb AMAETAHTH3M B ONPEACAEHHOM CMBICAE HE TOABKO BO3MOXXHBIM, HO H
HEeOOXOAVMBIM CBOMCTBOM YEAOBEKA B YCAOBMAX COBPEMEHHOCTH. UTOOBI IIpHHMMATh
pelleHHs], KKABIH BHIHY>KACH AOBEPSTh TOH MHPOPMAIIHH, KOTOPYIO y>kKe CHOPMUPOBAAT
Apyrue. Kpurudeckas orjeHKa B TaKHMX CAYYasX, XOTb U IPHCYTCTBYeT B Pa3HOM CTelleHH,
BCE Xe He MOXKeT OBITh peaAn30BaHa AO KOHIA.

B cospemennom unpopmanuonsHom npocrpanctse CMU npeacTaBaeHbI 4pe3BbI-
vaiiHo mupoko. Homuuaaso CMUI cuuraercs TakOBBIM, €CAM OOAAAAET AUIIEH3HEN,
odHuIMAABHO 3aperucTpuposano u T. . Ho tem He Menee, CMM mno Ayxy sBasieTcs Bcs
cerp HTepHeT, BKAIOYAs COLMaAbHbIe ceTH M Oaorocdepy. B asrom mpocrpancrse
GOpMHpPYIOTCS. MeMbl U MeAHa-BHPYChl. MeM OTAMYaeTcs TeM, 4TO OH He TpeOyeT B
CO3HAHHM YeAOBeKa HUKAKUX AOKA3aTeAbCTB. Meara-BUPYC e BCE XK IT03BOASIET AOAYMATh
MHPOPMAIIHIO CAMOMY, HO MIMEHHO B TAKOM KAIOYE, B KAKOM HYXXHO CO3AATEASIM.

VIMeHHO B TaKUX YyCAOBMSAX MPHUXOAUTCS cymecTBoBaTh mombiTkaM HATO u cTpan
IIOCTCOBETCKOTO IMPOCTPAHCTBA IPEOAOACTb HACAEAME XOAOAHON BOMHBI M COBMECTHO
y4acTBOBaTh B POPMUPOBAHUK CPeAbl eBPOIENCKON Oe3omacHOCTH. MHeHHEM IpakAaH
MAaHUITYAHPOBATh B 9TOM CAy4ae O4eHb YAOOHO. B wacTHOCTH, BOIPOCH! B3aMMOAEACTBUSL
CTAaHOBSTCS AAKOMBIM KYCOYKOM B CAy4ae HEOOXOAMMOCTH OTBA€Yb HACEACHHE OT
BHYTPEHHUX [TP0OAeM KOHKPETHOT'O PerHoHa Ha 06pa3 BHELIHero Bpara.

IIpo6aema eBponefickoii 6e3omacHOCTH

OAHOBpPEMEHHO C 3TUM Ba)XHOCTb IPEOAOACHMS B3aUMHOMN HENpPUA3HU Ype3Bbl-
4aitHOo BbICOKA. OCTaHOBUMCS Ha OAHOM U3 TAQBHBIX IIPO6AEM, Ha KOTOpbIe 0OpalaeT CBOé
npucrasbHoe BHuManue HATO.

ITpobaema eBpoOIeNCKOM 6E30MACHOCTH — He IMPOCTO aKTYaAbHAs IIOAUTHIECKAS
poOAeMa, 3TO TAYOOKO I'yMAaHUCTUYECKAs: HAesi 0e30MaCHOCTH YeAOBeKa KaK TaKOBOML
Vipen rymaHmsMa Bceraa co BpeMEH CBOEro IIPOSBAGHHS B OIOXy PeHeccaHca
OAMIIETBOPSIAHM COOOF 00IIIeCTBEHHBII IIpOrpecc.

B coBpeMeHHOM MHpe CyIjecTByeT Macca pobAeM, pellleHHe KOTOPBIX BOBCE He
sapasiercss oueBUAHBIM. Hampumep, B Poccum u crpamax CHI' akTyasbHO# sBAsieTcs
mpoOAeMa KpU3KCa KyABTYPBL: COBETCKUI THII KyABTYpBI IIOTHO, HO HOBBIA emé He
poAMACA. DTOT IEepHOA 3aCTOSI HEKOTOPbIe KYAbTYPOAOTH, 3aHUMAIOIIUECs MOIBITKAMHU
pellieHuss IPOOAEMBI C IIOMOLIbIO ITOAXOAQ CHHEPreTHKH, HA3bIBAIOT XUATYCOM —

KYABTYPHOH ITyCTOTOH, KOTOpas 3aTArMBaeTCsA Ha HeompeaeaéHnele cpoxu. B EC, x
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IIpUMepy, AO CHX IIOp He pellleHa MpoOAeMa IOAXOAA MYAbTUKYABTYPAAU3MA, KOTOPBIH
CYMTAACS AOMUHAHTHBIM B 00AACTH MEXKYABTYPHbBIX KOMMYHHKALHI. Y)Ke OBIAO O3BY4€HO,
HanpuMep, AHreaoit Mepxkean, Aasupsom Kamepornom u Hukoas Capkosy, 4To moAuTHKA
MYABTHKYABTYpaAH3Ma IpoBasuaach. Ho, TeM He MeHee, HOBBIH IOAXOA K PeIICHHIO
IpoOAeM BHEe MYABTHUKYABTYypaAH3Ma IIOKa 4TO HANTH BecbMa cA0xHO. B Poccunu e e
IpOOAEMBI UMEIOT BHYTPEHHUIT XapaKTep, BHIAMBAIOLIUICS, K IPUMEPY, B HAIPSDKEHHbIX
OTHOIICHHUSIX MEXAY KaBKa3CKHM U PYCCKMM HaceAeHHeM CTpaHbL C TaKoil TOYKU 3peHHs
pobOAeMa eBpOIIEHCKOI 6e30IIaCHOCTH 3HAYUTEABHO 000CTPSIeTCSL.

Taxoke He caepyeT 3a6biBaTh U 00 061KX npobaemax ToaepanTHocTH. B EBporne u
CIIIA, Kax IPUHATO CYMTATh, B 9TOM HAIPABACHUM AOCTHIHYTHI GOABIINE YCIIEXH, TOTAA
KaK ITOCTCOBETCKOe NMPOCTPAHCTBO cAerKa oTcTaér. Ho B AAHHOM cuTyanuu peds HAST He
IPOCTO O BHEIIHUX Mepax, IPHHIMAeMbIX TOX HAM HHOW CTPaHOH, HO O MEHTAAbHOCTH
HaCeAeHHs], TaK YTO BOIIPOC HAMHOT'O TAY03Ke, HeXKeAU MOXKHO IIOAYMATb.

IIpornBocrosinne mocrcoBerckux crpaH . HATO: aAmasekTHKa B3amMoO-
AeHCTBUS

B cBere yIOMSHYTHIX IPOOAEM CKOpee MOXKHO CAEAATh BBIBOA O HEOOXOAMMOCTH
6oaee TecHOro coTpyaHudecTBa cTpykTyp HATO 1 cTpaH HOCTCOBETCKOrO IPOCTPAHCTBA.
B 10 xe Bpems ¢opMmupoBaHHe Cpepbl OesomacHoctr B EBpomle He MOXeT ycremHo
ocyiecTBASIThCS Oe3 yyacTus crpal 6biBurero CCCP.

C Apyroit CTOpOHBI KaXXAasl CTpaHa 00AaAaeT COOCTBEHHBIMH HHTepecaMu, KOTO-
PBIMH HeBO3MOXKHO IpeHeOpeus. HeobxopnMa 3amuTa U COOAIOAEHHE HHTEPECOB, KaK
CTpaH IIOCTCOBETCKOrO MPOCTPAHCTBA, Tak ¥ crpan-ydactHuy HATO camux mo cebe.
YrBepxpars, uro mporusoctosiuue HATO wu crpan 6piBmero CCCP moaHOCTBIO
OCTaAOCh B IPOIIAOM — HauBHO. [Ipo6AeMBbI 0CTaAKCD, U IPOTUBOCTOSIHAE COXPAHUAOCH
Ha CHCTeMHOM YPOBHe.

Ecau mpeacTaBUTH AQHHYIO IIpOOAEMY B $OpMe 3HAMEHUTOI IereAeBCKOM TPHUAABL, TO
OoTpeOHOCTb B pOPMUPOBAHUU CPEABI EBPOIIEHCKOM He30IIaCHOCTH 1 OTPeOHOCTb B COOAIO-
AEHHH YaCTHDBIX HHTEPECOB OTACABHBIX CTPAaH MOXKHO IIPEACTaBHUTb KAK TE3UC U AHTUTE3HC.
Perernem 1Mo 3aKOHy AMAAEKTHKH AOAKEH CTAaThb CHHTE3, KOTODBIA CMOXET CAMTDH TEe3HC U
AHTHUTE3HC B OAHO II€AO€, YTOO KKABIN U3 HUX CTAA YACTHBIM CAydaeM HOBOTO PelleHHsL.

Kaxoe copeficTBiIe MOIyT OKa3aTb B TaKUX YCAOBMSX CIIEIJMAAMCTBHI B 00AACTH
uHPOPMAIMOHHOM be3omacHocTH? B paMKax AaHHOI pabOThI OTBET AATh HEBO3MOXKHO, Ad
U CTaBUTb HOAOOHYIO IIeAb IPEACTAaBAsIeTCS bGeccMbICAeHHBIM. TeM He MeHee, Upe3BBbI-
9aitHO BAXKHO 0003HAYUTH IIPOOAEMY, UTO H SIBASETCS 3aAadeil paboThL.

ITonck MOAOOHOTO HALIPABAEHUS ACSITEABHOCTH HEAETOK, HO HIMEHHO 9TO B AAHHOM
CAydyae MOXeT OBITh Ha3BaHO CBepxX3apadeil AAS CIIELMAANCTOB B obAacTu HMHPOpMa-
IIMOHHOM GesomacHocTH. OYeBUAHO, OCHOBHBIM O0BEKTOM aHaAM3a AOAXKHBI cratb CMU],
popmupyromue MHeHuss B obmiectBe. TOHKAas M IpaMOTHas paboTa C HMCTOYHHKAMHU
MaccoBOil MHPOpPMalMM HeCOMHEHHO IIPH3BaHA IIOMOYb B YAYYIIEHHH B3aHMMOAEHCTBUS
nocrcoserckux crpad u HATO mo Bompocam (GOpMHpPOBAaHHS €AMHOH CpeAbl Ge3o-
IACHOCTH C y4€TOM YaCTHBIX HHTEPECOB OTAEABHBIX CTPAH.
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THE METHOD OF “INTERNET-ANALYSIS”
IN GRAPH THEORY

Sorbat Ivan, Sorbat Irina
Kharkiv National Economic University (KhNEU)

The authors developed a method Intenet-analysis, this analysis can be used as a
methodological basis for the preliminary study of the interests of young scientists and graduate
students. This allows for some degree of objective assessment of the relevance of ongoing or planned
research in virtually every sphere of interest.

Developed by authors method of Internet-analysis can be applied in any given area
of activity, regardless of its properties and features. The purpose of using it is to get some
assessment or collection of selected concepts (terms), which form the so-called
categorical apparatus of scientific research.

Thus, the scope of the method developed Internet-analysis is multifaceted in its
specificity and tolerance.

The input data for the method of Internet-analysis are:

1. Set V= {v},i=1 + 6, scholars in the field of information and economic
security, with their last name, first name and patronymic: Kurkin N.V,,
Senchagov V.K,, Klebanova T.S., Geyets V.M., Oleynikov E.A., Shkarlet S.N.

2. Set T ={t},j =1 + 6, categories (terms) of a set of categorical system areas:
information security (IS), the economic security of the enterprise (ESE), an
insider (I), the concept of ESEs (CESE), financial security (FS), the system
ESEs (SESE) [1-6]. Categorical apparatus may include (and often and is) a
fairly large number of terms, so as the base (to reduce the size of the sample)
were selected six concepts, which represent the authors' opinion, some basis for
economic security [7-10].

3. Research period: 2001-2011 - set G = {g¢}, k= 1+10.

4. Multiple search engines, according to set of results with which the average data:
Google.com, Yandex.ru, Yahoo.com, I.UA, Mail.ru, Alltheweb.com, Rambler.ru,
Bing.com, Meta.ua, Nigma.ru, Metabot.ru, AltaVista.com, Wikipedia.org,
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UaPORT .net, Uaportal.com, Holms.ru, Poshuk.com, Weblist.ru, List.mail.ru,
Lycos.com, UP.com, Magellan.ru, Galaxy.ru, Webcrawler.com, Dmoz.org,
Jayde.com, Asiannet.com, REXua, Euroseek.com, Search.MSN.com,
Whatuseek.com, Planetsearch.com.

Then VU T = VT = {vi} U {t} = {vt;}, VT = {vt;} - set (or matrix) averaged
estimates with respect to the scientists show: a zone of activity in the chosen course of
action, the relevance of their research, quantitative saturation of their publications, the
relevance of their research, ranking in the world scientific community. The results are
shown in table 1.

Table 1
Set VT
T={t} IS ESE I CESE FS SESE
V= {vi}
N.V. Kurkin 659 8 1 0 8 0
V.K. Senchagov 44 21 0 0 94 2
T.S. Klebanova 109 360 0 0 116 1
V.M. Geyets 165 32 0 45 58 126
E.A. Oleynikov 1 9 0 1 13 1
S.N. Shkarlet 2 11 0 1 4 1

For further analysis, according to the set VT is possible to construct graphical
dependence, which can be used to analyze the dynamics of change {vt;} (Fig. 1-4).
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Fig. 1. vies = «S.N. Shkarlet>, t-; = «IS»  Fig. 3. vi-y = «V.K. Senchagov>, tj-; = «IS»
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Fig. 2.vi.; = «N.V. Kurkin», ti-1 = «IS>» Fig. 4.vie3=«T.S. Klebanova», ti-1 = «IS>

Querying search engines in terms of graph theory would be:
{w}U {gk} = «Kypx*a_*B. +2010» V «Kypx*u» + «2010>,
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Where V - the symbol of operations OR; * — the symbol for the search engine,
which means any possible character - this is caused by specific features of spoken
language and the translations of attributes of scientists (for example, Kypxus (in Russian),
Kypxin (in Ukrainian)); _ - space character.

If we interpret the implementation of the method of online analysis, graph theory,
we can construct the corresponding graph and perform the implementation in a
mathematical form.

Fig. 4 is a ternary graph of the dependence of scientists attribute (set V) in a given

field of study (set T) for a certain time period (set G)
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Fig. 4. Ternary dependency graph

Also, this analysis can be used as a methodological basis for a preliminary study of
the interests of young scientists and graduate students. This will get to a certain extent an
objective assessment of the relevance of ongoing or planned research in virtually every
area of interest.
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OCOBEHHOCTU TECTUPOBAHUA BE3OINMACHOCTU
COUMNANDbHDbIX NPUNOXXEHUIA

Cmopox Oxcana, ASEM

This article is about features of social software and social network testing. Here are discussed
some problems of testing this king of software and proposed some types of tests which are the most
applicable.

BBeaenne

Ob6ecrievenne HHGOPMALIMOHHON 0GE30IIACHOCTH SIBASIETCS. OAHMM K3 OCHOBHBIX
acrexToB BeaeHUs 6usHeca. ITo Mepe pasBuTHsI AI06OF OpraHH3alUM, MEHSETCS U ee
HHPOPMAIMOHHAs cucTeMa. Takum o06pasoM, Bompoc obecredeHus 6e30IaCHOCTH
uHPOPMALUH OYAET TOCTOSIHHO BO3HHUKATh, 3 BMECTE C HUM BCErAa OyAeT HEOOXOAUMOCTD
B TECTHPOBAHUH 0€30MaCHOCTY HHPOPMALIMOHHOM CHCTEMBI.

TecTupoBaHye 6€30MACHOCTH - 9TO CTPATEIWSI TECTHPOBAHUS, UCIIOAB3YeMAas AAS
IpOBepKH 0€30MACHOCTH CHCTEMbl, a TakKe AAS aHAAM3a PHCKOB, CBSI3aHHBIX C
obecriedeHreM IIEAOCTHOTO IIOAXOAQ K 3alllUTe IPHAOXEHHUS, aTak XaKepoB, BHUPYCOB,
HEeCaHKIIMOHHPOBAHHOI'O AOCTYIA K KOHQUACHIINAABHBIM AQHHBIM.

B 3aBucHMOCTH OT TpeOOBaHHMI 3aKa3YMKa TECTHPOBaHHE 0E30MACHOCTH MOXET
OBITh IIPOBEAEHO AASL AIOOOH MHPOPMAIMOHHOM CHCTEMBI, OAHAKO CYLIECTBYIOT TaKHe
CHCTeMBI, AASL KOTOPBIX 9TOT BHA TECTUPOBAHUS He MOXKET ObITh IPOUTHOPUPOBAH:

e  Boab npraoxeHus

e [IpuaoskeHus c BAXXHON KOMMEPYECKON HAU ITIEPCOHAABHOMN HHPOpMaLei
o [IAaaTexkHbBIE CHCTEMBI

e IlpuaoxxeHus TpeOyIOIIHe LIEAOCTHOCTH HHGOPMALIIN (BA)

e  ConmaAbHbIe IPUAOXKEHUS

¢ IIpuaoskeHHs C KOMMepPYeCKUM AUIIEH3UPOBaHKEM

B AaHHOI cTaThe OYAYT pacCMOTPeHbI OCOOCHHOCTH TeCTUPOBAHMA 6e30IaCHOCTH
COLIMAABHBIX IIPUAOXKEHUHA

TecTupoBaHus 6€30MaACHOCTH COIYHAABHBIX IPHUAOKEHUA

BoABIIyI0 NOIYASIPHOCTD B IOCAEAHHE TOABL IIPHOOPEAM COLMAABHBIE CeTH.
CornasbHbIe CeTH U COIIMAAbHBIE ITPHAOKEHHS IIOAB3YIOTCS. OTPOMHOM IIOITYASIPHOCTBIO ¥
peKAaMOAATeAel, TIIOCKOABKY 9TO YHMKAAbHAs BO3MOXKHOCTb HEIIOCPEACTBEHHO
KOHTaKTHpOBaTh ¢ IoTpebureasmu. OOBEM pBHIHKA pPeKAAMBI B COLIMAABHBIX CeTSIX
HeYKAOHHO pacrer. B 2007 roay, o omeHKaM aHAaAUTHYecKO¥ koMmanuu eMarketer, on
Aoctur orMerku B 1,225 MApA aoarapos. ITo mpormosam, k 2013 roay o6béM psIHKA
PeKAaMBI B COLIAABHBIX ceTsix AocTurHeT 10 Mapp pAoaaapos. Ha pucynke 1 usobpaxena
AMarpaMma pocra o6’bema phiHKa pekaambl (rcrounux http://orz.com.ua/).

Hcxops u©3  BbBIIIECKA3aHHOTO, CTAHOBUTCS OYEBHUAHBIM (aKT BaKHOCTH
KPYTAOCYTOYHOIO AOCTYIIA K COLMAABHBIM IIPHAOXKEHHSIM M MaAeHIine cOOU B CHCTeMe
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IPUBOAST K OTPOMHBIM yObITKaM. IT0aTOoMy paspaboTUHKH COIMAABHBIX IIPUAOKEHUI yAe-
ASIOT OrPOMHOe BHMMAHHe 0e30IACHOCTH M COOTBETCTBEHHO TEeCTUPOBAHMIO Ge3o-
IIACHOCTH 3THUX CHCTEM.
C6ou ¢ TaKiX IPHAOXKEHISIX 0OBIMHO BOSHHUKAIOT B PE3yAbTATe HATPY3KH, II0ITOMY
0CO6EHHO BOXKHO IIPOBOAUTD HATPY30YHOE TeCTUPOBAHHE:
e  Tecruposanue npoussoautesbHoctu (Load Testing)
e  Crpeccosoe Tectuposanue (Stress Testing)
e Tecruposanue peskux ckaikos (Spike Testing)
e Tecruposanue crabuasnoctu (Endurance or Soak Testing)
o  Kou¢urypanmnonnoe recruposanue (Configuration Testing)
B pamkax Harpy3o4HbIX TECTOB, KaK ITPABHAO IPOBOAAT amyAsrimio DoS n DDoS arax.
MoaeAupoBaHue aTaK CTaBUT CBOEH LJeABIO IPOBEPKY YCTOMYMBOCTH CHCTEMBI K
IpeAHaMepEeHHBIM AeCTAOUAUSHUPYIOLIUM BO3AEHCTBISIM.

4000

3500

3000

2500 ¥~

2000 77

1500

1000

500 -

2006 2007 2008 2009 2010 2011

mnaH USD

Pucynox 1. «<Poct o6bemMa priaka pekaamsl B MAH. USD >

DoS-araka (Denial of Service, oTkas B 06cAyHMBaHUM) — aTaka Ha BbIYUCAH-
TEABHYIO CHCTEMY C LIEABIO AOBECTH €€ A0 OTKa3a, TO eCTh CO3AAHME TAKHMX YCAOBHIA, IIPU
KOTOPbIX AETUTHMHBIE IIOAB30BATEAM CHCT€Mbl HE MOIYT IIOAYYHTH AOCTYI K IIpe-
AOCTaBASIEMBIM CHCTeMOi pecypcaM (cepBepaM ), AM6O 3TOT AOCTYTI 3aTPYAHEH.

EcAu aTaka BBIIIOAHSETCS OAHOBPEMEHHO C (OABLIOIO YHCAA KOMIIBIOTEPOB, IO-
Bopsar o DDoS-arake (Distributed Denial of Service, pacmpeseaénnas araka). B
HeKOTOpBIX cAydasx K DDoS-aTake IPUBOAUT AETMTHMHOE AEHCTBHE, HAIpUMep,
pasMelleHre Ha MOIYASPHOM HHTEPHET-Pecypce CCBIAKM HA CailT, pasMELIEHHBIA Ha He
OYeHb MPOM3BOAUTEABHOM CepBepe. DOABIION HAIABIB IIOAB30OBATEAEHl NPHBOAUT K
IIPEBDILEHNIO AOIIYCTUMOM HAIPY3KU U OTKA3y B OOCAYXKMBAHUM. 3aAa4a TECTUPOBLINKOB
M pa3pabOTINKOB OMPEAEAUTH IOBEACHUE CUCTEMBI B YCAOBUSIX HATPY3KU M paspaboTaTh
MOAEAD [IOBEAEHHS], KOTOPAsk MAKCHMAABHO YMEHBIIUT YOBITKUL.

CorpnaAbHble IPUAOXKEHHs pa3pabaThIBAIOTCS B BUAE Ba6 npraoxkeHuil. OcHOBHOe
IPENMYLIECTBO 3AKAKOYAETCS B TOM, YTO QYHKIIUM AOAXKHBI BHIIIOAHSTHCS HE3aBHCUMO OT
OIIEPALINOHHOM CHCTEMbI AAHHOTO KAMEHTa. VIMEHHO 9TO U AeAQeT X IPUBAEKATEAbHbIMH
AASL KAMEHTOB U KOHEYHO AAsL XakepoB. OCHOBHas IPO6AEMA TeCTUPOBAHUS COLMAABHBIX
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B30 NMPUAOXKEHHUI — CAOXKHOCTD TOYHOTO OIIPEACACHHS MeCTa, TA€ IPOHU30IIeA COOM HAH
BO3HMKAQ OLIMOKA, U IIOTOMY PEXUM PabOThI, HAM Ke cooOImeHne 06 omubKe, KOTOpoe
OyA€T IIOAYYEHO, MOXKET ObITb Pe3yABTATOM OIIMOOK, CAYYMBIIMXCS B Pa3HBIX YaCTSX
ceTeBOI cUcTeMBL B TakoM cAydae eé ucrpasaeHue OyAeT IPOOAEMATHIHBIM.

Takoke HEOOXOAMMO OTMETHTD, YTO COILIMAAbHbIE IPUAOXKEHHsS — 9TO HamboAee
YAOOHOE CPEeACTBO PAaCIpOCTPAHEHHMs CIIaMa M BPEAOHOCHOTO COTa, IIOITOMY TECTH-
pOBaHHe CHCTeMbl ayTeHTHUKAIUM ITOAb30BATEACH CTOMT B UHMCAe HAaHOOAee BAaKHBIX
3apad Ipu obecriedeHUN 0e30IIaCHOCTH.

BriBoabt

IlpuMepoB ys3BUMOCTel M aTaK CyIIeCTByeT OrPOMHOe KOAMYecTBO. Aaxe
IPOBEAS ITOAHBIH IIUKA TeCTUPOBAHMS 0€30IIaCHOCTH, HeAb3st 6bITh Ha 100% yBepeHHBIM,
YTO CHCTeMa IO-HacTosimeMy OesomacHa. Bcerpa ocraoTcs $axropsl, BAMSIONIHE Ha
6e30MacHOCTD, KOTOPbIe HEeAb3sl 3apaHee IIPeAYTaAaTh, HampuMmep, 6esrpamMoTHast pabora
moab3oBaTeAeil. Ho MOXHO ObITh yBepeHHBIM B TOM, YTO IIPOLIEHT HECAHKIJHO-
HUPOBAHHBII IIPOHMKHOBEHMUI, KPOXX HHGOPMAIHH, IOTePb AAHHBIX OYAET Ha HECKOABKO
IIOPSIAKOB HIDKe, YeM Y TeX, KTO He IIPOBOAHA TeCTHpOBaHus GesomacHocTu. M cucrema
CMOXeT YCTOSTh IlepeA IpeAHAMEepEeHHBIMHM ATaKaMH, CpearupoBaB Hamboaee 6e360-
A€3HEHHO AAST 00AAAATeAeH CHCTeM H UX IIOAb30BaTeAe .

Anteparypa:
1. http://ru.wikipedia.org/ - ConuaspHsie ceTu
2. “Software testing” by Brian Hambling, Peter Morgan, Angelina Soamroo, Geof
Thompson and Peter Williams.

THE CASE OF DISINFORMATION ON THE EXAMPLE
OF SMOLENSK CRASH OUTCOMES

Michal Jarocki,
Faculty of International and Political Studies,
University of Lodz, Poland

Disinformation is one of the most popular, yet not widely known methods of manipulation.
Was this process used in the outcomes of April 2010 Smolensk crash? Certainly such a hypothesis
has all the rights to be taken into consideration.

Disinformation is one of the most mysterious phenomena governing the sphere of
interpersonal interaction. The mechanisms and means of actions defined as disinformation
often remain in hiding. So are its initiators of main or subcontractors. Frequently also the
reason of why particular persons, social groups or even whole societies are being targeted as
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the main subjects of such processes. The same goes with the final goal of disinformation which
is regularly a matter of conjecture and hypothesis, posed by the individual and careful
observers, very often in solitude with their requests and warnings.

One of the more prominent theorists and researchers of this phenomenon was
Vladimir Volkoff. This son of Russian immigrants who settled in France in the first half of
the twentieth century, is a recognized author of three studies of the disinformation and
numerous articles and research papers devoted to this subject. By serving as a French
intelligence officer during the Algerian War, as well as his broad and reliable contacts in
French Intelligence command of that time, Volkoff was able to learn about the activities
measured in the deliberate manipulation of people, putting them in error, mixing facts,
discrediting inconvenient persons or blackening conclusions arising from the given data.
All of this is, in the understanding of Volkoof, disinformation. It is nothing but a
deliberate manipulation of actors by intentional controlment of information flow,
transmitted to normal people in such a way that they wouldn’t be able to draw clear
conclusions and make any legitimate judgments or necessary decisions.

In his theoretical considerations Volkoff has divided the process of disinformation
on its individual elements, forming a characteristic pattern, which is the basis for further
considerations and practical research on this phenomenon. According to the researcher,
as a process of disinformation is divided into:

e The client, understood as the person or group of people who are beneficiaries

of the whole process,

o The agent, defined as a person or a group of people (institutions), which are
the direct masterminds and organizers of the whole process

e Brackets, defined as events, situations or phenomena that are the basis of
disinformation, give them a start and are the background and the source of
information used in the whole process

e Transmitters, nowadays understood as the media, immediately informing
people and societies about the events and describing all publicly known facts,

e The theme, taken as a basis for discussion, debate and endless argues, which
aim to exchange opinions among commentators of previously mentioned
phenomena, as well as ordinary citizens,

¢ Sound Box, understood as means of information and its transmission, which
are not directly related to or controlled by the Agents. There are all kinds of
media, as well as individuals who, through spontaneous action, make an
additional transfer of inaccurate and deliberately distorted information.
Commonly, such people are refered to as “Useful idiots"

e Target group, defined as individuals, social groups and entire societies, which
are the subject of the whole process. In regard to those entities, media -
knowingly or not — pass false and/or distributed information to effectively
disturb in making any reasonable and solid conclusions and if possible divide
social opinion.
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Disinformation is not a young phenomenon. Despite that fact it is hard to draw a
precise time line of its beginnings and evolutions among the decades and/or centuries. It
is even hard to define specific features of it, in order to determine its origins. Do you
began with the press and the mass dissemination of information passed on to people? If so,
disinformation would have have a few hundred years. Must not be forgotten that, as a
process of influencing individuals, deception (in some form and to some extent) was also
used in ancient times, when it consisted of manipulation of specific social groups, which
had a decisive influence on power, such as the patricians in Ancient Rome. On the other
hand, do not forget that many (including Volkoff) agree to a specific division of
disinformation onto a social (political) one and the one which focus are primary military,
understood as misleading enemy’s commander on the battlefield. In view of this fact, we
can conclude that the first mention of disinformation already appeared in the records of
Sun Tzu in one of his greatest works known as "The Art of War" where he said that "war is
the art of deception” and that the biggest achievement of a commander is not to win a
hundred battles victories in hundred battles, but to "defeat the enemy without fighting"
(eg by deliberately putting it in false interpretation of given facts).

For the purpose of this paper the Author will set an example of one of the best (to
his knowledge) contemporary phenomena, which may show signs or at least
circumstantial evidence of measured disinformation. For clarification, the example which
Author presents is only an example of a hypothesis describing an event which happened,
without any definitive implications as to the real causes of it what so ever.

When in 10" of April 2010, the Polish presidential plane crashed near Smolensk
military airport, killing all the passangers inside, including the president of Poland Lech
Kaczynski, everyone back in the country began to ask themselves of what really happened.
Cause of the crash was unknown, the way haw it happened was undefined, so were the
mistakes made during the flight as well as individual who could be blamed for them. Was
the responsibility for that tragic event resting on the Russian side as the hosts and co
organizers of the presidential visit or was all being an tragic result of a negligence of the
Poles, who were the main organizers of that trip? Perhaps the fault laid partially on both
sides? All of this was yet unknown and hard to explain.

Despite months of speculation, debates and research carried out by Polish and
Russian committees responsible for investigating plane crashes, no one was able to
provide the society with strait and undeniable answers and conclusions. In addition to
that fat, lots of questions, rumors and myth arose, making this matter a socially dangerous
and very confrontational topic. The whole thing for months (and possibly years), divided
not only the Polish public opinion and society, but also the national political class.

Of course it is unclear whether such visible social divisions, and many highly
emotional, debates and disagreements between different groups of Polish society which
arose after the Smolensk crash were the result of deliberate actions of some undefined
entity whose purpose was to polarize Polish public opinion and lead to even greater
division of the political class. But, assuming, as a hypothesis, that this actually happened,
one could try to compare all that with Volkoff’s scheme of disinformation:
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e The customer, a foreign state / international entity benefiting from the
polarization of Polish society and political class/elite (and weakening the biggest
Polis opposition party which was the political background of current President),
e The agent, the intelligence services of the Customer, organizing the disaster
(though not necessarily), or simply using its effects,
e Brackets, the presidential plane crash, the death of the state elites
e Transmitters, global and (especially) Polish media, mass recounting and
commenting on the event and its consequences,
e The theme, the death of the head of state, the need to investigate the cause,
the search for people responsible for the crash,
¢ Sound Box, independent media, opposition, criticism of the official version of
events, fans of conspiracy theories forming their own hypotheses,
e Target group, Polish society and political class
As one may see from the scheme, at least in theoretical terms, the assessment of the
disaster in Smolensk and its aftermath, both as a reorientation of the political situation in
Poland and the progressive polarization of Polish society, could be the result of
intentional disinformation activities of foreign intelligence forces. Author's aim was not to
prove that this fact actually took place, much less point to direct its organizer. The aim
was clearly to show that, by adopting some of the most popular assumptions that describe
the phenomenon of disinformation and comparing them to April 2010 events, it is clear
that a hypothesis of such a scenario is not totally unrealistic and that it should be taken in
the process of investigating the whole matter.

YEJIOBEYECTBO HA TPONME XOJIOA4HOW KUBEPBOWHDbI

K.¢-m.n., doyenm H.P.3AHHAAOB
Camaprandckuii uHCmumym 3KoHOMUKU U
cepsuca, 3asedyrouyuii kagedpoii
IOHECKO «Asmomamu3uposanHolx
UHPOPMAYUOHHBIX MEXHOAOZUL>,

Pa3BuTble KOMIIBIOTEPHBIX ceTell M IIHTepHET CONPOBOXAAETCS CO MHOTHMH
HCTOPUSIMH IO yTeuKe HHPOPMALIUH, O BBIBOAE U3 CTPOS KOMIIbIOTEPOB. FIcxoAst 13 aToro,
HomnpobyeM IPOAHAAUSHPOBATh TEKyIee MOAOXKEHHE AEA B MHpe, a TakKe 3aTPOHYTH
HEKOTOPBIE ACIIEKTHI B MEXXIOCYAAPCTBEHHbIX KHOEPOTHONIEHHSX.

Heo6xopumocTs B 3amure HHPOPMALIUY, KOMIIBIOTEPOB OT B3AOMA BO3HHKAET He
TOABKO AASL GHBHYECKHX AHI, HO B OCHOBHOM 3Ta IIPOOAEMa KacaeTcsi KPYIMHEeNIIHX GUpM
U TOCYAAQPCTBEHHBIX OpPraHM3aLMH. B 3TOM IAaHEe AOCTONHO BHHMAHHSI COOBITHS CBSI-
3anHble ¢ Wikileaks. Kak usBecrno, Wikileaks - aTo caiit, crpykrypa KOTOpOro aHaso-
rudHa oTKpbiToM MHTepHeT sHnukaoneann Wikipedia.
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C camoro Hawaro cBoeit AesreabHoctn Wikileaks opuenTHpOBascs AosyHra
«VHdopMarms AAf BCeX>, OITOMY €ro MOCTOSHHO IIPeCAeAOBAAM CKaHAAABL OAMH M3
IIOCAEAHUX CKAaHAAAOB COCTOSIACS B ampeAe 2010 ropa mocae myOAMKAIMU BUAEO3AIIHCH, Ha
KOTOPOH MMAAMOHBI AIOAEH YBHAEAM, KaK aMepHKAHCKHE BEPTOAEThI PACCTPEAHBAIOT
MUPHBIX MPaKCKMX xuTeAeil. A B Hosi6pe 2010 r mocae mybamkaumum 250-TH ThICSY
AOKYMEHTOB AHIIAOMATHYECKOH IepemucKu MocoAbcTB M KoHcyabctB CIIA. M aTo
SIBLAOCH MHPOPMALIMOHHOM 60MOOIT AASI MHOTHIX CTPAH U MX PYKOBOAUTEACH.

ITo crpaHHOMY OOCTOSITEABCTBY MHOTHE MEXXAYHAPOAHBIE KOMIIAHHHI HAYaAU IIpecAe-
AoBarb Wikileaks, Hanprumep, co cropons! Takux kommanuit kak: ITIBefirjapekuit 6anx Post
Finance, MesxxayHapoaHsie maaTexrsle cucTemst PayPal, Visa nu MasterCard, a conuaabHble
cerr Facebook u Twitter Hagaau 6a0xupoBats akkayHTbI croponHuKoB Wikileaks.

Taxoe eAMHOAYLIHOe M IjeAeHAIpaBAeHHas AesTeAbHOCTh mpotuB Wikileaks Ha-
TAAKbIBA€T HA MBICAb O COOTBETCTBHH 3THX AEHCTBHI IPHHIUIAM AEMOKPATHH, O 4eM
SIPOCTHO IEKYTCs 3allapHble Aepxasbl. HaBepHoe mosromy cropounuxu Wikileaks
OCYILIeCTBUAU KHOEpaTaky Ha CaiTHI BbIIIE YKA3aHHBIX MEXKAYHAPOAHDBIX OPTaHU3ALIUK H
npasuTeabctBa CIIIA, Opannum u ABCTpaAMH OTYACTH HAPYIIUB HX AeATeAbHOCTb. M
3A€Ch MBI CTAHOBUMCSI CBHAETEASIMU KIO€PBOHBL

O6mensBectHo TOT $akT, 4ro yueHsle B 2007 roAy IPOAEMOHCTPHPOBAAH, KAK
MOJKHO C IIOMOIIBIO KubepaTaky OpraHU30BaTh PUIHIECKOe YHIITOXKEHUE 0O0PYAOBAHUSL
— TeHepaTopa, MOAKAIOYEHHOIO K 9AEKTPOCETH OOLIero MOAb30OBAHUS. JKCIEPUMEHT
IIOCTaBUA pe6POM BOIIPOCHI O CBS3H KubepbHe30macHOCTH ¢ GU3HIeCKO 6e30IaCHOCTHIO H
0 HEOOXOAMMOCTH OIPAAUTD TOCYAAPCTBO OT aTaK, COBEpIIaeMbIX B KIOEPIPOCTPAHCTBE.

B 2010 roay mpousoIIAO elje OAHO cOObITHE: Yepe3 KUOEpPIPOCTPAHCTBO He3a-
MeYeHHBIM PAaCIPOCTPAHUACS 4YepBb Stuxnet, CIIOCOOHBI BbIBECTH U3 CTPOSI IIPO-
MBbIIIAEHHBIE CHCTEMBI.

OTOT HOBBIL 00pa3 KHOepHETHYECKUX YIPO3 IIOAHOCTBIO PA3PYLIMA [IPHBBIYHbIE
IPEACTABAGHHS O TOM, YTO KHOepOe3OmacHOCTb — 3a00Ta M YAGA MCKAIOUUTEABHO
KOMIIpIOTepHOro Mupa. IIpoTHBOCTOSIHIE KOMIIBIOTEPHBIM aTaKaM IIPEBPATHUAOCH B AEAO
rOCYAQPCTBEHHOM BAXKHOCTH, IIOCKOABKY HEKOTOpPBIE HX BUADBI IIepecTaAu ObiTbh cdepoit
HHTepeca HCKAIOUHTEABHO IIPABOOXPAHUTEABHBIX OPraHOB U CTAAM PacCMATPHBATHCA Ha
YPOBHe roCyAapcTB. AO 3THX COOBITHI AHMAEPBI TOCYAAPCTB MOTAH cebe ITO3BOAMTD
HUTHOPUPOBATh HMAM TepIIeTb OOABIIMHCTBO KHOepaTak, 6e3 AMIIHEro IIyMa IPOBOASL
PacCAeAOBaHUS M OCYINECTBASA AOATOCPOYHBIE IIPOTPAaMMBI, HAIIpaBAGHHbBle Ha
[OBBILIEHNe HHPOPMHPOBAHHOCTH TPAKAAH M B3paljuBaHMe (oOAee pPa3yMHBIX U
OTBETCTBEHHBIX YYACTHHKOB KOMIIBIOTEPHOH O9KOCHCTeMBL. BHAS 3aroroBku crareil o
Kubepyrposax, GOABIIMHCTBO TPAXAAH paHblle MPUBBIYHO IPOIMYCKAAO ITH CTaBIIHE
OOBIAGHHOCTBIO COOOIeHMs. BHpycpl, Kpaka HAEHTUQHKAIIMOHHBIX AQHHBIX, AQKe
KPYIHOMACIITA0Hble (UHAHCOBBlE MOUIEHHMYECTBA BOCIPHHHUMAANCH B CO3HAHUH
obmjecTBa KaK HeKas IOBCEAHEBHOCTb, HeM30exHble MOOOuHble 3$(EKTH pPa3BUTHUS
BcemupHoIit ceTr. BOABIIMHCTBO IOHUMAET, YTO AAHHBIE PUCKH CYILIECTBYIOT U YTO IIOTEPU
MOTYT OBITh OY€Hb GOABIINMY, HO, B KOHIIe KOHI[OB, He OTKAa3bIBATHCS JKe U3-3a ITOrO OT
MIHOBEHHOT'O AOCTYIIA IIPAKTHYECKY K AI0O O HHPOPMALIIH.
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Stuxnet pAOHeC A0 AMAEPOB Pa3BHUTBIX CTPAH HAEI0 O TOM, UYTO KHOepaTaku MOTpe-
OYIOT HCIIOAB30OBAHMS PHIYArOB HAI[OHAABHON BAacTH. Hampumep, B oIry6AMKOBaHHOM
«MeXXAYHAPOAHO! CTpaTeruyl IO KUOepPIPOCTPAHCTBY>» BeABIl AOM YEeTKO H3AOXKHA
AOKTPHHY HAL[IOHAABHON 0€30IaCHOCTH IO OTHONIEHHMI0 K Kubeparakam. B oarom
AOKyMeHTe HpsMo ropopurcsa: «B coorsercrsuu ¢ Ycrabom OOH rocyaapcrsa umeror
HeOTheMAeMOe IPABO Ha CAMOOOOPOHY, KOTOPOe MOKeT OBITh HCIIOAB30BAHO B OTBET Ha
OIpeAeAeHHbIE arPEeCCHBHbBIE AesIHUS B KuOeprpocTpaHcTBe>». ITpu aToM 4eTko 0603Ha-
YeHBI IIeAU U 3aAa4l 000poHsI rocypapersa: «CIIA HapsiAy ¢ ADyrHME cTpaHaMu OYAyT
HOOMPSATh OTBETCTBEHHOE IOBEAEHHE U IIPOTHBOAEHCTBOBATD TEM, KTO IIBITAeTCs Hapy-
uuTh paboty cereit u cucteM. [Ipasureascrso CIIIA GyaeT MpersTcTBOBaTh COBEPIIEHHIO
3AOHAMEPEHHbIX AESHHIL ITyTeM YOEKACHHs UAM MHBIX Mep BOBAEHCTBUSI M OCTABASIET 3a
€060t paBo IO Mepe HeOOXOAUMOCTH AA€KBATHO 3aIMIIATh KM3HEHHO BaKHBIE AKTHBbI
CTpaHbI>».

Tem campiv DeAblii AOM 4eTKO AQeT MOHATDH, YTO Pa3pabaTbIBAeTCS CTpaTervs
CAEpP>KMBaHUSL U yOeAUTEABHOIO OTBeTa, KOTOpas OyAeT OMMpAaTbhCsi Ha HCTOAKOBaHHE
OAHHUX aKTOB B KayecTBe BOIIPOCOB IOAMIIEHCKOrO IIPAaBO NMpPHMEHEHHUS C PeaAbHBIMU
IIOCACACTBISIMU AASL CYObEKTa AESHUS, @ APYTHX — B KadeCTBe BOIIPOCOB HAI[MOHAABHOM
6e30MacHOCTH, CIIOCOOHBIX MOBA€Yb 3a CO0OI BOeHHBIN OTBeT. IlOsBAGHME MOHSTHS
BOEHHOTO OTBeTAa HAa KUOepaTaKy, BKAIOYAIOIIEro B ceOsi MpUMEHEHHe CHABI AAS 3AIIUTHI
rOCyAQpCTBa, — 3TO NPSAMOE CAEACTBUE TeX OIMACHOCTeH, KOTOpble CTAaAU OUIyTHMbIMH M
PeaAbHBIMU IIOCAE ATAKH BUpYca Stuxnet 1 BOSHUKHOBEHIS eMy ITOAOOHbIX yTpoa3.

Heo6xoAuMO TakKe IpeAOTBPAINATD IIOMBITKA COBEPIICHHS 3A0YMbIIIACHHUKAMH,
Haxopsmumucs Ha tepputopun CIIIA, aTak B OTHOIEHMH APYTHX CTPaH, HOCKOABKY
TaKMe aTaKd MOTYT BbI3BATh OOOCHOBAHHBIA OTBET CO CTOPOHBI 3THUX TOCYAAPCTB.
ITopobHbIE ClieHApUM HEOOXOAMMO YUMTBHIBATH M BIIHCHIBATb B CTPATETHU KAK CAEPXKH-
BaHMUsI, TAK 1 0O00OCHOBAHHOTO OTBETA.

ITapapokc BOT B uyeM: TOT PHCK, KOTOPHIM IpeXAe NPHUBBIYHO OTBEprascs, B
AOATOCPOYHOI IIepCIIEKTHUBE MOXKET OOOMTHCb OOIeCTBYy TOPAa3A0 AOPOXKeE, YeM CaMu
aTak¥, OT KOTOPBIX Teleph NPUXOAMTCS 3alUIIATBCS. AeHeXHbIe IOTePH CPEAHETO HAM
KPYIIHOTO IPEATIPUSITHS OT KHOepaTaku MOIYT ObITh BHYIIMTEABHBIMHE, HO TOPasa0 6oAee
cepbe3Has yTpaTa — 3TO HOTeps MHTEAAEKTYaAbHOTO KaIIUTaAa.

TeMm caMbIM IIOBOAOM HadyaTh pa3paboOTKy IOAOOHOH cTparernu Kubepbeso-
IIACHOCTH AAS MHOTHX CTPaH ITOCAYXXMAHM He TOABKO ITOTIBITKU IIPOHUKHOBEHMS XaKepoB B
HAI[OHAABHble HH(QOPMAIlMOHHbIE CHCTEMBl, HO U TIONBITKM BBIBECTH M3 CTPOs
KOMITPIOTEPHYIO CeTh HPAHCKOH SIAPHOM IPOTpaMMbI C IIOMOIIbIO BUpyca Stuxnet, o
pa3spaboTYMKaX KOTOPOM, KCTAaTH, IIPecca yMAAYMBAET, a BeAb HMOAOOHYIO BHpPYC IpO-
rPaMMy MOXKHO CO3AATh TOABKO IPH KOOPAMHAIIMHM TOCYAAPCTBEHHBIX CAYXO. DTO BCE
HATAaAKHBAeT HA CTPAIIHBIA MbICAb: “KpymHOMacmTabHash BOMHA IOCYAAPCTB MOXKET
HAYaTbCS C TAYTION «OIMOKM> KOMITbIoTepa”. A BeAb 9Ty OINOKY MOXXHO CTeHepUpPOBATh,
noaroMy He moHsTHO, AefictBue CIIIA, mpaBuTeabcTBO KOTOpOH 06BHHMAO Poccuio u
Kurait B kubepmmunonaxe ¢ reapto 3amoayunrb cexpersl CIIIA. Beap xopomme mpo-
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rpamMMmucThl ectb U B Mapanae, Mupnu, Anonnu... Ho 6oAablre Bcero nx B aMepuKaHCKOM
Cuauxonosoit pooaune. HasepHoe moaromy ¢ teppuropuu CIITA xakepckmx aTak ¢uxcu-
PYeTcs He MeHbIIle, YeM 13 KHTAHCKOTO HAM POCCHECKOTO BUPTYaAbHOT'O IPOCTPAHCTBA.

W3 Bcero aToro MOXXHO YMO3AaKAIOYHTH, UYTO HUMEHHO IPaBHTEAbCTBEHHbIE CTPYK-
TYPbI CTOSIT 32 9THMH MACIITaGHBIMY KHOepaTakaMu.

Taxkum o6bpasoM, pasBuTHe KUOEPIPOCTPAHCTBA IIPHBOAUT IOCPEACTBEHHO U
HEIOCPEACTBEHHO K HETaTHBHBIM SBACHHMAM B MEXTOCYAAPCTBEHHBIX OTHOIIEHHAX. AAS
IpeAOTBpPAIleHHs] KOHPANKTOB Ha [OYBe KHOepPYrpo3 HEOOXOANMO CO3AATDH IIPO3PATHYIO
CHCTeMy MOHHTOPHHIA KHOepIPOCTPAHCTBA KAXKAOM CTPAHbI HE3aBHCHMOM MEXAY-
HAPOAHOIN KOMHUCCHEH, YA€HAMU KOTOPOH MOIYT ObITb AroOble cTpaHbsl B aroit opra-
HM3aL[UK He AOAXHO ObITb “cTapiuero OpaTa’, KOTOPBIA AUKTYeT CBOU IPABHAA ABOMHBIX

HUI'D B KOPBICTHBIX IJE€ASIX.

PA3PABOTKA NOJIMTUKN UHOOPMALIMUOHHON
BE3ONACHOCTU OPTAHU3ALIUN

Ceemaana Kapnenxo

Urgency of the problem. Development of the policy of information security: local policies of
workstations, domain users’ passwords, local groups and users of work stations

MupoBsle pacXoABL Ha YCAYTH 11O 0becIieueHII0 HHPOPMALHOHHOM 0e30IIacCHOCTH
(H1B) B TexymeM roay BbipacTyT npuMepHo Ha 13% u poocturayt $35,1 Mapa,. [Gartner]. B
IIPOLIAOM TOAy OOBeM pBIHKA B ACHEXXHOM BhlpakeHuu cocraBua $31,1 mapa. ITo
IIPOTHO3Y AHAAUTUKOB, B OYAYIIEM TOAY MHPOBble pacxoAbl Ha MB-ycayru BhipacTyT AO
$38,3 mapa 1 no uroram 2015 r. mpessicaT $49,1 mapa. Takum obpasom, poct 3a 5 AeT
OyaeT cooTBeTcTBOBaTh npuMepHO 58%. Hamboaee Bbicoxme TeMmsl pocra B
IIOCACAYIOIE TOABL, yBepeHbl B (artner, IPOAEMOHCTPHPYET CErMEHT YCAYT IIO
yIpaBAeHHIO 6e30macHOCTbI0 nHPpacTpykTyp Kommammii (Managed Security Services,
MSS), oxasblBaeMBIX CTOPOHHMMH NpoBafisepamu. 110 MPOrHO3y AHAAMTHKOB, 06beM
9TOrO CerMEHTa B AGHEXXHOM BbIpakeHHHU B mepuop ¢ 2010 mo 201S rr. BerpacTer 6oaee
geM B 2 pasa - ¢ $6,82 Mapa A0 $14,89 Mapa.

Oprasusanus AOMEHHOM CTPYKTYphI CeTH, HCIIOAb30BaHME CETeBBIX 9KPAHOB U
uspanne npukasa 06 Vb saBasiorcs mpeapmnmocsiakamMu AAsl BHeapeHus cucreMst V1B Ha
3A0 «I'omeapandT>. AapuM XapaKTepUCTHKY OTAeAbHBIX $parmenros KMb opra-
HHU3aIMH.

Tpe6oBaHMA K AOKAABHBIM IIOAMTHKAM Pa0OYUX CTAHLHI IpUBeAEHDI B Tabaumel.

IToabr3oBaTeAn TIIPUHAAACIKHUT TOABKO K IpyIIIIE IToAap3oBaTeAwn.
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Tabauya 1
AoKaAbHbIE TOAB30BAaTEAH H rpyﬂnbl
I'pynnsr Onucanne
AAMUHHCTPATOPBL VIMeroT IOAHBIE, HIYeM HeOTPaHMYeHHBIE [IPaBa AOCTYIIAa K KOMIIBIOTEPY HAK AOMEHY.
OunbiTHbBIE O6Aapa0T GOABIIMHCTBOM IIPaB, HO C HEKOTOPbIMU OrpaHmdeHmsMu. OHH MOryT
TIOAB30BATEAR 3aITyCKaTh AKOObIE, a He TOABKO CepPTUGULIMPOBAHHbIE IPHAOKEHHS.
IMoab3oBaTeAn He umeror mpas Ha u3MeHeHHe mapameTpoB cucrTembl. OHHM He MOIYT 3aIlycKaTh
MHOTHE HeCepTH(HIMPOBaHHbIE IPUAOXKEHHUSL.
Toctu ITo yMOAYQHHMIO MMEIOT Te JKe [IPaBa, 9TO ¥ IOAb30OBATEAH, 32 HCKAIOUEHNEM YIeTHOM
sanmcu "Tocrp", emme 6oAee OrpaHMYEHHO B IIPABaX.

Tpe6oBaHMS CAOKHOCTH IAPOAS K YIETHOM 3aIHCU AOKAABHOTO AAMUHHCTPATOPA:
INpumenenue anrauiickux 6yks, [Ipuvenenue cumBoaoB !, 2 @ «» N2; % : 2% () - +/\
u Ap., Ilpumenenue perucrpa. TpeOOBaHMS CAOKHOCTH K IIAPOASIM IIOAB30BaTeA€l
AOMeHa TIpUBeAeHbI B TabAuIe 2.

Tabauya 2
TPeGOBaHl/I}I CAOKHOCTH K IIAaPOASIM MmOAB30BaTeAeH AOMEHa
TpeboBaHMUSI K TAPOAIO O6si3areabHOE
IpumeHeHne pycckux Gyks Her
IpuMeHeHHe aHTAMFACKIX GYKB Aa
IIpumenenne mapp Her
IMpumenenue cuMBoAoB !, 2 @ «>» N2; % : 2% () -+ /\ Her
ITpumenenue perucrpa Her

IIpu orcyrcrBuu moAB3OBaTeAs, 3a KOTOphIM 3akpenaeH APM, 3a ero ITK moryr
paboTaTh TOABKO AMIR, BXOAAIMe B Ipymmbl: 1loap3oBaTeAn rpymmsl (Hampumep, Ha
xomnbiorepe Havaapuuka OMT Moryr paboTaTh IOAB30BaTEAM IPYINIBI 6e30MacCHOCTH
«OIT»), Croucox mnoabsoBaTeseil (IO YTBEPKAGHHOMY CIHCKy). 1Ipu oOTcyTCTBHM
[IOAb30BaTeAss Ha 3akpemAeHHOM 3a HuM APMe Moryr paboTaTh AMI}A TpYIIIbI
IToapsoBarean, 3amper Aas rpynn AamuHHCTpaTopsl, OmbITHBIE MoAb3oBaTesd, I'ocT.
AoxaabHbIe IPYIIIBI PabOYHX CTAHIIMI IPHBEAEHSI B TabAuUIIe 3.

Tabauya 3
AokaAbHbIe FPYIIIBI PA0OYNX CTAHIMA
I'pynmbr Onncanne IIpumenenne
1 2 3
AAMUHUCTPATOPBL | AAMMHHCTPaTOpbI IMEIOT IIOAHBIE, HIYeM He orpanndenssie  |Gomellift\ Domain
IIpaBa AOCTYTIA K KOMIIBIOTEPY HAH AOMEHY Admins ApMuHECTpaTOp
Toctn T'ocTr MO YMOAYQHHMIO HMEIOT Te 5Ke IIPaBa, 4TO K OrcyTcTByIoT

[IOAB30BATeAH, 32 HCKAIOUEHHeM y4eTHoI 3amucH "T'ocTs", emmje
60Aee OrpaHMYEHHO B [IPABaX.

OnepaTopr apxuBa OnepaTopr ApXKMBa MOI'YT IIEPEKPHIBATD OIPAHUIEHMS AOCTYIIA OTCYTCTBYIOT
TOADBKO B IIEASIX KOITMPOBAHH 1 BOCCTAHOBACHHS (l)aJ;IAOB.

Omneparopst AeHbI 3TOM IPYIIIIBI MOTYT HMETh HEKOTOPbIe OrcyrcrBytor
HACTPOUKHU CeTH aAMHMHHUCTPATHBHbIE IIPaBa AAS YTIPABAEHHS HACTPOHKOM

CETEBbIX ITapaMETPOB
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OnbITHBIE OmnbITHbBIE TOAB30BATEAN 06AAAAIOT GOABLIMHCTBOM Ipas, HO ¢ | Gomellift\
MOAB30BATEAH HEKOTOPHIMU orpanndeHsiMu. OHH MOTYT 3aIIyCKaTh AIOObIE, |<IIOAb30BATEAD, YACH

a He TOABKO CepTHQHUIIMPOBAHHbIE TIPHAOXKEHHSL. AOMeHa>
IToab3oBarean TToAb3oBaTeAU He UMEIOT [PaB Ha U3MEHEeHHe TapaMeTpOB Gomellift\

cucrembl. OHM He MOTYT 3aITyCKaTh MHOTHE <IOAB30BATEAD, YACH

HecepTHUIPOBAHHbIE IPUAOKEHHUSL. AOMEHa, YAeH IPYIIIIbI>
Ioab3oBaTeAn YAeHSBI 9TO¥ IPYIIIBI UMEIOT IIPABO HA BHITOAHEHHE OrcyrcrBytor
YAQAEHHOTO YAQAECHHOTO BXOAQ
pabouero crosa
Pemaukarop ITopaepikka pernaukanyuy $pafiaoB B AOMEHe OrcyTcTByIoT
HelpServicesGroup |I'pymima pAst IjeHTpa CIIPABKH ¥ IIOAAEPIKKH SUPPORT_388945a0

(MICROSOFT)

AoKaAbHbIe IIOAB30BATEAN PabOYIX CTAHIIUI IPUBEAEHBI B TabAMIlE 4.

Tabauya 4
AoKaAbHbIe IIOAB30BaTeAH PabOYNX CTaHIMI
IToan3oBaTean Onucanne AKTHBHOCTD
ASP.NET Machine Account used for running the ASP.NET worker process Bxarouen
Account (aspnet_wp.exe). 3amura maposem.
HelpAssistant YudeTHast 3annCh IOMOIIHIKA AASL yAAAEHHOTO pabodero croaa  |OTkAIOYeH
SUPPORT_388945a0 |3T0 yyeTHast 3armCh OCTABIIMKA AAS CAYXKOBI CIIPaBKHU 1 Orxarouer
TTOAAEPKKH
VirusBlokAda IT0 yueTHas 3amuch aHTHUBUpYca BupycbaokAaa Bxarouen
AAMHHHCTpaTOp Bcerpoennas yyeTHas 3anuch aAMUHUCTPATOPa Bxarouen
KOMIIbIOTEpa/AOMEHa
Tocts Bcerpoennast yueTHast 3aIich AASI AOCTYTIA TOCTEH K Orxarouer
KOMIIbIOTEPY/ AOMEHY

Tpebosanus k 6esomacHoctr NTFS-cucremsr. IToansiit poocrym: SYSTEM, Aamu-

Hucrparopsl (1Ms xommbroTepa \ Apmurucrparops), Ombithbie moabzoBatean (Gomellift\
<moAb30BaTeAb, uaeH pomeHa>), CO3AATEAb-BAAAEAELL Yrenue u BbIMOAHeHHe:
IToabsoBarean (ums kommbiotepa \ IToabsosarean), Iloabsosaresn (Gomellift\ <moas-

30BaTECADb, YACH AOMEHAQ, YACH I‘Pyl'[l'[hl>). Her AOCTYyIIa: Bce.
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AHANN3 MEXAYHAPOAHDbIX ACNEKTOB INOBAJIbHbIX
PUCKOB 2012 TOAA

Hpuna BAAHHA,
Crasanckuii ynusepcumem (Pecnyb6auxa Moadosa)

Problems of functioning of specifications IT are researched. The analysis of strategic
directions of development IT — standards and modules is carried out. Global risks of 2012 are
researched and formulated.

ITeabto paGoTBI siBASIETCS HCCAEAOBAHME OCOOEHHOCTENl pPasBHTHS PHIHKA HH-
popmanmoHHo 6e30omacHoctr B 2011 r. 1 BoisiBAeHHe rao6aabHbIx pruckos [T B 2012 1.

Merop c6opa AQHHBIX - MOHHUTOPHHI MATEPHAAOB AHAAUTUYECKHX OO30pHBIX
crareit B CMU, nccaepoBaHM MapKETHHTOBBIX M KOHCAATHHIOBBIX areHTCTB OTPACAEBBIX
YIpeXXAeHUI, aHaau3 0a3 AaHHBIX ceTH Internet. PaccMarprBaeMblit MeTOA OfecrednBaer
npeacraBaerne I'T B Bupe crnenudukanuii moseaenus peasusanuit I'T-cucrem, koTopbie
MOTIYT HAbAIOAAThCA Ha uHTepdeiicax (rpammnax) otmx cucreM. CraHAapTH3aLus
cnenuukanuit IT u ynpapaeHne HX >XM3HEHHBIM IIMKAOM pPacCMaTpPHBAeTCs C TOYKU
3peHHUs] Pa3BUTHUS CHUCTEMBI CIIEITMAAM3HPOBAHHBIX MEXAYHAPOAHBIX OpPraHM3aIMi Ha
OCHOBE CTPOIO PErAaMEeHTHPOBAHHOM AeSTeAbHOCTH. AAHHBINA Ipolecc obecrednBaer
HAKOIIAeHVe 6230BbIX CePTHPUIMPOBAHHBIX HAYIHbIX 3HAHHUI, CAYXKUT OCHOBOM CO3AQHI
OTKPBITHIX TEXHOAOTHUH.

B obaacTu crparernyeckux HampaBAeHuit passutus IT — cTaHAQpTOB 3acAyxuBaeT
BHUMaHMe II0SBACHHE U PA3BUTHE CACAYIONINX MOAYAEH M CTAaHAAPTOB:

1. IIpoaoskaeTcs MPOTHBOCTOSIHHE 3aMAAHBIX AHAAMTHKOB M POCCHHCKHX
SKCIepPTOB PBIHKA CHCTEM JAEKTPOHHOTO AOKymMeHTOoO6opora (ECM/CJA) B
o6AacTH apxHBHBIX CTaHAAPTOB. B x0Ae paborst Hap MoReq2010° ocoboe BHHMaHME
OBIAO YAEAEHO M3YYEeHUI0 OCHOBHBIX MEXAYHAPOAHBIX CTAHAAPTOB H IPHBSI3KE CIIELIHHU-
¢ukanum x HuM. ITo MHeHHMIO TpeacepaTeAss PYKOBOASIIETO COBETA IO CHeIHKAITNU
MoReq Mapruna Yoappon (Martin Waldron): «... BblpaboTanHble Tpe6oBaHHS K
0a30BBIM CepBHCaM U IOAKAIOUA€MBIM MOAYASIM OTBEYAIOT CPOPMYAHMPOBAHHBIM B
MEXAYHAPOAHBIX CTAaHAAPTaX OOIMM IPHHIUIIAM YIPABAEHHS AOKyMeHTaMu, obecre-
YHBAsI MOTPEOHOCTH KaK FOCYAAPCTBEHHOTO, TaK M YACTHOTO CEKTOPA Ha KOPIIOPATHBHOM,
OTPacA€BOM U MPUKAAAHOM YPOBHsX>. [1]. OQHIMaAbHBII BBITYCK MEPBON CEPUU MO-
Ayaeit pacimpenus Aasi MoReq2010° cocrosiacs va Tpexaernent xondepennmu DLM B
Bprocceae B poexabpe 2011 1.

2. B pexabpe 2011 r. 3aBepmmuANCh PabOTHI Hap OKOHYATEABHOM peAaKIHeii
npoekta TOCTP «Obecnedenne AOArOBpeMEHHOH COXPAHHOCTH 3JAeKTPOHHBIX
AOKyMeHTOB>». CTaHAAPT IIOATOTOBAEH Ha OCHOBE IIepeBOAd 1 eXHHMyecKoro ordyéra
ISO/TR 18492:2005 «O6ecneyeHne AOATOBPEMEHHON COXPAHHOCTH OJAEKTPOHHBIX
AokymenTos» (Long-term preservation of electronic document-based information) u
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OIMCHIBAaeT BO3MOKHOCTH BOCITPOM3BEAEHUS ayTEeHTHYHBIX dAEKTPOHHBIX AOKYMEHTOB B
TeX CAyYasX, KOTAQA CPOK XpaHEHMs O3THX AOKYMEHTOB IIpeBbIIIaeT PacdeTHBIA CPOK
MCTIOAb30BaHHS TexHoAOTHH (06OpYAOBaHMS M MPOTPAMMHOTO obecriedeHHs), MpH
IIOMOIM KOTOPOU 9TH AOKYMEHTbI CO3ARIOTCS M TIOAAEPKUBAIOTCS. [2].

3. Ha 6ase MaTepuaaoB, NMPEACTABACHHBIX BEAYIIUMH Pa3pabOTIMKAMH CHCTEM
3AEKTPOHHOT'O AOKYMEHTOOOOPOTA, MEXXAYHAPOAHBIX CTAHAAPTOB pa3paboTaH U omy6an-
KOBaH IPOEKT NepBOi BepcHH cTaHAapTa ['mabpum Ymopasasiomux AOKyMeHTarmen
«IlonATAA B TepMUHBI B cdepe yHPABACHHSI SACKTPOHHBIMH AOKYMEHTaMH» [2].
CraHAQpPT YYHTBIBAeT CAOXKHBIIHECS peaann pbhiHKa Poccumitckoit Pepeparmu, a Takoke
crpad TamoxxenHoro Coro3a. MaTepHaAbl AOKyMEHTa HMPEACTABASIIOT IPSIMOH MHTepec
Aas crerpaancroB B obsactu IT Pecrrybanku MoapoBa B CBSI3U C IIPOAOAXKAIOIIMMHUCS
KOHCYABTAITMAMH O BCTYTIAGHUH CTpaHbl B TamosxenHb1i Colo3.

PaccMoTpuM aHAAWTHYECKHE OTYETHl 9KCIIEPTOB B O0AACTH HHQPOPMAIIMOHHOM
6esomacHocTH 110 uroram 2011 r. u cpopmyaupyem mpornos Ha 2012 r. ITo marepuasam
SecurityLab US CERT omy0AMKOBaH OTdYeT, COTAacHO koropomy B 2011r. 6b1AO
obHapysxeHO Ha 38% 6Goablie ys3BuMocTeil o cpasHeruio ¢ 2010 r. [3]. IloaTomy ouens
B)XHBIM IIPEACTABASIETCS CO3AQHIE MIOAUTUKU HHPOpPMALHOHHOM be3omacHocru IT, T.e.
KOMIIAEKCA IIPEBEHTHBHBIX Mep IO 3aIuTe KOHQHMAEHIMAABHBIX AAHHBIX U HHPOpPMa-
LIMOHHBIX IporieccoB. OAHIM U3 9TaloB KOTOPOI ABASIETCS. COCTABACHHE TabAUIL] PHCKOB.
B pesyasraTre paspaboTKa IIOAUTHKE 0€30IIACHOCTH 00eCIIeUnT HaAAeKAIe YPOBHH, KaK
OTAEABHBIX PHMCKOB, TaK M HHTErpasbHOro pucka. Ilpu ee paspaborke Heob6XOAHMO,
OAHAKO, YYUTBIBATh O0EKTUBHBIE IIPOOAEMBI, KOTOPbIE MOI'YT BCTATh HA ITYTH PEAAU3ALIUH
noAuTHKH 6e3omacHoctH. TakuMu mpobAeMaMi MOIYT CTaTh HeAOPAOOTKH IPaBOBOI
6a3Bl TOCYyAQPCTBa M 3aKOHBI MEXAYHAPOAHOTO COOOILIeCTBA, BHYTpPEHHME TpebOBaHM
KOPIIOPALINH, 9TUYeCKre HOPMBI 001LIecTBa.

HccaepoBanue, IpoBepAEHHOe Komnanueii Symantec, TOKa3bIBaeT, 4TO HHAHCO-
Basg CTOMMOCTb YCTPAaHEHHUS HEeIOCPEACTBEHHBIX Pe3YAbTATOB OHAANH-TIPECTYNIACHUI
cocraBaseT 114 MHAAMApAOB AOAAAPOB, CTOMMOCTb BpeMeHH, 3aTpauuMBaeMoro Ha
BOCCTAHOBAEHHE [I0CAe KubepaTak, cocTaBasieT 247 MUAAMAPAOB AOAAAPOB B roA. B mjesom,
CyMMapHast CTOUMOCTb 60pbObI ¢ KHOEPIIPECTYIIHOCTBIO B HACTOsIIee BPeMs IIPeBbIIIAeT
CTOMMOCTb OOpBOBI C pacIpoOCTpaHeHHEM HAPKOTHKOB, KOTOPasl, B CBOIO OUepeAb, 00X0-
AUTCS MUPOBOM 9KOHOMHUKE 288 MHAAMAPAOB AOAAAPOB B TOA. [S]

ITo panHbBIM 9KcrIepTOB «Aabopamopuu Kacnepckozo» (AK) no uroram xu6ep-
yrpo3 3a 2011 r. B pefiTHHre CaMBIX OIACHBIX AASI HHTePHeT-CepPUHTa TOCYAAPCTB CTaAd
Poccusi, mOAHSABIINCH Ha ABe mo3unuy mo cpasHeHuto ¢ 2010 r. CoraacHo ordety, web-
arakam B Poccun moaBepraucey 6oaee 55% HurepHer-nioab3oBareaeit. Ha Bropom Mecre
naxoputcss Oman (54,8%), a TPOIKY AMAEPOB, TOAHABIIKCH C IISTON MO3ULUH, 3aAMbIKAET
CIIIA (50,1%). Bce crpansi, momasmme B peirrunr, akcrneptsi AK pacmpepeanan 1o
CTeIleHM PUCKa 3apaxeHus npu cepunre B Mureprere. K rpynme nossimesnoro pucka ¢
pesyabTaToM OT 41% A0 60% Bomam 22 cTpassl. B rpymme pucka oxasaancek 118 crpan ¢
nokasareaem 21-40%, cpean kotopeix Mtaaus (38,9%), OAD (38,2%), Opanmus (37%),



68 - Conferinta Internationald, editia a IX-a, 18 iunie 2012

IIsermsa (32%), Toananaus (37,1%) u Fepmanus (26,6%). Cpean cambix 6e3omacHbIX
npu cepdunre B VHTepHeTe cTpaH HaxoasaTcs Beero 9 rocyaapers: Dduorus (20,5%),
Tauru (20,2%), Aanus (19,9%), Hurep (19,9%), Toro (19,6%), Bypyuau (18,6%),
3umbabse (18,6%), Bennn (18,0%), Mbsuma (17,8%). [4]

Ha ocnopanuu nccaepoBanuit o uroram 2011 r. cocTaBaeH IIPOTrHO3 PasBUTHSA PhIHKA
6esomacHocrn IT Ha 2012 1. [4]. O606mas MHeHHe OSKCIEPTOB BeAyMX GUPM —
Pa3paboTINKOB CPEACTB 630IIACHOCTH U AHTHBUPYCHOTO KOHTPOASI MOXKHO CPOPMYAHPOBATH
caepyromue raobaspHble prcku 2012 roaa: 1. MaccoBble LjeaeBble aTaku — B 2012 r. B 30HY
HOBBIIEHHOTO PHCKA IIOMAAYT CIIEKTP KOMITAHMH M OTpacAell SKOHOMHKH, TaKHe Kak:
AOOBIBaIOIHE, SHEpreTUIecKUe, TPAHCIIOPTHBIE, 3aHMMAOIUECS IIPOM3BOACTBOM IIPOAO-
BOABCTBHUS, (apMalleBTUK{, a TakKe KpYIHble HHTepHeT-CepBUCBI M KommaHuu IT
6e30IIaCHOCTH, IIPOM3O0MAET CYIeCTBEHHOE TePPUTOPUAABHOE pacIIipeHre 06beKTOB aTak: —
KpoMe crpaH 3amapsoit Esporsr u CIIIA, cocTaBAsIFOIUX ceifac OCHOBHYIO 30HY aTak, CIOAQ
BOHAYT crTpabl Bocrounoit Espombl, Bamwxaero Bocroka u IOro-Bocrounoit Asmwm; 2.
K1OepopyKue — IPOTHO3UPYeTCsl, 9T0 KubepkoHpankTel 2012 1. 6yAyT pasBUBATBCS BOKPYT
yKe TpapunuoHHbx oceit mpormBocrosiHus: CIITA/Mspamas — Ipan, CIIA/3amapmas
Espomna — Kurait; 3. aTaku Ha OHAQNH-GAHKUHT - BEpOSITHee BCETO, MOAOOHBIE aTaku OyAyT
HaIleAGHBl HE TOABKO HAa IIOAB30BaTeACH IIEPCOHAABHBIX KOMIIBIOTEPOB, HO M IPOTUB
MOOUABHBIX [OAb30BaTeAei], momumo crpa IOro-Bocrounoit Asum u Kuras, Bo3MOXHBI
aTaky Ha CHCTeMbl MOOHABHBIX ITAATEXKel B crpaHax BocrouHoit Apuxy; 4. XakTUBU3M MAK
XaKepCKHe aTakKH, MMeIOIHe CBOeH IIeAbI0 BhIPRKeHHe IIPOTecTa IPOTUB OIPeACACHHBIX
COOBITHIA, AKIIMHU XaKTHBUCTOB BCe B OOABIIIETT CTeIIeHH OYAYT HOCUTb IIOAMTHYECKHIT XapaKTep
— M 9TO CTaHeT HX OCHOBHBIM OTAM4MEM OT aTak 2011 ropa, OAHAKO, XaKTHBU3M MOKET OBITH
HCIIOAb30BaH U B L]eASIX COKPBITHSA APYTHX aTaK, KaK CPEACTBO OTBACYEHHsI BHUMAHMS, AOYKHBIH
CAeA MAU «0e30IIacHBI>»> CII0CO0 B3AOMA HHTEPECYIOIIETo 00beKTa; S. IpobAEMbI C 3aIUTOM
IIOAB30BATEAbCKHX AQHHBIX, YACTHOM KU3HH 1 MHPOPMAIIIHU IIOAb30BaTEACH.

TaxuM 06pasoM, IpoBeAeHHbIE HCCACAOBAHHS II03BOASIIOT CGOPMYAHPOBATH CAe-
AyIOIIVe BBIBOABI:

1. Haspeaa Heo6XOAMMOCTb TakCOHOMHMH (KAACCHHMKALMOHHOM CHCTEMBI) IPO-

¢uneit IT, obecreunBaromell YHUKAABHOCTb HACHTUQUKALMU B [IPOCTPAHCTBE
IT, xax sBHOe oTpaxeHme B3amMmocBszeil IT Mexay coboil mpu pelneHuH
BOIIPOCOB obecredeHrs 6e30MacHOCTH.

2. IIpuMeHeHHe HMMEIOLIerocss METOAOAOTMYECKOTO alllapaTa AHAAM3a PUCKOB U
pas3paboTKa COBpeMEeHHBIX CHCTEM 3alfUThl HHPOPMALIIOHHOIO IPOCTPAHCTBA
TECHO CBSI3aHBI C OCOOEHHOCTSIMU AAAITALMU MAU Pa3spabOTKM HOBBIX HOpMa-
THBHBIE AOKYMEHTOB, KOTOpble OYAYT OOS3aT€ABHO YYHTBIBATD IIOAOXKEHHSI
MEeXAYHAPOAHBIX CTAHAAPTOB.

3. 'mnepckopocTHOe pasBuTHEe HWHPOPMAIMOHHBIX TEXHOAOTHH, CO3A3aHME BCe-
MHPHOTO EeAMHOTO HMHQPOPMALJMOHHOTO IPOCTPAHCTBA, HHTErpalus B I3TO
npocrpaHcTBo PecrryOauku MoOAAOBa SIBASIOTCSL HEIIPEAOXKHBIMU  (aKTaMHL
Bmecre c Tem, co3paHIe ap€KBATHBIX U HAAEXKHDIX CHCTEM 3allTUThl HHPOPMALIUH
B COBPEMEHHBIX YCAOBHSX He TTOA CHAY OTAEABHOMY FOCYAQpPCTBY.
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4. AASI TIAQHOBOII Pa3pabOTKY HOBBIX KOHIIETIIMI U TEXHOAOTUI, MX TAPMOHH3AIINN U
CepTHUKAIUM B Ka4eCTBe MEXKAYHAPOAHBIX CTAHAAPTOB, YIIPABACHHS SKH3HEHHBIM
KAOM cTaHAAPTOB IT, MOAAEPIKAHMSA MX B COTAACOBAHHOM COCTOSIHHH, paspa-
OOTKM METOAOB U CPeACTB arTecranuu I T-crcreM HeOOXOANMO AdAbHelIIee Pa3BU-

THe MOIIHOMN MEXAYHAPOAHOH CHCTeMbI CIIeIJMAaAU3HPOBAHHBIX OpTaHU3AIHIL.
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DISASTER RECOVERY PLANNING -
THE OBVIOUS THAT WE MISS OR UNDERRATE

Asen Bozhikov,
Assistant at the Tsenov Academy of Economics —
Svishtov, Bulgaria

Preparing a disaster recovery plan is a complex project which doesn’t stop with its creation.
Even if the organization has such a plan, it is important to regularly keep it up to date. The
purpose of this paper is to outline some of the underestimated points when it comes to disaster
recovery planning.

Today’s business environment is quite complex and it is often characterized by
rapid, unpredictable changes. This brings not only new opportunities, but also new
threats to business organizations of all sizes. For sure, one of the main goals of every
organization should be taking advantage of these opportunities, while mitigating the
risk. When it comes to risk mitigation, every business organization needs a disaster
recovery (DR) plan, which describes how to act in the event of unexpected disruption
or disaster. The DR plan is about reacting to disaster after it has happened. There are
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many classifications of disasters in literature, but in most cases they could be separated
into two main groups:
e Natural disasters — hurricanes, tornados, earthquakes, fire, flood etc.;
e  Man-made disasters — terrorism, explosion, theft, riot, power failure, software
failure etc.

No matter what type of disaster has happened, the organization should be
prepared to respond to the disruptive event in a timely fashion and recover mission-
critical applications and data as soon as possible. Otherwise, negative effects will occur —
lost revenues, lost data, loss of customer trust and even going out of business. Usually DR
is more connected with the IT department and IT systems (ERP, CRM, BI, email servers
etc.). The reason for this is that today’s business relies more and more on new
information and communication technologies. This leads to large volumes of digital data,
which are the most valuable asset of every organization. The importance of having a DR
plan is proven by the 2011 Forester study report which shows that almost a quarter of
companies worldwide are likely to declare a disaster in a five-year time period'. Without a
DR plan the chances of a successful recovery of business operations and data are close to
zero. At the same time, many business organizations which have developed such a plan
still suffer serious loss in the case of a disruptive event, or they just have inadequate plans.
Taking this into consideration, we are going to outline some of the main points which are
underrated or even missed during DR planning.

It’s better to create a DR plan earlier rather than later - no manager would like to
spend money on DR strategy when everything in the organization is working just fine at
that moment and there are no signs of any kind of disasters. In fact, small-scale disasters
are those that cause 80% of business downtime — problems with drive failure, application
crashes, data corruption and human error’. So a DR plan is more than a necessity for
every business organization.

Members of the DR planning team — to create a successful DR plan, the DR team
should include representatives from every department in the organization and also a high-
level manager, who usually is the CEO. This way, the plan will embrace all business
activities in the organization and is going to be comprehensive. A common mistake is not
to include members from all departments, which often results in the elimination of
possibly valuable information about future DR strategy.

Defining the key assets of the organization and assessing threats and risk — on the
one hand the DR team should analyze and outline which are the mission-critical business
processes, applications and data, while on the other hand it should foresee as many
disaster scenarios as possible. The core of this is business impact analysis, which results in
the thorough analysis of the impact of not having mission-critical data, applications and
processes available after a disaster has struck and how this is connected to possible

! Oxton, ]. Stepping Up In the Face of Crisis, Disaster Recovery Journal, Spring 2012, Volume 25, Number 2, p. 26

2

Denapoli, M. Myth-Busting the Obstacles to Disaster Recovery Planning, Disaster Recovery Journal,
Spring 2012, Volume 25, Number 2, p. 53
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economic loss for the organization. Business impact analysis is primarily an information-
gathering process, which finishes with listing the key components for each business unit
in the organization, such as':
e Determine the criticality a particular system or application has to the orga-
nization;
e Learn how quickly the system or application must be recovered in order to
minimize the organization’s risk of exposure;
e Determine how current the data must be at the time of recovery.

A big problem at this point could be the lack of documentation for current
business processes which flow through the organization. Without this information it is
hard to define the key assets and what their value to the business is. Organizations that
use standard frameworks, like the Information Technology Infrastructure Library (ITIL)
have better chances of recoverability.

Assigning roles and responsibilities — this is an area where business organizations
encounter serious difficulties. At the same time, the roles and the responsibilities of an
organization’s employees are vital if a disaster strikes. Everyone should know exactly what to
do when a disruptive event occurs. A common mistake is to depend only on too few qualified
personnel to handle the disaster, mainly from the IT department. In fact, the DR process is
much more than restoring the data, it’s about returning to normal business operations. To
accomplish this it is necessary to include the participation of people not only from IT, but also
from corporate governance, finance and the business units impacted. Another problematic
area here is training. Employees’ training is critical. Without proper training and clear
understanding of their responsibilities, the DR plan is doomed to failure.

Testing the DR plan — testing the plan is another step which is underestimated. If the
organization has developed a DR plan, this doesn’t necessarily mean that it will be useful when
a disruptive event occurs. Furthermore, the DR team should consider not just testing, but
realistic testing, which will show real business function recovery. The closer to a real disaster
the test can get, the more provable the DR plan is. Meanwhile, during the test period, missing
points could be identified, inconsistencies and errors in the plan, gaps between expected and
achieved results, and problems with roles and responsibilities. This is very useful and definitely
would help when revisiting the DR plan and making it more provable. Nevertheless, many
organizations still don’t pay enough attention to this very important step when developing
their DR plan. A 2011 Symantec survey of more than 1200 small and medium-sized
businesses worldwide revealed that less than one-third (28%) of organizations have actually
tested their disaster recovery/failover systems, leaving their companies vulnerable to massive
technology and business failures in the event of a disaster”.

' Little, D., S. Farmer. Digital Data Integrity: The Evolution from Passive Protection to Active Management,
Wiley, 2007, p. 36

?  Symantec 2011 SMB Disaster Preparedness Survey,
http://www.symantec.com/content/en/us/about/media/pdfs/symc_2011_SMB_DP_Survey Report Global.p
dffom ext cid=biz_socmed _twitter facebook marketwire linkedin 2011Jan worldwide dpsurvey
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Regular updates to the DR plan — this is somewhat connected with the process of
testing the plan. When a DR plan is successfully created and tested, it doesn’t mean the
organization is prepared for future disruptive events. Ongoing maintenance is equally
important in order to have a reliable DR plan. The stress here is on monitoring changes in
laws, standards, the organization’s structure, and the impact of new technologies. If there
are significant changes, they should find their place in the corresponding documentation
of the DR plan, thus updating it.

Using modern IT for DR — developing a DR plan is always about searching for the
balance between cost and the level of recovery. Of course, a small-sized organization can't afford
a lot of money for DR compared to a big enterprise. This is going to change as some new forms
of technology gain popularity as a cost-effective means in favor of DR - technologies like server
virtualization and cloud computing, On the one hand, server virtualization is quite a common
strategy for optimizing the organization’s IT infrastructure, which leads to shorter recovery times
and simpler DR plans. On the other hand, the shared resources which cloud computing offers
allow on-demand recovery and great backup functionality.

In conclusion, a well-structured and comprehensive DR plan will enable
organizations to recover quickly and effectively from any disruptive event, thus avoiding
loss and significant interruption of business processes. Keeping in mind and paying
attention to the above mentioned points would greatly increase the chances of creating
and maintaining the right DR plan.

SAP SECURITY: PROTECTING YOUR DATA -
AND YOUR BUSINESS

Zgardan Evghenia, Juc Stanislav
ASEM

More than 82,000 companies around the world use SAP business applications to
power their enterprises. These SAP systems carry precious cargo—the mission-critical
data that fuels and supports the organization.

SAP combines the technology, solutions, and services to address the three pillars of
information security:

1. People — SAP offers services that can help you raise awareness of security issues

among employees and establish easy-to-follow security guidelines and policies.
Their broad selection of education offerings ensures that your people have the
knowledge they need to protect your systems and processes.

2. Processes — SAP provides consulting and support services that focus on risk

assessment and management, helping you understand security as a business
issue and ensuring that all work routines and processes are secure. They also
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offer a broad range of solutions to help you manage governance, risk, and
compliance .

. Technology — All SAP solutions are designed to meet the highest security

standards. And with theSAP NetWeaver technology platform, you have the
technology foundation you need to ensure the security of your heterogeneous

infrastructure.

SAP solutions are built from the ground up to ensure the highest levels of security

in the most sensitive environments. SAP follows rigorous security standards in the design

and development of all its solutions, and SAP application developers receive extensive

security training.

The SAP NetWeaver platform is based on a state-of-the-art security infrastructure,

including network and communications security, auditing capabilities, as well as web

services security capabilities. In addition, two dedicated security solutions focus on the

specific challenges customers are faced with in heterogeneous IT landscapes:

SAP NetWeaver Identity Management — The SAP NetWeaver Identity
Management (SAP NetWeaver ID Management) component provides
centralized tools for managing the entire user life-cycle across highly diverse
system environments. It automates processes such as employee on-boarding,
position changes, and access rights management for external users while
ensuring compliance and auditability.

SAP NetWeaver Single Sign-On — With the SAP NetWeaver Single Sign-On
application, customers can set up secure single sign-on and single log-out
scenarios tailored to their individual requirements, including all SAP GUI types,
web applications, and identity federation across domain boundaries. Based on
standards such as X.509 certificates, Kerberos and the security assertion markup
language (SAML), SAP NetWeaver Single Sign-On is a highly flexible solution
that can be configured to meet even the highest corporate security standards.

Some examples of research achievements include:

1.

Secure information sharing - Privacy-preserving computing schemes use
advanced cryptographic methods to allow joint computations without
disclosing sensitive input data to collaboration partners or a trusted third party.
We have used this technology to build secure services for benchmarking and
distributed optimization tasks.

. Automated security validation — Security flaws in business processes, services and

protocols are subtle and hard to detect. With the help of the security validator, a
business process or protocol designer can check his models with the push of a
button and gets advice on how to fix the design in case the check fails. Results are as
precise as can be, since the approach is based on sound mathematical theories.

. Data-centric security — Cloud computing and service orientation can be most

effective if data is allowed to migrate across domains of control. To maintain
security upon migration, policies need to be known and enforced beyond a
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single application or system context. Sticky policies are attached to the data and
travel with them, keeping the data owner in control.

SAP offers key security services to protect your information assets:

SAP Security Concepts and Implementation — Helps you define and implement an

enterprise-wide information security policy

SAP Security Optimization — Checks the security of your SAP solution and makes
recommendations for system settings

Plus, SAP's security offerings are enhanced through our investment in security
best practices.

DATA SECURITY IN DATA WAREHOUSE

Stefan PETROV
D. A. Tsenov Academy of Economics
Svishtov, Bulgaria

This article describes the most important issues of informational security in Data
Warehouses, which could be summarized into four security areas. These issues should be
considered before creating data security policies .

Data Warehouse is the main source of information, required for business analysis in
enterprises. It collects operational data from transactional systems, transforms them into
appropriate format for data analysis and stores the data for a long period of time. That is why
data security policies in companies inevitably include security issues of Data Warehouses.

The security needs of Data Warehouses could be summarized into four security
areas [3]:

¢ Data classification and ontology;

¢ Data integrity and validation;

e Access policies and data restrictions;

e Data masking and privacy preservation;

Palletvuori asserts that applying proper data classification and its understanding
by all users of the system is essential for maintaining high level of informational security
[3]. Data Warehouse developers should choose such shared structures and logic that
could be equally interpreted by different parties. Determining the potential changes in the
data security requirements through the time is possible only when the ontology of the
data is well-defined and understood.

The second security area is ensuring data integrity and validation. Data loaded to the
Data Warehouse must be valid and accurate and the Warehouse should implement
techniques which manage and control the process of combining data from multiple sources.
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Access policies and data restrictions could be organized into two levels [4]
(Figure 1):

e Database level security

e Application level security

Both the levels allow users to be grouped into roles and each group receives some
data restrictions.

Database level security contains tools and services which traditional Database
Management Systems provide for informational safety maintenance, like views, SQL
Grant and Revoke commands, encryption, auditing.

Palletvuori notices that a simple approach to improving the security in Data
Warehouse is to inherit its access permissions from the source data and treat the Data
Warehouse and source database as one distributed database [3]. However, such an
approach could not be useful for ensuring data confidentiality.

Application level security refers to hiding certain menus, reports, data entry
screens or application modules depending on users’ roles.

_ Applicati .
Database security level PP |ca'iglr;|securnty

— Views — Hiding menus

| | SQLGrantand | | Hiding data entry
Revoke Commands screens

— Encryption — Hiding Reports

|| Auditing Hiding application

modules

Figure 1. Security levels of access polices in Data Warehouse

The purpose of the security area “Data masking and privacy preservation” is to
ensure that all privacy requirements are considered and all confidentiality needs are
fulfilled. Creating data security policy requires to be given answers in advance to the
following questions: [2]

e Which data should be filtered according to user permissions?

e  Which data are subjected to legal restrictions?

e  Which analyses may be performed on this data?

e Which data may be used only for the company’s own purposes and which data

may be given to third parties?

Maksimov supposes that the most appropriate technique for ensuring data
confidentiality in Data Warehouse is encryption, but he marks as disadvantages of the
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technique the decreasing performance of the Data Warehouse and the requirement all
information systems in the company to support manipulation of encrypted data. [1]

We could conclude that improving data security in Data Warehouse would
increase the benefits which analytical software products provide for users.
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SECURITY IN ELECTRONIC CUSTOMER RELATIONSHIP
MANAGEMENT SYSTEMS

Kremena M. MARINOVA
PhD Student, Academy of Economics “D. A. Tsenov”
(Svishtov, Bulgaria)

This report aims to describe possible security attacks in Electronic Customer Relationship
Management Systems (e-CRM) and solutions to enhance security in e-CRM applications. The
report outlines results of survey in Bulgarian financial sector about protection methods used in
financial organizations.

Electronic Customer Relationship Managements Systems (e-CRM) use a huge
variety of data about organization's customers as: personal information (name, sex, age,
ID); contact information (address and phone); education and training; social an marital
status; used to date products and services. This kind of information is very sensitive and
often subject to abuse. One of the major characteristic of e-CRM Systems is their
convenience; however, it also opens the door for various security attacks.

The possible security attacks in e-CRM systems, defined by Panko', are:

1. Denial of service. It makes attacked system unavailable to customer. Possible

attackers are angry customers, formal employees and the competitors.

2. Intrusion of sales automation system and customer database. Intruders can

break into the systems and steal customer information.

! Panko, R. Corporate Computer and Network Security, Prentice Hall, Upper Saddle River, New York. 2004.
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3. Identity theft. It happens when someone uses personal information without

permission to commit fraud or other crimes.

4. Malware attacks. Malware includes viruses and worms. These attacks can cause

the Denial of service, hardware damage or data loss.

Cook' describes some advices to enhance e-CRM security:

1. Encription of remote data. As a first line of defense, all confidential data on
mobile devices should be encrypted. Companies have to consider using software to
encrypt everything on notebooks. At the very least, business-critical information should
be protected by encryption. Organizations have to use password protection on all mobile
devices and to require strong passwords and frequent changes. Alternatively they can use
more secure, authentication methods in place of passwords that include separate physical
keys, such as USB drives, which need to be plugged into a computer to make files
accessible. This is more safty if they keep the key separate from the computer.

2. Monitoring of wireless connections. Data is most vulnerable when it is in
transit. This is especially true if organization uses wifi or other wireless connections to
transmit its data to the home office. Wifi communications have to be encrypted with Wifi
Protected Access (WPA) or 802.11i standards to make interception much more difficult.
The older Wired Equivalent Privacy (WEP) standard is much less secure. Setting up a
fake Service Set Identifiers (SSID) is one way to access a wifi session. Essentially, this
involves setting up an access point on top of another wifi hot spot. In such a way that
there is at least an equal chance that anyone logging in through the hot spot will connect
through the phony access point — which will then read and record the entire session.
Organizations can implement Virtual Private Networks (VPN) when it is available
because they are more secure than a conventional connection.

3. Role-based security. Employees ought to have access to the data associated
with their role in organization. These roles should consider what employees actually do,
not their position in organization is. Each role should give them the privileges they need
to do their job and no more. Taber? adds that companies have to manage carefully the
customer's access to e-CRM system too. If security infrastructure gives somebody the
wrong level of access, it will irritate a fair percentage of users. Instead of trying to prevent
access, organization can monitor access and create reports that alert management to
abusers. The company can have HR put more specific data security guidelines into the
personnel handbook, and make it clear that violations will be punished.

4. Education of the staff. Employees have to know up to date security best
practices. The staff has to understand enough to take basic precautions to prevent system
to be compromised. It is good solution to be initialized security education program which

' Cook, R. ChecKlist: S Principles of CRM Security. <http://www.insidecrm.com/features/checklist-crm-
security-040709>, 7.04.2009.

2 Taber, D. How to Get Smarter About CRM Security.

<http://www.cio.com/article/682296/How _to Get Smarter

About CRM_ Security>, 13.05.2011.
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to inform people about the dangers of sharing, writing down passwords etc. Employees
should be trained not to open attachments from unknown sources and not to add
unauthorized file sharing applications to their systems.

5. Beware of phishing. It involves sending phony email messages which aim of
getting the victim to submit confidential information such as credit card numbers or
account details. Organizations have to make a point of alerting their employees to the
dangers. They should have a policy for dealing with suspicious emails and make sure their
employees are aware of what constitutes a “suspicious” email.

Lee and etc.' summarize most popular protection methods. They includes: using a good
passwords, installing firewalls, installing anti-virus programs and using VPN. Most common
security method is to use ID and password but this is not enough. Improved methods include
use of long password and its encryption. VPN is the use of a secure channel in the Internet
communications. Customer awareness is important in preventing social engineering attacks.

A survey about e-CRM systems in financial sector of Republic of Bulgaria finds out
which methods are effective and useful. The survey shows that most of the interviewed
organizations protect data in its e-CRM system using individual passwords, codes and
certificates to access the system. Common-low is system's users to sign a privacy
statement, prepared in accordance with internal rules and instructions of the particular
organization. Some companies use the services of a specialized unit for security, which
may be internal to the organization or service to be entrusted to a contractor
(outsourcing). Some enterprises do additional data backup of the archive. Others use
more sophisticated protection systems such as the Disaster Recovery Center.

In conclusion, only one of surveyed organizations said that its activities doesn't en-
counter security problems using the system, which is indication that protection and data security
in e-CRM systems should not be ignored and needs to be paid adequate attention. Innovative
solution in this area is e-CRM system to be integrated with the Data Processing Centre, which
can be placed ever-growing amounts of data and it to be stored securely and reliably.
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