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In prezentul studiu se analizeazd moda-
litatile de scurgere a informatiilor confidentiale,
circumstantele de prezentare legala a informa-
tiei aferente activitatii entitatilor, precum §i res-
ponsabilitatile aferente divulgarii datelor cu ca-
racter confidential. Scopul lucrarii este elucida-
rea necesitatii de a securiza informatiile finan-
ciar-contabile si de a spori constientizarea pro-
fesionistilor contabili in ceea ce priveste aparit-
ia riscurilor generate de digitalizarea procese-
lor economice. Metodologia cercetarii s-a axat
pe utilizarea metodelor traditionale, in special
analiza in dinamica si cea structurald a feno-
menului cercetat. Ca urmare a observatiilor
efectuate, putem mentiona ca securizarea infor-
matiei financiar-contabile asigurd confidentiali-
tatea acesteia, respectiv previne cauzarea unor
prejudicii financiare sau de altd naturd. In
Republica Moldova nu exista un raport sau o
baza de date cu acces deschis, care ar reflecta
situatia aferentd securizarii informatiei finan-
ciar-contabile pe plan national, prin urmare, in
lucrare au fost analizate datele inregistrate la
nivel mondial.

Cuvinte-cheie: confidentialitate, divulgare,
frauda, mdsuri de securitate, scurgere de infor-
matii.

JEL: G14, K13, M49.

Introducere

Traim intr-o era digitalizata, in care majo-
ritatea interactiunilor noastre se desfasoard in
mediul virtual, iar impunerea restrictiilor, pri-
vind contactul fizic in pandemia COVID-19, a
intdrit aceste tendinte, accelerand transformarea
digitald a societatii.

Transformarea digitald a activitatilor de
afaceri este una dintre cele mai importante ten-
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This study analyses the ways of leaking
confidential information, the circumstances of
legal presentation of the information related to the
activity of entities, as well as the responsibilities
related to the disclosure of confidential data. The
purpose of this article is to elucidate the need to
secure financial and accounting information and
increase the awareness of accounting professio-
nals regarding the emergence of risks generated
by the digitalization of economic processes.
The research methodology focused on the use
of traditional methods, especially the dynamic
and structural analysis of the researched pheno-
menon. As a result of the observations made, we
can mention that securing the financial and
accounting information ensures its confiden-
tiality, respectively prevents causing financial or
other damages. There is no report or database in
the Republic of Moldova with open access that
would reflect the situation related to the securing
of financial and accounting information, there-
fore, in the paper the data at the world level were
reflected.
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Introduction

We live in a digitized age, where most of
our interactions take place in the digital envi-
ronment, and the restrictions on physical contact
that were imposed during the COVID-19 pan-
demic has reinforced these trends, accelerating
the digital transformation of the society.

Digital transformation of business activi-
ties is one of the most important trends, as it
shapes the complex process how entities enable
and apply innovations. Digitization involves the
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dinte, deoarece modeleaza procesul complex in
care entitatile activeaza si aplicd inovatiile.
Digitalizarea implica integrarea tehnologiei digi-
tale in diverse domenii ale afacerii, schimband
substantial modul de functionare a unei entitati.
Amplificarea procesului de digitalizare este ur-
tehnologiilor informationale [10].

Evolutia tehnologiilor digitale a creat im-
portante oportunititi pentru consolidarea unor
societati prospere din punct de vedere economic.
In acelasi timp, au aparut mai multe amenintari
periculoase la adresa securitatii datelor (cum ar
fi: incalcarea confidentialitatii, partinirea algorit-
mica, cauzata de date necorespunzaitoare, volati-
litatea pietei etc.) [7, p. 4].

Cele mai dificil de identificat sunt ame-
nintarile la adresa domeniului economic, acesta
insumand o gama largd de entitati. Riscurile de
naturd economica sunt mai greu de recunoscut,
deoarece multe din manifestarile lor apartin deze-
chilibrelor economice uzuale si nu sunt orientate
in mod direct impotriva statului. In acelasi timp,
entitdtile fac parte din structura statului si con-
stituie fundamentul acestuia [5, p. 8].

In literatura de specialitate existd multe
studii care trateaza problematica securitatii infor-
mationale, insd s-a acordat mai putind atentie
argumentelor care ar justifica necesitatea de secu-
rizare a informatiilor financiar-contabile si ar
demonstra cum profesionistii contabili contri-
buie la scaderea sau la cresterea riscului generat
de digitalizarea proceselor [14].

Obiectivul lucrarii este de a cerceta volu-
mul scurgerilor de informatii la nivel mondial,
cauzele acestor scurgeri si masurile pe care pro-
fesionistii contabili trebuie sa le aplice in scopul
protejarii datelor entitatilor sau clientilor pentru
care lucreaza si ale organismelor profesionale.

Metodologia cercetarii

Baza informationald a cercetdrii este repre-
zentatd de diverse lucrari din domeniu, in special
Raportul de investigare privind scurgerile de
informatii confidentiale (InfoWatch Expert) si
Raportul privind situatia amenintarilor scurgeri-
lor de informatii (ENISA). De asemenea, au fost
puse in practica diverse metode de cercetare,
cum ar fi: analiza sistemica, analiza in dinamica
si cea structurald, metoda observatiei si a com-
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integration of digital technology in various areas
of business, fundamentally changing the way an
entity operates. The amplification of the digiti-
zation process is followed by the increase in
competitiveness and the development of infor-
mation technologies [10].

The evolution of digital technologies has
created important opportunities for the consoli-
dation of economically prosperous societies. At
the same time, several dangerous threats to data
security (such as privacy breach, algorithmic
bias caused by bad data, market volatility, etc.)
have emerged [7, p. 4].

The most difficult to identify are the
threats to the economic field, being represented
by a wide range of entities. Economic threats are
more difficult to identify, since many of their
manifestations belong to natural economic imba-
lances and are not directly directed against the
state. At the same time, the entities are part of
the state structure and constitute its foundation
[5, p. 8].

In the literature, there are multiple studies
dealing with the issue of information security,
but less attention has been paid to the level of
understanding the need to secure financial and
accounting information and how accounting
professionals contribute to decreasing or increa-
sing the risk generated by the digitization of pro-
cesses [14].

The objective of this paper is to investi-
gate the volume of information leakages world-
wide, the causes of these leakages and the mea-
sures that professional accountants must apply
in order to protect the data of the entities or
clients they work for and of professional bodies.

Research methodology

The informational basis of the article was
constituted by various works in the field, in par-
ticular, the Investigation Report on the leakage
of confidential information (InfowWatch Expert)
and the Report on the situation of informa-
tion leakage threats (ENISA). Various research
methods were used for its processing, such as:
systemic analysis, dynamic and structural analy-
sis, observation method, comparison method.
The analysis of the legislation in force was also
used, in order to identify the punishments appli-
cable to those who make confidential infor-
mation public.
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paratiei. S-a apelat si la analiza legislatiei 1n
vigoare, pentru a identifica pedepsele aplicabile
celor care fac publice informatiile confidentiale.

Rezultate si discutii

Unul dintre principiile fundamentale ce
reglementeaza activitatea profesionistului conta-
bil este confidentialitatea. Acesta prevede res-
pectarea confidentialitatii informatiilor doban-
dite ca urmare a relatiilor profesionale, de afa-
ceri si, prin urmare, nedivulgarea acestora catre
parti terte. Respectiv, se interzice folosirea infor-
matiei confidentiale de catre profesionistul con-
tabil in avantajul sau sau al altor parti terte, cu
exceptia cazului in care existd un drept sau o
obligatie legald, sau profesionald, de a dezvalui
aceste informatii [11, pp. 21-22].

Astfel, principiul confidentialitatii impune
abstinenta de la:

a) dezviluirea informatiilor confidentiale in
afara entitatii angajatoare, cu exceptia cazu-
lui in care existd o obligatie legala sau
profesionala de a face publice acele infor-
matii;

b) folosirea datelor si informatiilor confi-
dentiale obtinute in cadrul relatiilor pro-
fesionale in interesul personal sau al unor
parti terte.

Angajamentul de respectare a principiului
confidentialitdtii se mentine si dupad incheierea
relatiei dintre un profesionist contabil si angaja-
tor/client. In cazul schimbirii locului de munca
sau obtinerii unui nou client, profesionistul con-
tabil nu trebuie sd foloseascd sau sd prezinte
informatiile confidentiale obtinute dintr-o relatie
profesionald sau de afaceri.

Totusi, in anumite circumstante (figura 1),
informatiile confidentiale pot fi prezentate, luand
in considerare urmatorii factori:

= gradul de afectare sau prejudiciere a
intereselor tuturor partilor, inclusiv a par-
tilor terte;

* relevanta informatiilor si fundamentarea
acestora, in masura in care este posibil;

» modalitatea de comunicare preconizata si
interlocutorul.

Results and discussions

One of the fundamental principles gover-
ning the activity of the professional accountant
is confidentiality. It provides for respecting the
confidentiality of information acquired as a
result of professional and business relationships
and, therefore, not disclosing this information to
third parties or using the confidential informa-
tion for its personal advantage or that of other
third parties, unless there is a legal right or obli-
gation or professional to disclose this informa-
tion [11, pp. 21-22].

Thus, the principle of confidentiality re-
quires avoiding such actions like:

a) disclosure of confidential information out-
side the employing entity, unless there is a
legal or professional obligation to make
that information public;

b) using confidential data and information
acquired as a result of professional rela-
tionships for personal benefit or for the
benefit of third parties.

The commitment to respect the principle
of confidentiality is maintained even after the
end of the relationship between a professional
accountant and employer or client. When chan-
ging jobs or acquiring a new client, the profes-
sional accountant should not use or disclose
confidential information obtained from a profes-
sional or business relationship.

However, confidential information may
be disclosed in certain circumstances (figure 1),
taking into account the following factors:

= degree of damage or prejudice to the
interests of all parties, including third
parties;

= relevance of the information and its
substantiation, to the possible extent;

= intended mode of communication and
the interlocutor.
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Prezentarea este
permisa sau ceruta
prin lege si este
autorizata de catre
client sau angajator/
The presentation is
permitted or required
by law and is
authorized by the
client or employer

Existd o obligatie
profesionald sau un
drept de a prezenta
informatia si nu este
interzisa prin lege/
Thereis a
professional
obligation or right to
present the
information and it is
not prohibited by
law

(‘

A4

.

*Pentru a furniza documente sau alte probe in cursul unor
proceduri judiciare/ To provide documents or other evidence
during legal proceedings;

*Pentru a prezenta autoritatilor publice responsabile, even-
tualele incalcari ale legii/ To present to the appropriate public
authorities any violations of the law that have occurred.

«Conformitatea cu controlul de calitate a unei organizatii
membre sau a unui organism profesional/ Compliance with the
quality control of a member organization or professional body;

*Furnizarea unui raspuns la 0 ancheta sau investigatie efectuata
de un organism membru sau de un organism de reglementare/
Providing a response to an inquiry or investigation by a
member body or regulatory body;

*Protejarea intereselor profesionale ale unui profesionist con-
tabil in cursul procedurilor judiciare/ Protecting the pro-
fessional interests of a professional accountant during legal
proceedings;

«Conformitatea cu standardele tehnice si cerintele de etica/
Compliance with technical standards and ethical requirements.

Figura 1. Circumstante adecvate de prezentare a informatiei confidentiale/
Figure 1. Appropriate circumstances for the disclosure of confidential information

Sursa: elaborata de autor in baza [11, pp. 22-23]/

Source: developed by the author based on [11, pp. 22-23]

Subliniem faptul ca profesionistii conta-
bili trebuie sa respecte confidentialitatea infor-
matiilor chiar si intr-un mediu social, deoarece
riscul producerii unor scurgeri de informatii
poate apdrea in diverse situatii. Odata cu extin-
derea procesului de digitalizare, riscul scurgerii
de informatii confidentiale creste. Este impor-
tant pentru fiecare profesionist contabil sa
cunoascd mecanismele care pot duce la o infor-
mare frauduloasa. Actualmente, printre cele mai
raspandite instrumente de extragere a informa-
tiei confidentiale sunt:

1) frauda ,,Boss Scam” (mesaj de la sef) —
este tintitd, de obicei, spre angajatii res-
ponsabili de efectuarea platilor, care, fiind
indusi in eroare, sunt indemnati sa efec-
tueze anumite transferuri. Astfel, un autor
trimite un mesaj, pretinzand ca este mana-
gerul angajatului si solicitd efectuarea
urgenta a unei plati. Deseori angajatului i
se cere nerespectarea procedurilor obis-
nuite de autorizare a platilor [6];
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We emphasize that a professional accoun-
tant must respect confidentiality of information
even in a social environment, as the risk of in-
formation leakage can arise in various situation.
With the expansion of the digitization process,
the risk of leakage of confidential information
increases. It is important for every accounting
professional to know the mechanisms that can
lead to fraudulent information. Currently, among
the most widespread tools for extracting confi-
dential information, we can highlight:

1) “Boss Scam” fraud (message from the boss)

— usually targets employees authorized to

make payments, who, through misrepre-

sentation, are induced to make a transfer.

Thus, an author sends a message, claiming

to be the employee's manager, and requests

an urgent payment. The employee is often
required to disregard normal payment

authorization procedures [6];

2) invoice fraud — the employee is contracted
by someone who claims to be a represen-
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2) fraude cu facturi — angajatul este con-
tractat de cineva care pretinde ca este
reprezentantul unui furnizor si solicitd
modificarea datelor bancare (numarul de
cont, banca la care e deschis contul etc.)
pentru platile viitoare. Noul cont este deti-
nut de pretinsul reprezentant al furnizo-
rului [8, p. 16];

3) e-mail-uri tip ,,phishing” — se refera la
mesaje false care induc in eroare desti-
natarii, Tn scopul divulgarii de catre aces-
tia a informatiei confidentiale (date per-
sonale, financiare, de securitate etc.).
Aceste e-mail-uri pot arata identic cu cele
pe care le emite o banca: imita logoul si
designul mesajelor reale, utilizeaza un
limbaj care sugereaza urgenta, solicita des-
carcarea unui atasament sau deschiderea
unui link [1] .

Potrivit Raportului Agentiei Uniunii Euro-
pene pentru Securitatea Retelelor si Informa-
tiillor (ENISA), scurgerile de informatii repre-
zinta unul din riscurile cibernetice in crestere, in
era digitalizarii, acoperind o gamd variatd de
informatii (date cu caracter personal, date de
afaceri, secrete comerciale etc.). Scurgerile de
informatii sunt cauzate, de obicei, de actiunile
individuale ale unor persoane sau ca urmare a unei
erori in procesele interne ale entititii in cauza.
Involuntar, o eroare tehnicd sau o configurare
gresitd, de asemenea, poate provoca o scurgere de
informatii. Conform raportului ENISA, anume
atacurile intentionate stau la baza celor mai multe
scurgeri de informatii (figura 2).

51%

25%

tative of a supplier and requests the mo-

dification of bank details (account num-

ber, bank where the account is opened,
etc.) for future payments. The new
account is owned by the purported repre-

sentative of the supplier [8, p. 16];

3) “phishing” type e-mails — refer to false
messages that mislead the recipients, with
the aim of disclosing confidential infor-
mation (personal, financial, security data,
etc.). These emails may look identical to
those issued by a bank, they mimic the
logo and design of real messages, they use
language that suggests urgency, they
request to download an attachment or
open a link [1].

According to the Report of the European
Union Agency for Network and Information
Security (ENISA), information leakages repre-
sent one of the growing cyber risks in the digital
age, covering a wide range of information (per-
sonal data, business data, trade secrets, etc.).
Information leakages are usually caused by the
individual actions of individuals or as a result of
an error in the internal processes of the entity
concerned. Inadvertently, a technical error or
misconfiguration can also be the cause an infor-
mation leak. According to the ENISA report,
intentional attacks are the basis of most infor-
mation leaks (figure 2).

Atac intentionat/Intentional attack

Problema de sistem/System

problem
B Eroare umana/Human error

Figura 2. Cauzele principale ale divulgarii informatiilor confidentiale la nivel international/
Figure 2. The main causes of confidential information disclosure at the international level
Sursa: elaborata de autor in baza [13]/ Source: developed by the author based on [13]
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In anul 2022 a avut loc o crestere semni-
ficativa a scurgerilor de informatii confidentiale
(de 3,5 ori comparativ cu anul 2017), care poate
fi explicatd atat prin extinderea digitalizarii, cat
si de situatia politica la nivel mondial (figura 3).

In 2022 there was a substantial increase in
confidential information leakages (3.5 times com-
pared to 2017), which can be explained both by
the expansion of digitization and the political
situation worldwide (figure 3).

8000
7000
6000
5000
4000
3000
2000

2194 2364 2443

1000

2017 2018 2019

6856

2308 1920

2021

2020 2022

Figura 3. Numairul scurgerilor de informatii confidentiale la nivel international, mird./
Figure 3. The number of confidential information leakage at the international level, billion
Sursa: elaborata de autor in baza [12]/

Source: developed by the author based on [12]

Din numarul total de scurgeri de infor-
matii, ponderea cea mai mare o detin datele per-
sonale, fiind urmate de scurgeri informationale
aferente secretelor comerciale si celor de stat,
iar, la final, se gasesc informatiile aferente
diverselor plati (figura 4).

Of the total number of information
leakages, the largest share is held by personal
data, followed by the leakages of information
related to commercial and state secrets, then by
various payments (figure 4).

2021

Date
personale/Personal data

I o

Secret
comercial/Commercial [l 9,40%
secret
Secret de stat/State I 4.20%
secret
Plati/Payments I 2,40%

2022
Date
personale/Personal  [[EIINs3,0%
data
Secret
comercial/Commercial [l 13,40%
secret
Secret de stat/State | 2,20%
secret
Plati/Payments | 1,50%

Figura 4. Distributia scurgerilor de informatii pe tipuri de date la nivel international /
Figure 4. Distribution of information leakages by data types at the international level
Sursa: elaborata de autor in baza [12]/ Source: developed by the author based on [12]
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Vectorul principal de atac in scurgerea de
informatii este reprezentat de interventiile externe,
care au manifestat o crestere constantd pana in
anul 2021, dupa care au scazut brusc aproxi-
mativ cu 30%. Concomitent, are loc o scadere
semnificativa a scurgerilor de informatii din inte-
rior, ceea ce poate fi explicat prin masurile luate
cu privire la protectia datelor si restrictionarea
accesului catre informatiile confidentiale. La fel,
exista un sir de scurgeri de informatii din surse
neidentificate, care a manifestat o crestere remar-
cabila in anul 2022 (figura 5).

The main attack vector in information
leakage is represented by external interventions,
which showed a constant increase until the year
2021, after which they suddenly decreased by
about 30%. At the same time, there is a signifi-
cant decrease in the leakage of information from
the inside, which can be explained by the
measures taken regarding data protection and the
restriction of access to confidential information.
Likewise, there is a string of information leakages
from unidentified sources that show a remarkable
increase in the year 2022 (figure 5).

70% 0 65,20%
b 61.50% 64,30% “ 0
N 57,50%
60% 54,10% 53,20%
o
50% 46,80%
38,50%
40% - 35,70% 34.80% .37,80%
@
30%
20%
10% 4,70%
0 0 0 0
0%
2017 2018 2019 2020 2021 2022
=@= Scurgeri interne/Internal leakages
@ Scurgeri externe/External leakages
==0==Scurgeri neidentificate/Unidentified leakages

Figura 5. Vectorii scurgerilor de informatii confidentiale la nivel international/
Figure 5. Vectors of confidential information leakages at the international level

Sursa: elaborata de autor in baza [12]/
Source: developed by the author based on [12]

Divulgarea informatiilor confidentiale re-
prezintd o amenintare pentru activitatea econo-
micd a unei societati. Péstrarea datelor si infor-
matiilor financiar-contabile constituie o obliga-
tie morala si juridica pentru persoanele care acti-
veaza In cadrul acesteia. Divulgarea datelor si
informatiilor confidentiale poate fi efectuata prin
diverse metode: printr-o actiune vadit intentio-
natd sau printr-o inactiune; in scris, oral, prin exe-
cutarea si remiterea de copii, fotografii, imagini,
prin scanare etc.; direct sau indirect (figura 6).

Divulgarea datelor si informatiilor confi-
dentiale este urmatd de sanctionare, in confor-
mitate cu prevederile legislatiei in vigoare. In
cazul in care dezvaluirea unor astfel de date sau
informatii se face de catre persoanele care le

The disclosure of confidential information
represents a threat to the economic activity of
the entity. The preservation of financial and
accounting data and information is a moral and
legal obligation for the people who work within
it. The disclosure of confidential data and infor-
mation can be carried out by various methods:
by an obviously intentional action or by an
inaction; in writing, orally, by executing and
sending copies, photographs, images, by scan-
ning, etc.; directly or indirectly (figure 6).

The disclosure of confidential data and
information is followed by sanctions in accor-
dance with the provisions of the legislation in
force. In the situation where the disclosure of
such data or information is due to the fault of a

Revista / Journal ,, ECONOMICA” nr.2(124) 2023
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cunosteau prin natura atributiilor lor de serviciu,
se constatd, dupd caz, o infractiune de negli-
jentd, un abuz in serviciu sau o abatere dis-
ciplinara [9].

person who knew them by the nature of his
duties, a crime of negligence or abuse in service
or a disciplinary offence is established, as the

case may be [9].

Actiune — prezentarea intentionatd, Cu bund constiintd a informatiilor con-
fidentiale/Action — the intentional disclosure of confidential information;

Inactiune — lasarea documentelor ce constituie secret comercial intr-un loc
accesibil persoanei interesate, astfel incat, aceasta sa ia cunostinta de aceste
documente/Inaction — leaving the documents that constitute a commercial secret
in a place accessible to the interested person, so that he becomes aware of these
documents.

In forma scrisa, orala, prin executarea si remiterea de copii, fotografii, imagini,
prin scanare etc./In written form, orally, by executing and submitting copies,

photographs, images, by scanning, etc.

of confidential information

Divulgarea informatiilor confidentiale/ Disclosure

Direct de catre faptuitor/Directly by the perpetrator;

L Indirect — prin intermediul altei persoane, care cunoaste sau nu ce reprezintd
datele prezentate/ Indirectly — through another person who knows or does not
know what the presented data represents.

Figura 6. Modalitati de divulgare a informatiilor confidentiale/
Figure 6. Ways of confidential information disclosure
Sursa: elaborata de autor in baza [9]/

Source: developed by the author based on [9]

Problema raspunderii disciplinare si mate-
riale a angajatului pentru divulgarea datelor si
informatiilor confidentiale si pentru alte fapte,
ce au condus la scurgerea unor astfel de infor-
matii este reglementatd de art. 327 si 328 din
Codul muncii al Republicii Moldova [3].

Réspunderea administrativa este regle-
mentatd de art. 107 din Codul contraventional al
Republicii Moldova ,,Obtinerea sau divulgarea
informatiilor care constituie secret comercial,
bancar sau fiscal”, care prevede sanctionarea
obtinerii sau divulgarii unor astfel de informatii
de citre persoana careia i-au fost incredintate
aceste informatii sau care le-a cunoscut prin
atributiile de serviciu [2].

Raspunderea penald pentru divulgarea
informatiilor confidentiale este prevazuta de art.
245" din Codul penal al Republicii Moldova:
,»Obtinerea ilegald sau divulgarea informatiilor
ce constituie secret comercial sau bancar”, care
prevede atét pedeapsa cu amenda, cat si privarea
de libertate [4].
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The issue of disciplinary and material lia-
bility of the employee for the disclosure of
confidential data and information and for other
facts that led to the leakage of such information
is regulated by art. 327 and 328 of the Labour
Code of the Republic of Moldova [3].

Administrative liability is regulated by
art. 107 of the Criminal Code of the Republic of
Moldova, “Obtaining or divulging information
that constitutes a commercial, banking or fiscal
secret” which provides for the sanctioning of
obtaining or divulging such information by a
person to whom it was entrusted or became
known to him through his duties [2].

Criminal liability for the disclosure of
confidential information is provided by art. 245"
of the Criminal Code of the Republic of Mol-
dova, “Illegal obtaining or disclosure of infor-
mation that constitutes a commercial or banking
secret” which provides for both a fine and depri-
vation of liberty [4].
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In scopul protectiei efective a informa-
tillor sale confidentiale, societatea trebuie: sa
elaboreze regulamente interne detaliate privind
disciplina informationald; sa prevada in contrac-
tele de munca clauze speciale privind protectia
datelor si informatiilor confidentiale ale entitatii;
sa informeze angajatii despre importanta protec-
tiei acestor informatii si despre raspunderea juri-
dicd 1n cazul dezvaluirii lor.

Concluzii

In contextul celor relevate, mentiondm ci
existd date si informatii cu caracter economic,
care, desi nu constituie secrete de stat, nu sunt
destinate publicului. Aceste date si informa-
tii trebuie pastrate cu strictete, deoarece ele vi-
zeaza interesele majore ale entitétilor si ale eco-
nomiei nationale.

Este obligatorie constientizarea necesitatii
investitiilor 1n securitate, care au ca efect reducerea
breselor de securitate si, implicit, a atacurilor
cibernetice si scurgerilor de informatii. In scopul
asigurdrii confidentialitatii, propunem elaborarea
politicilor interne de securitate a datelor confi-
dentiale, organizarea auditului sistemelor de secu-
ritate n cadrul entitatii, introducerea masurilor de
securitate a retelelor si controlul accesului.

De obicei, misiunea asigurdrii securitatii
informatiilor revine contabilului sef si administra-
torului entitdtii. Contabilul sef, ca responsabil al
sectorului financiar-contabil si, implicit, al siste-
mului de prelucrare automata a datelor, trebuie sa
asigure siguranta datelor entitatii, s fie constient
de faptul ca nu trebuie sa divulge informatia pe
care o detine unor persoane terte, inclusiv rudelor
si prietenilor, chiar si dupa incheierea afacerilor.

Un rol important in asigurarea confiden-
tialitatii datelor revine organizdrii procesului de
securitate, care are ca obiectiv asigurarea unei
administrari unitare a informatiei in cadrul intre-
prinderii. Astfel, recomanddm managerilor enti-
tatilor sd se asigure ca utilizatorii sistemului
informational, care au acces la date personale si
confidentiale, respectd procedurile si politicile
de securitate. Totodata, organizarea securitatii
informationale nu trebuie sd se limiteze doar la
personalul intern, dar si la persoanele terte, fiind
recomandatd implementarea unui proces care sa
controleze accesul tertilor.

In order to effectively protect their con-
fidential information, entities should develop
detailed internal regulations on information dis-
cipline, provide in employment contracts spe-
cial clauses on the protection of data and con-
fidential information of the entity, inform
employees about the importance of protecting
this information and about legal liability in the
case of its disclosure.

Conclusions

Considering everything that has been
revealed, we can mention that there are data and
information of an economic nature which, alt-
hough they do not constitute state secrets, are
nevertheless not intended for the public. These
data and information must be kept strictly
because they target important interests of both
the entities and the national economy.

It is strictly necessary to be aware of the
need for investments in security at the entity
level, which has the effect of reducing security
breaches and implicitly cyber-attacks and infor-
mation leakages. Among the most accessible
measures to ensure confidentiality, we can
highlight the development of confidential data
security policies, the audit of security systems,
the introduction of security measures in net-
works and access control.

Typically, the task of ensuring informa-
tion security is attributed to the chief accountant
and the administrator of the entity. The chief
accountant, as the person in charge of the
financial and accounting sector and implicitly of
the automatic data processing system, has the
obligation to ensure the confidentiality of the
entity’s data, so he must be aware of the fact that
he must not disclose the information he holds to
third parties, including relatives and friends,
even after the end of the business relationship.

An important role in ensuring data confi-
dentiality belongs to the organization of the
security process whose objective is to ensure a
unified administration of information within the
enterprise. Thus, we recommend that entity
managers ensure that users of the information
system who have access to personal and con-
fidential data comply with security procedures
and policies. At the same time, the organization
of information security must not be limited only
to internal staff, but also to third parties, and it is
recommended to implement a process by which
third party access is controlled.
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